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Spoke 2-172.16.2.1

PPNT 172.16.0.1-Hub
Traditional Easy VPN ninel
Remote Configuration Internat “";.,‘f-.
e i Server
PN Tunnel
G A Enhanced Easy VPN

Server Configuration

Enhanced Easy VPN
Remote Configuration

T4 o9

e 1y

hostname Hub
1

no aaa new-model

!

no ip domain lookup
1

username test-user privilege 15 password 0 ciscol23
1
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1
crypto isakmp policy 10
encr aes
authentication pre-share
group 2
!
crypto isakmp client configuration group En-Ezvpn
key test-En-Ezvpn
crypto isakmp profile En-EzVpn-Isakmp-Profile
match identity group En-Ezvpn
isakmp authorization list default
client configuration address respond
virtual-template 1
1
1
crypto ipsec transform-set VPN-TS esp-aes esp-sha-hmac
mode tunnel
!
crypto ipsec profile En-EzVpn-Ipsec-Profile
set transform-set VPN-TS
set isakmp-profile En-EzVpn-Isakmp-Profile
1
1
interface Loopback0
description Router-ID
ip address 10.0.0.1 255.255.255.255
!
interface Loopbackl
description inside-network
ip address 192.168.0.1 255.255.255.255
!
interface Ethernet0/0
description WAN-Link
ip address 172.16.0.1 255.255.255.0
!
interface Virtual-Templatel type tunnel
ip unnumbered Loopback0
ip mtu 1400
ip tcp adjust-mss 1360
tunnel mode ipsec ipv4
tunnel protection ipsec profile En-EzVpn-Ipsec-Profile
!
router eigrp 1
network 10.0.0.1 0.0.0.0
network 192.168.0.1 0.0.0.0
network 192.168.1.1 0.0.0.0
!
ip route 0.0.0.0 0.0.0.0 172.16.0.100
1

end

A X 3 1(Enhanced EzVPN) 1|13 0|4

hostname Spokel
!
no aaa new-model
!
interface Loopback0
description Router-ID
ip address 10.0.1.1 255.255.255.255
crypto ipsec client ezvpn En-EzVpn inside



1

interface Loopbackl

description Inside-network

ip address 192.168.1.1 255.255.255.255
!

interface Ethernet0/0

description WAN-Link

ip address 172.16.1.1 255.255.255.0
crypto ipsec client ezvpn En-EzVpn
1

interface Virtual-Templatel type tunnel
ip unnumbered Loopback0

ip mtu 1400

ip tcp adjust-mss 1360

tunnel mode ipsec ipv4

!
router eigrp 1

network 10.0.1.1 0.0.0.0

network 192.168.1.1 0.0.0.0

!

ip route 0.0.0.0 0.0.0.0 172.16.1.100
!
crypto isakmp policy 10

encr aes

authentication pre-share

group 2

!
crypto ipsec client ezvpn En-EzVpn
connect auto

group En-Ezvpn key test-En-Ezvpn
mode network-extension

peer 172.16.0.1

virtual-interface 1

end

g2 ™5t ol 7hy ’ESIE Yo |6H0|= stL|ct = st
2t E{= virtual-interface 1 B2 &5t x| ot &LICtH

A% 3 2(BI7HAl EzVPN) Z4x|a o4

hostname Spoke2

!
no aaa new-model

!
no ip domain lookup

!

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

!

crypto ipsec client ezvpn Leg-Ezvpn
connect auto

group En-Ezvpn key test-En-Ezvpn
mode network-extension

peer 172.16.0.1

xauth userid mode interactive



1
interface Loopback0
ip address 10.0.2.1 255.255.255.255
crypto ipsec client ezvpn Leg-Ezvpn inside
1
interface Loopbackl
ip address 192.168.2.1 255.255.255.255
1
interface Ethernet0/0
ip address 172.16.2.1 255.255.255.0
crypto ipsec client ezvpn Leg-Ezvpn
1
ip route 0.0.0.0 0.0.0.0 172.16.2.100
1

end
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Hub#show crypto isakmp sa det
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - cTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime Cap.

1006 172.16.0.1 172.16.2.1 ACTIVE aes sha psk 2 23:54:53 C
Engine-id:Conn-id = SW:6

1005 172.16.0.1 172.16.1.1 ACTIVE aes sha psk 2 23:02:14 C
Engine-id:Conn-id = SW:5

IPv6 Crypto ISAKMP SA

28H
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Hub#show crypto ipsec sa peer 172.16.1.1 detail

interface: Virtual-Accessl


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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Crypto map tag: Virtual-Accessl-head-0, local addr 172.16.0.1

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 172.16.1.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 776, #pkts encrypt: 776, #pkts digest: 776
#pkts decaps: 771, #pkts decrypt: 771, #pkts verify: 771
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#pkts no sa (send) 0, #pkts invalid sa (rcv) 0
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 0
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rcv): O
#pkts tagged (send): 0, #pkts untagged (rcv): 0
#pkts not tagged (send): 0, #pkts not untagged (rcv): 0
#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 172.16.0.1, remote crypto endpt.: 172.16.1.1
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: 0x9159A91E(2438572318)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0xB82853D4(3089650644)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 13, flow_id: SW:13, sibling flags 80000040, crypto map:
Virtual-Accessl-head-0
sa timing: remaining key lifetime (k/sec): (4342983/3529)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x9159A91E(2438572318)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 14, flow_id: SW:14, sibling flags 80000040, crypto map:
Virtual-Accessl-head-0
sa timing: remaining key lifetime (k/sec): (4342983/3529)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

EIGRP

Hub#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(1)



H Address Interface Hold Uptime SRTT
(sec) (ms)
0 172.16.1.1 Vil 13 00:59:28 31
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Spokel#show cry is sa det

Codes: C - IKE configuration mode, D - Dead Peer Detection
N - NAT-traversal

T - CcTCP encapsulation, X - IKE Extended Authentication

K - Keepalives,

psk - Preshared key, rsig - RSA signature
renc - RSA encryption

IPv4 Crypto ISAKMP SA

LIC}.olE

RTO Q Seqg
Cnt Num
1398 0 3

Auth DH Lifetime Cap.

C-id Local Remote I-VRF Status Encr Hash
1005 172.16.1.1 172.16.0.1 ACTIVE aes sha psk
Engine-id:Conn-id = SW:5
IPv6 Crypto ISAKMP SA
2BA|
Spokel#show crypto ipsec sa detail
interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 172.16.1.1
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 172.16.0.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 821, #pkts encrypt: 821, #pkts digest: 821
#pkts decaps: 826, #pkts decrypt: 826, #pkts verify: 826
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#pkts no sa (send) 0, #pkts invalid sa (rcv) 0
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: O
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rcv): O
#pkts tagged (send): 0, #pkts untagged (rcv): 0
#pkts not tagged (send): 0, #pkts not untagged (rcv): 0
#pkts internal err (send): 0, #pkts internal err (recv) 0
local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.0.1

2
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plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: 0xB82853D4(3089650644)
PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x9159A91E(2438572318)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 11, flow_id: SW:11, sibling flags 80004040, crypto map:
Virtual-Accessl-head-0
sa timing: remaining key lifetime (k/sec): (4354968/3290)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xB82853D4(3089650644)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 12, flow_id: SW:12, sibling flags 80004040, crypto map:
Virtual-Accessl-head-0
sa timing: remaining key lifetime (k/sec): (4354968/3290)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

EZVPN

Spokel#show crypto ipsec client ezvpn
Easy VPN Remote Phase: 8

Tunnel name : En-EzVpn

Inside interface list: Loopback0

Outside interface: Virtual-Accessl (bound to Ethernet0/0)
Current State: IPSEC_ACTIVE

Last Event: SOCKET_UP

Save Password: Disallowed

Current EzVPN Peer: 172.16.0.1

2t <E! - EIGRP

Spoke 20|l ZF A= 7t HAM|A QB O|AE S=ote ZE EL
Ee|30| Cigt QAIEW0|AE 7IEIZ7IE S27t /Ue B Ecl=2 S stELIC

Spokel#ping 192.168.0.1 source loopback 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/6 ms
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Spokel#ping 192.168.0.1 source loopback 0

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is 2 seconds:
Packet sent with a source address of 10.0.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/5 ms

Spokel# sh ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is 172.16.1.100 to network 0.0.0.0
S* 0.0.0.0/0 [1/0] via 172.16.1.100

[1/0] via 0.0.0.0, Virtual-Accessl
10.0.0.0/32 is subnetted, 2 subnets

D 10.0.0.1 [90/27008000] via 10.0.0.1, 01:16:15, Virtual-Accessl

C 10.0.1.1 is directly connected, Loopback(
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

S 172.16.0.1/32 [1/0] via 172.16.1.100

C 172.16.1.0/24 is directly connected, Ethernet0/0

L 172.16.1.1/32 is directly connected, Ethernet0/0
192.168.0.0/32 is subnetted, 1 subnets

D 192.168.0.1 [90/27008000] via 10.0.0.1, 01:16:15, Virtual-Accessl
192.168.1.0/32 is subnetted, 1 subnets

C 192.168.1.1 is directly connected, Loopbackl

Spokel#
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Hub#show crypto isakmp sa det
Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
T - CcTCP encapsulation, X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signature
renc - RSA encryption
IPv4 Crypto ISAKMP SA

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime Cap.

1006 172.16.0.1 172.16.2.1 ACTIVE aes sha psk 2 23:54:53 C
Engine-id:Conn-id = SW:6

1005 172.16.0.1 172.16.1.1 ACTIVE aes sha psk 2 23:02:14 C
Engine-id:Conn-id = SW:5

IPv6 Crypto ISAKMP SA

28|
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Hub#show crypto ipsec sa peer 172.16.2.1 detail

interface: Virtual-Access?2
Crypto map tag: Virtual-Access2-head-0, local addr 172.16.0.1

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.0.2.1/255.255.255.255/0/0)
current_peer 172.16.2.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 15, #pkts encrypt: 15, #pkts digest: 15
#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#pkts no sa (send) 0, #pkts invalid sa (rcv) 0
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 0
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rcv): O
#pkts tagged (send): 0, #pkts untagged (rcv): 0
#pkts not tagged (send): 0, #pkts not untagged (rcv): 0
#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 172.16.0.1, remote crypto endpt.: 172.16.2.1
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: 0x166CAC10(376220688)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x8525868A(2233829002)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 11, flow_id: Sw:11, sibling_flags 80000040, crypto map:
Virtual-Access2-head-0
sa timing: remaining key lifetime (k/sec): (4217845/1850)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x166CAC10(376220688)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 12, flow_id: SW:12, sibling_flags 80000040, crypto map:
Virtual-Access2-head-0
sa timing: remaining key lifetime (k/sec): (4217845/1850)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)



outbound ah sas:

outbound pcp sas:

AXF 2

18|

Spoke2#show
IPv4 Crypto
dst
172.16.0.1

IPv6 Crypto

28|

Spoke2#show

interface:

crypto isakmp sa

ISAKMP SA
sSrc state COIll’l—id status
172.16.2.1 OM_IDLE 1001 ACTIVE
ISAKMP SA

crypto ipsec sa detail

Ethernet0/0

Crypto map tag: Ethernet0/0-head-0, local addr 172.16.2.1

protected

vrf: (none)

local ident (addr/mask/prot/port): (10.0.2.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 172.16.0.1 port 500

PERMIT,

flags={origin_is_acl,}

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#pkts no

sa (send) 0, #pkts invalid sa (rcv) 0

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0

#pkts invalid prot (recv) 0, #pkts verify failed: O

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0

#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

##pkts replay failed (rcv): 0

#pkts tagged (send): 0, #pkts untagged (rcv): 0

#pkts not tagged (send): 0, #pkts not untagged (rcv): 0

#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 172.16.2.1, remote crypto endpt.: 172.16.0.1
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0

current

outbound spi: 0x8525868A(2233829002)

PFS (Y/N): N, DH group: none

inbound

esp sas:

spi: 0x166CAC10(376220688)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: SW:1, sibling_flags 80004040, crypto map:
Ethernet0/0-head-0
sa timing: remaining key lifetime (k/sec): (4336232/2830)

IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)



inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x8525868A(2233829002)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: SW:2, sibling_flags 80004040,
Ethernet0/0-head-0
sa timing: remaining key lifetime (k/sec): (4336232
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

EZVPN

Spoke2#show crypto ipsec client ezvpn
Easy VPN Remote Phase: 8

Tunnel name : Leg-Ezvpn

Inside interface list: Loopback0
Outside interface: Ethernet0/0
Current State: IPSEC_ACTIVE

Last Event: SOCKET_UP

Save Password: Disallowed
Current EzVPN Peer: 172.16.0.1

Bt -

crypto map:

/2830)

AXZ3 1I'_F *EI AZF2=e nHFEEE 7F7<|7-|L RRI(Reverse Route Injection)& A& 35104 0{H

Ezf=o| f 33 k|0o{0F st=X|, o EEE 0| & Z St T(X] &
SH oF E.*L—IELOI ofolM= F x4 ool M K|S E EEH&!P_F

Spoke2#ping 192.168.0.1 source loopback 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is
Packet sent with a source address of 192.168.2.1

Success rate is 0 percent (0/5)

Spoke2#ping 192.168.0.1 source loopback 0

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is
Packet sent with a source address of 10.0.2.1

Success rate is 100 percent (5/5), round-trip min/avg/max

Spoke2#sh ip route
Codes: L - local, C - connected, S - static, R - RIP, M -
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF

fotok StEXIE LEiFeE G2E &
SAl & et gol el s EHE LI

2 seconds:

2 seconds:

= 5/5/7 ms

mobile, B - BGP
inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2



i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

a - application route

+ - replicated route, % - next hop override

Gateway of last resort is 172.16.2.100 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.2.100
10.0.0.0/32 is subnetted, 1 subnets
C 10.0.2.1 is directly connected, Loopback(
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.16.2.0/24 is directly connected, Ethernet0/0
L 172.16.2.1/32 is directly connected, Ethernet0/0
192.168.2.0/32 is subnetted, 1 subnets
C 192.168.2.1 is directly connected, Loopbackl
&= si4
Ol Mo M= x| ol EXME sidste O AEE = Ues HEE MSELICH

E:EzVPNOIM= I Tefo|M #4E = Ef'do| LIELHX| &t= E<7t %L—IEP 1EHA 2k 28

\\|

AL
40

m
HIE 52

HE X|2H 0| AR0l= E{'H0| 7t SE|X| et&LICHOHRE RS F FEAlste{H Ax3
ol clear crypto ipsec client ezvpn <group-name> B& & /=48 L|C}.
#:debug BHE AIE5H7| T C|HT HHol| et 52 HEE FESHAAIL

e HY

- debug crypto ipsec - 2EHH|2] IPsec E 4
. debug crypto isakmp - 1=t 74| 2| ISAKMP

lI‘}'L' |“|0
m

FH L
>

el
T

[l

AR HY

- debug crypto ipsec - 2EHH| 2| IPsec B 42 E A|ELICH.
- debug crypto isakmp - 1E-7H| 2| ISAKMP & & & EAIELICH
- debug crypto ipsec client ezvpn - EzZVPN C =

#d e

- IPsec X[ H O|X|

- Cisco Easy VPN Remote

. Easy VPN MH

- IPsec 7t4F H'd QIE{H O|A

- IPsec HES{3 Hot T4

QY 7| nEt HOt T2 EE M
. 7|1& X 2 B M - Cisco Systems



/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_easy_vpn_srvr.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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