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- Cisco FTD A& HHF 6.7.0
- Cisco AnyConnect Secure Mobility Clientversion 4.9.00086
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HiE HE

FTDO= RAVPN(Remote Access VPN) Z1Z| 10|40 X[ =[X|2t DAPO]| CHEt X| 0| gi& L Ch
El2|A 6.7.058E FTDL| DAPO| CHEr API X| 0| FIHEIA& LICHASAOA FTDE OtO|2 2| 0]
Ste O 7|23l &8 AtEE XI§5H7| fI8t ZeLICHASA| DAP7E 74|01 I FTDE Of
o|zao|MstE & AA8AH= O|A| RA VPN Z4x| ol &4 DAP Zix| 2ol oto|d
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DAP Z1I|12{|0[M 2 ASAO|A FTDE M3 o2 0to|a|0|M3tE{H ChE ZHE SISt MAI2.

- DAP/HostscanO| T+ &l ASAILICE

- ASAO|M TFTP/FTP ME{ M| A EE= ASAO CHEH ASDM M| A

. 17 6.7.0 0|42 A&35l= Cisco FTD= FDM(Firepower Device Manager)0i| A £ 2[&F LIC}.
- RAVPNO| 4|0 FTDOIM & S Lct.

2ol M4
- Export Controlled Features(X0{ 7|5 LHE LHZ[)7} & &3tE ADtE E2to|Ml2al o FTD7}
SEg|QALICHRA VPN ZAI| 28| 0|M B2 AL SHE = 5{835H7| 2IsH).

. 23 El AnyConnect 2tO|MIA(APEX, Plus 2= VPN &)
2to|MIAE & QI 2{HDevices(C|HFO|A) > Smart Licenses(Smart 2t0|MA)2 oS &L}

Smart License

Last sync: 17 Mov 2020 05:271 AM Go to Cloud Service L3
Next sync: 17 Nov 2020 05:31 AM

SUBSCRIPTION LICENSES INCLUDED

and bloack

Includes: T intrusion Policy Includes: Cg File Policy

URL License RA VPN License Type PLUS v DISABLE

Inchides: URL Reputation Ineludes: RA-VPN
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187, dap.xml@ ASAMIAM 22 PC/TFTP MHE SAIELICH F 71X WHo 2 SQUst Z7dg M
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ASDM:

Tools(E)> File Management(Zt ! & 2|) >Fi Transfer(It 2 Z1&)>Between Local PC and Flash(£
HPC & E2iA| ZHE o|SELCH

i ] File Transfer

Drag and drop files between your local computer and flash to upload or download them.

Local Computer Disk(s)
@ = + O Refresh (g New| [l Delete 4= Back = i Up:G Ftefresh:'_ﬂ. New [l Delete

» [ dev asa941-13-Ifbff-k8.5PA

» et all_working_tunnels.txt
1 home a5a953-6-Ifbff-k8.5PA

» Library anyconnect-win-4.3.03086-k9.pkg
(0 net backupconfig-1
0 Network IFBFF.S5A.CSCve55674.01192017.2

* dopt —— Ifbff.55A.C5Cvc55674.01302017.1

» [ private hostscan_4.3.05017-k9.pkg

» [ sbin R dap.xml

b 1 System crash.txt

» tmp anyconnect-win-4.4.01054-webdeploy-k9.pk

= 1 Users anyconnect_rdp.xml

F (T usr asa981-Ifbff-k&.5PA

 Jvar show_texh.txt

> (3 Volumes Ifbff.55A.C5Cve72227.06122017.1
.D5_Store working_1500_count.txt
installer.fallurerequests show_tech.txt
ﬁIE e B e s e Pl FAAAr ST 4

Help  (GIOSEN

CLI:

ASA# copy flash: tftp:
Source filename []? dap.xml

Address or name of remote host []? 10.197.161.160
Destination filename [dap.xml]?

440 bytes copied in 0.40 secs
2E7|. hostscan config It (data.xml) & hostscan O|0|X|& ASAO|A 2Z C|HIO|A R SAMEL

Ct.
ASDM:

Tools(&) > File Management(It & &+ 2l)> Fi Transfer(} 2 T1&)>Between Local PC and Flash(2
Z PC & &EHA| ZH 2 o|SELCH



@ [} File Transfer

Drag and drop files between your local computer and flash to upload or download them.

Local Computer
4= Back|w | .-..:|i '-|(¥Refresh|uhlew|ﬂ Delete

» O

Help

CLI:

ASA# copy flash: tftp:
Source filename []? data.xml

Address or name of remote host []? 10.197.161.160
Destination filename [data.xml]?

500 bytes copied in 0.40 secs

ASA# copy flash: tftp:

Source filename []? hostscan_4.9.03047-k9.pkg
Address or name of remote host []? 10.197.161.160

Destination filename [hostscan_4.9.03047-k9.pkg]?

————

o

Disk(s)

| 4m

Back|® fwd 4 Up & Refresh|(3 New (i Delete

v @ disk0:

» log

» [ crypto_archive

» [ coredumpinfo

¥ 3 sdesktop

data.xml

» [snmp
asa932-2-Ifbff-k8.5PA
asdm-761.bin
.boot_string
asa941-13-Ifbff-kB8.5PA
all_working_tunnels.txt
asa953-6-Ifbff-k8.5PA
anyconnect-win-4.3.03086-k9.pkg
backupconfig-1
Ifbff.55A.CSCvc55674.01192017.2
Ifbff.55A.CS5Cvc55674.01302017.1

heskammm A W AFATT LA i

56202408 bytes copied in 34.830 secs (1653012 bytes/sec)

ASA#

3EA. dap.xml & data.xml2| base64 Q1T E Zt2 7HX{SLICH

Mac: base64 -i <file>



tazkhan®@TAZKHAN-M-32A3 Desktop % basets4 -i dap.xml
PD94bWwgdmVyc21lvbi@iMS4wIiBlbmNvZGluZz@iVVRGLTgiIHNGYWSKYWxvbmU9InlleyI/Pgo8ZGFwUmVib3JkTGlzdD4KPGRhcFI1Y29yZD4
KPGRhcEShbWU+Cix2YWx1ZT5XaWskb3dzPCP2YWx1ZT4KPCIkYXBOYW11Pgo8ZGFwVml1ld3NSZWxhdGlvbi4KPHZhbHV1PmFuZDwydmFsdwU+C3
wvZGFwVml1ld3NSZWxhdGlvbj4KPGRhcEJhc21jVmlldz4KPGRhcFNLbGYjdGlvbj4KPGRhecFBvbGljeT4KPHZhbHV1Pm1hdGNoLWFueTwvdmFsd
WU+CiwvZGFwUGYsaWNSPgo8YXROcj 4KPGShbWU+YWFhLmNpc2NvLNVZZXJuYWL11PCQuYW11Pgo8dmFsdwU+Y21zY288L3ZhbHV1Pgo8b3BlcmFe
aWIuPkVRPCvcGVyYXRpb24+C]jxBeXB1PmNhc2VsZXNzPC98eXB1lPgo8L2FOdHI+CiwvZGFwU2VsZWN@aWIuPgo8ZGFwU2VsZWNBawsuPgo8ZGF
wUGYsaWN5Pgo8dmFsdWU+bWFBY2gtYWE5PCO2YWx1ZT4KPCOkYXBAb2XxpY3k+CixkYXBTAWITZWx1Y3Rpb24+CixkYXBQAb2xpY3k+Cjx2YWx1ZT
5tYXRjaClhbGw8L3ZhbHV1Pgo8L2RhcFBvbGlijeT4KPGFAMHI+CixuYW1lPmVuZHBvawsaLmFuewWNvbmS1Y3QucGxhdGZvem@8L25hbWU+Cix2Y
Wx1ZT53aW48L3ZhbHV1Pgo8h3BlemFBaWIuPkVRPCOveGVyYXRpb24+CiwvYXROcI4KPCIKYXBTAWITZWx1Y3Rpb24+CiwvZGFwU2VsZWNOaWou
Pgo8L2RhcEJhc21jV¥mlldz4KPCOkYXBSZWNvemQ+CjxkYXBSZWNvemQ+CjxkYXBOYW11PgoBdmF sdwWU+YTwvdmFsdWU+CijwvZGFwTmFtZT4KPGR
heFZpZXdzUmVsYXRpb24+Cix2YWx1ZT5hbmQE8L3ZhbHV1Pgo8L2RheFZpZXdzUmVsYXRpb24+CiwvZGFwUmVib3JIkPgo8L2RheFI1Y29yZEXpe3
Q+Cag==

Windows Powershell2| 732 :certutil -encode dap.xml tmp.b64 ;findstr /v /c:- tmp.b64 > dap.b64

dap.xml tmp.b&a ; fi

rtutil pleted successfully

PD94bliwgdmVyc21vbi@iMS4wIiB1bmNvZGluZz@1VWRGLT g1 THNOYWS kYlxvbmUs
Inllcyl/PgoBZGFwlmVib3kTGlzdDAKPGRheF 11Y29yZDAKPGRhCEShbWU+Cx2
YWx1ZT5DaXNjbzwvdmF sdwWu+CjwvZGFwTmF tZT4KPGRhcF ZpZXdzUmVsYXRpb 24+
Cx2YWx1ZTShbmQBL3ZhbHV1PgoBL2RheFZpZXdzUmVsYXRpb24-+C §xkYXBCYXNp
Y1ZpZXc+CixkYXBTZWx1Y3Rpb24+CixkYXBOb2xpY3k+Ljx2¥Wx1ZTSLYXRFaC1h
bnk8L3ZhbHV1PgoBL2RhcFBvbG1jeT4KPGFAHI +C jxuYW11PmFhYSS jaXNjby51
c2VybmFtZ TwybmFtZ T4KPHZhbHV1PmNpc2NvPCI2YWx1ZT4KPGOWZX IhdGlvbi5F
UTwvb3BlemFRaWouPgoBdHLWZ TS YXN1bGYze zwvdH1wZ TAKPCOhdHRyPgoBL2Rh
cFN1bGVdG1vb aKPCOKYXBCYXNpY1Z pZ¥e +C jwvZGFulmjb3 1kPgoBZGFwlimy]
b31kPgo8ZGFwTmFtZT4KPHZhbHV1P1R1c3QBL3ZhbHV]1PgoBL2RhcEShbWU+Cxk

YXBWakV3c1I11bGF@aWduPgoBdmF sdWU+YWSkPCO2YWx1Z TAKPCOkYXBWalv3c131
bGF@aW9uPgoBZGFwWOmF zaWNWaWV3Pgo8 LGFwU2Vs ZWNBaWIuPgoBZGFWUGS s alNS
PgoBdmF sdWU+bWFaY2gt YWSSPCO2YWx1ZT4KPCOkYXBOb2xpY Ik+CjxhdHRyPgo8
bmFtZTShYWEUY21zY28udXNlcmShbWUBL2ShbWUHCix2YWx1ZTSOZXNOPCO2Yix1
ZTAKPGOWZXIhdGlvbjSFUTwvb3BlemF @aWIuPgoBdH1wZ TS jYXN1bGY 2 2wvdH1w
ZTAKPCO9hdHRyPgoBL2RhcFN1bGYjdGlvbj4KPCOkYXBCYXNPY1ZpZXc+CjwviGFw
UmVib3JkPgoBL2RhcFI1Y29yZExpc3Q+Ce==

https://<FTD Management |P>/api-explorer2 O|S &fL|C}.

017|0l= FTDOIM AHEE = U= A API =

£0| Z 3 ELICLFDMOA X|25H= 0
GET/POST/PUT/DELETE 80| = 7|2 7|3% 7|82
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“ @ A Mot Secura | 10.197.224.82/#/api-axplorer T B o E N Q _vque

T i o ==m GY (Y @ (7 0 sdmin
Iger Monitaring Policies Objects Davice: firepower ) = g U Administrator
ETD REST API DAPXmI Show/Hide  List Operations  Expand Operatians
o Jobject/dapxmi Gat the DAPXmMI configured
AP Explorer
m Jfobject/dapxml Create a new DAPXmI configuration
m Jfobject/dapxmif{objid} Dwlete the BAPKmI configuration
| Jobject/dapxmif{objld} Gat the DAPKmI configured
m fobject/dapxmif{objld) Uipdate the DAPKXmI confguration

5EtAH|. DAPO|| CHBEt Postman ZEME F718HLCt.

742 00| O|@S AMZ &LICt 0l ol0IX|ofl EAIE CHE Create(MA)E S2I8fLC).

CREATE A NEW COLLECTION

Name

DAP|

Description Authaorization Pre-request Scripts Tests Variables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions support Markdown

M F7} Q& POST/GET/PUT 2Hg &80l5te EE2 712 7| I8l FTDol| CHEt 2
e MMEtLICHSave(XMZEH)E F2IELICH
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