ASA Remote Access VPN IKE/SSL - RADIUS,
TACACS 2 LDAP ZHx|agj|o|/dod CHet H| Rl
3 g2 3 HE of

A0

&t

k>

274

M QT ALE

ST ME

MEEIEFTE 24

=N

2Z o151 371 ASA

ACS 3! 2Z A%}

ACS 2! Active Directory AFZ %}
RADIUSE S35l ACSE AIE35l= ASA
TACACS+E S8FACS7| Z & El ASA
LDAPE AtE3t= ASA

SSL& Microsoft LDAP

otE ™ LDAP 2/ ZA1

ASA 2! L2TP

ASA SSL VPN ZZI0|¢E

ASA SSL ¢l x &

ACS AtS XL &5 B4

CI=2 & elgtLct,

=Xl 1A

e "E

k>

7H

—

Mol = Cisco ASA(Adaptive Security Appliance)0lAd S 2 E 174 HM|A VPN E{'29o| HI L
ot2 A H|HHS ¢FE 7|s0of cisi dFerL(Ch o] A{oll= Ch&o| =& ELICt

)

fok g

. CH& Z20|HE:Cisco VPN £2+0|HE & Cisco AnyConnect Secure Mobility
. CI& ZTEE Z:TACACS, RADIUS Z! LDAP(Lightweight Directory Access Protocol)
. Cisco ACS(Secure Access Control System)2| CH2 K& A:2Z & AD(Active Directory)

N T ALE



RF MY
chg Fxlofl cHst XlAlg ER6tD Qo K88 LI

. CLI(Command Line Interface)& & & ASA Zix|12i|0|M X[ 4]
- ASAOIM VPN Zx|azfo|Mofl CHE 7|2l X|4]
. Cisco Secure ACSO]| Lt 7|& X[A]

AEElE 718 24
Ol 2Xel YE = Chg AT ESo{ A stEH o HTE 7|Etez Lot

. Cisco Adaptive Security Appliance, EHZ 8.4 0|4t

- Microsoft Windows Server 2003 SP1

- Cisco Secure Access Control System, %1 5.4 0|4

. Cisco AnyConnect Secure Mobility, B{Z1 3.1

. Cisco VPN Client, &Z|A 5
Ol ZMo| HE= & & 2t 32| C|HIO|AE EOHE FHHEIRIEGLICE O] EA{0l| AHEE E% Clat

olaE Z=7|8HE(Z|2) Hu[ado|Me 2 AR E|R&LICHER HERXII 28 52 &3 =

B o{o| FHAMHMRl HeZ O|2| =XISHA|Z| BEEFLICEH

rl

7

o| MMof At =l o CHEt XEMIBH LI 2 E 24T Command Lookup Tool(SEE! 1 ZHat

debug HS AFE 37| Fofl LI H2of CHEt 52 MES XA,
2Z 2I&3 E7H ASA
2742 MO|E AF2AFT} Q= ASAOIAMS H|LHS OHE Ee H|UHS HZA 7|52 AI8E £ ¢f

H
& LICH.RADIUS, TACACS, LDAP EE= Windows NT2t 22 2[F M7t HFL|Ct

ACS I 2 A2}

ACSE ZZHZ Ho|El ArEXtof Cis H|ZFHS Bhz 3 H|HH 2 2F X|HYLICLHE E
01 M2 BH=E ALSAL7HCHE 2O A HIZHZ E HEsI S SHME = eH, &8 o] 7=||JH
£ HIg gdste = A&Lh


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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//tools.cisco.com/RPF/register/register.do
/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

» S My Workspace

¢ 1 Metwork Resources

Identity Groups
= Internal Identity Stores

Hosts

+ External ldentity Stores

LOAP

Active Directory

RSA SecurlD Token Senvers

RADIUS Identity Servars
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences

» B Policy Elements

» [ Access Policies

» ..l Monitofing and Reports

¢ = Spstem Administration

Users and kdentity Stores > internal identity Stores > Users = Create

Genearal

o Mame: cisco Status: Enabled -~ O

Description:

& ldentity Group: All Groups

Account Disable

| Dizable Account if Date Exceads: 2013-Dec-01 Bl tyyyy-Mmm-dd)

Password Information
Password muskt

+ Contain 4 - 32 characlers

2 Password Type: Internal Usears

o Password: EEEEE

o Confirm Password:
[¥] Change password on ned login

User Information
There are no additional identity atiributes defined for user records

DE MEXo Chet HIZH

AHEe Higdgsh(zael 7|s @

—

M2 Y £ UALICHLOIE S0, HUH ST} o2 S
10| AHENSHALE HIUH S £ HsHe SM2 MZE &




system Administration = Users =» Authentication Settings

Account Disable

@ Mever

Disable account if;
Date Exceeds: E[m’y—rﬂmm—dd}
Days Exceed:

Failed Attempts Exceed:

Reset current failed attempts count on submit

Password History

Password Lifetime

Users can be required to periodically change password

| If password not changed after 60 days :

Disable user account

@' Expire the password

Display reminder after days

Password must be different from the previous 1 versions

AERHE dEo| ™

12
nx
0x
(=)
40
rx
o
rC
[ul

ACS-RESERVED-Never-Expired= A& X} IDO| LIS S ILICt




L

o Aftribute:; |ACS-RESERVED-Never-Expirad
Description: l

Attribute Type
> [, Maenitaring ar Attribute Type: Boolean
. System Administration Default Valus:

Sdministrator
Attribute Configuration
[ add Policy Condition
Paolicy Condition Display Nim&:l

& = Required fields

Internal U'sers

= tz MY E HIEE3ts6 7] f/s AL8E = &L
CHSE LHEHLEE Aol HIZ 83t E|x| e &L

Ao M
5 an _}‘w Identty Stores > Users > Create
General
= Name: [eisco Status: Enabled [v| ©
Description: |
« Identity Group: [All Groups Select I
Account Disable
O Disable Account if Date Exceeds: [2013-Dec-02 i (yyyy-Mmm-dd)
Password Information
Password must
» Confain 4 - 32 characters
= Password Type: |internal Users  Select |
# Password: |
& Confirm Password: |

O Change password on next login

User Information
ACS-RESERVED-Mever-Expired: Trug f'l

& = Raquired fialds




ACS 3! Active Directory AF2 X}

AD ClO|E{HIO| A0 M AHSRHE EHQISHE = ACSE TAIY % USLICHHIYUHS otz o wHe

=< L-O
MSCHAPv2(Microsoft Challenge Handshake Authentication Protocol version 2)& A& & [ X|#
EILICt.Cisco Secure Access Control System 5.4 AtE HA F X ACS 5.42| QIS AtM[E LHE2

Oz Z2EZ U D MEA SEAHS HESFUAR.

ASAOIA CHS Mol MEE CHZ HIZHE 2E| 7SS AHE5H0 ASA7E MSCHAPV2E A &5t

Al
£ ZHE = A&Lic

ACSE= H|ZHZ E ¥ZE5t7| 25 DC(Domain Controller) C|ZE{2[0d 24Z2E [ CIFS(Common
Internet File System) DCE/RPC(Distributed Computing Environment/Remote Procedure Call) £ &
£ A8 gL

80 192,168.18, 152 16.48.66, 128 SAMR 324 ChangePasswordUser2 request
83 10.48.66,128 192,168, 10,152 SAMR 178 ChangePasswordlUser2 response

&

aaaaaaa

Frame 80: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)

Ethernet II, Src: CadmusCo 65:a@:ff (08:00:27:65:a0:ff), Dst: 62:9d:c3:ad:cd:cB (62:9
Internet Protocol Yersion 4, Src: 192.168.10.152 (192.168.10.152), Dst: 10.48.66.128
Transmission Contrel Protocol, Src Port: 35986 (35986), Dst Port: microsoft-ds (445),
[? Reassembled TCP Segments (806 bytes): #79(536), #B0(270)]

NetBIOS Session Service

SMB (Server Message Block Protocol)

SMB Pipe Protocol

Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment
= SAMR (pidl), ChangePasswordUser2

Operation: ChangePasswordUser2 (55)

[Response in frame: 83]

Encrypted stub data (672 bytes)

L - AR -

ASAE RADIUS 2! TACACS+ ZZ2EZ2 25 AI8510 AD H|ZHE HAS 9l ACSet HAAE

= AU&LICH

RADIUSE &3l ACSE AI&3t= ASA

RADIUS Z2EZL2 7|E2Mo=Z H|UHS OtE £ = H|UHS HAS XK f&LICH Yo
Z PAP(Password Authentication Protocol)= RADIUSOl| AL EILICHASAE Ut BHIAEZ ALE X}
o

O|§3 HIZHS E M&5t D, HIZHS = RADIUS SR HIUHEE ALE5to] = 8HELICtH

Ir

o]

o
o
|
>

M-SR HIZHE 7t Bz & BRI A|LE| 20| A ACSE ASA0 Radius-Reject MIA|X|E BhHetef
LICLACSE CHE AtE 2 &elghLc.
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Authentication Summary

Logged At: October 2,2013 5:24:52 446 AM
RADIUS Status: Authentication failed : 24203 User need to change passwaord
MNAS Failure:

Username: CISCO

MAC/IP Address: 192 168.10.67

Metwork Device: ASAI - 192.166.11.250 -
Access Senvice: Default Network Access
l[dentity Store: Internal Users

Authorization Profiles:

CTS Security Group:

Authentication Method: PAP ASCI

ASAS| 342 Et& Radius-Reject HIA|X|0|H @15 0| Almgi|ct.

ZAst7| ?/5H ASAH| M= tunnel-group Z1I| 212|001 M password-management &
A& LIt

tunnel -group RA general -attributes
aut henti cati on-server-group ACS
password-management

password management B232 ASA7| Radius-Request0il A PAP7} Ot=l MSCHAPV2E Z M2 At
25D 2 =&t 7450 |0}

2 L H3S HEE K| LICHIERA VPN AL R}t
S0l Z235t™ ASAQ| Radius-Requestd] MS-CHAP-Challenge7}t
gELCH

= Attribute Value Pairs
» AVP: 1=7 t=User-Name(l): cisco
AVP: 1=6 t=NAS-Port(5): 3979366400
AVP: 1=6 t=Service-Type(6): Framed(2)
AVP: 1=6 t=Framed-Protocol(7): PPP(1)
AVP: 1=15 t=Called-Station-Id(30): 192.168.1.250
AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67
AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)
AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
» YSA: 1=18 t=MS-CHAP-Challenge(1l): 205d20e2349fe2bbl5e3ed5c570d354c
AVYP: 1=58 t=Vendor-Specific(26) v=Microsoft(31l)
b VSA: 1=52 t=MS-CHAP2-Response(25): 0000fb52f2f8dcc50b0fe2aa79b2cdd428
> AVP: 1=6 t=NAS-IP-Address(4): 192,168.11.250
» AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

g v v v v v v w

q

ACSOIM AFEXI7t HIZE#HE
Reject M| A|X|E gtetErLICt.
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Ct= 742 22| MSCHAPV2 25 6481t &7/ Radius-



v Attribute Value Pairs
v AVP: 1=57 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=51 t=MS-CHAP-Error(2): \O00E=648 R=0 C=20"

ASAE 0| HIAIX|E 0|83t MODE_CFGE AF& 3104 Cisco VPN Z2H0|91E 0l A A HI L5 &
QLI

Cct 02 06:22:26 [I KEvl DEBUG Group = RA, Usernane = cisco, |IP = 192.168.10. 67,
Received Password Expiration from Auth server!

Cisco VPN 2ECI0|HEE= M HIZHZ & E= Oeh &§XHE EAIRLICH

& status: Disconnected | VPN Client - Version 5.0.07.0290 o (|3 | 22 |

Connection Entries  Status Certificates Log Options Help

S =) i%g Eﬁi EEQ N

Cancel Connect Mew Impart Modify Delete CISCO
Connection Entries l Certificates l Log ]

| Connection Entry | Host | Transport
152 168.1.250 192 168 1.250 IPSec/UDP
&) VPN Client | User Authentication for "192.168.1.250" @ :Eg:gjﬂgﬁ
Your password expired :i’iﬁ?ﬁ;P
aliei]yy New Password: | IPSec/UDP
A Confirm Password: | Foee/LF
DK Cancel
4 | B
Authenticating user... AN ENERNEEN

ASAE MS-CHAP-CPW %! MS-CHAP-NT-Enc-PW H|O|2 =2} &7 C}2 Radius-Request(Al H| &



AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)

q

q

q

P AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67

b
b
P AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
v AVP: 1=42 t=Vendor-Specific(26) v=Microsoft(311)

P VSA: 1=36 t=MS-CHAP-NT-Enc-PW(6): 060000034d57f459fe6d4875c
v AVP: 1=255 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000la3a32falcad97b38
AVP: 1=255 +t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000275b374dfc58148f6
AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=18 t=MS-CHAP-Challenge(1l): 5f16e4b7338b4b8117b50896
AVP: 1=76 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=70 t=MS-CHAP2-CPW(27): 07004efba53521c47b1046bbcas51
P AVP: 1=6 t=NAS-IP-Address(4): 192.168.11.250

ACSE 2% & QI3 MS-CHAP2-Success®t & 7 Radius-AcceptE

I:||-2|-ol-|__||:|._

VSA: 1=45 t=MS5-CHAP2-Success(26):

< AVP: 1=51 t=Vendor-Specific(26) v=Microsoft(311)
b

00533d324144414

.

Ol '24204 H|ZHS I} 3 Mo 2 HALRICID ET5t= ACSOIAM 2 ele &+ &Lt



ESteps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
Evaluating Service Selection Policy
15004 Matched rule
15012 Selected Access Service - Default Network Access
c i ity Pol
15006 Matched Default Rule
15013 Selected Identity Store - Internal Users
24214 MSCHAP is used for the change password request in the internal users identity store.
24212 Found User in Internal Users IDStore
24204 Password changed successfully
22037 Authentication Passed
15006 Matched Default Rule
Evaluating Exception Authorization Policy
15042 No rule was matched
luati ization Poli
15006 Matched Default Rule
15016 Selected Authonzation Profile - Permit Access
22065 Max sessions policy passed
22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

O CHS ASAE 8301 2152 E 15l QM(Quick Mode) Z2 M AE A& LICH

Cct 02 06:22:28 [I KEvl] G oup = RA, Usernane = cisco, |IP = 192.168. 10. 67,
User (cisco) authenticated.

TACACS+E& &8t ACS7I Z B El ASA

OrEt7HX|2, TACACS+= H|ZH S BtE L HZA| AIEE & U&LICHASAE MSCHAPV2 CHA! 2l
5 30| ASCIIQI TACACS+E A& AIE35IE 2 H|YUHE 22| 7|50 B 3HK| St&Lch

oicq I{Z!0| mEE| T ACSOIM M HIZHE E - ELICH




v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 20
Server message: Enter new password:
Data length: 0

Cisco VPN 22I0|¢MEE= M HIZHS E E&= CHEE 4 AHRADIUSO|IM AFE 5= CHEF 4 ALeF CHE
)& EAIFLICEH

& status: Disconnected | VPN Client - Version 5.0.07.0290 o || & || 22|
Connection Entries  Status Certificates Log Options Help
T
3 5 il
Cancel Cannect Mew Impaort Madify Delete CISCO
Connection Entries l Cerfficates ] Log ]
| Connection Entry | Host | Transport
152.163.1 250 152.163.1.250 IPSec/UDP
i i IPSec/UDP
G VPN Client | User Authentication for "192.168.1.250" @ IPSec/LIDP
IPSec/UDP
Enter new password: IPSec/UDP
IPSec/UDP
il I lil I L] H ) ||
cISCoO E3ponse. IPSec/UDP
QK Cancel
* [
Authenticating user... ANEEEEEEENEEEEEEDN

v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 33
Server message: Enter new password confirmation:
Data length: ©

Cisco VPN 2ZI0|AE0l= 2l &R7F E AIELICH



& status: Disconnected | VPN Client - Version 5.0.07.0290
Connection Entries  Status Certificates Log Options Help

S = F wm X

= ==

Cancel Connect Mew Import Modify Delete CISCO
Connection Entries I Cerfficates ] Log ]
| Connection Entry | Host | Transport
152 168.1.250 152 168.1.250 IPSec/UDF
i i IPSec/UDF
& VPN Client | User Authentication for "192.168.1,.250" = IPSec/UDP
IPSec/UDF
Enter new password confimation: IPSec/UDP
IPSec/UDF
alin Response: ||
cisco - IPSec/UDF
QK Cancel
* 5
EEEENENEEER

Authenticating user...

tQlol 2Ht2™ ACSHIAM 83Xl Q15E EngfLCh

—

b

v Decrypted Reply

Flags: 0x00
Server message length: 0
Data length: 0

Status: 0x1 (Authentication Passed)

ok

7t

OH

7 Ch& ACSE HIHH

|

Moz HELRICIE O|HEE 7|5



Evaluating ldentity Policy
Matched Default Rule
Selected Identity Store - Internal Users

Looking up User in Internal Users IDStore - cisco
User need to change password

Found User in Internal Users IDStore

Invalid workflow sequence type

TACACSH will use the password prompt from global
TACACSH configuration.

Returned TACACSH+ Authentication Reply
Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

ldentity Policy was evaluated before; Identity Sequence
continuing

Looking up User in Internal Users IDStore - cisco

User need to change password

Found User in Internal Users IDStore

TACACSH+ ASCI change password request.,

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

Returned TACACSH+ Authentication Reply

Received TACACSH+ Authentication COMTINUE Request
Using previously selected Access Service

Identity Policy was evaluated before; Identity Sequence
continuing

PAP is used for the change password request in the
internal users identity store,

Found User in Internal Users IDStore
Password changed successfully
Authentication Passed

ASA C|H20{l= Exchange X ‘32l Q1&5 0| HA Z=MAT7H EAIELICH

Cct 02 07:44:40 [I KEvl DEBUG G oup
Received challenge status!

Cct 02 07:44:40 [IKEvl DEBUG Group = RA, Usernane = cisco, |IP = 192.168. 10. 67,
process_attr(): Enter!

Cct 02 07:44:40 [I KEvl DEBUG G oup

RA, Usernane = cisco, IP 192. 168. 10. 67,

RA, Usernane = cisco, IP 192. 168. 10. 67,



Processi ng MODE_CFG Reply attributes

Cct 02 07:44:40 [I1 KEvl DEBUG Group = RA, Username = cisco, |IP
Received challenge status!

Cct 02 07:44:40 [I KEvl DEBUQ G oup

process_attr(): Enter!

Cct 02 07:44:40 [I1 KEvl DEBUG Group = RA, Username = cisco, |IP

Processi ng MODE_CFG Reply attributes.

Cct 02 07:44:41 [IKEv1] G oup = RA, Usernane = cisco, |IP = 192.168. 10. 67,

User (cisco) authenticated.

192. 168. 10. 67,

RA, Usernane = cisco, |IP 192. 168. 10. 67,

192. 168. 10. 67,

s HIZHE HE2 ASA0] Clisl 2t 85| FHFLICLH B2 2 & SH mZlo| Z &
TACACS+ M|4do] Alzto] =3 f Z0o{ VPN 2ZI0|HENM & EME[T HIHHEZE HEsi=

At ERHoi| Al F AIELICH

HIZHS gtE L 442 Microsoft AD 2! Sun LDAP ME{ A7 |0of| A 2-ed5HAH| X[ ElL|Ct.

3 HZA Al MHE 'error = 773'1 &7 'bindresponse = invalidCredentials'S Etet&fLIC}H O] @7
AEX7H HIEHE E A HstoF & 2 LIEHHLICH YetMel @ 7 I == O Z &Lt

525 MNEXE HE = UGS

52¢ MZERE Y

530 A ZO2E £+ Q18

531 ol T AHO|MUMH 228 4 Qi
532 HIZHS Otz

533 A AL o &

701 AHE otz

773 l2X71 HIZYHS E RYAIZdslof &
775 AR AHHE =

LDAP MHHE F-&&LICt

aaa-server LDAP protocol |dap
aaa-server LDAP (outside) host 10.48.66.128
| dap- base-dn CN=USers, DC=t est - ci sco, DC=com
| dap- scope subtree
| dap- nami ng-attri bute sAMAccount Nane
| dap-1 ogi n- password *****
| dap-1 ogi n-dn CN=Admi ni strator, CN=user s, DC=t est - ci sco, DC=com
server-type mcrosoft

BHd 2& X HIZHE #E| 7ISoi cis o] Z4m| e olME AASELICH

tunnel-group RA general -attributes
addr ess- pool POCL
aut henti cati on-server-group LDAP
defaul t - group-policy My
password-management

HIZHS E HZ5H0F 3t =5 AD AFSAHE FAFLICH



cisco-test Properties E

Published Certificates | Member OF | Diakin | Object | Security
Em-'ircunmentl SEESiDHSI Remate n::u:untn:ull Terminal Services P'ru::filel COMM+
eneral I Address  Account | Prafile I Telephohes I Organization

Uzer logon name:

Uzer logon name [pre-windows L000]:

cizco-test Etest-cizco.com j

|TEST-EISIIIH cizcotest

Logon Hours... LogOn To..

[T dccourt iz lacked out

Account options:

W Uszer must change pazsword at next logon -

[ Uszer cannot change password

[ Pazsword never expires

[ Store password using reversible encyption ll
—Account expires

¥ Mever

™ End of; Saturday |, Movember 02, 2013 |~

aFk. I Cancel Spply

ASA(config-tunnel -general )# debug | dap 255
<some output onmmited for clarity>

[111]
[111]
[111]
[111]
[111]
[111]
[111]
[111]
[111]
[111]

[111]
[111]
[111]

Session Start
New request Session, context 0xbd835c10, reqType = Authentication
Fi ber started
Creating LDAP context with uri=Ildap://10.48.66.128: 389
Connect to LDAP server: |dap://10.48.66.128:389, status = Successful
support edLDAPVer si on: value = 3
support edLDAPVer si on: value = 2
Bi ndi ng as Adni ni strator
Perform ng Sinple authentication for Adm nistrator to 10.48. 66. 128
LDAP Sear ch:
Base DN = [ CN=USer s, DC=t est - ci sco, DC=con]j
Filter = [sAMAccount Nanme=ci sco-test]
Scope [ SUBTREE]
User DN = [ CN=ci sco-test, CN=User s, DC=t est - ci sco, DC=conj
Talking to Active Directory server 10.48.66.128
Readi ng password policy for cisco-test, dn: CN=cisco-test, CN=Users,



DC=t est - ci sco, DC=com

[111] Read bad password count 2

[111] Binding as cisco-test

[111] Performing Sinple authentication for cisco-test to 10.48.66.128
[111] Sinple authentication for cisco-test returned code (49) Invalid
credentials

[111] Message (cisco-test): 80090308: LdapErr: DSID 00090334, conment:
Accept SecurityContext error, data 773, vece

[111] Invalid password for cisco-test

A4 ZHo| R56HK| ot 52¢ 2/ 7+ LIEFELICE,

LS —

[110] Message (cisco-test): 80090308: LdapErr: DSID- 00090334, conment:
Accept SecurityContext error, data 52e, vece

3 C}2 Cisco VPN 22}0|HE 0| A H|YHE B4 &5t |C},

Gl status: Disconnected | VPN Client - Version 5.0.07.0290 | o || = || &
Connection Entries  Status Certificates Log Options Help

@ % i

Cancel Connect Mew Import Maodify Delete CISCO
Connection Entries l Cerificates l Log ]

| Connection Entry | Host | Transport
152.168.1.250 152.168.1.250 IPSec/IUDP
i 7 IPSec/UDF
G VPN Client | User Authentication for "192,168.1.250" @ IPSec/LUIDP
IPSec/UDP
You need to change your password IP;:::.-"'UDP
Enter new password {minimum length 7 characters):
IPSec/UDF
vt]iei]r, New Passwond: || IPSec/UDP

cIsco Confirm Passwaord: |

K Cancel |

| D

1

Authenticating user...

O| CHsl AXt= HAg E A= E TACACS It = RADIUSOIM A8 3= CHEF & AEeb= CHELICH
Ol oflof| M HAHES 2[4 HIY

AF2AH7F H|2 5 E 84735104 ASAO|A LDAP ME{0A 0] 257/ HIAIX|E 8t 4 &LCt.

[113] Modify Password for cisco-test successfully converted password to uni code
[113] nodify failed, no SSL enabled on connection

Microsoft 2ol HE H|ZHE E 743524 SSL(Secure Sockets Layer)2 AFE3HoF & L|CH T4
=2 HZEF Lt

aaa- server LDAP (outside) host 10.48.66.128
ldap-over-ssl enable

SSL& Microsoft LDAP



7|2 %9 2 Microsoft LDAP over SSLE ES5HK| St&LICHO| 7|52 AF25tE{H S2HIE 7| &%
Ho 2 HFE HHol cHet Q1B ME Mx|[sHofF g LICEARMEF LHE 2 METIE| P1F Z[EH0M
SSLZ 53 I DAPE EAIEI st WS AT AAIQ.

ASAO|M LDAP Q1B ME 2fQIstX| foa 2 QIS M7t AHA| ME QIS MY == U&LICh 2 JH
M %o s AHE Cisco Bug ID CSCui40212, "ASANIAM LDAPS AMEH 2| %H% A8g = U

E FHEe"'2 X5 AAL.

HI:ACSE HHT1 5.5 0|40 A LDAP RIE ME EelgLICt

MX|3H2dT mme 2€2 Y10 AR FINAA

i Add/Remove Snap-in El

4 Standalone | Extensions |
F Lise this page to add or remave & stand-slons snap-in fram the consols,
i

Snap-ins added to: ['_‘wlCmﬁnthmt 1| 1——'|
Certificates snap-in
Aovalable standalone snap-ins:
—=r This snap-in vall always manage cedificates for;

42 NET Framework 1.1 Confi € My user account
“ZActive Directory Domains ¢ Service account
Eﬁ'n.ctive Directory Skes and = m
&5 Active Directory Users anc

[ | ehactivex Control

<3 ADSI Edk

T4 authorization Manager

L certificate Templates

EPCertificates

@Certficat'm Authority

Description
The Certificates snap-in allow:
certificate stores for yourself,

¢ Back Nest » Cancel

El CA(Certificate Authority) 215

27 HREIE Mot ABME MRl ME AR IS Ohg 917
o x| gHelgtLict.

ME AZE £ = MEAE O|SELICHAB M7 MEZ|=


http://support.microsoft.com/kb/321051
http://support.microsoft.com/kb/321051
https://tools.cisco.com/bugsearch/bug/CSCui40212

“In Consolel M[=]1E3
Bl Action Yew Favorkes Window Help ]

*'='"*|l"=—"'|EE'|=‘*"3"“’”9@"'?IEE
| General | Detais [Certfication Path |

(] Console Root | Issued To /
= £ Certificates (Local Corp | [Elwinz003-mga.test-ci | Certification path

=] Personal & Tac

' Certificates [E] win2003-mga.test-cisco.com

-] Trusted Root Certifi

B[] Enterprise Trust
[ Intermediate Certifi
[Z] Trusted Publishers
[Z] Unitrusted Certificat
[_] Third-Party Root Ce
[ Trusted People
7L Certificate Enrolimes
® (2] sPC

)

B-E5-58-5

)

1 L)1 _ Wiew Certificate

Personal store contains 1 certificate,

# Domain Controller & Directory Certificate status:
This certificate is K,

Dornain conbrolers use Active Directory bo manage
resources such as users, computers, and applicatic

oF.

ASA H{T 8.4.201 {17t l&LICH 047|A SSLE S35 LDAPE AHE5t2dT & [ o] 27 7} gt

2 & &L

ASA(config)# debug | dap 255

[ 142] Connect to LDAP server: |daps://10.48.66.128:636, status = Successful
[ 142] supportedLDAPVersion: value = 3
[ 142] supportedLDAPVersion: value = 2
[ 142] Binding as Admi nistrator
[142] Performng Sinple authentication for Administrator to 10.48.66.128
[ 142] LDAP Search:
Base DN = [ CN=User s, DC=t est - ci sco, DC=con]j
Filter = [sAMAccount Name=Adm ni strator]
Scope [ SUBTREE]
[ 142] Request for Administrator returned code (-1) Can't contact LDAP server

ASA BI19.1.38 BB Il alololM Buh2 7 SIS ELILL % Jhol LDAP Aol leruct
AR MMolME 3= 773(HILHE T} SR E)0| QR E HHESt T T WA MM BIYHE
Holl ALBELICH

[53] Session Start

[ 53] New request Session, context Oxadebe3d4, reqType = Mdify Password
[53] Fiber started

[53] Creating LDAP context with uri=Idaps://10.48.66.128: 636

[53] Connect to LDAP server: |daps://10.48.66.128:636, status = Successful
[ 53] supportedLDAPVersion: value = 3

[ 53] supportedLDAPVersion: value = 2



[ 53] Binding as Adninistrator
[53] Performing Sinple authentication for Administrator to 10.48.66. 128
[ 53] LDAP Search:
Base DN = [ CN=User s, DC=t est - ci sco, DC=con]j
Filter = [sAMAccount Nanme=ci sco-test]
Scope = [ SUBTREE]
[53] User DN = [ CN=ci sco-test, CN=Users, DC=t est - ci sco, DC=coni
[53] Talking to Active Directory server 10.48.66.128
[ 53] Readi ng password policy for cisco-test, dn:CN=cisco-test, CN=Users,
DC=t est - ci sco, DC=com
[ 53] Read bad password count O
[ 53] change Password for cisco-test successfully converted old password to
unicode
[ 53] change Password for cisco-test successfully converted new password to
unicode
[ 53] Password for cisco-test successfully changed
[53] Retrieved User Attributes:

<....nost attributes details ommtted for clarity>

accountExpires: val ue = 130256568000000000 <----- 100ns intervals since

January 1, 1601 (UTC)

HIZHS HES Fols2{™ 7S = QIR LICH Wiresharki= LDAP MHQ| 712l 7|& A& 5104
SSL EEfEHE SiSsE &= JU&Lch

75 10.48.67.229 18.48.66, 128 LDAP 239 modifyRequest (7) "CH=cisco-test,CN=lUsers,DC=test-cisco,DC=com"

76 10.48.66.128  10.48.67.229 LDAP 113 modifyResponse {7} success
1|

In

A 1 23 s on wire (1912 bits), 239 bytes captured (1912 bits)
b Ethernet 11, “Sre: Cisco_ba: ﬁh 25 (B@:17:5a:ba: 6b 25}, Dst: \rmam_w:ﬁa:lﬁ (00 Bc:29:90:69: 16)
b Internet Protocel Version 4, Src: 19.48.67.229 (10.48.67.229), Dst: 10.48.66.128 (10.48.66.128)
b Transmission Control Protocol, Src Porl: 31172 (31172), Dst Port: ldaps (636), Seq: 4094749281, Ack: 1574938153,
b Secure Sockets Layer
= Lightweight Directory Access Protocol
= LDAPHessage modityRequest(7) "(CH=cisco-test,CH=lsers, =test-cisco,Di=com’
nessagelld: 7
= protocoldp: modifyRequest (6
= modifyRequest
ohject: CN=cisco-test CHN=lUsers,C=test-cisco, DC=com
= modification: 2 items
= modification item
operation: delete (1}
F modification unicodePwd
= moditication item
operation: add (8}
Emodification unicodePwd
[Response In: T6G]

ASAZQ| IKE(Internet Key Exchange)/AAA(Authentication, Authorization, and Accounting) C|EHHI &
RADIUS Q& AILtE[20M MBet= Rot 0hR SAHE LI

gt= M LDAP X Z1

7t BtzE|7| Mol ZnE ELiE 7SS A8 = U&LICLASAE Chs A

LDAPS| 4 H| 2t
9% OHE 90 Fof AL Ko H ZFmBtLict

HIZHS7
ge APooP01 HIZ#Hs o

tunnel -group RA general -attributes
password-management password-expire-in-days 90

017|M HIZHS = 422 S0 Bt2E|H AFR X7 23012 A|Z gL Ct



ASA# debug | dap 255
<some outputs renoved for clarity>

[84] Binding as test-cisco

[84] Performing Sinple authentication for test-cisco to 10.48.66.128
[ 84] Processing LDAP response for user test-cisco

[ 84] Message (test-cisco):

[ 84] Checking password policy

[84] Authentication successful for test-cisco to 10.48.66.128

[84] now Fri, 04 Cct 2013 09:41:55 GMI, lastset: Fri, 04 Cct 2013 09:07:23
GMI, delta=2072, nmaxage=1244139139 secs

[84] expire in: 3708780 secs, 42 days

[84] Password expires Sat, 16 Nov 2013 07:54:55 GVl

[ 84] Password expiring in 42 day(s),threshold 90 days

ASAE B E TEstn HIAHS HE 42 MSELICH

F

@ status: Disconnected | VPN Client - Version 5.0.07.0290 = || = 22 |
Connection Entries  Status Certificates Log Options  Help

S @ NI

Cancel Connect M Import Maodify Delete CISCO
Connection Entries l Certificates l Log l

| Connection Entry | Host | Transport
10.48.67 229 10.48.67.229 IPSec/UDP
i 0 IPSec/UDP
&) VPN Client | User Authentication for "10.48.67.229" = IPSec/UDFP
IPSec/UDP
Your Password expires in 42 days =c
Wauld you like to change it now? Y/N IPSec/UDP
IPSec/UDP
nmir R _ | IPSec/UDP
cisco heseonse: | IPSec/UDP
oK Cancel |
1 | o
Authenticating user... HEEN
AEX7H HIEHEZ E HE5H7 |2 MENSHEH M HIZHE & 2istete TEZEJL EA|IE[D Ut
HIZHS v4E MRHIF AIZFELCH

ASA 3 L2TP

O oflof M= IKE HHE 1(IKEv1) 2! IPSec VPNS M|AIZi&LICH

L2TP(Layer 2 Tunneling Protocol) & IPSec2| Z<% PPP7} QIEE 28t MESZE AFSELICHH|E
(@]

HE & vE524 PAP CHal MSCHAPvV27F HRBFLct,

ci scoasa(config-tunnel -general )# tunnel-group DefaultRAGroup ppp-attributes
ci scoasa(confi g- ppp) # authentication ms-chap-v2

PPP MM LHQ| L2TPOIAM & & CIE 9| B2 MSCHAPV27I & ElL|CH



¢ Ethernet II, Src: Receive 24 (20:52:45:43:56:24), Dst: Receive 24 (20:52:45:43:56:24)
= PPP Link Control Protocol
Code: Configuration Request (1)
Identifier: 1 (8x01)
Length: 15
= Options: (11 bytes), Authentication Proteocol, Magic Number
= Authentication Protocol: Challenge Handshake Authentication Protocol (Bxc223)
Type: Authentication Protocol (3)
Length: 5
Authentication Protocol: Challenge Handshake Authentication Protocol (8xc223)
Algorithm: MS-CHAP-2 (129)
b Magic Number: 0x56lad534

AEX HIEHE I BHE E|H I E 64801 277t BHeHElLICE.

v PPP Challenge Handshake Authentication Protocol
Code: Failure (4)
Identifier: 1
Length: 17
Message: E=648 R=0 V=3

T2 H|UHE E HASHoF FHLICHLIHR| Z2MAE MSCHAPV2E AHE5HE RADIUSS| ALt
£l2et o AR LCH

L2TP - ghedod| cHEt XEMIEH L
Key Configuration ExampleS &=

€2 Windows 2000/XP PC2} PIX/ASA 7.2 Using Pre-shared
SHAAI2.

ASA SSL VPN &E}0|gHE

A HA A VPNO QHE%$
AnyConnect Secure Mobility & L|C}.
VPN Z2t0|QiEof CHal| £33 «

IKEv12| B2 1.5EHA|(Xauth/mode config)0ll A ASASH VPN E20|Q1E Zhof H|ZEHS B4 2l ot
= O0|E7} wtx|AR&LICE.

IKEv22| B2 RAIELICH#4 2E&= CFG_REQUEST/CFG_REPLY I{Z!S AFSFLICH
SSLO| A< OlO|E{= DTLS(Datagram Transport Layer Security) X014 Ml440f Q& LIC}.
ASAQ| ZI|1g0|M2 SYUELICH

CHHS 2 Cisco AnyConnect ! SSLE £ 8t LDAP MHHE AI838tE SSL Z2E 29| oAl ZAm|2d|
o|MeJL|Ct.


/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html

aaa- server LDAP protocol |dap

aaa-server LDAP (outside) host wi n2003-nga.test-cisco.com

| dap- base-dn CN=Users, DC=t est - ci sco, DC=com

| dap- scope subtree

| dap- nami ng-attri bute sAMAccount Nane

| dap-1 ogi n- password *****

| dap-1 ogi n-dn CN=Admi ni strator, CN=user s, DC=t est - ci sco, DC=com
| dap- over-ssl enabl e

server-type mcrosoft

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-3. 1. 02040-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group-policy M internal
group-policy MY attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
aut henti cati on-server-group LDAP
defaul t - group-policy My
passwor d- nanagenent
tunnel - group RA webvpn-attri butes
group-alias RA enable
wi t hout - csd

ip local pool POOL 192.168.11.100-192.168.11.105 nask 255. 255.255.0

2HtE H|2HS (B2 E H|ZHZ )7t XS /™ Cisco AnyConnect= @142 AT

£ &g

ok

[e][]



'$ Cisco AnyConnect | 10.48,67.229

Mew Password:

Verify Password:

Connection Banner

Password change required, you must enter a new -
password with minimum length 7 to continue.

[ Continue ]| Cancel

@' Cisco AnyConnect Secure Mobility Client

10.48.67. 229 Connect

EI= MERAA S

02

Ol & ¥ UHC|IAS S LIEFHLICH



') Cisco AnyConnect Secure Mobility Client || |

NIl
CISCO

Preferences | Statistics | Route Details | Firewall | Message History

[2013-10-04 09:13:54] Ready to connect,

[2013-10-04 09:15: 14] Contacting 10.48.67. 229,

[2013-10-04 09:15:22] User credentials entered.

[2013-10-04 09:15:44] User credentials entered.

[2013-10-04 09: 15:46] Establishing VPN session...

[2013-10-04 09:15:47] Checking for profile updates. ..
[2013-10-04 09:15:47] Chedking for product updates...
[2013-10-04 09:15:47] Chedking for customization updates...
[2013-10-04 09:15:47] Performing any required updates...
[2013-10-04 09:15:47] Establishing VPN session...

[2013-10-04 09: 15:47] Establishing VPN - Initiating connection...
[2013-10-04 09: 15:47] Establishing VPN - Examining system...
[2013-10-04 09:15:47] Establishing VPM - Activating WPM adapter...
[2013-10-04 09: 15:48] Establishing VPN - Configuring system. ..
[2013-10-04 09: 15:48] Establishing VPN...

[2013-10-04 09:15:48] Connected to 10.48.67. 229,
[2013-10-04 09:15:48] Connected to 10.48.67. 229,

AtMIEH 23 TIE DART(AnyConnect Reporting Tool)0l A £ Q18 4= Q& LT,

ASASSL ¥ =&

Y M SLE 2O Z2MATH LA



= |E https://10.48.67 229/ +CSCOE 4+ logon html

Cases~ [T Parformances DDoce [THR* [DTech Tools= TNon Tech Tools= W IWE [DLicensess TWLC DlkevZ= &

fly Lasin

Pleage enlar your usemams and password.

GRAP: A=

LISERMAME: Beslcisco
PASEWIRD: asassenes]

Login |
St HIEHS Btz A HE T2 MATF EAE LT
4 | & hitps://10.48.67.229/+CSCOE+ logon. htmi?reason=28&a0=62&al=37ka2 =f&a3=0&next=8auth_handle=35&stat.

[“Cases= [DPerformance~ T Doce T HR= [Tech Tools= 7 Mon Tech Tools= 52 IWE ©Licenses= TWLC= Tilkevz= [

Hew Password Reguired

Pakswead d chaige equired, poin miosl enler a new password
with minimum lengih 7 to continue,

How Passweord |
varity Passward [

Cantinug | Cancal |

S HYHS E #HZEE 4= gl= B ACS UCP(User Change Password) T1& & AMH|A

_Oo |H

.Cisco Secure Access Control System 5.401 CH3F A Z E Qo 7HEF X} AT

02



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
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//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
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