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crypto isaknp policy 10

!--- Defines the ISAKMP parameters to be negotiated.

aut hentication pre-share !--- Defines the pre-shared key
to be exchanged with the peer. crypto isaknp key pre-
shared address 10.1.1.5 ! crypto ipsec transformset




strong esp-des esp-sha-hmac !--- Defines the transform
set for ESP and/or AH. ! crypto map vpn 10 ipsec-isaknp
set peer 10.1.1.5 set transformset strong match address
102 !--- Defines the crypto policy that includes the
peer IP address, !--- transform set that is used, as
well as the access list !--- that defines the packets
that are encrypted. ! interface ATM)/O no ip address atm
vc-per-vp 256 no atmil m -keepalive dsl operating-node
auto no fair-queue ! interface ATM)/ 0.1 point-to-point
pvc 0/ 35 encapsul ati on aal 5nux ppp dial er dial er pool -
menber 1 ! crypto map vpn !--- Applies the crypto map to
the ATM sub-interface. ! interface FastEthernet0/1 ip
address 1.1.1.1 255.255.255.0 duplex 100 speed full !
interface Dialerl ip address 10.1.100.101 255. 255.255.0
di al er pool 1 encapsul ation ppp ppp pap sent-usernane
2621a password 7 045802150C2E crypto map vpn /---

Applies the crypto map to the Dialer interface. ! ip
classless ! ip route 2.2.2.0 255.255.255.0 10.1.1.5 ip
route 10.1.1.0 255.255.255.0 10.1.100.1 !--- Static

routes between 2600 CPE and IPSec server. ip route
0.0.0.0 0.0.0.0 Dialerl ! access-list 102 permt ip
1.1.1.0 0.0.0.255 2.2.2.0 0.0.0.255 !--- Access list
that defines the addresses that are encrypted. ! end

IPSec Sl|EQIE C|HFO|A - Cisco 3600 BFH<*E]

crypto isaknmp policy 10

!--- Defines the ISAKMP parameters to be negotiated.

aut hentication pre-share !--- Defines the pre-shared key
to be exchanged with the peer. crypto isaknp key pre-
shared address 10.1.100.101 ! crypto ipsec transformset
strong esp-des esp-sha-hmac !--- Defines the transform
set for ESP and/or AH. ! crypto map vpn 10 ipsec-isaknmp
set peer 10.1.100.101 set transformset strong natch
address 102 !--- Defines the crypto policy that includes
the peer IP address, !--- transform set that are used,
and the access list !--- that defines the packets to be
encrypted. ! interface FastEthernet0/0 ip address
10.1.1.5 255.255.255.0 dupl ex 100 speed full crypto map
vpn !--- Applies the crypto map to the Fast Ethernet
interface. ! interface FastEthernetO/1 ip address
2.2.2.1 255.255.255.0 speed full full-duplex ! ip route
1.1.1.0 255.255.255.0 10.1.1.10 ip route 10.1.100.0
255.255.255.0 10.1.1.10 ! access-list 102 permit ip
2.2.2.0 0.0.0.255 1.1.1.0 0.0.0.255 /--- Access list
that defines the addresses to be encrypted. ! end

Cisco 6160 DSLAM

dsl -profile ful
dm bitrate maxi num fast downstream 10240 upstream 1024
dm bitrate maxi numinterl eaved downstream O upstream 0
I
at m addr ess
47.0091. 8100. 0000. 0004. 6dd6. 7c01. 0004. 6dd6. 7c01. 00
atmrouter pnn
no aesa enbedded- nunber |eft-justified
none 1 [ evel 56 | owest
redistribute atmstatic
I
interface atno/0
no i p address
at m maxvp- nunber 0




at m maxvc- nunber 4096

at m maxvci-bits 12

]

interface atm 1/2

no i p address

dsl profile full

no atmil m -keepalive

atmsoft-vc 0 35 dest-address

47.0091. 8100. 0000. 0004. c12b. cd81. 4000. 0c80. 8000. 00 0 36
rx-cttr 1 tx-cttr 1

!--- The previous two lines need to be on one line. !---
The network service access point (NSAP) !--- address
comes from the NSP on the Cisco 6400. Issue !--- a show
atm address conmand.

Cisco 6400 NRP

|
usernane cisco password cisco
|
vc-cl ass atm pppoa

encapsul ati on aal 5nux ppp Virtual -tenpl atel

|

interface | oopback 0

ip address 10.1.100.1 255.255.255.0

|

interface atm0/0/0

no i p address

no ip route-cache

no i p nroute-cache

no atm aut o-configuration

atmilm-keepalive 10

pvc 0/16 ilm

|

hol d- queue 1000 in

|

interface atm0/0/0.1 mul tipoint

no ip route-cache

no i p nroute-cach

cl ass-int pppoa

pvc 0/ 36

|

interface fast 0/0/0

ip address 10.1.1.10 255.255.255.0

no ip route-cache

no i p nroute-cache

hal f - dupl ex

|

interface Virtual - Tenpl atel

i p unnunbered LoopbackO

no ip route-cache

peer default ip address pool pppoa

ppp aut hentication pap chap

ppp i pcp accept - address

ppp multilink

no ppp nultilink fragnentation

|

ip local pool pppoa 10.1.100.2 10.1.100.100
!




Fo| ME

ADSL 422 7t& &

S = Cho|dd] elEmojlAz FHE + JU&LICH

M|k

Co| 42 QIE{T|O|AE DSL CPEZ} B4 MUK 2 RE| FAE +4BES T4I5HE Ol AT
CHIP Z 47} 474 HE3! QlE{H 0|4 £ Ch2 & IE{H 0] £ 0|0 DSL & Zof T8t Hat
E 74 S8 K|HEA| LaLIch7hY BE S QIEH0|AE DSL #70l XS FHEIUSLICHH
A choleded ele{M oA £ DSL CPE Z0A| HatElE Zm|azlol&elLic

IPSecilt CtO|Heq QIE{H|O|AE FEE W & 7HX| EXM7F Y HAEIELICH

. Cisco {1 ID CSCdu30070(S S & 1A
Ctolded QIE{mH|O|A 9| @134 CHT | 44
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0424 show HHEE A& 3504 I[0] ZHoi| IPSec MM O| MHEIR=X| & QIE &= A &LICH O] HH2
IPSec Z|04(0| 4 Cisco 2600 L 3600 Al2|=)0l|A{E+ e BFL|ct.

UE show HYE2 £ QIHZZ|E € oM X|HE 0SS E n4Oh, o] EE€ M85 show &E

d &Y EM ATE & 5 UaLCh

. show crypto engine connections active(®f 23} QT o4 &4 E A|) - Zf 2EHAH SATH HEE|D
MEE EBfEO| &S EAIFLICH
- show crypto ipsec sa - I|0{ Zt0oll & El IPSec SAE E A|EFL|C}.
CH=2 2 show crypto engine connections active 20| MZ B2 E24QL|C}.

show crypto engine connections active

ID Interface | P- Addr ess State Al gorithm Encrypt Decrypt
1 <none> <none> set HVAC_SHA+DES 56_CB 0 0
200 Virtual - Tenpl atel 10.1.100.101 set HVAC_SHA 0 4
201 Virtual - Tenpl atel 10.1.100. 101 set HVAC_SHA 4 0

show crypto ipsec sa B0 CHEH ME HI E24L|Ct.

show crypto ipsec sa
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Interface: Virtual-Tenplatel
Crypto map tag: vpn, |local addr. 10.1.100.101

Local ident (addr/mask/prot/port): (1.1.1.0/255.255.255.0/0/0)
Rerot e i dent (addr/ mask/prot/port): (2.2.2.0/255.255.255.0/0/0)
Current _peer: 10.1.1.5
PERM T, flags= {origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr failed: 0, # pkts deconpress failed: 0O
#send errors 11, #recv errors O

|l ocal crypto endpt: 10.1.100.101, renote crypto endpt.: 10.1.1.5
path mu 1500, media ntu 1500
current outbound spi: BB3629FB

i nbound esp sas:
spi: 0x70C3B00B(1891872779)

transform esp-des, esp-nmd5-hnmac

in use settings ={Tunnel,}

slot: 0, conn id: 2000, flow.id: 1, crypto map: vpn

sa timng: remaining key lifetinme (k/sec): (4607999/3446)
IV size: 8 bytes

Repl ay detection support: Y

I nbound ah sas:
I nbound pcp sas:

Qut bound esp sas:
Spi : 0xBB3629FB(3140889083)

Transform esp-des, esp-nmd5-hnmac

In use settings ={Tunnel,}

Slot:0, conn id: 2001, flow.id: 2, crypto map: vpn

Sa timng: remaining key lifetime (k/sec): (4607999/3446)
IV size: 8bytes

Repl ay detection support: Y

CQut bound ah sas:

Qut bound pcp sas:
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debug at m event s B 2 1 5HE "Modem state = 0x8" HIA|X|E YLEE{ o 2 WIC1-ADSLO| GZEl
DSLAMO{ A Carrier DetectE =A1E = Q18 Q|0|gLICt. ol B2 17#8 RJ11 7{E{Qt #tEd5}
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show BHL2 =3 QI ZE[E E oM X|PE|=O|(SSE n2Eh, 0| ES AE5HH show B

3 F2o| EA 2IE B = sl

11 debug BHEE A=sHY| ol ClHT B0l CiEt 52 HEES HESFAAL.
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- debug crypto IPSec - IPSec O|[HEE E A
ofl CHE HIAIX|E FEAIRFLICE.

- debug crypto Isakmp - IKE O|HIE0

20
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