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Production VLANs
470 to 475

Broadcast and
Multicast Receiver:
VLAN 471

-

Broadcast and
Multicast Receiver:
VLAN 470, 472, 473
and 475

Backup VLAN 469

Broadcast and
—== Multicast Receiver:
VLAN 469

Incoming Broadcast and Multicast Traffic VLAN 470
Incoming Broadcast and Multicast Traffic VLAN 469

Qutbound Traffic: Pinning

™
Border and
Uplink Ports

| Server Ports
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All LAN / Pol

v Sub-Organizations VNIC Tem)
v hx-storage-west T =
» Flow Control Policies Name

» Dynamic vNIC Connection Poli p VNIC T

» LAN Connectivity Policies p VNIC T

» Network Control Policies p VMNIC T

» QoS Policies » VNIC T

» Threshold Policies » VNIC T

» VMO Connection Policies » VNIC T

usMNIC Connection Policies

vNIC Templates
Create vNIC Template

vINIC Template
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3EHA. LAN B0l A Policies(%3 %) > root(F E) > Sub-organizations(st$/ Z2!) > Sub-organizations
name(3t? =% 0|&) > LAN Connectivity Policies(LAN 2374 &) > Hyperflex



All

» LANM Cloud
- root G
Defauli vNIC Behavior

* Flow Control Policles

Dynamic vNIC Connection Policies

LACP Policies

LAN Connectivity Policies

Link Protocol Policy

Multicast Policies

Metwaork Control Policies

QoS Policies

Threshold Policies

VMO Connection Policies

usNIC Connection Policies

WNIC Templates

= Sub-Organizations

* hax-storage-west
v Flow Control Policies
» Dynamic vNIG Connection Poli
= LAN Connectivity Policies

HyperFlex

» Network Control Policies
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LAN | Policies |

General

Actions

Delete

Shawe Palicy L

root [ Sub-Organizations

| hx-storage-west

[ LAN Gonnectivity Policies / HyperFlax

Events

Mame . HyperFlex

Description :  Recommended LAN connectivity policy for HyperFle:
Jes Crwnier Local
Jsa

L AE) &

Click Add 1o specify one or more vNICS that the server should use 1o connect to the LAN.

Mame MAC Address Native VLAN
p vNIC b Drerive

p VNIC b Drerived

p VNI by

p VNIC hv-vmotion-b Derived

p VNIC storage-data-a Derived

p vNIC storage-data-b

» VNIC vm=network=a

&)

edundancy Pair(0|& 3} &) & XE
a4

) Add

Add iSCSI vNICs
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Create VNIC B X

Name :  DL2-A
Use vNIC Template :
Redundancy Pair : Peer Name : DL-B
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vNIC Template vm-network-DL2-3 ¥

Adapter Performance Profile

Adapter Policy | VMWare ¥
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itk HyperFlex Connect

@ Dashboard System Overview Nodes Disks
MONITOR I ) Enter HX Maintenance Mode ] * Exit HX Maintenance Mode B
"—3 Alarms
Node ~ Hypervisor Hypervisor Controller Controller Model Version Disks Command Line
1 Events Address Status Address Status Made
ré] Activity 10 Online 10. ) Online HXZ40C- 5.002c) 14 Root shell (1)
M4SX

AMALYZE . - 2 _

10. Online 10 i Online [—M.@GU 5.0{2¢) 14 Root shell (8
ldh Performance M45X

10. Online 10, i Online HX240C- 5.002c) 14 <
PROTECT MASK RogtshelliS

@ Replication

1-30f3
MANAGE

System Information

Datastores

Cluster Time
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Pending Activities

| User Acknowledged Activities ‘ Scheduled Activities

Service Profiles Fabric Interconnects Servers

Chassis Profiles

Ye Advanced Filter 4 Export % Print |+/| Show Current User's Activities Acknowledge All

Name QOwverall Status Server Acknowledgment St...  Config. Trigger State

Reboot Now

Service Profile ra...  Pending Reboot sys/rack-unit-1 Waiting For User Waiting For Next Boot

sys/rack-unit-2

Service Profile ra...  Pending Reboot Waiting For User Waiting For Next Boot

Acknowledge

OK

Help

ATHA|. M7t 2-E & Servers(AH) > Service Profiles(AH|A T2 E!) > root(FE) > Sub-
Organizations(stl &= %) > Sub-organizations name(5t2| Z=! 0|&) > Service Profile name(A{H|

A ZZ L O|F)2Z 0|85t04 M vNIC7F U =X| & olghL|ct.

Network(IE®{2)E =I5t ol2fE A3 E5E M vNICTt R{0{oF & LCt.

Servers | Service Profiles | root /| Sub-Organizations | hx-storage-west | Service Profile rack-unit-1

General Storage | Network ISCSI wNICs viMedia Palicy Boot Order Virtual Machines FC Zones Policies Server Details

LAN Connectivity Policy Instance : org-rootforg-hx-storage-west/lan-conn-pol-HyperFlax

No Configuration Change of vNICs/vHEAs/iSCSI vNICs is all d due to connectivity policy.
vNICs

T, Advanced Filter 4 Export  # Print

CIMC Sessions >

Mame MAC Address Desired Order Actual Order Fabric ID
VNIC storage-data-a U 25 B AR A 0T 3 A
vNIC storage-data-b 00:25:B5:A8:B4:01 4 & B
vNIC vm-network-a 00:25:85:A8:45:01 5 3 A
wNIC vm=network=b 5:B5:A8:B6:01 6 B
WNIC vim-network-DL2-a 00:25:B5:A8:A5:06 2 9 A
vNIC vm-network-DL2-b 00:25:85:A8:86:06 unspecified 10 B




5EFA|. HX Connect UIOIA MHE R X| 22| Z=0{A siAELCt
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sysmtool --ns cluster --cmd healthdetail

Cluster Health Detail:

State: ONLINE

HealthState: HEALTHY

PoTlicy Compliance: COMPLIANT

Creation Time: Tue May 30 04:48:45 2023

Uptime: 7 weeks, 1 days, 15 hours, 50 mins, 17 secs

Cluster Resiliency Detail:

Health State Reason: Storage cluster is healthy.

of nodes failure tolerable for cluster to be fully available: 1

of node failures before cluster goes into readonly: NA

of node failures before cluster goes to be crticial and partially available: 3

of node failures before cluster goes to enospace warn trying to move the existing data: NA
of persistent devices failures tolerable for cluster to be fully available: 2

of persistent devices failures before cluster goes into readonly: NA

of persistent devices failures before cluster goes to be critical and partially available: 3
of caching devices failures tolerable for cluster to be fully available: 2

of caching failures before cluster goes into readonly: NA

# of caching failures before cluster goes to be critical and partially available: 3
Current ensemble size: 3

Minimum data copies available for some user data: 3

Minimum cache copies remaining: 3

Minimum metadata copies available for cluster metadata: 3

Current healing status:

Time remaining before current healing operation finishes:

# of unavailable nodes: 0
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All LAMN / Policies / LAN Cloud

v LAN LAMN Uplinks VLANS Server Links MAC Identity Assignment IP ldentity Assic > >

LAN Cloud All Dual Mode Fabric A Fabric B VLAN Groups VLAN Optimization Sets

» Appliances

TeAdvanced Filter 4 Export o Print fol
* Internal LAN Name Native VLAN Native VLAN DN Size
» Policies
» Pools
» Traffic Monitoring Sessions
» MNetflow Monitering
@ Add

M3t VLANS MBS D Next(CHS)E 22/8H C}
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Create VLAN Group ?

Name : DL2_Config
VLANs

Add Uplink Ports
T, Advanced Filter 4 Export % Print | No Mative VLAN

Add Port Channels Select Name Native VLAN
44
6666
890
v DL2_VLAN

hx-inband-mgmt

hx-storage-data

Create VLAN
MNext > m Cancel
3E. ¢33 ZE &= ZE AMAdS 2251 >> oto|2 8 E2I5tod FIHELICH dHE A
Finish(Ot&)& 22/gfLct.



Create VLAN Group ?

Select VLANs Uplink Ports Selected Uplink Ports
Add Uplink Ports Fabric ID  Slot ID Aggreg... PortID Fabric ID  Slot ID Aggreg... PortID
A 1 0 14 No data available
>>
Add Port Channels a o 0 15 -
B 1 0 14

< Prev Next > m Cancel
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*8 Add standard virtual switch - vswitch-hx-DL2

"2, Add uplink

vswitchName vswitch-hx-DL2

MTU 1500

Uplink 1 vmnic8 - Up, 10000 Mbps

> Link discovery Click to expand

> Security Click to expand

3. Networking(HIE 2/Z)) > Port groups(ZE 1&)Z 0|53t Add port group(ZE 18 F7}
)= FEIELCH
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@ Add port group - DL2-vm-network-469

Mame DL2-vm-network-468

VLAN ID 469

Virtual switch

vswitch-hx-DL2

» Security Click to expand
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Equipment(ZH|) > Rack-Mounts(2f OF2 E) > Servers(AH) > Server #(AMH H35) > VIF
Paths(VIF ZZ)Z 0|53 vNIC Q0{| A Path A EF= B(AZ A EE= B)E & %5104 DL2 vNICSH
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UCS Manager a 9 @ 0 o @ @
‘%‘ Equipmont | Rack=-Moums | Sorvers | Soerver 1 (COMKXT)
-
. o E— o
s Rack- ki aam
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—
- : . :
£ : .
CLI =0l
VIF(Virtual Interface) 32
Fabric Interconnect0il CHgF SSH M|A40{| M C}2 Hde AlstishL|Ct.
show service-profile circuit server <server-number>
ol M2 VIF Z&, sl|E vNIC L siE ZAZ27I I1XE QIE{H0|AE E A|EfLIC}.
Fabric ID: A
Path ID: 1
VIF VvNIC Link State Oper State Prot State Prot Role Admin Pin Oper Pin
966 hv-mgmt-a Up Active No Protection Unprotected 0/0/0 0/0/1
967 storage-data-a Up Active No Protection Unprotected 0/0/0 0/0/1
968 vm-network-a Up Active No Protection Unprotected 0/0/0 0/0/1
969 hv-vmotion-a Up Active No Protection Unprotected 0/0/0 0/0/1
990 network-DL2-a Up Active No Protection Unprotected 0/0/0 1/0/14

Oper Pin(%& /) &oll= DL2 vNIC2t ST & ofzhofl zlZ ol T & FI &2
E AlZ|o{oF & LCt.

e T E ®o|

0| £240{| A vm-network-DL2-b vNICO]| SHE 5t= VIF 9902 IE{H| O|A 1/0/1401 I|'EElLIC}.

HEIMH 1

Fabric-Interconnect-A# connect nx-os a
Fabric-Interconnect-A(nxos)# show pinning border-interfaces



____________________ o o o e
Border Interface Status SIFs

Ethl/14 Active sup-eth2 Veth990 Veth992 Veth994

=30 |A‘| Veth H*?.E O|™ £340ofl EAIE VIF 152 UR|HoF 5tH 2HIE YZ 3 QW 0]&
o

Fabric-Interconnect-A# connect nx-os a
Fabric-Interconnect-A(nxos)# show platform software enm internal info vlandb id <VLAN-ID>

vlan_id 469

Designated receiver: Ethl/14
Membership:
Ethl/14
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Nexus-5K# show mac address-table vlan 469

Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link

VLAN MAC Address Type age Secure NTFY  Ports/SWID.SSID.LID

————————— ettt ittt St B i

* 469 0000.0c07.ac45 static 0 F F Router

* 469 002a.6a58.e3bc static 0 F F Pol

* 469 0050.569b.048c dynamic 50 F F Ethl/14

* 469 547f.eeb6a.8041 static 0 F F Router

O| Z1I|28)[0|M 0o|0d A VLAN 469 CIAZXQCIE VLANO|H, MAC 4 0050:569B:048C=
vSwitch vswitch-hx-DL201| €& =l Linux VM ! L E 11 & DL2-vm-network-46901| <3} 04, Fabric
Interconnect0]| Q1A E UALAEZ AL|X|2| CIE{H|0|AQl CIE{H|O|A Ethernet 1/140]| SHIZH| E
Al LICEH

Ut Mol BAEZ] ALIX|7HX| VLAN x| Teo|ME &elg = /J/&LCH



Nexus-5K# show vlan brief

VLAN Name Status Ports

1 default active Ethl/5, Ethl/8, Ethl/9, Eth1l/10
Ethl/11, Ethl/12, Eth1l/13
Ethl/15, Ethl/16, Ethl/17
Ethl/19, Ethl1/20, Ethl/21
Ethl/22, Ethl/23, Ethl/24
Ethl/25, Ethl/26

469 DMZ active Pol, Ethl/14, Eth1l/31, Ethl/32

0| £240|A QIE{m| 0| A Ethernet 1/14= VLAN 4690{| 2Ht=2H| &2 =EL|C}.
2A a4
UCSM Z1I|1d|o|M @ F
2F:"WNICS| 2 E VLANE XMESE 28 ¢33 T EE & x| 2s&LICH vNIC7F SR E|0]
vNIC°| 2 E J|& VLANO| Ecf=! SCHo| ghAistL |t

0| 2F = M EBl|=ZIg MES7| I8t M| Y2137} gig S 2ol0lstH, QIE{H 0] A0 A 2 E B[00 1
al 30|01 2 2EX|E ALK||SED CHA| A|E&FLCE.

ol 2R &= YT &S £ gl vNICS| HZAE VLANT 20| Ql&Lct.

M VLANO| vNICOi| o|0] ! Mf 4230 k|0 {2z 0| Y A= O|olE =& BRI
LICE.

O|7 vNIC & E 0| A &= VLANZ M|7HEfLICE. Policies(Z2) > root(F E) > Sub-
organizations(3t¢| Z %) > Sub-organizations name (st =% 0|&) > vNIC templates(vNIC & Z
Z)E 0|83t vm-network vNIC & E2!0{ A VLANS A|7H&fLict.
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https://www.cisco.com/c/ko_kr/support/index.html
/content/dam/en/us/solutions/collateral/data-center-virtualization/unified-computing/white_paper_c11-692008.pdf
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