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IE340001= AppGigabitEthernet1/10|2t= 10x OHEZ 2|7 O|Mof| A& 57| {ITt F7H(7H4f) I H[ 0]
AT A& LICH

o| o|Olxloi| o] RIE{m|0]A 9| ZhASHE OFF7|= %7} E AlZ[0] U&LICH

IE3400

AppGil/1

L I
Gil/1 Gi1/2 .. Gil/n

H AICHAIZ| AppGigabitEthernet1/10[2t= QIE{H O|A = o E 2|70l CHEt HAZE 2 MSELICH
AppGigabitEthernet1/12 HMA = EHI ZE DFoM Yt 22X QlE{Ho|AZ A £
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Ol 2MoiMHE VLAN 12| MM A 2 E=0f| M AppGigabitEthernet1/10] LA ELIC}

i e3400#conf t

Enter configuration conmands, one per line. End with CNTL/Z

i €3400( confi g)#i nterface AppG gabitEthernetl/1

i €3400( config-if)#switchport nbde access

i €3400(config-if)#switchport access vlian 1

i €3400( config-if)#end

£2{x(2k 10x o Z |7 0] Mofl 2 F 4 ZAStE{H VLAN 18 SVI IP =4 & F/dsH{oF &Lt

i e3400#conf t

Enter configuration conmands, one per line. End with CNTL/Z.
i e3400(config)#interface V anl

i e3400(config-if)#i p address 192. 168. 0. 30 255. 255. 255.0

i €3400( confi g-if)#end

IOx AF2



HEXZ7I #&&E[M ClHO|A MM IOxE & M3t LIt

IE34000| M= 10x OHZ 2|70 L HIOIEHE K& 35tE4 SD 7t=E7F EHR FLICHIOXE & /3557
0i SD FtE 7} extd I A|AERICZ ZOHE|Q=X] EQIEFL|CE.

i €3400#f or mat sdfl ash: ext4

Format operation may take a while. Continue? [confirni

Format operation will destroy all data in "sdflash:". Continue? [confirni
format conpleted with no errors

Format of sdflash: conplete

O™ ChE ChE s BE S AL85104 I0xE E&3HErLCh.

i e3400#conf t

Enter configuration commands, one per line. End with CNTL/Z

i €3400( confi g) #i ox

Warning: Do not renmove SD flash card when | Ox is enabled or errors on SD device could occur

*Feb 21 12:49:18.310: %J CFGEXP- 6- SERVER NOTI FI ED_START: RO/ 0: psd: Server iox has been notified

to start
*Feb 21 12:49:48.165: % M 6-1 OX_ENABLEMENT: RO/ 0: ioxman: | OX is ready.

0 &€ E0 Ea" EFE|A} EE= joxclientE AI2510 HZEO 2 10x 7|50 HMASHET & {7} &
Hslz|o] T AFRFH OHA‘IIA SIS FA4Elo] =X &elgL|Ct

i e3400#conf t

Enter configuration comrands, one per line. End with CNTL/Z.
i e3400(config)#ip http secure-server

i e3400( confi g)#username admin privilege 15 password O secret

AJ&f

|Ox O Z 2|70 4 IE34000] T H st SHS 0424 7kX[7F U&LICH ol EMolME TS AL ol
CHofl A ErLICH.

. 24 2[R AL - 2= Ul
. iox 2EI0|HE A2 - &7 CLI
- |IOS-XE AI& - &X| LH CLI

o
T
oI
o S
gh
r
rir
rn
12
1A%
fjo
>
o9
gh
rr
;;
O
i
gh
2
x
N
A
I-U
gh
kl
oK
0
4o
ro
)
02
2
H1
el

2d #o|xHE Sl

Local Manager= I0x X|¢ E3HE0|A I0x OHE2[AH0|ME #E|StD FHS= Ol AISE = Us
Jei= QlE{m| 0|AILIC} Local Manager= 10x K| C|HFO|A RF&|0fA] AlZE|0Y, O] AL
IE3400L|C}.

24 #elxo| HE

t& 7HEl B2 https: //<SVI |p>/(0| =M EX)E A8

4 MHE -3ttt AAEAE FIHste HR
P ¢ QIE{m|o|A0f AMAE = ook gfLICt

o|-0=| SVIIP &=AE AFE35104 IE34002]



.https://192.168.0.30/):

afvan,
CISCO

8 2005-2020 - Cisco Sysiems, Ime. Al rights reserved. Cisco, the Cisco logo, and Cisco Syslems are regisiensd rademarks of marks of Cisco Systems, Inc. andlor its affiliales in the
Unsled Siates and cerain other countries, All thinrd party trademarks ane the properdy of their respective ownars. Bos! vewed 40%, Firefox 60", Safan Tﬂ', Chrome 507

o HdEE CHE Mt AAS X E AHE5to{ 2 Ql8k CHF o|O|X|oi EA|E! CHE Configuration
> Services > IOxE 0|5 & = U&LICH

alali Gisco IE-3400-8T2S

cisco. =2

[ Q search Menuttems ] interface @) Routing Protocols

Logical Static Routing

Ethernet -
= Security

Layer?2 AAA

Discovery Protocols ACL
Smartports L2MNAT

SPAN Trustsec

STP _
Services
@ Administration VLAN
VTP 10
Multicast

Licensing e Redundancy Protocols NetFlaw

PRP Python Sandbox

w Troubleshooting REP QoS

Local Manager2 2| 0|S3sltie B2 CtE URLE A8 E = U&LICh https://<svi
ip>/iox/login(O| 2 A https://192.168.0.30/iox/login & Z).



https://192.168.0.30/iox/login

Local Manager 2121 30l M 2|o{| M & 2l8t priv 15 AL RHE CHA| AF & LCH

o For best results use a supponed browser »
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Deploy application
Application Id: |te5tweb |
Select Application Archivell | Choose File | package.tar
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i) Cisco Systems
CISCO (Cjsco [0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot
testweb DEPLOYED
simple docker webserver for armédve
TYPE VERSIOHN PROFILE
docker 1.0 cl.tiny
1.6%
7.1%

#» Upgrade 0 Delete

CHS 2tHOIA o Z2(7|0|M0| €T E AFRE 2l &S MEE £ &aLCH

HEXZE F4stt{™ o|0|x|ofl EAIE CHE WESIT Zx|agoldo chet +¥E S=2IELCH

sfisifis Cisco Systams
C€I5€0  Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot testweb
REsoUMes App-info App-Config App-Datalir Logs
¥ Resources ¥ Activate App
* Resource Profile * Network Configuration
Profile: Mame Network Config Description Action
e21] 100 CoL-units pthi mgmt-bridge300 none edit
M 3 Me
N = O Add App Metwork Interface
Disk [0 | e
Avail. CPU (cpu-units) 1500 Awvail. Memory (MB) 2048 Awail. Disk (MB) 4000 = Peripheral Configuration

Device Type Name Label Status Action
» Advanced Settings
© Add Peripheral

HERF HI|Tz|o|MHolM 7|2 network-name(mgmt-bridge300)2 B &5t =5 MEHS CHS 0|0|
Xlol E AIE CHE Interface Setting(RIE{H 0|A HH)= S=I3LC.



¥ Network Configuration
Name Network Config Description Action

athd mamt-bridge300 none adit

eth0 | magmt-bridge300 L2br network ¥ |

Description (optional):

v QK X Cancel

EHoM S IPE AMEStES MEfEFL|CH 2™ 10x o Z 27| 0| Mol M AppGi1/1 QIE{TH O A0
T8t VLANS| DHCP-MEOIAM IPE 7t 7L} 1™ IPE HHE 4= &Lt

HEZ A0 =28 Zd&E o] BHAH0IM AppGit/12] YA A/EH T QF UXIAIZ VLANS K|
MoteE [o| S L

$1XH AppGigabitEthernet1/1 QUE{H| 0| AT} BMA BEZ LA E ZAL0] T 10x OHZE2I7|0|M 2lE
H0|A0] VLAN ID7F T+ E|0{ l0{0F BFLIC}. O|= virteth2/L2brof| M =418t EB{El0| & & E{ L
7| 2 L.



Interface Setting

IPv4 Setting

(o) () Dynamic () Disable

Static
IP/Mask 192.168.0.222 /|24
DNS
Default 192.168.0.1
Gateway
P

Vian ID

Vlan ID 1
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sifiai]ie Cisco Systems
CISCO (Cisco [Ox Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot testweb

testweb

simple docker webserver for armG4dve

TYPE VERSION PROFILE

docker 1.0 cl.timy
1.6% +J
7.1%

P Start | @ Deactivate £ Manage

Ol B4 Zofli= HO| AF 5 Aefoiof 5tH TAT HETS AS5Hod OB/ oMol A

DHCPE A &35t & MEfEt A2 o Z2|7H|0|Mol IP A E & 221 Manage(# 2l) > App-Info(4
-dH) > interface-name(2/E{H| 0| A-O| &) > eth02 £ O|S & LICt.

ol 2AM2| B2 o] of |7 o|M
&

2 ZE 90000 M x| ZhEFEE ¥ MEHQILICHE|IAESHE{H 7
ME IP FL(EE DHCPE S8l @2

IP F4)2 0|S&rLCt.

€ > C { @ Notsecure

10X python webserver on arm64v8

|Oxclient AFH2

|Oxclient= Local Manager2| CLI 7|8 X|&O|tH CLIE At&5t0{ 10x X|#d E3HF0{| M 10x O ZE|
7lolMde #Elstn &= ol AFSELICHIOxclient= 10x X[ ¢ ClHHO|A REA0AM A¥El= 8
5t 2 MH|AQ SAIELICH O B IE3400Q]LIC.

CIS 2132 AI235l0q ioxclientE CIR2EZEE £+ A&LICH
.https://developer.cisco.com/docs/iox/#liox-resource-downloads

ioxclient &H]|
FEE 20{E ioxclientE Ald5t D IE34000] QiZ4stE WS AdP{FE T2 LS MME £ Q4
L|C}.

[jensd@en8 ~]$ ioxclient profiles create


https://developer.cisco.com/docs/iox/#!iox-resource-downloads

Config file not found : /hone/jensd/.ioxclientcfg.yan
Creating one time configuration..

Your / your organization's nane : C sco

Your / your organization's URL :

Your 1 Ox platformis | P address[127.0.0.1] : 192.168.0.30
Your I Ox platformis port nunber[8443] : 443

Aut hori zed user nane[root] : admin

Password for admin :

Local repository path on |1 Ox platforni/software/ downl oads]:
URL Scheme (http/https) [https]:

APl Prefix[/iox/api/v2/ hosting/]:

Your 1 Ox platformis SSH Port|[2222]:

Your RSA key, for signing packages, in PEMformat[]:

Your x.509 certificate in PEMformat[]:

Activating Profile default

Savi ng current configuration

22{sliof ot= HEE ol EA| Al #E0| HFE U2 X|HE HERZ 74 X privis AERL
of ket S et E Lot

IE34002| IOx ZE Bi5 £ 7|EX O 2 4430|H ™ E 84430] of=lLCt.
-5

Xl EHAlE of| K| ClaFolAof Mx|E o Z 2|70 E |IE34002 &5t AL|Ct.

@)

| 242 ioxclientE Sall CtE Z 0| =&E = A&LICH

[jensd@en8 ~]$ ioxclient app install testweb package.tar

Currently active profile : default

Conmand Nane: application-install

Usi ng t he package descriptor file in the project dir

Val i dating descriptor file package.yam w th package schenma definitions

Sendi ng request to install the app

Installation Successful. App is available at
http://192.168. 0. 30/i ox/ api / v2/ hosti ng/ apps/t est web
Successful |y depl oyed

Fole = A&

Ujr
b

app list BES At&35to{ o AEl

[jensd@en8 ~]$ ioxclient app list
Currently active profile : default
Conmmand Name: application-Ilist

Li st of installed App :

1. testweb - DEPLOYED

st

§8 ZEIRO|HEEIHODR S8 TRIUS & YL + UsLIL Ol BH0IME 88
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oz YHE HMIsHok gLict



Ol EA0lA O] JSON2 Ct51t Zro| & dstste ol ArSELICt

[jensd@en8 ~]$ cat activation.json

{
"resources": {
"network": [{
"interface-nane": "eth0",
"network-info": {"vlan-id": "1"},
"networ k-type": "vlan",
"ipvd": {
“dns": "*"
"gateway": "192.168.0.1",
"ip": "192.168.0.223",
"nmode": "static",
"prefix": "24"
}
}H
}
}

?lo| = o Z 2|70l Mol AH2E 2HIE VLANID 2 IP FAE MYELICHDHCPE A8 3lEiE &4
2 ipv4d 252 NMHE = Y&Lich

HEZ EHHIM AZF= 0| o] EHAO| M AppGi1/12] AMA/EFZH I QL UR[SHEHF VLANE K|
ot= ol S ELch.

$4XH AppGigabitEthernet1/1 QUE{H| 0| AT} HMA BEE TAEI FR0{Z |0x OHEZ2|FH 0|4 QIE]
I O|A0] VLAN ID7F T2 E|o{ Qlo{ok & LIC} Ol virteth2/L2broll A = 418H EBZE0| & A E{ 1L
7| 2edL|ct.

0jo

JSON H|O|Z2E & Sdlf IOx oiZ 2|70l e & d3tstedd CHE BE S ASELICH

[jensd@en8 ~]$ ioxclient app activate testweb --payl oad activation.json
Currently active profile : default

Command Nane: application-activate

Payload file : activation.json. WIIl pass it as application/json in request body..
App testweb is Activated

CHA| 2 d3tet = app list BHEE ALE 50 EHE &g & l&Lct

M
ok

[jensd@en8 ~]$ ioxclient app list
Currently active profile : default
Conmand Name: application-Ilist
Li st of installed App :

1. testweb ---> ACTI VATED

Alat

O|AM| of Z 2|7 o]Mo| EH3tfeaz, HE 0| TI™-E|7| fls X=X o ZE|7ol[MdE A%

st Aot
OHEE|A|0|ME AlEFSH= ioxclient B-ES CtS 1t ZH&LCt
[jensd@en8 ~]$ ioxclient app start testweb

Currently active profile : default
Commrand Name: application-start



App testweb is Started
ggstote Setipvd &S HUE B2 DHCPOM o IP FAE UU=X| =Qlsted™ Cf

= s
TS MEE = U&LICH

Ojo
0

[jensd@en8 ~]$ ioxclient app info testweb | grep ipv4
"ipvd": {
"ipv4": "192.168.0.223",

start W 0| MZFHEX| & Q157| I3l ioxclient app list B S CHA| A2 3H7{LE O Z 2|710]M 0]
o|L &t CHE +&St=X| ZHHS| =Hlg = U&LICt

| oHZ2|7{0] 42 I E 90000]|

24| 72 o] ojE 2 M AREE 7HEHeE 8 Mu{oloE TAE P F
(£ DHCPE S5 ¥2 IP £4)8 #2504 HIAEE £ AALICH

[jensd@en8 ~]$ curl http://192.168.0.223: 9000
<ht m ><body><h1>| OX pyt hon webserver on arn64v8</ hl></body></htm >

|IOS-XE CLI AHE

|Ox7t &5t E I0S-XE & x|= ofEZZ|7H0|M 75 7|58 = &5 I0S-XE CLIOIM &Y #elF
LICHIOS-XEQ| ¥ MHE & M3t

SE

OfZ 2|710| M2 10S-XE CLIOIM EF L2 2 THX| IOx OHZZ|FH 0|M T{F|X|E SHE CLIOIA & A
HMAE £ U= I A|ARICZ SAEILICEH

b 42

I'IO

MHZX{ IOx OHE 2|7 0| I 7| X|(package.tar)E Z iAol S ALSHE ZJILICH.

i e3400#copy scp: flash:

Address or nane of renote host []? 192.168.0.21
Sour ce usernane [admin]? jensd

Source filenane []? /hone/jensd/ package.tar
Destination filename [package.tar]?

Passwor d:

Sending file nbdes: Q0644 16547840 package.tar
rrrrn Frrrn

16547840 bytes copied in 25.244 secs (655516 bytes/sec)
o 7|X|7F U™ 10x0f| & H S ELICH.

i e3400#app- hosting install appid testweb package fl ash: package.tar
Installing package 'fl ash: package.tar' for 'testweb'. Use 'show app-hosting list' for progress.

O Xfdo| A= x|H MX| JEHE =HQUF £ A&LICH

i e3400#sh app-hosting |i st
App id State

t est web DEPLOYED

g4t



= CHE Y0t OMEtoER|I2 O 8 EHAle 88 Z2 O3-S g4stste ZJAYLICt of B od A
E T2 AISE 2| AAE X|HEELICH

i e3400#conf t

Enter configuration comrands, one per line. End with CNTL/Z

i e3400( confi g) #app- hosti ng appid testweb

i e3400( confi g- app- hosti ng) #app- vni ¢ AppG gabi t Et hernet trunk

i e3400( confi g-confi g-app-hosting-trunk)#vlan 1 guest-interface O

i e3400( confi g-confi g-app- hosti ng-vl an-access-i p) #guest -i paddress 192. 168. 0. 224 net mask
255. 255.255.0

i e3400( confi g-confi g-app-hosti ng-vl an- access-i p) #end

243 o Z 2|71 0|440{ A VLAN ID 1€ AtE36to I IPE =&l =5 X|AgfLICH

H|§$ CHAol A SIZ 3= 0] 0 EFAI0IA] AppGit/12] HMA/EZ T 9 UR|SHE S VLANS K| &
st A | F &Lt

#1XH AppGigabitEthernet1/1 QUIE{H| O| A7} MM A REHM FHEIRIEHELE 10x OfEE[FH 0]M €l
E{H O|A0{= VLAN ID7t T3 E|04 RL0{0F Bf LICt. O|= virteth2/L2brof| A == £18H E2E| 0| &4 Ef
3 X™EE7] 2 LCE

du|agojde dHet =

kol

dstE TIELIC,

i e3400#app- hosting activate appid testweb
testweb activated successfully
Current state is: ACTIVATED

i e3400#app- hosting start appid testweb
testweb started successfully
Current state is: RUNNI NG

L3} E7foIM IP FA8 MUSHK| 21 DHCPE AHB57I2 ZHRE 29 ofE2I7H 0lMolA &
2IPFAE 7IME & YU&LICH
i €3400#sh app-hosting detail | i |Pv4d

| Pv4 address : 192.168. 0. 224

start HO| HT K| 2oI5t7] QIsh OHEEIAOIMO| Ol B FeIS +HSHEK| ZHEHS| HolH
A OlA
T I\I\I:IL’|E|-
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Mol 3
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— C Y @ Notsecure | 192.168.0.22

10X python webserver on arm64v8
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