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/content/en/us/td/docs/net_mgmt/prime/access_registrar/8-0/reference/guide/reference/overview.html

[ //localhost/Radius/Clients/piborowi ]
Name = piborowi
Description =
Protocol = tacacs-and-radius
IPAddress = 192.168.255.15
SharedSecret = <encrypted>
Type = NAS
Vendor =

IncomingScript~ // Extension point for incomming traffic

OutgoingScript~ // Extension point for outgoing traffic
EnableDynamicAuthorization = FALSE

NetMask =

EnableNotifications = FALSE

EnforceTrafficThrottling = TRUE
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--> 1ls -R

[ //localhost/Radius/Scripts/addattr ]
Name = addattr
Description =
Language = internal
Statements/
1. +rsp:Filter-Id=PhoneACL
2. +rsp:Cisco-AVPair=device-traffic-class=voice

--> 1ls -R

[ Services/local-users ]

Name = local-users
Description =
Type = local
IncomingScript~ =
OutgoingScript~ = addattr
OutagePolicy~ = RejectAll
OutageScript~ =
UserList = Default
EnableDeviceAccess = True
DefaultDeviceAccessAction~ = DenyAll
DeviceAccessRules/

1. switches

24 radclientE AI235l0{ EHIAE:

--> gimple

p011

--> p011l send

p014

--> p014

Packet: code = Access-Accept, id = 18, length = 64, attributes =
Filter-Id = PhoneACL
Cisco-AVPair = device-traffic-class=voice
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07/31/2019 10:31:26.254: P2363: Running Service local-users's OutgoingScript: addattr
07/31/2019 10:31:26.254: P2363: Internal Script for 1 +rsp:Filter-Id=PhoneACL : Filter-Id =
PhoneACL

07/31/2019 10:31:26.254: P2363: Setting value PhoneACL for attribute Filter-Id

07/31/2019 10:31:26.254: P2363: Trace of Response Dictionary

07/31/2019 10:31:26.254: P2363: Trace of Access-Request packet

07/31/2019 10:31:26.254: P2363: identifier = 18

07/31/2019 10:31:26.254: P2363: length = 30

07/31/2019 10:31:26.254: P2363: respauth = fb:63:14:3f:cl:fb:ac:03:7d:16:29:61:ba:ef:13:4f
07/31/2019 10:31:26.254: P2363: Filter-Id = PhoneACL

07/31/2019 10:31:26.254: P2363: Internal Script for 2 +rsp:Cisco-AVPair=device-traffic-
class=voice : Cisco-AVPair = device-traffic-class=voice

07/31/2019 10:31:26.254: P2363: Setting value device-traffic-class=voice for attribute Cisco-
AVPair

07/31/2019 10:31:26.254: P2363: Trace of Response Dictionary

07/31/2019 10:31:26.254: P2363: Trace of Access-Request packet

07/31/2019 10:31:26.254: P2363: identifier = 18

07/31/2019 10:31:26.254: P2363: length = 64

07/31/2019 10:31:26.254: P2363: respauth = fb:63:14:3f:cl:fb:ac:03:7d:16:29:61:ba:ef:13:4f
07/31/2019 10:31:26.254: P2363: Filter-Id = PhoneACL

07/31/2019 10:31:26.254: P2363: Cisco-AVPair = device-traffic-class=voice
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--> c¢d /Radius/Scripts
--> add test
--> set language internal
--> cd Statements
--> add 1
-->cd 1
--> set statements "#req:User-Name=~(.*) (@[a-z]+.[a-2z]+)~\anonymous"
--> 1ls -R
[ //localhost/Radius/Scripts/test ]

Name = test

Description =

Language = internal

Statements/

1. #env:User-Name=~ (.*)~anonymous

--> 1ls -R /Radius/Services/employee-service/
[ /Radius/Services/employee-service ]

Name = employee-service

Description =

Type = local
IncomingScript~ = test



OutgoingScript~ =

OutagePolicy~ = RejectAll
OutageScript~ =

UserList = default
EnableDeviceAccess = FALSE
DefaultDeviceAccessAction~ = DenyAll

radclient2 E|AE(AFE XL O|F 0| anonymousE HAEIRCEE QHEHO|CHEE HEE):

--> gimple

plle

--> pO0le

Packet: code = Access-Request, id = 27, length = 72, attributes =

User-Name = <username>@cisco.com

User-Password = <password>

NAS-Identifier = localhost

NAS-Port = 7

--> p0le send

p020

--> p020

Packet: code = Access-Reject, id = 27, length = 35, attributes =
Reply-Message = Access Denied
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[ //localhost/Radius/Clients/localhost ]
Name = localhost
Description =
Protocol = radius
IPAddress = 127.0.0.1
SharedSecret = <encrypted>
Type = NAS+Proxy
Vendor = Cisco

IncomingScript~ = ParseServiceHints
OutgoingScript~ =
EnableDynamicAuthorization = FALSE
NetMask =

EnableNotifications = FALSE
EnforceTrafficThrottling = TRUE
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07/31/2019 11:38:53.522: P2855: PolicyEngine: [SelectPolicy] Successful



07/31/2019 11:38:53.522: P2855: Using Client: localhost

07/31/2019 11:38:53.522: P2855: Using Vendor: Cisco

07/31/2019 11:38:53.522: P2855: Running Vendor Cisco's IncomingScript: CiscoIncomingScript
07/31/2019 11:38:53.522: P2855: Running Client localhost IncomingScript: ParseServiceHints

07/31/2019 11:38:53.522: P2855: Rex: environ->get( "Request-Type" ) -> "Access-Request"
07/31/2019 11:38:53.522: P2855: Rex: environ->get( "Request-Type" ) -> "Access-Request"
07/31/2019 11:38:53.522: P2855: Rex: environ->get( "User-Name" ) -> "<username>"

07/31/2019 11:38:53.522: P2855: Authenticating and Authorizing with Service employee-service
07/31/2019 11:38:53.522: P2855: Running Service employee-service's IncomingScript: test
07/31/2019 11:38:53.522: P2855: Numbered attribute got for the radius / tacacs packet. ignoring
# User-Name

07/31/2019 11:38:53.523: P2855: Numbered attribute got for the radius / tacacs packet. ignoring
# User-Name

07/31/2019 11:38:53.523: P2855: Numbered attribute got for the radius / tacacs packet. ignoring
# User-Name

07/31/2019 11:38:53.523: P2855: Internal Script for 1 #env:User-Name=~ (.*)~anonymous : User-
Name = anonymous

07/31/2019 11:38:53.523: P2855: Setting value anonymous for attribute User-Name

07/31/2019 11:38:53.523: P2855: Trace of Environment Dictionary

07/31/2019 11:38:53.523: P2855: User-Name = anonymous

07/31/2019 11:38:53.523: P2855: NAS-Name-And-IPAddress = localhost (127.0.0.1)
07/31/2019 11:38:53.523: P2855: Authorization-Service = employee-service
07/31/2019 11:38:53.523: P2855: Source-Port = 51169

07/31/2019 11:38:53.523: P2855: Authentication-Service = employee-service
07/31/2019 11:38:53.523: P2855: Trace-Level = 1000

07/31/2019 11:38:53.523: P2855: Destination-Port = 1812

07/31/2019 11:38:53.523: P2855: Destination-IP-Address = 127.0.0.1
07/31/2019 11:38:53.523: P2855: Source-IP-Address = 127.0.0.1

07/31/2019 11:38:53.523: P2855: Enforce-Traffic-Throttling = TRUE
07/31/2019 11:38:53.523: P2855: Request-Type = Access-Request

07/31/2019 11:38:53.523: P2855: Script-Level = 6

07/31/2019 11:38:53.523: P2855: Provider-Identifier = Default

07/31/2019 11:38:53.523: P2855: Request-Authenticator =
5f:62:5a:72:0f:7b:a2:2a:9c:06:ba:2e:bd:fd:e4:4b

07/31/2019 11:38:53.523: P2855: Realm = cisco.com

07/31/2019 11:38:53.523: P2855: Getting User anonymous's UserRecord from UserList Default
07/31/2019 11:38:53.523: P2855: Failed to get User anonymous's UserRecord from UserList Default
07/31/2019 11:38:53.523: P2855: Running Vendor Cisco's OutgoingScript: CiscoOutgoingScript
07/31/2019 11:38:53.523: P2855: Trace of Access-Reject packet

07/31/2019 11:38:53.523: P2855: identifier = 27

07/31/2019 11:38:53.523: P2855: length = 35

07/31/2019 11:38:53.523: P2855: respauth = d3:7d:b3:£6:05:47:2¢c:66:d9:¢c0:01:7d:67:d7:93:99
07/31/2019 11:38:53.523: P2855: Reply-Message = Access Denied

07/31/2019 11:38:53.523: P2855: Sending response to 127.0.0.1
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lopt/CSCOar/scripts/radius/tcll C|Z E 2|01 nadip.tcl It F 7135t

[root@piborowi-cpar80-16 tcl]# cat /opt/CSCOar/scripts/radius/tcl/nadip.tcl
proc UpdateNASIP {request response environ} ({
Srequest trace 2 "TCL CUSTOM_SCRIPT Updating NAS IP ADDRESS"

Srequest trace 2 "Before put: " [ Srequest get NAS-IP-Address |
Srequest put NAS-IP-Address 1.2.3.4

Srequest trace 2 "After put: " [ $Srequest get NAS-IP-Address |
}

nadip.tcl2| L2 2telHz MEHEL|CH
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--> 1ls -R /Radius/scripts/nadipaddress/
[ /Radius/Scripts/nadipaddress ]
Name = nadipaddress
Description =
Language = tcl <<<<<<<<
Filename = nadip.tcl <<<<<<<<
EntryPoint = UpdateNASIP <<<<<<<<
InitEntryPoint =
InitEntryPointArgs =
--> 1ls -R /Radius/services/employee-service/
[ /Radius/Services/employee-service ]
Name = employee-service
Description =
Type = local
IncomingScript~ = nadipaddress <<<<<<<<
OutgoingScript~ =
OutagePolicy~ = RejectAll
FALSE
DenyAll

OutageScript~
UserList = default
EnableDeviceAccess =
DefaultDeviceAccessAction~ =

=
07/31/2019 13:40:53.615: P3490:
07/31/2019 13:40:53.615: P3490:
07/31/2019 13:40:53.616: P3490: Tcl:
ADDRESS -> OK
07/31/2019 13:40:53.616: P3490: Tcl: request
07/31/2019 13:40:53.616: P3490: Before put
07/31/2019 13:40:53.616: P3490: Tcl: request trace 2 Before put
07/31/2019 13:40:53.616: P3490: Tcl: request put NAS-IP-Address 1.2.3
07/31/2019 13:40:53.616: P3490: Tcl: request
13:40:53.616: P3490: After put: 1.2.3.4
:40:53.616: P3490: Tcl: request trace 2 After put

07/31/2019
13:

07/31/2019

Running Service employee-service's IncomingScript
TCL CUSTOM_SCRIPT Updating NAS IP ADDRESS
request trace 2 TCL CUSTOM_SCRIPT Updating NAS IP

get NAS-IP-Address -> <empty>

nadipaddress

4 -> OK

get NAS-IP-Address -> 1.2.3.4
.3.4 -> OK
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