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COETIHE.IATY VAT AN, ZAOREIHHATEDLWeb 77 0Y AL X —T = A AZHONT
FEA L £,

Web 77 0 A X =T 2 AZNZ.TIA T VAT AL ZADOREDODER, 77— T D
Ty T L—R.BIOXY NT—7 FOMOERT AL ADE=F LREIHEHT2EH
NR—UREENET,

TAXY VAT INAAD Web 77 UY A % —7 <A AL, Microsoft Internet Explorer /3— " 2
> 9.0 3 X O Morzilla Firefox /S— 3 v 17 L 5E2RICHBEMERH D £,

TAYLATNAADREIZCLIE Web 77 0W 4 X —T A4 AW G EHEHT D &%
BT TSV CLIZMEHALTYA YL A TS, AEHRELIZHEE Web 77 U (X —
Tz A ATIIRENE LS ERINBZWGEDRZHDVET, LU ELSERINZWVWEET
HBbIATYLA TN RATIELLBREINTNDZ ENHY 9,

DT Web 7530 U F—T A REMHEHRTDHHE

AT v/ 1
AT T 2

TAXYVATNRAADIPT RLVAZEHA LT BV AT LAESHRLET IPT KL AEZUA Y
VA TFARARZED Y THHER T 7 BA RS b~ou s v s v a (433D %
ZHLTLIEE VW, Web 7T U A X —T = A ZOMHAZBRET 5 FIEIZ KO EEBY TT,

TIUYEEHLET,

T RUVANR=ZIALAVLATNAADIP T KL A% AJ)L Enter ¥ —% L ET,
[Summary Status] “X— U BERRINET,
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WM webh 7SUF AL F—T 2 A ADEE_R—JOERFIE

Web 77 O LA U H—T =24 ZADBFEBRXR—U ORI
ik

VAT NEBR— U TOREHFROERERFIIX, —BEEOH D FIENEH I TOET,
R=YDOEFHICHD T =2 ary R=FH LT AA Y A=a—DF T a U EBINTE
FIT  R=VOLEMIZHLFES v ar XR=03H0FET, 2T YT Ama—FF S~ T
DA LET, A= g v R= I OE L= ~BET AEAICHEA L RET 2
ar AL IREDEFT AL Ty oA T EECHEHLET,

(#H) Web 77 7UHD [Backl R¥ > %27V v 7 FTHLEAON—VICREY TR EENRITRESN
RN EICEELTLSEE W, [Cancel] 27V v 7§25 L N—=YTITo BRI T RTHF v
TAEN R=VOBEI TR EEA LTI [Applyl 27 VU v 7 LB TEAE SR
9,

211X Web 77 0% A L F—T 2 ZADF—L X—TFRLTHET,

& 2-1 Web 75 W 4 > & —T x4 XDF—L5 ~N—3

Saye Configuration ~ Ping  Logout

SOCIATION  WIRELESS  SECURITY  SERVICES  MANAGEMENT SOFTWARE — EVENT LOG

RIS alvaln
Summary cisco Cisco Aironet 2600 Series Access Point o =
b Easy Setup
Hostname ap ap upfime is 4 minutes

Association

Clients: 0 | clients: 0

Network Identity

IP Address 17231255104

IPv6 Address FES0::462B3FF FEQAB38F

MAG Address 442b.03%a 3331

Network

Interface MAC Address Transmission Rate

ft GigabitEthernet 442b.0392 8881 1Gbps

¥ Radion-602.11N24EH 3cce.7312.080 Mes Index 23

'Radiﬂ14}D2 11N5GHz 3cce 7318.08d0 Mcs Index 23

Event Log

Time Severity Description

Apr2 07:42:51.003 Warning Full power - NEGOTIATED inline power source

Apr2 07:42:47.103 #information Interface BVI1 assigned DHCP address 172.31.255 104, mask 255 255 255.0,
hostname ap

Apr 2 07:42:35.999 #Notification Line pretocol en Interface GigabiiEthemetd, changed state io up

Apr2 07:42:38.675 Error Process DPAAINIT top-level routine exted

Apr2 07:42:38.675 $Critical HW crypto FIPS selftestpassed

Apr207:42:37.023 #Notification Line protocol on Interface Dot11Radio1, changed state to down

Apr2 07:42:37.023 #Notification Line protocol on Interface Dotf 1Radio0, changed state to down

Apr2 07:42:37.015 #Notification Line protocol on Interface B\I1, changed state o up §

Apr2 074236619 #Notification Line protocol on Interface GigabitEthemetD, changed state to down H
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| 2% Web 77UV A2 —T = RADEAFSE

Web 75 OH A v E—T =2 A ADEER—VomELE B

T ay RNE L OERFE

F 21 X VEEASN—VICEREINDEX=T VI ERF O~ EE R L TVET,

F 2-1 BEN—2pR s b Vs

REIY D B!

FEHF— g Vs

Home UAYLVATNRARNIT V2 — N ENTERT NA A0, A —V

oy hBIOEHR A L X —T 2 f ADAT—H A FTTOTA VYL AT
NAZADIEINY A FERT UL Y LVA TN, ADAT —H A R_R—

FFRRLET,

Easy Setup VAT AL IP T RUVA R R o MU — 7 TORE 7 EOFEARN) 7253%
TE%1T 9 [Express Setup] X— V2R R LET,

Network WIRIAN DA VT TANT I F ¥ TAALAADY A MERRLET. T
TJHEARAV N A E—T 2 AR ELS—V Ry b)) OFRETT A
—a—NHY FI,

Association B4 LAN FOFTRTOTFNA ZADT AT AL Fy NI —7 TOHEE,
BLOBE7 74T NoBEEMEEZRT YA NERRLET,

Wireless MR AAL  P—ERADEEL T NNA ADEKZF/RL WDS OFE
R=T~DY 7 R LET,

Security X2 VT A REOENER R L X2V T A REN—V~DY 7
FHORLET,

Services WL DONDIEERRT N ZEFED AT — X A & FoR L, Telnet/SSH, CDP,

RAA Y =L =37 4 L H QoS.SNMP,SNTP, ¥ L T VLAN @
REN—V~DY 7 R LET,

Management BEOT AN 2—=HFDOIVRANERRL FTA N 2—FOREX—TVE
X O Web 3RFFS—~D Y v 7 2R LET,
Software HEALT NA A TCHFETENTNWA Ty — AT =T DNRA—V 3 L RKEEHE

R 77— AT x2T 2T v 77— RBLOEHT B2 0DREL—
VDY 7 ERLET,

Event Log T NA ADA R s v BRKRL, N Ty FICEDDA R FOR
R AR NOERVADVORE BN FTIEOKEZIT O XK EN— T~
DY I ERLET,

RET 7 avy RE v

Apply ZON—VIIMATZERTERGF L RV EZOFERRLET,
Refresh NR=VICRREND AT —Z ZERE- T2 FTLET,
Cancel FEOR—VIIMATEETEFEEL RX—VEZOFEFERRILET,
Back ZDNR—VICMATCEREZRERE L EAIOS—VICRD £77,
Logout AP BT RGFETICAPRE Web A LV F—T oA A&#& T LET,
ping IPv4 £721X IPv6 7 R L A~®D ping ZFEITL £,

Save Configuration AP OBAEDRTE S NVRAM IZI-FE L £,
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B2E Web 773U F AL E—TxA ADBAFE |

B %4475y FRIBAORHO HTTPS DAL

AF17 4 —I)v KOILFHIFE

Web 7T A L B —T 2 A ZADANIT 4 — IV RCRDOLFELRFEHTHZ LITTEERA D
DHIFRIX. CiscoIOS V7 " =2 T ZHHT AT 72 RA v bOT_NTCICEPEInET,

\+|—JI_

27
KERDANR—2

BT T OFRIADTZHO HTTPS DAL

HTTPS Z N T 52T T 7 BARA L RO Web 77U A4 —T A XL DiEEL
7% CX ¥ 9, HTTPS (X, Secure Socket Layer (SSL) 7' &2 h 2 /L& fEH L CHTTP 7 7 V¥ & v
Varuiri#gE L ET,

() HTTPS ZH%IC ?‘Z)& TR ELT IR R RA L OB ERS D ATREERH D T,
PR ER SN2 S AL 7 7 VDT RUAATIHA v 7 2D URL % [http://ip_address | >
[https://ip_address | | WEL TIREARA L MIHRe A LET,

() HTTPS AN LT=HE KEHSDT T 7Y T i Fully Qualified Domain Name (FQDN; 5& 4 {& fiff
RAAL ) BFRI2 2 WT N, A BT BN ARBERDD v 7 IRERENET,
BERDLT B T IRBRRREINLRNEDICT DX ROFIEOFRBAIZE> T .7 78R R
A > @ FQDN % {ERk L £,

FQDN % 1Efk L .HTTPS #HZNZT 2 FIAIL. KD EBY TT,

27y S 1 TIUYV TRy T T v Tuvx 7 V7 o272 FHALTCWEERII RNy T v 7
7y THEE A NI L ET,

ZF v/ 2 [Easy Setup] > [Network Configuration] % 38R L %9,
Network Configuration] ~X— Y NERINET,
25 w7 3 [HostName] 7 4 —/L RIZT 7B A RA 2 bOLRIEZ AT L [Applyl 27 UV v 7 LET,

Services: DNS - Domain Name Service] X— B FERENE T,
A5 w7 5 [Domain Name System (DNS)] 7 «+ —/L R C,[Enable] 7' > a > RA¥ %27 ) v 7 LET,
25 v/ 6 [Domain Name] 7 4 —/V RIZ . 2D KA AL &2 AT LET,

25 w7 7 [Name Server IPv4/IPv6 Addresses] 7 4 —/L KIZ.DNS " — D IP 7 FL 2% 1 DU EASL
e

257w 8 [Applyl 7 Vv 7 LET,

77 EARA L RO FQDN I, VAT L4 L F‘)‘/I’/%%?n’*ﬂ?}/\i’)ﬂ‘t%@fﬁ_ Pl - S
AT B DN ap3600, B A A 205 company.com D36 . FQDN 1% ap3600.company.com T,

[
[
[
25w 4 [Services] > [DNS] ~<— U & ER L £7,
[
[
[
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| 2% Web 77UV A2 —T = RADEAFSE

AT 9T 9

BERT S UFFIAOEHD HTTPS nE% Y B

DNS #—/3® FQDN # A1 L E£7,

e b

AT w7 10

A7 v/ 11

A7 o7 12

AT v, 13

AT7 7 14

AT w7 15

AT vl 16

A7 o7 17
277 18

AT w7 19

AT 97 20

DNS #— B2 WHAIE. XA T2 v 7 DNS =t R &AL TT 7 A KA hd FQDN
ERGFCTEET A H =Xy b TES 73 > 2 DNS ZFsk L AED DNS —t 2% Bl
TLTEEW,

[Services] > [HTTP] % 3&R L £,
[Services: HTTP - Web Server] X— Y RN FRINE T,

[Web-based Configuration Management] 7 - ~—/L R C, [Enable Secure (HTTPS) Browsing] & = v 7
Ry I A%F AT LET,

[Domain Name] 7 f —/V RIZ KA A %% A1 L [Applyl &7 U v 7 LET,
~

(%) HTTPS ZH#hZT 5 & HEIRYIZ HTTP 2272 0 £ 3, HTTPS WA S -tk aE
T HTTP 7 7 & A % #EFF9 % 1Z1%. [Enable Secure (HTTPS) Browsing] = v 7 R v 7 A
% 2412 L CTHh 5 [Enable Standard (HTTP) Browsing] = v 7 R v 7 A& A4 I L E
T AZYE HTTP & HTTPS O 2 H I TEET N . WITNN—HDOREENNITHZ
EERHEREL £,

B — UNFERSN UEIZT 7B R B FOBRICE X 27 HTTP M S5 =
ENBRZAONET BERA Y E—VIE hitps ZZTH LW URL bERRINET, 77 R KA
Y NEBRT DI 2O URL AT 208N H Y £7,

BERA Y-V Ry ZATIOK] 227U v 7 LET,
TITIVDOT KL AANNAR Y 7 ZADT KL AN, htp://<ip-address> 7> hitps://<ip-address>
WCEFESNET,

BIDEELE X T — U INBRIN. T IV A RAL L b2V T 4 GEAEN (G TX 2L
WL TRITENTZ DO TIEHERNWI ENfmAbNET L, Z0EE X v —VI3EH T
F 7, [Continue to this Website (not recommended)] 27 UV v 7 L7,

~

(#) RO FNETIX, Microsoft Internet Explorer ZfHH L T4 Z & Zfifg s LTWET, £ 9
TRWEAIZ BCBAGHEZEH L7z Web 1 h~D 7 7 & 2 FEOFEBIZ OV
T.CHHO TS 0FD~v=a T L EBRL TS0,

TIRARL L RDORTA L U g U RUBRRENET, T 7R RA 2 MIFRRZ A L
FT.7 74N FO2—HFHIX Cisco(KLF/NLFEXB) .7 7 4V kDA T — RiX Cisco
(RILF/INCF & KB T,

TIEARA L FDOEX=2 U T iEHEEZRRT AI121X. 7 KL R 23—00 [Certificate error] 7
Aarxz7 )y LET,

[View Certificate] 7 UV v 7 L£7,

[Certificate] 7 - > K 7 C, [Install Certificate] 27 V v 7 L £,

Microsoft Windows DFFBHED A R —k 7 4P — FRERINE T,

[Next] 27 Vv 27 LET,
WIZF R SN HE I CIX GEAZEEZRE T DL 2R INE T, VAT ADT 7 4V h OLRE
TEI AT Z LA HELE L £9,

[Next] 27 U w27 LT 74/ s OB AZEBLET,
N TUERICIEHAENA VR— SN ET,
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B %4475y FRIBAORHO HTTPS DAL

AT o7 21

AT o7 22

AT v, 23

CLI O &

[Finish] %7 UV v 7 L¥ 7,
X2 VT 4 BERRRINET,

[Yes] 27 Vv 7 LET,
AVAR—NANKRALIEZZ EEZTRTAvE—V Ry I ARKRRINET,

[OK]| &2 U w7 LET,

WOHNL 224775 TFFIH O =0 HTTPS OB bt 7 3 a v 2-4 =) IZiR#En
FIELEFEUEEETSHCLIa~ >y RERLTWVWET,

AP# configure terminal

AP (config)# hostname ap3600

AP (config)# ip domain name company.com
AP (config)# ip name-server 10.91.107.18
AP (config)# ip http secure-server

AP (config) #

end

ZOFITIE. T 7 BARA Y FOVAT BAIT ap3600, R A A 2 441% company.com,DNS H—/3
DIP 7 K1 A% 1091.107.18 T,

ZOFTHHASH TS a<y ROFEMIOWTIE, Y U — 2 12.4 D[ Cisco I0S Commands
Master List]Z 2 L T ZE3W KDV 7 27 Vw7 3L av ROTAZ— U A NaH
MTxE9,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124mindx/124htnml.htm

HTTPS FEFAZEDHIER

A7y 1
ATy 2
AT w7 3
AT w7 4

HTTPS Z AN T2 & . 7 78R KRA v MIGEHELZBEIMICAR L E4, 7272 L. HTTPS %
BN L% TT 78 A RA 2 FNOREESR KA A 4 (FQDN) #2485 L7- VY .FQDN % B/
L0 T AMNERE LSS GEREOHIRAMLEIZRAZ X0 £, FIEIXKD BV
"C\‘j‘o

[Services: HTTP Web Server] X—Y % £ L £,

[Enable Secure (HTTPS) Browsing] = v 7 /R v 7 A% 4 7|2 L HTTPS Z# Mhic L £7,
[Delete Partial SSL certificate] 27 UV v 7 L CiEBEZHIR L 97,

[

Applyl #7 U 7 LET. 7T 7 EA RA L MEH LV FQDN A L CTHr L WGER 34 £ Ak
LET,
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| 2% Web 77UV A2 —T = RADEAFSE

54y a—F 4 koER N

HTTPS iEBAEZHIBRT 5 CLI 2~ F

Jua—nR)aryZ 4 ¥al—ayET—RTIEKROa~y N&EH L THTTPS REAE 2 H|

L £,
a<wy K EL:D]
A7 <7 1 |no ip http secure-server HTTPS # M LE T,

A7 w7 2 |crypto key zeroize rsa name-of-rsa-key

HTTP #— "D RSA F—ZHIE L E1, &
HIZHIBREN DX —%2HA L CRITESNT
JL—Z GERE (HTTPS GEHE) &3 THIBR
SnET,

FvIA v a—Y HA ROEH

Web 77 UH A LB —T 2 A AT HK—LX=VDEHIZHL~NT TAarms )y 7T5
ELZDOHA RDA T A 73— 3 > ([Cisco 10S Configuration Guide for Autonomous Cisco
Aironet Access Points) IZ7 7 B ATEET WA N2 F 74 0 TRRTHZ & . PDF /N —
TaroiA REX L a—RLTHE 774 0TI L TCEET AT TAR
FEGICEFT SN 2D B DOFRE AFTEET,

Web 75 UW 4 X —T = A4 2ADEFUL,

Web 7T UY A H—T x4 ADMFHE T TPk 5120, [Services: HTTP-Web Server] ~2—
T [Disable Web-Based Management] = > 7 R 7 A% A2 L [Applyl 27 U v 7 LET,

Web 7T A L B —T 2 A ZAEHBOHENITHITIZ.T7EA RAL L D CLI TRD YV 12—
N ary7 4 X¥alb—varyavwy REAHLET,

ap (config)# ip http server
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B2E Web 773U F AL E—TxA ADBAFE |

W Web 75U A2 F—T oA ADEDHL
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A<y RIA L A B —T A ZADEH

COETIE.IATYLVATNA ZADREIHEHTE S CiscolOS 2~ RIA v A X —T =
A Z(CLDIZOW T LE T,

CiscoIOS =< R E—F

CiscoIOS 22— A L H—T = A4 RZIF L DEFE— R FRnH Y T4 MHAFERa~ > NI BE
DE—RIZE-oTERARAVFEFT  Fa~v RE—RFTHEATE 22~ FO U A MEERET I
VAT A Ta 7 TR EADLET,

TAXYVATNA ATy va vl sE . 2= £— RV EI, 20F— T #
W2 —VEXEC T— FEWMEENFEd, 22—V EXEC £— K TiX.CiscoI0OS =2~ ROV 7 t& v
FEFHTZERNTEET 2 EXE BEOHRTEAT —F A% T show 2~ R b o v
HEFIFIA VA —T 2 A&l ET Helear 2~ R E AT EAED -V EXEC =< Rk
1ERY Da~v>y RCT,2—H EXEC a2~ NI VATV LATARAREY T = T DL
RS EE A,

FTRTCOavy FIZT7T 7B AT 558 1X 5 EXEC E— F2HBTI3LERD Y £, 5
EXEC £— F&HBET I BF . NAY—FRAMLBETT . Z7e— )L a7 4 Xalb—3
voE— REMMT 21013 FidE EXEC £— REBB L TWARITIERn 8 A,

A7 4 FXal—varyE— R A X =T oA A BLOTA V) BFEHL T E
Tar74FXal—varv BB TCEET REEZRIFELEGAIXIINO D~y RBRFES
NITIATXYVATNAA RAZ) T — T H eI EINET SO 7 4 Fa2lb—a
F— RN T7 72T AT ET Ve — "L ar 7 4 Xalb—3 gy T— REREBETHLEN
HOVET , Ju—)L a7 4 Xal—ar ET— b AV F—T A A AT 4Fa
L—yary E—RBIXOIA/rarvr7 4 Fal—vary T— RNIBITTEET,

# 313 ERa~v Y RE—RE . ZNENDE—RF~DT VB AFE KT R TERIND T 1
TR BIOE—ROKRT HEZE LD TT, ZNOHITIE AR R ap LT
7,
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BIE a~wURIL LA F—Tx2A4 ADFEA |
| NS
Z 3-1 v N E— FORFE
E—F T I A FE A= T HIE — FOA®&
= —H EXEC TJA ¥ LR T/NA |ap> logout £7-1% quit Z A | ZDF— RIZROBFEITHE
2ATEvyarE AL FET, ALET,
v
BtE L £ 9, « A—IFINORELH
o« FART A bDFELT
o VAT AEHRORR
¥ HE EXEC o—# EXEC &£— |ap# disable Z AT L THKRT |Z0OF— RiZ.a~ > RO
K C.enable =1~ > LET, FHIFEHLET N2 T— R
FaATTLET, PHEHALT.Z2OF— RFR~D
T REAEBRH#ELET,
Ja—/)L ay Kk EXEC B — [ |ap(config)# T L CHrHE EXEC ZOEFE—RF. VA VL AT

T4 FXal—gv

C.configure =~

Y READLET,

E— NIZRE D ITIE, exit

F77ldend 2w K&

A1 % D>, Ctrl+Z %
LET,

INA ABRIZEH T D87
A —H EFHET DIGEITH
HALET,

A B =Tz AR
a7 4Falb—
vay

Jra—N)L ay
T4 ¥l —T3
v E— KT,
interface =~ K
AL A Z—
Tz AEBEEL
7,

ap (config-if)
#

MTLTCZa—L o
V74 F 2l —a
E— NIZRE 5213, exit
AN UET, Rt
EXEC E— NIZRE BT
1%, Ctrl+Z % 97,
end # A JJLET,

ZOE—RFI A —HFxv b
BIXOERS 2 —T = A
ADINTG A =R EBRETDH
BAEICHERLET,

2.4 GHz 35 L 1 802.11n
2.4 GHz MR MERR 0 T,

5 GHz #E##E L 08 802.11n
5 GHz R TR 1 T,

~NIVT DFRIN

VAT LT T PTERF D EANTLE Favr FE-NEHNTE 23~ FOU R
FRRRENET EFLAEEDOAY Y FIZOWT HETLF—U— FBLO5I B0 —EEE
RTLHZEBTEET R 322ZRLTILEZSN,

Z 3-2 LT DEFE
= AN =3}
help aw Ly R E—RONLVT VAT LAOHEARHAZF R L ET,
v FOIEEH 7 ? FEDARN) I THhELa~ ROV R NERRLET,
wiZhl e~ L ET,
ap# di?
dir disable disconnect
= FOIEEAS 57 <Tab> FEDa~y FAEMMTELET,
WITHZ R L ET,
ap# sh conf<tab>
ap# show configuration
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Z# 3-2

< romaEy i

N T DEFE (FEE)

o< R

HE

?

BEDa<y K E— RFCHARERTXITOa~v FE ) A MLET,
WIZH 2R L ET,

ap> ?

command ?

awy RICEET A F—TU— e —EBHERLET,
Izl &=~ LET,

ap> show ?

v F—T— F—U—RNICHEET 58z —R"ERLET,

Wizl &~ LET,

ap (config)# cdp holdtime ?
<10-255> Length of time (in sec) that receiver must keep this packet

o~ ROBEMEE

TAFXYVATNAATavwy KR—RICRH SN IEIETCavry RE AN LET ROHIX
show configuration 554 EXEC 22~ > RO AN HEEZ R L THVET,

ap# show conf

a2 R no X L WY default FEDEH

i&h&@n/74ﬂ?11/~—¢/a/ a<y RiZno BRXRH Y F9.no BAUT—XIC FFE DR

BELITEEE2T A =T NI T B . OV Fa~y FOEBEEZIRD ETHAICHEH L E
?of:&iﬂf\/f VH—T 2 A A AT 4 X2l — g 2= K noshutdown ZE T 5 &,
AVE—T A ADY Yy AT UNRROVEENET ., F—Y—Fno 2l EETICa~r N
FEHTE . T 48— M LIEEERE O, R—T7 W) (/e T 74V N TT 4 E—7
JVIZERE SIVTWAEEEN A R—T T ) £7,

a7 4 FXalb—rar avy Fliddefault B L H Y £3, a3~ RO default XA % #
T%.’)J: A RORENT 74NV MEIZRED ET0FEAEDa~y FiET 7 4/ b TERHIC
REINTWA7D default X AZFEHA L TH no B ER UHERICRV ET L. T 740
FT/!’Z\ — T INZEE SN TV T BN OBEEBRFEDT 7 4V MEICERESNL TS a~
VELHVFET. oL RES default v NiZZEDa~r RN L B8 EZEDT
74V MEIZERELET,
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BIE a~wURIL LA F—Tx2A4 ADFEA |

W CL Xy Eb—VOBE

CLI A vE— Y OHEE

£ 33X CLIZHEMLTYA VLA TS ZZHRELTVD IR RINDLITT— Ay
YO ERLTVET,

# 33 CLI DfCEHK 2T F— X t—2
5 — Aok Bk ~IVTDRRGE
% Ambiguous command: DAYLRFALZARTZL R |awy FO%RAIC | A~—AZ8F TERIZ(2) 2 A
"show con® LLTCREBCTEAETOESDXL | HLET,
FEANINTOEE A, Sl REEBICANTE BRI R Y — Y —
RRFRINET,
% Incomplete command. Oy RIEMEDOF—T— REz o~y ROBAID 1 A~— 222 TREG(2) % A

TR — AN SN T ERA, [ILET,

vy REEBIZANTE MM RER X —T —
FARIRSNET,

¥ Invalid input detected o< NOAIATY MiE- |BHFQ)ZANT L L ZOa~s B £— FTH
st 17 marker. TOBHFTZF v Ly F(VEE ATESTRTOavy FRRRESNET,

TRLTWET, av RELEHICANTELOHMARERF—T —
FREREINET,

a~ v NEREOE R Tk

CLIIZI. AN ENTza~ FOBRERFELE T, ZOMEILZ. 7782 VA M E EWVWEZE
Mo~y Ry MY ZEOHTHA VBFICER T, 2~ > RERERIT. ROETHH
THEDICHEHICEDYE TCHAZ~Y A A TEET,

o AV REBENY T 7 A ADEF(3-4 X—)
o IV RO L (3-5 X—)
o oy NERHEDT 4 B—7 11k (3-5 X—)

avy FEREANY 77 ¥4 XOEE

F7 AN P TR IA YU F AL ARBEA Y 7 72~y B A2 10T ik L £,
HEEXEC E— FCROaA~vY FEAN LT HIED Y —IF N By a v TIAL Y LA T AL
ANFEERT D a v R I UV BEEELET,

ap# terminal history [size number-of-lines]
FRETE 2T 0 ~ 256 T,

tf%;z@?/r VEDTRTOEB YT TIATY LA TN, AN THa~ K 94 08%
BETAHAICIE.FAy a7 4 Fal—ay T—FRnbRkOoavr REANLET,

ap (config-line)# history [size number-of-Ilines]

BETEHHMIL 0~ 256 TT,
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wmeEgrommsx A

o<y RO L

JBRENS 7 7IZHDa~y REROHTIZE. R 3412 A SN TWH A2 W0NTN0DEBIEEZITWD
ESc

7 34 7 FORENH L

Tral HER
Ctrl+P ¥ —F 723 T —Z2M L E 9, BENNY 77 IR FENTWDHa~vy Ra ko a~y ROBIRIZHEOH
LET, F—2HF N, L EHva<sy RRIERERINET,

Ctr4N F—F /21T | F—%2ML T, [Ctrl+P F—F 7213 T F—2HH L Ca~r FEFOH L% B8R Y
ZyHNOLIDHF LVWavy FIZERY 3, F =232z, LoHLn=
<~ FBJEKREFERSNET,

show history ¥k EXEC E— RCHANMCAN LWL o a~vy REFRRLET,F
RENLa~vwy RO 7n— ) ary7 4Xal—vary av s N
terminal history 33 X OVEft 2> 7 4 ¥ =2 L—3 3 > 2= K history D%
EIWCL-oTREY £,

1. KEIZXF—2MEH TE 5D, VTI00 72 £ ANSI A RIS S E 1,

o< RKBRMSEED T £ 2— 7 UL

o FERBEREIT. HEIRICA 23— ic o TWET,

BIEDH R v a v T2 OMEEE T & — 7 /112§ 5121%, terminal no history £ EXEC =
<~V REMHALET.

BIFRICET 28y a v Cavyr NgERELZT « E—7 /1T 52l no history 71 227 ¢
Xal—varyavry FafLET,

TREEMSREDF F H1E
ZITIHR AR RIA VOBEICESLOREMBIZCOWTHILET, ZOEONEIT RO
LBy T,
o MREMEDA X —T LB LT 4 =T (L (3-5 =)
o F—ANITLEB IV ROHE(3-6 2—)
e WEMEELY bEWVWa~ Y RTA4 v OffE(3-7 =)

REEIRRE DA X — T LB LT 4 B—T 14k
BSERAEE — 1% B BV RE S E T, 7 4 =7 T £,

HEDIKY v Y a v CIERET— F2HOA X —7 W2 T 5121%. i EXEC £— KT
Da<r FEATTLET,

ap# terminal editing
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BIE a~wURIL LA F—Tx2A4 ADFEA |

N REsEoERFE

FrEDERRIZOWTHERET— FE2HORETHAIF. IFA4/y ar 74 Xalb—v gy £—
FCThkoDa<wr RE A LET,

ap (config-line)# editing

IERET— RE 7 ua—rULiZ
KCkoa<r KE A LET,

ap (config-line)# no editing

F—ANICEBa~vy RORE

#3501 . a~vr R T4 VOREICHERF—ANERLTVET,

FTAE—T TR TS a7 Fal—T g E—

# 3-5 F— AFIZ LB 27 FOFTE
HéhE ¥—2Z hp—7! B
avy RIA LV EEBHLT A |Ctrl+B F—F 723 =Y N | LFHTETEAIZIELET,
HEFITETEZITWET, X —
Ctrl+F ¥ —F 721% =Y V% | LFEFTETRNCED 7,
X —
Ctrl+A =Y NEawy RIA4 OEHEICEBH ST ET,
Ctrl+E =Y NEavr RIA4 UV ORRBIZEBHSEET,
Esc B wwyw%lv%PﬁEfﬁé IRLET,
Esc F H—V N1 U— RGETaNcED £,
Ctrl+T =Y NDREN oD X F%  J1— Y VALED T & &
Wz ET,
Ny Zyhbawy REOH  |Ctrl+Y Ny 77O N ZFENHLET,
Liaxy R4~ —=A ML ey Ny T 7 MEROT Y b ZFEOH LET,

FT.UAYLR TS RAFE
FJIJ ﬁﬂﬁ%éht 10 IHH &3 v
W ANET,

Ny 7 7 K BICHIBREZIE v P L= 10 THE
L#%ﬁéhiﬁmew%nlﬁuLW#&%@
DRy 77 T MJICRSTEREINET,

A B Y ZHIBRL £,

Delete % 72 1% Backspace

H—=YNVDEZHD LT E#HELET,

Ctrl+D

H—Y NMALEIZH D LF a2 HIFR L ET,

Ctrl+K

H— Y WALEP D aAv L T4V ORRETOEL
TaHIBRLET,

Ctrl+U F 7213 Ctrl+X

H— I NAAENS A~ RTA DEHFE TORI
THEHIELET,

Ctrl+W H—=INDEIZHDHT—REHEELET,

Esc D H— I NABNSE T — ROREBEE TEHIBRLET,
U— RFERXFEERITNFEIZL |EseC H—=INWALED T — K& RXFICLET,
FIELIE, HOLFEET T [gee L LA D T — (s
e L sc H—=INALED T — RE/NCFICERELET,

Esc U H—=INAENS T — ROREBE TOXLF A2 RILE

ZLET,
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# 3-5 F AN B 27 FOFE (5EF)

wmeEgrommsx A

HEe

F—R bp—!

HE

BFEDX—A br—7 ZEITA[HE |Ctrl+V E721% Esc Q

Zeawy FEEFEIXYa— by
MELTHEELET,

1ATE /21 1 Wi F~A27 m—/L |Return 1T F~AZa— L LET,
L CUiARBEICINE Y & 57220 [gpace | ~A T I LE
ERNE R FR S EET P sl 7’

() show =2~ RO L,
Z—IF)LVEHETHRRLE
NZRWTD & D T,
More 71 V7 FINFERE
NET . More 727 IR
FREINTWVDHET W
DT % Return 3 KX T Space
N—ZfEHTEET,

TAYXYVLATFTNAZANLEEIZ  |Ctrl+L £721% Ctrl+R | BEOa~ L R4 v 2HFRLET,

BIRA v E—U R ENT-8E
W BIEOa~vy o4 2 FE

Y%,

1. KHEHIF—0MEHTE 201X, VTI00 72 & D ANSI AHGTRICIR S E T,

HEELY B~y RS54 L ORE

B ECTEBITIChE s a~ 2y RICH LTI RUBEREZ I T £ . — Y AR hAE~—
VICETDHE ZOav L RIA4F 10 XFERTETE~Y 7 hEhET , a~v 2 RIA4 D5k
FED 10 XFETIHRABLS BV ET N E~Ar7a—)L LT, a~v ROGEES O %
Fv I TEET,

a<y ROEEIZA 70—V LTAINEEZT = v 7T B2, Ctrl+B F—F 72 1d—F— & {4
DIRLMLET, a~r R74 COEFHEICEEBRET 5121, Ctrl+A 2/ L £7°,

KEIF—NEHTEX 501, VTI00 72 & ANSI A#uRICR S E T,

WOFEI Tl access-list 72— 3L 27 4 Fal—igy avwr Rz IR 1175508
RSB0 TOEF BN =Y APITRITET D & ZDITIE 10 XFR T E~T T FEN,
BERSNET, KA (913 ZOMTRE~A 7 0 — L SN L aR LET h— Y LR
KRICET HIZRC ZOITIEHO 0 XFRIETE~YT7 FSIVET,

config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1

config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25

ap (
ap ( )
ap (config)# $t tep 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq
ap (config)# $108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45

a<2 ROANTIRED-7-2% . Ctrl+A 2 L TE2EO L% F = v 7 L, %+ D% Return ¥ —%
LTavr FEFITL T EIWVATRICEREND RARE @)L ZOITRAE~A7 2 —
NEhEZ ExRLET,

ap (config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$
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W show BE U more 2~ FHAOBRBRRB LT 4 NEY LT

V727 TR EEIL 80 N T AETH D EHEINTWET, ZNLUANDIEDOEEIL,
¥ihE EXEC =~ > K terminal width 2 L TH¥ — I F L DIEEZHFREL FT,

Ty TTIU N avy NERBEREZOFH T2 & allc AT LB i a~ > R = |k
VEFOH L CEECXET BIICAN LIy Ry MU O LHEICOW T,
[F— AN LDa~r FORmE L7 a0 36 X—D) 2B LTI,

show BX D more 2~ FHITOBRERB LI RTZ7 o1& )
N/
show 2~ REBL O more 2~ ROMNERKE LT 74V F Y 7 TEET, ZOHREIT. K
BOHNEY— ML RRTIHIHLEDRWHE 2RI L2 T 5855125 T3,

ZOBEE M T 52X show £72 X more =~ > K& AN L=, V7 7585 (1), begin,
include, ¥ 7213 exclude DWW T NNDF—U— N BLOXFEI(MBEZILT 4 VX OS5 &
BELET,

command | {begin | include | exclude} regular-expression

LFHN TR RKLF LN FREB S E T, 72 & 213, 1 exclude output & AJ) L7354 output
EETITIIRR SN EF AN, OQuput Z# ETTIXERRSNET,

RIZ protocol PMEH SN TWDATIET 2N+ 25 L O IHRET 202" L£7,

ap# show interfaces | include protocol

Vlanl is up, line protocol is up

VlanlO is up, line protocol is down
GigabitEthernet0/1 is up, line protocol is down
GigabitEthernet0/2 is up, line protocol is up

CLIO7T 7k&A

ALY LA FTNAACLIE. Telnet T2 X7 /L (SSH) AL CRE 2N TxF9,

Telnet Z{HF L T CLI Z#Bf <

Telnet 2 LT CLI ZB < FEIZ KD & BV T, 215 DFEIL ., Microsoft Windows % 52
1795 PC CTelnetlii K7 7V r—a v aMHT 2564 BELCWEST AL —T 4 7
VAT LDOFEMIRBAEFIEIZOW TR, A D PC DEfE~ =27 LV Z2HEZR L T IEIN,

A5 97 1 [Start] > [Programs] > [Accessories] > [Telnet] DJIAIZER L £ 9,

[Accessories] A = = —I|Z Telnet 2372 W\ 541, [Start] > [Run] DNEIZEIR L. AT 7 4 —/L FIZ
Telnet & A7 L T Enter Z# L £,

25w 2 [Telnet] V 4 > KU T.open DEIZTA ¥ LA TNAZADIP T KL A% AJL Enter ¥ — % #f
]\/\i—é’_‘o

2579 S 3 a—PHLRRAU— R KPRERINZH EHREOL—THZHLERAT—=RE AN LET T 7 4 /L
Dz —F %1% Cisco. T 7 /L FD/RAT — RiL Cisco T, T 74V DA F—T )L /RR
7 — K% Cisco T, 22—V 4 L NRATU— KT KXFE/PLFERRIENET,
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| 3%

A RV AV E—T =24 ZADFEH

cuno7ztx N

X7 VNV EHEAH LT CLI ZH<

tXaT v Tr bhaME xRy NT—F T TNAL AL ORENR Y ®— MER A AR T
570 hanr T, EXxaT Yol (SSH) I vy a v aEERE ST 52 LIk > T &%4e
marA vy varEERRITLHY T U2 T Ry —UTT,SSH X, 8 72 KB OFRGE, i
N B B L O R# 2R & L CWE9,SSH OZEAIE, SSH Communications
Security, Ltd. @ 78— 22— (http://www.ssh.com/) Z S L T 72 &0,

SSH 37 /34 A DFBFERFITHRS) 72 BAL&AT 5 729 Telnet £ 0 & U £ — MNEGEO L 2NN <
BRVET, 2OV I —ATIESSHA—Ya v 1 BIU2AFR—FERTVET, UYL R F
NAAD SSH 7 7 B AT 2R ETFEOFEMI T 7 A B hDOEFaT = /LDR
ElE v ar (521 XR—) R LTI,
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B cLio77Ex
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TIERXRA Y FNOBEIORE

COBETIH KINZTAYLVA TNNAL ADIKERFRTEEIT) EEOFIEIZOWTHBHALEST, 20
EONKIZ.TVATYLATARARINMNBETEHI A v T AX—F HA FOFHHA & HLET 5 &M
HYEST, ZOETHATIREITT N TCLIZHEH L TETTEET R VAT LA TR
D Web 7T W 4 X —T 24 ATHMREETET L THDEH,CLI ZHH L CREMIERE 2 180
ANTDHNEERIGAENRH Y 7,

TIRVARLA L FOBERA X —T 2 A ZET 7 4V b TETR > TVET,

X U ¥ AHIIZ

TAYXYVATNRA AERBET AN AL TNDEIa L Ea—FZRNZDT ALV LRA TN AL

FICRY NI EINTWD Z E2MR L. Ry NV EHEDSROERZ TS L

TLTFEEWY,

e UAYLATFTAALADY AT LA

o RIFL/INLFERXHTH AR b T — 27 DML Service Set Identifier (SSID; H— £ &
+ > b+ ID)

e DHCP V" —NIZEFHEN TV ARWVWESIZ VA TLA TS ZAD—FDIPT FL X
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