WLCTOCMXESZD NS a1 —F12F
Mz

BE

[FIE % San

i

FRIZIR—F B

B8

EASNDEESFTVAORS TN a1 —FT42Y
FZE AT EEME D FEFR

fiF 5] [5] 2

SNMPZI5E ] g€

NMSP I3 Al g

N—=>3a>oHEEYE
dvbhO—ZZvachkELVWN\YS 2
O bO—FflAireOSIC/\Y 2 2 FEELAEV
A hO—FRON=2 ROV RAIOS-XECNY S AN FEEL B

B=

O RF 1 X NTE, Unified& Converged with Connected Mobile Experience(CMX)D g7 M 2
AVYLALANOY RO—FWLC)D#EHBBEZNZ TN 1—FT 12032 HFECOVTRHAL
9.

Bl SRAF
B

RETAOERAEEAAA RCETIHABNIHD CEANHERENET,

ERAFHIAVR—FT b
CORFIXVNOBRE. KOVYTRIITFEN—RIITON-IIVEETVTLET,

. CMX 10.2.3-34

- WLC 2504/8.2.141.0

- {RZEWLC 8.3.102.0

AV NN—2 RT7 17 AWLC C3650-24TS/03.06.05E

CORFIXYNOBHR. BEDTRARELHDTNARACEIVWTERENELL, COR
FIAIXKRTHERATIINTOTFNA R, B (F72I)IEK ) REORELASEBLTVWET
o ABBFORY RD—U T, FSOVRICK>TRID AN HIFEE+oRIEL TL
ZEV,

E:omx 10.6ZFERAL TVWRHBEE., root I—HICHIYBXZEHICERIBENY FEA 2 AMN—



NTBUBENFHVET, Cisco TACIZELBLTAZARN—ILLTLSEZL,
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CMXOAN> RZ4 207 14> L., 7> Remxetl config controllers showZR{TLU £ 7

** To troubl eshoot | NACTI VE/ | NVALI D controllers verify that:

the controller is reachable

the controller's tinme is same or ahead of MSE tine

the SNMP port(161) is open on the controller

the NVSBP port(16113) is open on the controller

the controller version is correct

the correct key hash is pushed across to the controller by referring the foll ow ng:

T e e e e e e e e e S +
| MAC Address | 00:50:56:99:47: 61

I

T e e e e e e e e e S +
| SHA1 Key | f216b284bal6ac827313ea2aa5f 4dec1817f 1069 |
T e e e e e e e e e S +
| SHA2 Key | 2e359bd5e83f 32c230b03ed8172b33652ce96c978e2733a742aaa3d47a653a02
T e e e e e e e e e S +
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RARTSUF 4 A, CMXEWLCHOAEERLERY ND—2 84 A7 0 KIIL(NTP)H—/NIC
KAV RNTBIETT,

Unified WLC(AireOS)Tlk, XNOIX > RZFEAL THRELE T,

config tine ntp server <index> <IP address of NTP>

A= RT7VEAIOS-XET, ROANY RZEITLET,
(config)#ntp server <|IP address of NTP>
CMX ( CMX 10.6 & W &I ) ODNTPH—NDIP7 RLAZZEETSHICIE. XOFIEERITLET,

ATY71: OV R A4 IZemxadminE LTOY 4> L, root1—%<suroot>ICtIV) BEXET

o

ATY72: X Remxctlstop -aZfEA L TINTOCMXY—ERZEFELLET,

AT Y73 : X > Rservice ntpd stopZFERAL T, NTPTF—EZEILELET,

ATY 74 IXNTOTAANEIEL =S, TIX > Rvi/ete/ntp.confaETLET, iV Y D
LTE—RZYWEZR, PPRLAZZEL, ESCZIVY UL, wWae ANLTEREZHREFELE
ED

ATYT5 : NSX—REZZEL =5, X Rservice ntpd startZR{TLET,

AT Y76 : JX > Rntpdate -d <NTP server®IPP? KL A>Z AL T, NTPH—/NICEETE S
PESHERIELET,

ATYTTUNTPY—EANBEE L Tntpstat IV REFEAL THRIEITZET, P<EE50H
FEFY,

AT Y T8ENTPH—/\NFCMXERHEIL 25, 7> Remxctl restartZ22E1TL TCMXY—ER%EZ B
EEL. cmxadmin1—HICHIY &z 3,

CMX 10.6D %k, RNDESICCMXNTPREZBABOH LVLEETEET ( NTPREIKCMX 10.654
BTEMTY ),

ATY 71 X R4 > IZcmxadmin
AT Y 7°2:cmxos health ntpl_ &K 2NTPEHIZ#EEL £ T,

ATY 7 3: NTPH—N\NZHRXETSHEE. cmxos ntp clearZ fEA L, X IZcmxos ntp type%
FRTEEXT,

ATY T4NTPH—/NA'CMXERBHIL 5. 7> Remxctl restartZ 21T L TCMXY—E A% H
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SNMPR|5E T gk 1

CMXAWLCICSNMPICT VEATERAESH 2RI BICIE. CMXTAROINY RZERTLE
ER

Snnpwal k -c¢ <nane of comunity> -v 2c <IP address of W.C.

COOXY RE, WLCHF7 2 )LNDOSNMPN—2322ZKRTLTVWR L ZRIRRELTVE
¥, N—2323TR. AV RERODKSICKEVEXRT,

snmpwal kK -v3 -1 authPriv -u <snmpadm n> -a SHA - A <password> -x AES - X <PRI vPassWor d>
127.0.0.1: 161 system

SNMPAEMTHEWES, FERIZI1 71BN EE>TVWREBEEE. ZAMLTIRNCIEYE
T, RBWITBDE, WLCOSNMPF—ER—AEHEOABHNIRRENET,

3 CMXAWLCH—EARAR—RMERUYTRY MMIHBHE. CMXEWLCE O ERIFHEL
ThELA

NMSPHiE W RE
CMXA'WLCICNMSPIC7 V£ ATERAES A &HBT I, KOOIV RERTLET,

CMX:

netstat -a | grep 16113

WLCTRDBREZITVET,

show nnmsp status
show nnmsp subscription sunmary

N—>a>oHEH%

BFORFIXNEDON—2a2OEBRMZRIALET,

http://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfld-
229490

A MA-ZE7Yy>1EhEELWAY 22
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BE. wicldsha2s 1 —%EZBHEBMWICEMLET. ¥—I&k. showauth-list IV > R THERET
x99,


/content/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfId-229490
/content/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#pgfId-229490

(G sco Controller) >show auth-1i st

Aut horize M C APs agai nst Auth-list or AAA ...... di sabl ed
Aut horize LSC APs against Auth-List ............. di sabl ed
APs Allowed to Join

AP with Manufacturing Installed Certificate.... yes

AP with Self-Signed Certificate................ no

AP with Locally Significant Certificate........ no

Mac Addr Cert Type Key Hash

00: 50: 56: 99: 6a: 32 LBS- SSC- SHA256

7aa0d8f accO0aad4a5a65h374f 7d16972d142f 4bb4823d91b7bc143811c7534e32
CMXD/N\Y S 1F—EMACT RLAKFT—TIIZBWVEES, WLCTFEE TEMTEET,

config auth-list add sha256-1bs-ssc <mac addr of CMX> <sha2key>

O 8NA—F8I3/X— R7POVEAIOSXEICN\Y S A FEFEEL AV

NGWCOY hO—Z T, ROKSICOAXNY RZFEHTETIDLENHNET,

nnsp enabl e

user nane<cnx nac-addr> nac aaa attribute list <list name>
aaa attribute list CW

attribute type password <CMX sha2 key >

¥ : cmxmac-addrid, A0 EZFERAEFICENTIHEN HET,

NY2AF—ZRITIN21—-FT1420TF2IE. ROFIEZEITLET,

Swi t ch#show trace nessages nnsp connection

[12/19/16 14:57:50.389 UTC 4dd 8729] ssl Connectionlnit: SSL_do_handshake for conn ssl 587c85e0
conn state: INIT, SSL state: HANDSHAKI NG

[12/19/ 16 14:57:50.395 UTC 4de 8729] Peer certificate Validation Done for conn ssl 587c85e0,
calling authlist..

[12/19/ 16 14:57:50.396 UTC 4df 8729] dient Cert Hash Key

[ 2e359bd5e83f 32c230b03ed8172b33652ce96c978e2733a742aaa3d47a653a02]

[12/19/16 14:57:50.397 UTC 4e0 8729] Authlist authentication failed for conn ssl 587c85e0
[12/19/16 14:57:51.396 UTC 4el 8729] Peer Not Validated against the AuthList
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