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B
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CORFIXNTE, LDAPH—NZFEALTIOZAT7 N2l —YF—E2ZXR—AE L TS
ITBLEHICAreOSWLCEZRET D FIBICOVTHALET,
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ROERICETDHBAN BB ENFHRENET,

. Microsoft Windows Server
- Active Directory

FERATIIVR-—F2 b
CORFIAYNOBRE, ROYTRITIFTON-T3IVEETOTLET,

. CiscoWLC V7 k2 IT7 82110.0
. Microsoft Windows Server 2012 R2



CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
o BEEBHRORY ND—UTR., FEONVRIEL>TRIDAREMI HD2EEZ +OEIEL T
ZEW,

BREH
BWER

- LDAP &, FALIOKNY B—=NANOTIVLAICFERAETNZ7’ORIILTT,
cTFALIORNY B=NE, AT IO NEOORBRT—ZEXR—ATT,
AT IORNE, BEBEMOU), TIIL—T, FEFEEOMicrosoft A FTFHAENDIVTF
(CCN=Users& L TR E NhE T,
cCDEYRNTYTTREHL VEBDIE., WLC TLDAP H—NNNFX—RZELLKEKETS
c&TY,
ChSsOBEICBET25MIC OWTIE, _THow to configure Wireless Lan Controller (WLC) for
Lightweight Directory Access Protocol (LDAP) authentication (_Lightweight Directory Access
Protocol ( LDAP ) BEFA DDA VYL AILAN I RO—F5 (WIC) DEEEFZE ) ® "8BE,
HZESRLTLSEEL,

L<FHSNBEM (FAQ)

. LDAPH—NEDNA Y REERATIBEN 52 1—FRRATTH.
LDAPH—/SICRL TN Y RT B, BREEREEAD2OOEEN BN ET (AHOHED
BOVEEBTRICE, EBRLTEEL ),

CONA RODI—HFRBICEMEOI—HFBEBENAT—REZFVEDEDCENTEZHEEEER
HFRETT,

CRAEEADBE NA Y RI—HFERIXNTOI—HERLUAYTTRICHY) ETH,
VWOR  NAeFZERALET, BLTIE, W22 DHlZRLET,

CN=Administrator, CN=Domain Admins,CN=Users,DC=labm,DC=cisco,DC=com
Yes : 1—HEBDHAZFEALET. UTIC, W22 DHIZRLET,
Administrator

CEBAAVTFIC AN BEETIBEERESTNEVVTT L, BETZIINTOIAY
LALDAP I—HZELUIAVTFICEOIHBENHY)EXITH,
WWR, BEBIXNTOIOAYTFZEICR—ADN ZEEETEET,

.WLCTRZEITIHXENHZIEHRIATTH,
WLCK, EEhEI—YEHEATDSIVRNRATIZ—HBLET,

3 : sAMAccountName Tl AXFE PN NEN XBlENETH, personTREXBIEhFEEHA


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687

o LA 27T, sAMAccountName=RICARDO & sAMAccountName=ricardold [& U T#8E
* 9 A", samaccountname=RICARDO & samaccountname=ricardol #sEL £ A .

. £ MExtensible Authentication Protocol(EAP) A X ZEHA TE X T H',

EAP-FAST, PEAP-GTC, EAP-TLS W& T9, Android, i0S, & &U'MacOSOF 7 # )L kD
7°1) 71> M&. Protected Extensible Authentication Protocol(PEAP) TEIEL £ 9

Windows DB &k, RIZRT K SIZ. Anyconnect Network Access Manager(NAM) & 7= I
Cisco.PEAPZET T 7 # )L N OWindowsH 7 U h2 K&, HAR—RENTVWBR DA VYLATHT
XTHEATIHLENBYET,

Local-EAP Wireless Metwork Properties ﬁ

Cornecton Security

Security type: | WPAZ-Enterprise - |

Encryption type: [AEE ..]

Choose a network authentication method:

]ul:.‘uam: PEAL v] [ Settings |
soft; , does not

H-:rusn:-ﬁ Protected EAP (PEAF) I

T BT " work!
works !
Cizco: EAP-FAST

Intel: EAR-SIM

Intel: EAP-TTLS

Intel: EAP-AKA

Advanced sethngs ]

3 :Cisco EAP Plug-ins for Windows|Z l&, Cisco Bug ID CSCvaO%?OG)%%Ej’%H%Open
Secure Socket Layer(OpenSSL 0.9.8K)\D/N—2 A UABENTVET, chBEOU ) —
ATEWindows HEAP7 274 2 RT3 D FER B, KDV I(ZAnyConnectt+ 17 E
EUTA0ZAT RN EHEATREZHBMHBLET,

CWLCA 1—HERETEEVOREETT A,
IN—TROI—FERITEEL A, RICTRT&LSIZ, F74NRNIVFFCON)E-GBGE
HOUARICEETZREN S ET,


https://software.cisco.com/download/home/286275122/type/286275013/release/1.0.0.0
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva09670/?reffering_site=dumpcr

MName ype Description

&£ SofialabGroup will not work
B8 SofialabOU Organizational Unit
Ml Users Default container for upgr...

802 1XFRALE 2 EWebFBFED VT h D TLDAPH —NEFEATER T ETEEBIFUFNFHYE
ER

COFIETIE, OU=SofiaLabOU AN I —HDAARBIAETNDLIICTIHENHYET,

Label Distribution Protocol(LDP)Y —)L D EA AL, LDAPORES RO NZ TN a1 —F142 T
C2WTEk, TWLCLDAPOY 7 4F¥aL—>3a2HA Ry ZZRLTLSEZ WL,

LDAPH—/NZ A L T802.1xiEH T 1—H & FRRE T 2 WLANDERL
XY BMND—=UK

CD>F ) ATIE. WLAN LDAP-dot1xIELDAPH—/NZ2fEAL T, 802.1xZ2 AL T1—H 2%
ALERT,

LDAP Server

AT Y 71 : SofiaLabOU & SofiaLabGroup®LDAPH —/N X > )N—IZ 1—HUser1 Z#ER L £9,


https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0110010.html

B Local Server
& AN Servers
 aDcs

i§i aDDS

& ADLDS

18 Dsce

& DNs

na

= WHATS NEW
W§ File and Storage Services b - 4 4

o s
i nar

Create User: SofiaLab User1 Test User

WELCOME TO SERVER MANAGER

o Configure this local server

Add roles and features

Add other servers to m

Account Account
Organization
o First names Sofialab Userl Bcoount expines: W Never
Member Of Mideile initials: O tndel
Pasoword Settings | Last name: Test User .
Full name: % Sofialab Userl Test User Pazsword options:
Prafie Usee PN [ @ ]1 | -!:' Wt must change passwand at next log on
Poli () Other passward options
o (W revvoreprremn AR Y o 1
silo
Passwerd:
Canfirmn password: e
nerypl ons:
Create in: D =Labm DX =cisco DCscor] Crange<]
Cther options:
Fend i y hid gl
TN | &8 Domen Controllers b |~
B8 Employess >
[« B ForeignSecuityPrincipa ¥ |
Ml Guesss (3
N W LostindFound L -
I Maraged Senvice Acxor ¥
I NTDS Creotas 4
W Program Data »
. Syztem (™
This object will be added to the default Active Direc!
Create User: SofiaLab User1 Test User
Account Account
Grganization
L First name= Safialab Userl Account expires: # Never
Mamber Of Midele intisls: 0 Endof
Pasoword Settings | Last mame: Test User
Full name: ¢ Sofialab Usert Test User Bt opties
Profile Uses UPH logan: ® |_ | ) User must change password at next log on
Boli ) Other password options
2 User Samiccounthisme |o... laben Wk Ugert L e e
Silo
Fassword:
Contien paidwaid:

Create in: OU=SafislsbOU,DC = Isbm DC= cisca,DC=com  Change.

[ Protect fromn acciderial deletion

Log on howrs._ logonta.

QOrganization

Filter el

Nasne

Primary

Directly Associated Password Settings

Name - Precadence

i fisben cines com
e the nome b wsiect {mampie)
This object will be added to the default Active Directory grol
Advonced...

Encryption aptions:
Other aptisrs:

Telect this cbject ype:
(Groups or Bultan secuty prncpals
From thes lecagion:

T ==

At Directary Damaing sad Trusts

Active Directony Lightweight Derectony Sendces Setup Wizard
Ative Directory Module for Wiedows PowerShell
Active Directory Sites and Senices

Active Directory Users and Computers

ADS Edit

Certification Authanty

Component Services

Computer Maragement

Dedragment and Optimize Drives

DHcP

DS

Event Viewer

Group Pobcy Mansgement

TASKE  w | | SECTIONS ¥

TR

Remove;

TASKS ¥ SECTIONS w

¥

ATY 7 2: BHOEAPAR TWLCICEAPZO7 7ML ZEKL £3(PEAPEEH),



Saye Configuration  Pin Logout Refred
lllllllll = fig =< Sl L

CISco MONITOR ~WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security ~ Local EAP Profiles New... Apply
- AAA

Szl Profile Name LEAP EAP-FAST EAP-TLS PEAP
= RADIUS
Authentication | Locsl-Eap-pERR (] [ L] -] I
Accounting N _
Fallback Local-EAP-LEAP O O O [+]
DNS
» TACACS+
LDAP
Local Net Users
MAC Filtring LEAP | Server Nothing | €Client Username & Password
Disabled Clients .
User Login Policies EAP-FAST | Server PAK | €lient Username & Password
S EAP-TLS | Server Certificate | Client Certificate
'AS55W0 ICIEs . . .
PEAP | server Certificate | Client Username & Password
+ Local EAP
General

EAP-FAST Parameters
Authentication Priority

ATY 7 3: WLCZLDAPH—/NIZNA> RLET,
EVN NAYRI-HFEHNFI—FR—ADNIZBZEWHEERF. KORIZRTRLSIC,

Admin1—HYNONALEZEZACVEN BV ET, ThUADOFEEIE. Administrator&
ABLET,

Save Configuration  Ping | Logout  Ref

MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security LDAP Servers > New <Back Apply |
* AAA .
i Eerver Index (Priority) -
v RADIUS Server IP Address 10.88.173.121
Authentication
Accounting Port Number
;’N":“" Simple Bind | suthentiested ]
» TACACS+ Bind Username N =Administrator,CN=Users,DC=labm, DC= Admin privilege S l‘equil"Ed
DAP
tam Net Users Bind Password SSSdEass
MAC Filtaring Confirm Bind Passward |““““ |
e oo e Where are we going to look for users?
User Login Policies User gase N Mou=cetaiabovoc-aomoc=caceococon o] going
AP Polici
Rasaword Rolichs User Attribute | P | What Attribute are we looking for?
¥ Local EAP Usar Object Typa [ﬂcrsen
b Priority Order Sacurs Moda{via TLE) Disabled v
b Certificate Server Timeout 2 secands
T — Enable Server Status Enabled e - =
* Lists Message from webpage |
Wireless Protection
Folicies =
- @R Vorning: LDAP can only be used with EAP-FAST, PEAP-GTC and
+ Web Auth ¥ EAP-TLS methods
TrustSec SXP
Local Policies
b Advanced [ 0K ] [ Cancel I

AT Y 7 4 : [Authentication Order]% [Internal Users + LDAP or LDAP only]ICE2EL £ 9,



MONITOR  WLAMs CONTROLLER WIRELESS SECURITY MA

Security A Priority Order > Local-Auth

 AAA
General User Credentials
» RADIUS
Authentication

Accounting Mot Used Order Used For Authentication
Fallback

R [ Bown_

Local Met Usars
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

= Local EAP
General
Profiles
Ab-Eas | Haramatars

AT Y7 5: LDAP-dot1x WLANZER L E£T,

cisco MONITOR.  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEEDBACK
WLANs WLANs
* WLANs Current Filter: None [Change Filter] [Clear Filter] Create New v| lgo
e
b Advanced

[] weran 1D Type Profile Name WLAN SSID Admin Status Security Policies



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-dot1x’
E ‘m_::s General [I'|Seeurlty I QoS || Policy-Mapping | Advanced ]
5 . -
b Advanced
Profile Name LDAP-dot1x
Type WLAN
SSID LLDAP-dot1x
Status “| Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy o v
Interface/Interface Group(G)
Multicast Vlan Feature ! Enabled
Broadcast SSID #| Enabled

NAS-ID none

FIE6: L2EF1VFT 1 AREWPA2 + 802.1xICEREL. L3EF1UF 1 ZnonelcRELET,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGE

WLANs WLANSs > Edit 'LDAP-dot1x'

e ot [ ] aus | roerrasonn | s
» Advanced ' Layer3 | AAA Servers |

Layer 2 Security 8 | WPA+WPA2 v/

MAC Filteringz | |
Fast Transition
Fast Transition [_]
Protected Management Frame

PMF Disabled

WPA+WPA2 Parameters

WPA Palicy ]

WPAZ Encryption AES L] e
Authentication Key Management

802.1X Enable

CCKM [J Enable

FEK L] enable

FT 802.1X (] Ensble

FT PSK (] Enable

ﬁﬂ.ﬁ. gtk-randomize State

FIE 7 : O—AHIEAPSREEZBMIZ L. [Authentication Servers]# & Uf[Accounting Servers] 77’
SAVHEMIBESOTEY ., LDAPHBRICBE>TVWBR L ZHALET,



CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'LDAP-dot1x'

+ WLAN c . - - A" W )
-.w_au: | General | Security | QoS | Policy-Mapping | Advanced |

» Advanced | Layer 2 | Layer3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [] enabled

Authentication Servers Accounting Servers EAP Parameters

[] Enabled (] Enabled Enable O

Server 1 w | r v
Server 2 W L4
Server 3 hd il
Server 4 S S
Server 5 b L4
Server 6 il hdl
Radius Server Accounting
Interim Update O
LDAP Servers
. Server 1 |IP:10.88.173.121, Port:389 Vv
Server 2 | None W
Server 3 | Mone VI
Local EAP Authentication
Local EAP Authentication  |+| Enabled
EAP Profile Name IW
Authentication priority order for web-auth user
Not Used Order Used For Authentication
r LOCAL
[=1] (oap

ZTOMINTORERE., T7FLROEXRICTEIZENTEEXRT,

p:

LDP Y —)IZFERAL T, RENTX—XZHRELET,

[Search Base] %/ )JL—7" ( SofiaLabGroup % & ) ICTBD EFTEFE A,
Windows~Y <> DFEE. Y7 > N TMicrosoft: PEAPD X1 V) (CPEAP-GTCE 1= &
Cisco:PEAPZERA T HEN H ') FF, Microsoft:PEAPIE, F7 )L KNT
MacOS/iOS/Android TEIEL £ 9,

MEWLC WebZR—Z )L Z 5T L TI1—Y 2R T HLDAPH —/NICHKET DWLAND
1ERK

XY RIO—UK

CDZF AT, WLAN LDAP-WebldkLDAPH —/NZ2EAL T, AFWLC Web R—Z )L TI1—
HZRIALET,



LDAP Server

WLC

v

))) -

Client

BOBDOATYT1 ~AFETLTVBR L ZHRELET, Thhas, BLS WLANREZEE
LET,

AT Y 71 : 0U SofiaLabOU & 7' JL — 7’ SofiaLabGroup D LDAPH — /N X > )N—IZ 1 —HUser1 %
ERLET,

ATY 7 2: BHOEAPARXTWLCICEAPZO7 74 IILZEERKLET (PEAPZER )
ATY 7 3: WLCELDAPH—/NIZ/NA > RLET,

AT Y 7 4 : [Authentication Order]%[Internal Users + LDAPJIZEREL £ 9,

ATY 75 RIZRT&LSIC, LDAP-Web WLANZEER L £,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
+ WLANs Current Filter: None [Change Filter] [Clear Filter] Create Newr v| léo
T
b Advanced

I:‘ WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies



CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'LDAP-Web'

i TMLLAA:S General | Security | Qos | Policy-Mapping | Advanced |
5
b} Advanced .
Profile Mame |LDAP-Web |
Type WLAN
55ID LDAP-Web |

Status ¥ Enabled

Security Policies [wpraAz2][Auth{802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
Interface/Interface Group(G)
Multicast Wlan Feature || Enabled
Broadcast SSID #| Enabled
NAS-ID [none

FIE 6 : [L2 Security]Z[none]l_., [L3 Security]Z[Web Policy - Authentication](CEREL £F . KIC
RIKRDIC,

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'LDAP-Web’
= TMLLAA:S ' General xl Security | QoS T Policy-Mapping T Advanced ‘|

5
» Advanced Layer 2 I Layer 3 T AAA Servers ‘|

Layer 2 Security @ fNone v
MAC Filtering? ||

Fast Transition

Fast Transition |_J




cCISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-Web'
> “:‘MLLA‘;:S | General I Security l Qos T Policy-Mapping T Advanced ‘|

s
b Advanced | Layer 2 ‘I Layer 3 | AAA Servers ‘|

Layer 3 Security 1 web Palicy ¥
Authentication

"' Passthrough

"' Conditional Web Redirect
' Splash Page Web Redirect
) On MAC Filter failurel

Preauthentication ACL 1Pv4 | None ¥ | IPv6 |MNone ¥ | WebAuth Flexacl |None v

Sleeping Client || Enable

over-ride Global Config22 ¥ Enable

Web Auth type | Internal A

FIE7: WebsRENRAENEXEIEN ZLDAPEFERA TS &S ICREL. [Authentication
Servers]# & U [Accounting Servers] 7' I N EMICBE > TVWB L ZBRELE T,

CcISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-Web'
- WLANS o = = = = T Y
General Securi QoS Policy-Mappin Advanced
WAl | ty | I pping | |
» Advanced i Layer 2 T Layer 3 I AAA Servers I

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

I RADIUS Server Overwrite interface | Enabled I
Authentication Servers Accounting Servers
Server 1 | None ¥ || None v |
Server 2 | Mone ¥ || None v |
Server 3 |N0ne r ||N0ne r |
Server 4 | Mone ¥ || None v |
Server 5 |N0ne v ||N0ne v |
Server 6 |N0ne r ||N0ne r |

RADIUS Server Accounting

Interim Update
LDAP Servers

I Server 1 IF‘:].D.BB.U‘B.].Ell FPort:3859 ¥ I

Server 2 | Mone v |

Server 3 | Mone ¥ |

Local EAP Authentication

Local EAP Authentication | /Enabled

Authentication priority order for web-auth user

Mot Used Order Used For Authentication

RADIUS .

-

EH
=




ZOMINTORERF. T7FLNDOERRIZTRIIENTEFT,

LDAP Y —)LIc&% LDAP OREBE NS TN a1—F 42T

ATY 71 LDAPH—NFLRERETNATVBZRANOWVWTIhA TLDPY — )L ZHEET(H—
NI LU TR—NTCP 389%ZFFAI T AU EN BV ET),

Search

Everywhere -

[

AT Y7 2: [Connection] > [Bind] ICBEIL, BEBEI—YTOY 4> LT, [Bind with
credentials] 77> a3 R EBIRLET,

Bind x|
Lser: Administrator

Browse View 0

Password: sessnnns
Connect.. Domain:
| Bind.. Ctrl+B —

Disconnect (") Bind as currently logged on user
New Ctrl+N (®) Bind with credentials

() Simple bind
Save

() Advanced (DIGEST)
Save Az

Encrypt traffic after bind

Exit

AT Y7 3 : [View] > [Tree] ICBEL., X—ADNT[OK] Z&#IRL F T,

L5 Idap://WIN-4BD4NV0OJ3NK.labm.cisco.com/DC=labm,DC=cisco,DC=com
Connection Browse Options  Utilities  Help -

Tree Ctrl+T I Tree View

Enterprise Configuration

Status Bar eseDN || Vl
Set Font...

ATY74 V) —Z2RBEALTEEERTL, REXR—ADNEZRLET., JIL—7TUAOWVWTh
ADAUTFH ZATTHD AN HDEZZELTLSEETV, RXSM£4&K, HED OU,
F/lE CN=Users ED CN THAAEEMEN B ET,



Connection Browse View Options
=8 DC=labm,DC=cisco,DC=com
-~ CM=Builtin,DC=labm,DC=cisco,DC=com

- CN=Computers,DC=labm,DC=cisco,DC=com

- OU=Daomain Controllers,DC=labm,DC=cisco,DC=com

- OU=Employees,DC=labm,DC=cisco,C=com

- CN=ForeignSecurityPrincipals, DC=labm, D C=cisco,DC=com

- OU=Guests, DC=labm,DC=cisco,DC=com

. CM=Infrastructure, DC=labm,DC=cisco,DC=com

- CMN=LostAndFound,DC=labm,DC=cisco,DC=com

- CN=Managed Service Accounts,DC=labm,DC=cisco,DC=com
- CN=NTDS Cuotas,DC=labm,DC=cisco,DC=com

- CM=Program Data, DC=labm DC=cisco,DC=com

- CMN=5ofiaLlabGroup,DC=labm,DC=cisco,DC=com

- QU=50ofiaLabOU DC=labm DC=cisco,DC=com

i CN="5ystem, DC=labm,DC=cisco,DC=com

CH=TPM Devices, DC_Iabm DC=cisco,DC=com

Utilities  Help

AT Y7 5: SofiaLabOUZEBFAL T, TOHICFEETHI—HFZHELET, BICHERL
Userl "EFENTVWET,

Connection Browse View Options Utilities Help

(= DC- labm,DC=cisco,DC=com Expanding base ‘0OUs=SofialabOU, DCs=labm DCecisco DCscom’... ~
| CN=Builtin,DC=labm,DC=cisco,DC=com Getting 1 entries:

Din: OU=SafiaLabOu,DC=labm, DC=¢cisco,0C=
- CH=Computers,DC =labm, DC=cisco, DC=com n-: WG o a0 om

- OU=Domain Controllers,DC=labm,DC=cisco,DC=com

- OU=Employees,DC=labm,DC=cisco,DC=com
Ch=ForeignSecurityPrincipals, DC=labm,DC=cisco,DC=com
- OU=Guests, DC=labm,DC=cisco,DC=com
CH=Infrastructure,DC =labm, DC=cisco, MC=com

' CN=LostAndFound,DC=labm,DC=cisco,DC=com

- CH=Managed Senvice Accounts,DC=labm,DC=cisco,DC=com
- CH=NTDS Quotas,DC=labm,DC=cisco,DC=com
CH=Program Data,DC=labm,DC=cisco,DC=com

_ CM=SofialabGroup.DC=labm,DC=cisco.DC=com

digtinguishedName: OU=SofialabOU DC=labm,DC=cisco DC=com;

dSCorePropagationData (2). &10/2018 4:22.39 PM Central Dayfight Time: (Mexice); 0x0 = { };
instanceType: 0x4 = { WRITE );

name: SofiaLabOu;

objeciCategory: CN=Or izational-Unit,CH=Sch CH=Ci
objeciClass (2): top; organizationalinit,

obEcGUD: 42093008-184¢-4114-8583-066ba036261;
ou; SefislabOu;

uSNChanged: 45117,

uSNCreated: 45118;

whenChanged: &10/2016 4:22-3% PM Ceniral Daylight Time (Mexico);
whenCreated: &10/2016 4:22:39 P\ Central Dayiight Time (Mexice);

ion,DCelabm DCecisco, DCscom;

=1 OU=SofialabOU, DC=labm, DC=cisco,DC=com
! b

CH=TPM Devices, DC=labm, DC=cisce,DC=com
- CH=Users, DC=labm, DC=cisco,DC=com

Expanding base 'CN=SofiaLab User! Test User,OU=5cfialabOU DC=labm DC=cisco,DC=com',..
‘Getting 1 entries:

Dn: CH=5ofiaLab User1 Test USCI‘.EU‘SOﬁILIDOEMBmEDCIﬁﬁDWOmI

cn; Sofialab User! Test User;

displayName: SofisLab User! Test User,
distinguishediame: Ch=Soflalab Usert Test User,OU=SoflalabOU, DC=labm DC=cisco, DC=com;
WNun'u SofiaLab Usert;

N=Schema, CH=Configuration, DC=latm DC=cisco,DC=com;
b a 3 .. . person, organizationalPerson; user,;
ob,edGUD adB0885a-a720-41af-a321-a04527984cc1;
ﬂatdsd S—I 5-21-2594322217-547703403-2146558440-1122,
ROUP_RID_USERS );

+JEE = ( NORMAL_USER_ACCOUNT ),

sn: Tent User;

[Ready

NUM

FIE 6 : LDAPDOREICHEBZINTOI &,



olllnllli Saye Configuration  Ping  Logout

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security LDAP Servers > New < Back Apply
* AAA
Server Index {Priority) =

General

e Server IP Address 10.88.173.121
Authentication
Accounting Port Numbar 189

e simple ind Coreesi ]
¥ TACACS+ Bind Username ICN-Mrn':nistraror,crd-users,Dc-labm.Dc-I Admin P r‘ivilege s required
AR
t:cal Net Users Bind Password [sessseee |
gﬁcnj::.r’_mg . Canfirm Bind Password [ |
e e TR Where are we going to look for users?

. Usar Agtributs |mmmu~rﬂam ] what Attribute are we looking for?

» Local EAP Ussr Objact Type [Parsan
} Priority Order Sacure Moda{via TLS) Disabled v |

b Certificate Barver Timsout (277 seconds

, Access Control Enabls Ssrver Status Enabled | .
L Message from webpage g

Wireless Protection
Policies

b

I’ % Wamning: LDAP can only be used with EAP-FAST, PEAP-GTC and
» Web Auth &' EAP-TLS methods

TrustSec SXP

Local Policies
b Advanced [ aK Cancel I

FE 7 : SofiaLabGroupZ EN T I —7EHREDNE LTERATEE A, JIL—TZREEL, *
DIN—T7TRHNOI—HEZRELET, T, KICERL Usert A" 2SR TS EEV,

B Active Directory... € labm (local) (15) Tasks
E|= Fitber = I ) v
T8 Ovesview = .
. Mame - Type SofialLabGroup [rases  + ] [secnons = |
laben (ocal) » :
-
0L W Builtn builtinDomain Group Groun T3 1
Users M Computers Container Managed By SaRalabG E-mud
" i Group name: Sroup -
B Dynaeric Acces: Contral.~ B &8 Domain Comtrollers Organizaticnsl Unit Mirbas Gl - N L
- ) R oganiastiomad Uit Group [SamAceountam SofaLabGroup Deseription:
W Authentication » Members Group fpe: Group sope:
» B FoeignsecurnPringipals  Container ® Securty S =
Global Search 1 = "
B cuem Organizaticns Unit pasawced ssirhns Distribution ® Global Mates: e
B mfrastrecture infrastructunsUpdane Extensions : B .
e | " [C] Protect from accicental deletion :
osthrdFouw ostndFow
M Maeaged Service Accounts  Costainer H.;'negad By BN R
B NTOS Quetes s DS ChantaContainser
B Frogram Dais Continer Member Of LEHC
Members DE®
B SofalsbOl Crganizational Unit
[T Container . »
Filter
B TPM Devices mETPM-InformationObjectsC| Add_
M Users Container
Sofialab User! Test User  Lsbm-SofialabOLl-Sofialab User) Test User
SofialabGroup w
E-rmail: ) More Information [ cancel |
Managed by

Userl @H VW EITH, ThZ IDPHFREODITSNELATLEE, Chid, WLCERKRICKREZR
TTEBVCEZEKRL, JILN—THFRERXR—ADNELTHR—RNEATWEVERTT,

CCTR, RENERICHEL TLWRIHESH ZHEELET,

(cisco-controller) >show ldap summary

Idx Server Address Port Enabled Secure

1 10.88.173.121 389 Yes No



(cisco-controller) >show ldap 1

Server INAeX. . ...ttt ittt ittt 1

N L ot = 10.88.173.121

o s 389

Server State. .. ... .. e e e Enabled

L0 =Tl )1 OU=SofialabOU, DC=labm, DC=cisco, DC=com
User Attribute......... ..ttt sAMAccountName

L8 =T a1 Vo 1 Person

Retransmit Timeout.........uiiiiinnnenennnn. 2 seconds

Secure (Via TLS) v vt vttt ettt et et et e e eeee Disabled

Bind Method . ... ...ttt ettt Authenticated

Bind USEIName. « o vttt ittt ettt e e et et e eeeeeeeen CN=Administrator, CN=Domain

Admins,CN=Users,DC=labm, DC=cisco, DC=com

NSTIL>a1—h
CCTR, REODRS TN 21—F AV ERATEZBHRERLET,
(cisco-controller) >debug client <MAC Address>

(cisco-controller) >debug aaa ldap enable

(cisco-controller) >show ldap statistics

SEYVEY INAEX. s vt ittt ittt ettt ittt ettt 1
Server statistics:

Initialized OK. ...t ittt ittt e ieeeeaenn 0
Initialization failed........... ... 0
Initialization retries.........ouiiiiinnnn. 0
Closed OK. o vttt ittt et ettt et et et e e e 0
Request statistics:

RECEIVEA. v ittt e e e e e e 0
ST o 1 0
) 0
U S St vttt ettt ettt e e e e 0
Authentication failed............ ... ... 0
Server not found........... ... . it 0
No received attributes............. ... ... ... ... 0
NO passed USETName. . . v v v vt vttt et eeeneeneeenens 0
Not connected tO Se€rver..........c.oiiiiiiinnnnn. 0
Internal ErrOT ... ...ttt tnninnnneeeeens 0
T ol I Y = P 0

TLDAP - WLC 8.2 Configuration Guide ( LDAP - WLC 8.2 S8 EHA K ) 4
"How to configure Wireless Lan Controller (WLC) for Lightweight Directory Access Protocol
(LDAP) authentication (_Lightweight Directory Access Protocol ( LDAP ) BEERA D74 YL A
LAN O A= (WLC ) DEEERE ) g (EFE . Vinay Sharma )
- Web Authentication Using LDAP on Wireless LAN Controllers (WLCs) Configuration
Example (94 YL ALAN > RO—F (WLC ) T® LDAP - &% Web 23 O 5&E 5l
) (&% : Yahya Jaber & & T Ayman Alfares )
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https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0110010.html
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html
https://www.cisco.com/c/ja_jp/support/index.html
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