NGWCH KTFACS 5.21c kDAL F IV Y
VLANEV) HTORRE

&

B=

Bl RS

EH#

FERYTDIVR—F b

RADIUS H—/NIC &2 F A F 5 v U VIAN W 5T

B

aXE

XY RNI—UK

IR

WLC DEZFE (CLI)

WLAN DERE

WLC T® RADIUS H—/\DRE
954 TF> K VLAN @ DHCP 77— )LD E
WLC DEEFE ((GUI)

WLAN DERE

WLC T® RADIUS H—/\DRE
RADIUS H—/YDE&E

rSTALT 21—k

B=

CORFAIXVRNTRE, 4TIV I VIANZIWHTOBMSIZODVWTHBALET, £, R
LAN (WLAN ) 954 7 REHBED VLAN [CH 4 FI v 2128 ETHE ST VL A LAN
O>hAO—F (WLC ) BRT RADIUS H—NZRETBDHZEICOVTHALET, cORFIX
>~ KT, RADIUS H—/\I& Cisco Secure Access Control System /N\—2 3> 52 A'&@92 7
€A 3> ~sA—-) H—/N (ACS) TT,

IR &4

=H
ROEBCEIR AR 6B N ERENET,

. WLC & & T Lightweight 727X R4 >~ (LAP ) ICB ¥ 2 EA# 7 HI%



- BEE, FFEl. TADOUT AT (AAA) B —/NOBEEIC BT B A
CODAVYLARYRD=DEDAVYLADOEFIVT 1 BREICET 2 2ARA S

E e D Sk 7

CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—2aVICEITVTVET,

. Cisco |OS® XEVZhDOTF7 VJ)—RZ322F&%BTS Cisco5760 74 YL ALAN O hO—F (XERTA
YU>J o0—€EY M (NGWC) )

. Cisco Aironet 3602 </ ') —X Lightweight 77t A R/ > ~
- Microsoft Windows XP & Intel Proset 7' A2 b
. Cisco Secure Access Control System /\—>3 2>/ 5.2

. Cisco Catalyst 3560 > 'J—X AA Y F

CORFIXINDODEBEHRIEFE.,. BEOSAREBILHZDTFNAAICETVWTERENELE, ZOR

FAXKNTERAIZINTOT/NA AR, YA (F7 2N ) REOREHLSEEBHLTVET
o WROXY ND—INEBEBFTHIEBEICE., EOXSBIATXRICOVTE, TOEEN

Kﬂ’ﬂt_jb\fﬁﬁsét_iiﬁﬁb‘c&<M\Eb‘&Ui@“o

RADIUS #—/NICLBH LTS Y U VLANEIVUEHT

— XY 7% WLAN > AT ATk, Service Set Identifier (SSID ) (I NO—Z0OAE TR
WLAN ) ICEER TS NIEIXNTOIZAT U NIERENDARTAY OBKRIS—HF%
WLAN CFELRT, COFEFBENTITA, BBS QoSARUZ—®tFa)FT1 KU —%
METDLEODICEITATNERIBED SSID ICEHENTRRBEN $HBDT, EETESETEHNN
HV)ET,

—%., CiscoWLAN Y U1—>3> Tk, PAFUTAT4 XY RND—FIFHR—RENT
WET, COBE. IYRT—TLET1DO20OSSIDDAETRNRAXTBEICKY), BED
A—HEI1—H I9LFoYIIICEDVTERS QoS. VLAN B, E¥21VF4 RIS —%
WMETEDLDICHKYET,

XAFZYv O VLANEIVY) YT, I—YHNPADLEILFOOFYIINICEIVTODAVYLA I—H
ZRED VLAN (CEIY S THHEETT, I—HFZHED VLAN ICEIWHTB XAV, Cisco
Secure ACS &M RADIUS SRS —/NIC K> T hE T, FEAFE. COMEZRATS
E.FYNAZRYND—IOREZBETDDAVLARARNEZFBLU VLAN ICEIV) HTB LN
TE&ZEXT,

LEA2T, 9A4AF2MNFONAO—ZICBTFEZAD LAP NAOBENFHZHAD E. LAP A
5 RADIUS H—NIZA—HFOIL T v I)ILFBEENhTRIIENE T, FERECHII TR &,
RADIUS #—/\A' 58 1—HIZ4E D Internet Engineering Task Force ( IETF ) ZhUE 1 —KH
BEhET, ChSORADIUSTRUEI—RIZKY, D4VYLAIVSATNIEYHTS
N3 VLANID FREENE T, I—HEFEOEFREEZHD VLANID ICEICEI)HTShD0D
T. 54T~ (WLC ICBEL Tik WLAN ) ® SSID R ERENET,

VLAN ID QEIV Y TICEAET NS RADIUS I—H PRUEI—KNFXODEHY) TT,

- IETF 64 ( Tunnel Type ) : VLAN [CERELE T,
. [ETF 65 ( Tunnel Medium Type ) : 802 ICE®EL F T,
. IETF 81 ( Tunnel-Private-Group-ID ) : VLANID ICEREL £ T,



VLANID i 12 EY T, 1 ~ 4094 OfE (MEHOEESE ) #MET, TRFC 2868, RADIUS
Attributes for Tunnel Protocol Support 4 TEEENTWVWA ELSIC, IEEE802AX THEHAEZ D
Tunnel-Private-Group-ID & X ZFE THD 8, VLANID OEBEHERFXFIELTIO—RE
NEFT, ChSORFRILTRIELI—REFBEIhDIBICE, Tag 71— )L ROEZRET S
BENFHYNET,

RFC2868 M5 3.1 MICIFAXD KIS ICHRZEE N TVXRT,

"Mag 74 —)LRE1FIVTYNORESZHES, ABUN RN ZSRIZELNTY NADOEMS
ZON—TIUIRFRERBEID L ZAMNELTVET, 4

Tag 7 1 — )L RTHMEMEK. 0x01 ~ OX1F (MIKRNDEZEL ) T Tag 71 —J)LREFEAL
BOWBARK., CO74—)LREEO (0x00) ICRETRIHENHYET, TXTH RADIUSE
MOEFFME. RFC2868 #8HBL TS &\,

RUIE
SAF5y 5 VLAN 81 HTORER. 2 DOFETHTUET.

1. AN RZA2 A2B—T7ITAA(CLlI) FzlF GUI Z AL TWLC ZRELE T,
2.RADIUS H—NZREL XY,

F:Z0EVDIDTHEAS DIV ROFMIC OV TIE., Command Lookup Tool (&
BFBI1—YEH)ZFRALTLSEEZL,

XY ND—IR

CORFIAIXRNTR, ROZXYRND—0 Y NTY T2 FERALET,


http://www.ietf.org/rfc/rfc2868.txt
http://www.ietf.org/rfc/rfc2868.txt
http://www.ietf.org/rfc/rfc2868.txt
http://www.ietf.org/rfc/rfc2868.txt
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Wireless LAN Controller
WLZ 5760

Layer 3 Switch

351D Dwa
WPAZ-AES-B02.1x-PEAP

= L

Student Teadher
v0LAM 30 wiar 40

CORFIXIRTR, EF2UT 14 XAZAXLEL T 802.1x & Protected Extensible
Authentication Protocol ( PEAP ) Z#ERH L £,

CIE: =

cARAYTFIERE, LAYV 3(L3)VLAN ' TN TRESNTLVERT,

- DHCP #—/NIZl& DHCP AO—H&WHTSNhTLVET,

XY RNT=TVARIXNTOFNA ABTR L3 FERABEILTVET,
- LAP ETIZWLC IZBRENTVET,

- BVLAN & /24 XAV ZERALTVERT,

-ACS52 ICIFBECERAABN 1AM —ILEATVERT,

WLC ME&5E (CLI)

WLAN D& E



DVA @ SSID Z2fEAL T WLAN Z8RET DA EZROHICRLET,

w an DVA 3 DVA
aaa-override
client vlan VLANOO20
security dotlx authentication-list ACS
sessi on-ti meout 1800
no shut down

WLC T® RADIUS H—/SDRE

WLC T® RADIUS H—N\NDREHZXRICRLET,

aaa new node

|

1

aaa group server radius ACS

server nanme ACS
|

aaa aut hentication dot1x ACS group ACS

radi us server ACS
address ipv4 10.106. 102. 50 auth-port 1645 acct-port 1646
key Ciscol23

dot 1x systemauth-contro

224 7F > N VLAN @ DHCP 7—I)L ORRE

9Z4T >~ VLAN3O & KU VLAN4O @ DHCP 7—I)LDFREH ZRICRLET,

interface VI an30

i p address 30.30.30.1 255.255.255.0
!

interface VI an40

i p address 40.40.40.1 255.255.255.0

ip dhcp pool vla30
networ k 30. 30.30.0 255. 255.255.0

default-router 30.30.30.1
|

i p dhcp pool vl an40
net wor k 40. 40. 40. 0 255. 255. 255.0
default-router 40.40.40.1

i p dhcp snooping vlan 30, 40
i p dhcp snooping
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1. [Configuration] > [Wireless] > [WLAN] > [New] 2 7 CBEL %7,

aran]es
CISCO  Wireless Controller
 Home  Monitor v EEaGee e aRR Al Administration
-
Wireless Wizard LANS
- Controller
WLAMN | Mobility Anchaor
Wireless |
o A s Profi
Security romE
F Arcess Paints
Cornrnands
¥ 802.11a/n 1 wpazpsk
¥ ﬂl_lf-' 11I"|.|Ii'|.|l|"| I_l I"h:ljl"il"jl_li_l_u'_

2. [Generall 27 %21 Y 2L T, WLAN ¥ WPA2-802.1X B} ICEREE hTHY, 12—
TIARAVBE=TIARAII—7 (G)H VLAN 20 (VLAN0020 ) IZX Y TEhTWD
CEEBRLET,

WLAN
wiLAM = Edit
Securnity Q05 Advanced
Profile Marne DVA
ssiD O,
Status
[Wwraz][auth(802.1x1]
Security Policies
(Modlifications done under security tab will appear after applying the changes.)
Radio Policy Al |-
Interface/Interface Group(G) WLAMODZ0 -
Broadcast SSID
Multicast WLAN Feature O

3.[Advanced] #7&#2 UYL, [Alow AAA Override] FI Y IRY DREAICLET, C
DHEEEBEESEDICE. A—/N—FA REAZX—TIICTIHENF HVET,



WLAN
WILAM = Edit

General SeCLrity Q05

Allowy A58 Crverride
Coverage Hole Detection

Session Timeout (secs) 1200

4. [Security] 2 7 & [Layer2] R 7 &1 Y VL. [WPA2 Encryption AES] FI Y VRY VA%
F2CU, [Auth Key Mgmt] RAY 7A D2 URARMD S [802.1x] ZiBIRULE T,

WLAN
LA = Edit

General Q05 Advanced

Layerd Ans Server

Layer & Security  WPA 4+ WPAZ =

MAC Filtering

WPA+WPAZ Parameters
wipa Paolicy [ ]

WPAZ Policy

WPAZ Encryptian aes L e

Auth Key Mamt | anz ix  «
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1. [Configuration] > [Security] 2 7 ([CB&L £,
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2. RADIUS H—/N\ )L —7&IER T B /=%, [AAA] > [Server Groups] > [Radius] icBEILF T
o XDFITIE, RADIUS H—/N JI)L—7'1& ACS L HIFNET,
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.ll |.|ll "
CISCe Wireless Controller
™ Home Monitor - * Configurstion |+ Administration |«
Security Radius Servers
Radie Sarvars = Edit
v RAR

SR LSE Server Name ACS
g eneral Server IP Address [ 10.106.102.50 |
o Authentication Shared Seoret l vesssane |
8 Accounting Confirm Shared Sscret | eesesass |
o suthiorization Arct Port (0-65535) 1646

* Server Groups Auth Port (0-65535) 1645
“ Radius Server Timecut (0-1000) s=cs |:|
“ Tacacse Retry Court (0-100)
¥ Ldap

* RADIUS
U Servers

TEBREDHZRICRLET,

Radius Servers

e Remaowve
Server Name Address Auth Port bLcct Port
L] acs 10,106, 102,50 15645 15465
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1. RADIUS H#—/\T, [Users and Identity Stores] > [Internal Identity Stores] > [Users] \cEBEL
x7.

2. BY)BRI—HEBEIDIN—TZERLET, COBITI, [Student and All
Groups:Students] & [Teacher and AllGroups:Teachers] T ¥,



o My Workspace sers and kenfity Stores = Infernal entity Stores = Users

151 Network Resources Intamal Users
: Fitter: * Match if v| |Goj ¥
Identity Groups
* Internal ldentity Stores | Status User Name  « |dentity Group Description
Users | L2 ] siudent All Groups:Students
Hosts —
r External ldentity Stores = 2] teacher All Groups Teachers
Certificate Authorities I (2] user All Groups user
Certificate Authentication Profile
Identity Store Sequences

.

3. [Policy Elements] > [Authorization and Permissions] > [Network Access] > [Authorization
Profiles] ICBEIL. AAAF—N—FA4A ROLOORBIAZ7O7 74 I ZERKLET,

» 1 MyWorkspace Folicy Bements = Authorization and Permissions = Metw ork Access = Authorization A
» &) Network Resources Authorization Profiles
3 Users and Identity Stores -
3 Y Filter: * Match if - G0+
Date and Time [ Permit Access
e ] student Student
* MNetwork Conditions
v Authorization and Permissions [C]  teacher teacher
¥ Network Access
Authorization Profiles

* Device Administration
* Named Permission Objects

» [ 5 Access Policies

4, Student OFREE7’O7 7 M I ZiRELE T,

Policy Bements = Authorization and Permissions = Metwork Access = Authorization Profiles = Edit: "Student™

General || Common Tasks || RADIUS Attributes

ey

% Name: Student

Description: Student

£ = Required fields

5. [VLAN ID/Name] % [Static] icR&EL . [Value] Z 30 (VLAN 30 ) CBREL &Y,




Folicy Bements = Authorization and Permesions > Metwork Access > Authorization Profies » Bdit: "Student”
| General | Common Tasks | RADIUS Aftributes
ACLS
Downloadable ACL Mame: Motin Use -
Filter-ID ACL: Motin Use -
Proxy ACL: Motin Use -
Voice VLAN
Permission to Join: Motin Use L
VLAN
VLANM ID/Name: Static = & Value 30
Reauthentication
Feauthentication Timer: Motin Use -
Kaintain Connectivity during
Feauthentication:
Qos
Input Policy Map: MotinUse =
Cutput Policy Map: Motin Use -
802.1X-REV
LinkSec Security Policy: Motin Use -
URL Redirect
When a URL is defined for Redirectan ACL mustalso be defined
URL for Redirect: Motin Use -
URL Redirect ACL: Motin Use
# = Required figlds

6. Teacher DRFAT7O7 7 A I Z2iwELE T,

Folicy Bements = Authorization and Permissions = Network Access = Authorization Profiles = Edit: “teacher”

General | Common Tasks | RADIUS Aftributes

£ Mame: teacher

Description; teacher

£ = Required fields

7. [VLAN ID/Name] % [Static] 8 & TFE 40 (VLAN 40 ) ICBREL £ T,



Policy Bements = Authorization and Permissions = Metw ork Access = Authorization Profiles = Edit: "teacher™

| General | Common Tasks || RADIUS Aftributes
ACLS
Downloadable ACL Name: Maotin Use -

Filter-1D ACL: Motin Use -
FProxy ACL: Matin Use -
Voice VLAN
FPermission to Join: Motin Use -
VLAN
WLAN ID/IMame: Static » &F Walue 40
Reauthentication
Reauthentication Timer: Motin Use -
Maintain Connectivity during
Reauthentication:
QOs
Input Policy Map: Motin Use -
Output Palicy Map: Motin Use -
802.1X-REV
LinkSec Security Palicy: Motin Use -
URL Redirect

When a URL is defined for Redirect an ACL must also be defined
URL for Redirect: Matin Use -
URL Redirect ACL:

8. [Access Policies] > [Access Services] > [Default Network Access] IC# &L . [Allowed
Protocols | R 7 &9 U YU L%ET, [Allow PEAP] FIYIRY VREFVICLET,



 Access Policies = Access Services > Defaull Netw ork Access > Bt “Default Netw ork Access”

‘ General | Allowed Protocols

¥ Process Host Lookup
Authentication Protocols

Access Policies
Sarvices ¥ [¥] Alow PAPIASCI

:..:'::- am . ] ﬂl[ﬂlcw
=) Default Network Access
antit b V] Alow MS-CHAPI

3 F“ -|'."F|“‘ r|L| ANG '-':'.' ors ' E HIW MS'CHM

A oysiem Adminis » [¥] Allow EAP-MDS
¥ ] Mlow EAP-TLS
» (V] Mlow LEAP
¥ ] Alow PEAP

¥ [¥] Allow EAP-FAST

Preferred EAP protocol

9. [Identity] i=BE L., PEAP 1—H&HT T2 LHDIL—ILEEELET.

| = e Wiy Works pace | Atceas Fokiie > Acess Services = Defeull Network Ascess = entity

Fliter: Stams - LEkhIF Eouals - - | [ ClearFilley ]@ -
Conditions Results
I Siaw Ma Hit Count
= ®ONEME b Authenticaton Mathod  Eap Tunnel Building Method  Idenity Source "
1N [ [ ] Peap AN match PEAP Intarral Usars 32
2 & 2] LBED maich LEAP A= Intarnal Usars 0
2 E 2] Eapiast  -ANY- match EAR-FAST Internal Usars 3

10. [Authorization] IZ#& L. Student & Teacher % Authorization Policy XY 7’LE ¥,
OFITIE, YYE>YE VLAN 30 ® Student & VLAN 40 @ Teacher T9,

Filer. S * MBThE Emalr v v [ ClaaFiar @8] =
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ST, RENERICHELTVINESHERELET,

- ACS T,

ALEND I TAT Y NERIR—JEZEZRLET,

RICHAE7OEAZRLET,

o 1,15 85540 220 Ak - & fmacher D02 15C-ACCT-H1  [[mfaul] Hetwark Sgcmme PEAR [EAR-t S HAFPYT

Sep 1,13 25005 201 AW L 1 snjiand -2 A1 A1 [eigyl Mepasrk Erepae PEAP [EAP-P S FA P

. Student Group Z £/ L T DVA WLAN ([C##E#kL, 9547
BELET,

= Intel® PROSet/Mireless WiFi Connection Utility

> b @ Wifi Connection Utility %

File Tools Adwvanced Profiles Help

You are connected to DVA.

M etwork, Mame: D,
Speed: 144.0 Mbpz
Signal Clualiby: Ewiellent

IFP Address: 20.30.30.2

Wik Mebwarkg [46)

Connected

lllll.ﬁ Thiz network, has zecurity enabled

1 <551D not broadcast:

IIlI 2] Thiz network, hag zecurnity enabled

1 £55ID not broadcast>

IIlI 2] Thiz network, has security enabled

1 <551D not broadcast:

Disconnect

To manage profiles of previously connected Wik netwarks, click the

Profiles buttan.

BT

|

L@

Co Co

9
0
N

9
80

9
850

CBrofiies.e |

. Teacher Group Zf£EfA L T DVAWLAN (2% L. 774 7> b ® WiFi Connection Utility &




ALK,

:‘::] Intel® PROSetMfireless Wiki Connection Utility
File Tools Adwvanced Profiles Help

You are connected to DVA.

M etwark, Marme: D
Speed: F8.0 Mbps

Signal Clualiby: Ewellent
IF Address: 40.40.40.2

WiF Mebwarkz [47)

Connected .. a8 @ ~

DVA
Illll.ﬁ Thiz nebwork, has secunty enabled ,‘y é 0 —

£55ID not broadcast>

a
II'IIQ Thig hetwark. haz secunty enabled Q @

<55I1D not broadcast> g

lllllf} This network. has secunty enabled é
a
80
v

I £55ID not broadcast>
|I|I

[ Refresh )

To manage profiles of previouzly connected Wik netwarks, click the Profiles
Frofiles buttan. _ 5,

NZ7L>1—b

CoTH. BEORSTAYI-F AT RATEBBBERLET,

px

COEIVIIAVTHERAENZ AV ROFMAICDOVWTIE, Command Lookup Tool ( 1
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—HER ) ZFEAL TS EE,

TIORTYNAVE=TVRY—=) (BEI—HYER) . 5ED show I R&EHR
—KLTVET, show AN ROE DD MZRRTSICE. Output Interpreter Tool Z{F
AULET,

debug Y REZFATDHiC, "TNYv YT I ROEERER, #SRLTLKEEL

(o]

B 7 Ny JIZIE. debug client mac-address mac XXM NGWC RL—RX X RA'®H VY F
ED

- set trace group-wireless-client level debug

- set trace group-wireless-client filter mac xxxx.xxxx.xxxx

- show trace sys-filtered-traces
NGWC kL —RIZIF dotIx/AAA A EENBEWIZ®, dotIx/AAA ICIF U ARNIZRENTVA TN
TOR/ENL—RZFERALET,

- set trace group-wireless-client level debug

- set trace wem-dot1x event level debug

- set trace wem-dot1x aaa level debug

- set trace aaa wireless events level debug

- set trace access-session core sm level debug

- set trace access-session method dot1x level debug

- set trace group-wireless-client filter mac xxxx. xxxx.xxxx

- set trace wem-dot1x event filter mac xxxx. xxxx.xxxx

- set trace wem-dot1x aaa filter mac xxxx. xxxx. xxxx

- set trace aaa wireless events filter mac xxxx. xxxx.xxxx

- set trace access-session core sm filter mac xxxx. xxxx. xxxx

- set trace access-session method dot1x filter mac xxxx. xxxx.xxxx

- show trace sys-filtered-traces

AAFZYVIVIANEIWHTHAELSHBEL TVBBEE. ROXSBTFNYITHINRTEO
X7,

09/01/13 12:13:28.598 IST lccc 5933] 0021.5C8C.C761 1XA: Received Medium tag (0)
Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13)
Tunnel-Private-Id (30)

[09/01/13 12:13:28.598 IST lccd 5933] 0021.5C8C.C761 Tunnel-Group-Id is 30
[09/01/13 12:13:28.598 | ST 1cce 5933] 0021.5C8C. C761 Checking Interface

Change - Current Vlanld: 40 Current Intf: VLANOO40 New Intf: VLANOO30 New
Gouplntf: intfChanged: 1

[09/01/13 12:13:28.598 | ST 1ccf 5933] 0021.5C8C. C761 Increnenting the

Reassoci ation Count 1 for client (of interface VLANO040)

--Mre-- [09/01/13 12:13:28.598 I ST 1cd0 5933] 0021.5C8C. C761

Cl earing Address 40.40.40.2 on nobile

[09/01/13 12:13:28.598 | ST 1cdl 5933] 0021.5C8C. C761 Appl yi ng new AAA override
for station 0021.5C8C. C761

[09/01/13 12:13:28.598 IST 1lcd2 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlanIfName: 'VLANO0O030', aclName: ''

[09/01/13 12:13:28.598 | ST 1cd3 5933] 0021.5C8C. C761 C earing Dhcp state for
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station ---
[09/01/13 12:13:28.598 | ST 1cd4 5933] 0021.5C8C. C761 Appl yi ng WLAN ACL policies
to client
[09/01/13 12:13:28.598 | ST 1cd5 5933] 0021.5C8C. C761 No Interface ACL used for
Wreless client in WCM NGAD)
[09/01/13 12:13:28.598 | ST 1cd6 5933] 0021.5C8C. C761 Inserting AAA Override
struct for nobile

MAC. 0021.5C8C.Cr61 , source 4

[09/01/13 12:13:28.598 IST 1lcd7 5933] 0021.5C8C.C761 Inserting new RADIUS
override into chain for station 0021.5C8C.C761
[09/01/13 12:13:28.598 | ST 1cd8 5933] 0021.5C8C. C761 Override values (cont..)
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1

vl anl f Nane: ' VLANOO30', acl Nane: ''

--More-- [09/01/13 12:13:28.598 | ST 1cd9 5933] 0021.5C8C. C761
Appl yi ng override policy fromsource Override Sumration:

[09/01/13 12:13:28.598 | ST 1cda 5933] 0021.5C8C. C761 Override values (cont..)
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: ' VLANOO30', acl Nane: ''

[09/01/13 12:13:28.598 IST 1lcdb 5933] 0021.5C8C.C761 Applying local bridging
Interface Policy for station 0021.5C8C.C761 - vlan 30, interface 'VLANO0030'
[09/01/13 12:13:28.598 | ST 1cdc 5933] 0021.5C8C. C761 1XA: Setting reauth tineout
to 1800 seconds from W.AN config

[09/01/13 12:13:28.598 | ST lcdd 5933] 0021.5C8C. C761 1XA: Setting reauth tinmeout
to 1800 seconds

[09/01/13 12:13:28.598 | ST 1lcde 5933] 0021.5C8C. C761 1XK: Creating a PKC PMKI D
Cache entry (RSN 1)

[09/01/13 12:13:28.598 | ST lcdf 5933] 0021.5C8C. Cr61 1XK: Set Link Secure: O

[09/01/13 12:08:59.553 IST lael 5933] 0021.5C8C.C761 1XA: Received Medium tag (0)
Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13)
Tunnel-Private-Id (40)

[09/01/13 12:08:59.553 IST lae2 5933] 0021.5C8C.C761 Tunnel-Group-Id is 40

--More-- [09/01/ 13 12:08:59.553 | ST lae3 5933] 0021.5C8C. C761
Checking Interface Change - Current Manld: 20 Current Intf: VLANOO20 New Intf:
VLANOO40 New Grouplntf: intfChanged: 1

[09/01/13 12:08:59.553 | ST laed4 5933] 0021.5C8C. C761 Appl yi ng new AAA override for
station 0021.5C8C. Cr61
[09/01/13 12:08:59.553 IST lae5 5933] 0021.5C8C.C761 Override values (cont..)
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

vlianIfName: 'VLANO0040', aclName: ''

[09/01/13 12:08:59.553 | ST 1lae6 5933] 0021.5C8C. C761 C earing Dhcp state for
station ---
[09/01/13 12:08:59.553 | ST lae7 5933] 0021.5C8C. C761 Applying WLAN ACL policies
to client
[09/01/13 12:08:59.553 I ST 1ae8 5933] 0021.5C8C. C761 No Interface ACL used for
Wreless client in WCM NGAD)
[09/01/ 13 12:08:59.553 | ST 1ae9 5933] 0021.5C8C. C761 Inserting AAA Override struct
for mobile

MAC. 0021.5C8C.Cr61 , source 4

[09/01/13 12:08:59.553 IST laea 5933] 0021.5C8C.C761 Inserting new RADIUS override
into chain for station 0021.5C8C.C761
[09/01/13 12:08:59.553 | ST laeb 5933] 0021.5C8C. C761 Override values (cont..)
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: ' VLANO0O40', acl Nane: ''
--Mre--
[09/01/13 12:08:59.553 IST laec 5933] 0021.5C8C.C761 Applying override policy
from source Override Summation:



[09/01/13 12:08:59.553 | ST laed 5933] 0021.5C8C. C761 Override values (cont..)
dat aAvgC: -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: ' VLANO0O40', acl Nane: ''

[09/01/13 12:08:59.553 IST laee 5933] 0021.5C8C.C761 Applying local bridging
Interface Policy for station 0021.5C8C.C761 - vlan 40, interface 'VLANO0040'
[09/01/ 13 12:08:59.553 | ST laef 5933] 0021.5C8C. C761 1XA: Setting reauth tineout
to 1800 seconds from W.AN config

[09/01/13 12:08:59.553 | ST laf 0 5933] 0021.5C8C. C761 1XA: Setting reauth tinmeout
to 1800 seconds

[09/01/13 12:08:59.553 | ST laf1 5933] 0021.5C8C. C761 1XK: Creating a PKC PMKI D
Cache entry (RSN 1)
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