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1. TLS connection
[Default TCR S061/51F or 2443 /5CCP) e

2. CTL file

TLS setup

3. Certificate verification

-4, Secure TLS connection established -

— i
Secure signaling - ing

20006 3
o R
ACK

5. |S)RTP stream——

Audio traffic <+ 5. (S)RTP stream

1. Call Managerld., #&ICEAE 270K/ 0OR— ~2443 Skinny Call Control
Protocol(SCCP) & 7z (& 5061 Session Initiation Protocol(SIP)YX— AT, CUCH—NX\NDOtF17%
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1. SIPREEA B DE M

[CUC Administration] > [Telephony Integrations] > [Security] > [SIP Certificate] > [Add new]lC B &)
LERT,

. k7R H:<any meaningful name>
- Subject Name:<any name for example, SecureConnection>

3:[Subject Name]l&k, SIPRZ >0 tF 11574707 7 14 )L O[X.509 Subject Name] & —
BLTVRUENFHYET (CORFIXNDEOCUCMBRED AT Y T1THRE ) -

Mew SIP Certificate

S1P Certficate Eesst Help

Mew SIP Certificate
Display NAME® Secure SIP integration with CUCMy10.5.2

Subject Name® SecureConnection

| Save |

Fialds marked veth an astensk {*) are reguired.
X AIAER. CUCL—NIERABICEI > TERBLTBRENET,

2FHLVBEATACEREERT7HILNOBEATLOEE

[Telephony Integration] > [Phone System|ICBBIL T, BBFOEFE ATLAZFERATSH. #HL
WEBFEATLZERTBDENTEERT,

Phone System Basics (PhoneSystem)

Fhone System  Edit  Refresh  Help

| Save | | pelete | [ previous | | Mewt |

Status
’-._11.3 The phone system cannol take calls untd a port group iS Set. Use the Related Links to add a port group.

Fhone System
Phone System Name® PhoneSysoem

¥ Default TRAP Phone Sysbem

3HMLLVWAR—-RNTIIL—T DB

[Phone System Basics] K—= M [Related Links] RO Y A7 RY U AT, [Add Port Group]
ZBIRL T, [Go] ZBIRLET, REVAVRIT, XOBEBZEAHLLET,



- [Phone System] :

- [Create From] : [Port Group Type SIP]

- [SIP Security Profile] : [5061/TLS]

- [SIP Certificate] :

- [Security Mode] : [Encrypted]

- [Secure RTP] : FIVIRYDARZFAIZLET,

- [IPv4 Address or Host Name] :
[Savel 20 )Y O LET,

MNew Port Group

Fort Group  Reset  Help

Mew Port Group

Fhone System Secure SIF integration -
Create From @ pgrt Group Type SIP =

Port Group -

Port Group Description
Display Name* Secure SIP integration-1

| Authenticate with SIP Server
Authentication Username

Authentication Password

Contact Line Name

SIP Security Profile SOA1/TLE -
SIP Certificate Secure SIP integration with CUCMv10.5.2 -
Security Mode Encrypted -

E Secure RTP

Primary Server Settings

IPvad Address or Host Hamelf TP P ER e

IPwE dddress or Hast Narme

Port SOED

i Save |

45—/ NDiRE

ROBICRT &SI, [Edit] > [Servers]icBEL T, CUCM 25 AZA S TFTP H—/N &ML



£,

'[m:eww][mul

1 o |10.48.47.110 ]

' [[Delete Selected | [(Add |

| Delete Selected | |

0 10.48.47.110]

| | Delete Selected | [ Add |

F:ELWTFTP7RLAZRIEETRDCENBEETT, CUCH—/NIF, FHEALEESBY).,
COTFTPASCIL774) 2D O0—RLET,

5R—NITIL—TDVEY b

RORIZRTRSIZ, [Port Group Basics|iZRY . AT ALK 2 TREND EBVIZKR—K T
L=T%2UEY NLET,

Porl Group Basics (Secure SIP integration=1)

Port Group  Edit  Pefresh  Help

| Save | | Delete | | Previows | | hest |

Status

5 The phone system cannot take calis if it has mo ports. Use the Related Links to add ports.
&y one or more port aroups need o be rewet.

Port Group
Display Name®™  secyrs SIP intagration:1
Integration Hethod =pp

Ragot Roguared | Rgist

R#set Status

6.4 AX—)LR— DB

[Port Group Basics]’R—< M[Related Links] KO Y 7’A D >R Y U A T[Add Ports] & iZIR L .
[Go]ZBIRLE T, FREJAVRIT, ROBEHRZAHDLET,

. [Enabled] : FIVYIRY VREAFAICLET,
- [Number of Ports] :
- [Phone System] :



Port Group] :
Server] :
Port behavior] :

mewr Fort

Port Reset Help

Status

..,.h Because it has no port growps, PhoneSystem is not listed in the Phone system field.

Sl

Hew Phone System Port

¥ Enabled
Humber of Ports 1

Phome Sydtemm  ZSecure SIP integration =
Fart Group Secure SIP integration-1 =

Server cuctpuh -

Port Dehavior

[ answer Calls

| parform Message Motification

[¥] Samd MWI Requests (may also be disablad by the port group)
[¥] amow TRAP Connections

[ save |

7.CUCIL— NEEAEDA 7> O— R

RORIZRT RS, [Telephony Integrations] > [Security] > [Root Certificate] I B L, FIEAE
%z <filename>0 EVWSHEBD 7 7AIILELTREFTDLOHIC. URLZEIVY UL T [save] &
DY OLET (774 NERFIE htm TEBLS 0ICTRIHENFHYET ),

~---BEGIN CERTIFICATE----- -
T S AR S QAW BAQIONSKOH 1 K+ QC+aY O SwiMAarDAN BgkqhkiGowD
Open Link im Mew Tab DA
e Link im Maew Window YOO DDCODakN b VuaXRSLTUS Mg 2NWEXLTOY YWLITMNODAN | -
b : : LT g4 =
Open Link in New Private Window [ 00 0T AFwOXNT AyMTIcMO UnMjlaFwOyMpAyMIAXMOUWM]la
Bookmark This Link Ad
Certifica Share Thi Unh:LI M LONpC ZNVCWSDOHETNT g2 00y LY TETNDINZ SO0OMDIOL I ZAT
re ims Fi
Save Link As... ISMIGIMAGGCS GG SIBIDOERADUAAIGNADCEOKBgOCRYHLD?
! ; pSICT
Copy Link Locgtion GLCGWT4UVKS4rORUFZBZ4GaWbIMSILISqoR 1 RSTyBxBUWYE
Search Google for "Right click™
This Frame p [oTLEEaCen+ TRY DD IRSIIKYEFERD)g nWEbeEIOcPdgGnsiMPril -
Inspect Element (£ -
Privite § m FodadriSnINSDOULYueMAnhGISEKOFOWLRS T unpQsiid g Ded))
i LasiPass .
#d LastPass Fill Forms v
Bight chck Torsaw 26f25.0 (the file extension must be .0 rather than .him)
| Generate New |

CUCM DOF&E



1.CUCAD KNS VRBSIPNS > OF21 VT4 707 71ILDOERE

[CUCM Administration] > [System] > [Security] > [SIP Trunk Security Profile] > [Add new]IC# B L
9,

RDT A=) RZEETICADL TS EEL,

- [Device Security Mode] : [Encrypted]

- [X.509 Subject Name] : [SecureConnection

- [Accept out-of-dialog refer] : FIVIORYDRZFICLET,
- [Accept unsolicited notification] : FIT Y IORY DRAZAFAICLET,
- [Accept replaces header] : FIVIORYDREFICLET,

3 : [X.509 Subject Name] &, Cisco Unity Connection H—/\® SIP FEEBE ® [Subject
Name] 7 4 —)L K (CUCBRENAT YT 1 TRE ) E—HLTVBREN B ET,

- SIP Trunk Security Profile Information

Mame™* |Secure_sip_trunk_profile_for_CUC 1]

Description

Device Security Mode Encrypted ol
Incoming Transport Type®* TLS e
Oubgoing Transport Type LS -

Enable Digest Authentication
MNonce Vakidity Time (mins)®

®.509 Subject Name SecureCannection

Incoming Port® 5061

Enable Application level authorization
Accept présence subscription

| Accept out-of-dialog refer**

¥| Accept unsolicited notification

L4 Accept replaces headear
Transmit security status

Allow charging header
SIP v.150 Outbound S0P Offer Filbering * Use Default Filter -

2.8IP7O7714I)DOR/E

BENDEREZER ?éz\gb‘ »B3H A, [Device] > [Device Settings] > [SIP Profile]lc BB L &
T, THTRHEVEEEF, BEOSIP7O7 7ML 2ERATEET,

3.SIPNTZ >V DER

[Device] > [Trunk] > [Add new] ICBEILE T, RORIZRTKLSIC. Unity Connection& Ot 1
TRHREIERTBSIPNTS O RERLET,



— Trunk Information
Trunk Type* SIP Trunk v
Device Protocol™® SIP il
Trunk Service Type* none(Default) et

NS> OFED [Device Information] 20> 3> T, ROBEHRZADLET,

- TINAAA:
- [Device pool] :
- [SRTP allowed] : FIVIORYDREFICLET,

3 : CallManager I —7 ( FINA A 7—ILE&E ) IC CUC THREET N EITXNTOH—/\H
EENTVWBRZ LB L ET ([Port group] > [Edit] >[Servers] ) o

Trunk Configuration
e
rStatus

® Status: Ready

~Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type Mone(Default)

Device Name* SecureSIPtoCUC

Description Trunk for secure integration with CUC

Device Pool® Default -
Cormman Device Configuration < Mone = -
Call Classification™ Use Systemn Default A
Media Resource Group List < Mane = -
Location® Hub_None -
AAR Group < Mone > -
Tunneled Protocol* None -
QS1G Variant® No Changes

A5H.1 ROSE OID Encoding® Mo Changes

Packet Capture Mode™® Wone -
Packet Capture Duration 0

[l Media Termination Paint Required
¥ Retry wideo Call as Audio
Path Replacement Support
! Transmit UTF-8 for Calling Party Name
Transrmit UTF-8 Hames in QSIG APDU
[Cunattended Port

[¥15rTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Route Class Signaling Enabled™® Default hd
Use Trusted Relay Point™ Default -
[ psTN Access

"run on &l Active Unified CM Nodes

NS> OED[Inbound Calls] 03> T, XROEHRZEADLET,

- [Calling Search Space] : X
- [Redirecting Diversion Header Delivery - Inbound] : FIYIRY I RZFICLET,



= Inbound Calls

Significant Digits * all -
Connected Line 1D Presentation™ [efault -
Connected Name Presentation™®  Default -
Calling Search Space AlPhones et
A4R Caling Search Space < Mone > -
Prefiz DN

¥ medirecting Diversion Header Delivery - Inbound

TORNDIYR RSV URED[Calls|EY>3> T, XOBHREAHNLET,

- [Redirecting Diversion Header Delivery - Outbound] : FI Y I9RY VRAZFIZLET,
—Duthound Calls

Called Party Transformation C55 < Hong > -

¥ Use Device Pool Called Party Transformation C55

Calling Party Transformation €55 < Hone = -
#|Use Device Pool Calling Party Transformation C55

Calling Party Selection® Origanater -

Calling Lone [0 Presentabon® Crnfault -

Calling Marne Presantation® Chefault -

Calling and Connected Party Info Format® Deliver DN only in connected party -

¥ Radirecting Divarsion Header Delivery - Outhaund
Redirecting Party Transformation C35 < Hane » -

4 Use Device Pool Redirecting Party Transformation 55
NS> ORED [SIP Information] 29> 3> T, ROBHRZEAHDLE T,

- BBRT RLA:

- [SIP Trunk Security Profile] :

- [Rerouting Calling Search Space] :

- [Out-of-Dialog Refer Calling Search Space] :
- [SIP Profile] :

~SIP Information
Destination
Destination Address is an SRV
Destination Address Destination Address TPwG Dastimatinm Port
1*  10.48.47.174 E0&1
MTP Preferred Originating Codec® 71 1ukaw 3
BLF Presence Group® Standard Presence group -
SIP Trunk Security Profile® Secure_sip_trunk_profile_for_CUcC .
Rerguting Calling Search Space < Mone = -
Out-0f-Diabeg Refer Caling Search Space < Mone > -
SUBSCRIBE Caling Search Space < Mone = -
SIP Profie® Standard SIP Profile * \iw Detais
DTMF Signaling Method* Ho Preference -

BEIZHUT, TOHDORELZRHEBLET,



4)— R NE—2 DR

BEBARNTVZERTIL—BN NRX—2%Z4EK L F T ([Call Routing] > [Route/Hunt] > [Route
Pattern] ) o L—K NZ—2BFELTANETERARESRE, RAAX=)I Nq4OvY &L
THEATEET, ADBEHRZEAHDLET,

- [Route pattern] :

- [Gateway/Route list] :
s 57
_-E'Idll.u-

@ Status; Ready

rPattern Definition

Reoute Parmem® {Bona 1]
Boute Partaicn < Mone & b
Description

Mumberng Flan
Rioute Fiter
MLPF Precedence® Doelaul =

Apply Call Mocking Peroentagse
Resouron Prgaty Memespaos Betwork Doman < Mone > -

Boute (s ® Defaui -
Gateway/ Foute List" SecureSIPtaCUC - {Edk)
Reite Optan

& ot this pathen
Béack this pattern Mo Errar =

5 RAAX=ILNA0OY b DER

MERADORAA X—IL N140OY NZE{ER L £9 ( [Advanced Features] > [Voice Mail] >[Voice
Mail Pilot] ) o ROEEAHDLTLEE W,

- [Voice Mail Pilot Number] :
- [Calling Search Space] : NAAOY ReEULTERAEIBIL—M NER—2ZEBCN—FT12
IVHNEENET,

~ Voice Mail Pilot Information
Voice Mail Pilot Number gpoo

Calling Search Space < None > =
Description

|| Make this the default Voice Mail Pilot for the system

6.RAAX—=ILTO7 7 1L DER

RARAX=)N7O7 74 EERLT, IXNTOREE) > IE B FT ([Advanced Features]
> [Voice Mail] > [Voice Mail Profile] ) o XDEHRZADLET,



- [Voice Mail Pilot] :
- [Voice Mail Box Mask] :

- Woice Mail Profile Information

Voice Mail Profile Name™ |vaicemail- profile- 8000 [£]
Description Secure Voicemail
Voice Mail Pilot** 8000/< None > v

Voice Mail Box Mask

"_| Make this the default Voice Mail Profile for the System

TRAZAX=LTO7 74 I ODNADEY) KT

X IATBHEEFERATIEISERETNTVEIDNICRAAX=IN Z7O7 74N 28V YHTET
- DNRREZZEL K5, “hTIZ [Apply Configl RER>&EIVUY I LET,

ROEHYIZBEL £9 . [Call Routing] > [Directory numberlic BEIL T, XOEHEZXEELXT

- [Voice Mail Profile] : [Secure_SIP_Integration]

Directory NMumber Configuration

Q‘Ehmu xnude %Rﬂd & Bopy Conly T Add New

= Directory Number Settings

Waics Mail Profils Sacure_SIP_Integration w (Choose <MNones> to use system dafault)
Calling Search Space < None = ot
BLF Presence Group™ Standard Prosence grousp -
User Hold HGH Audio Source o Mong = -

Matwiork Hald MOH Audid Sourcd < None > -

Auto Answer® Aute Answer Off -

L) Reject Anonymous Calls

8. CUCJL— N EEEA #& £ CallManager-truste LT7 Y 70— K

[OS Administration] > [Security] > [Certificate Management] > [Upload Certificate/Certificate
Chain)iCB& L. BREZHDINTNOH./— RT CUC JL— ~EEBAE %Z CallManager-trust ELTF
Yy 7O—RLT, CUCH—/SEBELET.
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CISCD For Clics Unilied Cammumlcations Solulions

Show = Sefigs v Seoaty v Sotwwelpgrsdss T Sarvices v Mep v
lé%’mnmm Eamuncumu:mm jj._lnnmmcn [j_.émnm

-
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7| B Wpiosd Cermnfcate/Cerificate chain - Mozils Frelox =L T -1

B htips AR AL L0 mplathormicentificatelplosd de T 2] [=]

Uplnad Certificate / Certificate chaln

I:i;l Warnesy: Ugloading 4 clusterswmds certheate sl ddtrdome o all servars = this uster

- Uplead Cortificate fLertificate chain

Certficate Purpose CalMpnsger-Enust -
Cesonpignifriandly narmae)  QUD rect Sortthcate
Upload Fils | Bugee. | onndzods.o

Ugload | | Close

It ety

@ Y. indicated requined iam.

¥ IHAEEAEMICTRICE. SEBHEOT Y 7'O— R#&ICCisco CallManagertt —E A% B
EBTHIHENBYET,

%17 SCCP R— M DOFRE
CUC D¥E

1.CUC JL— MEEEAR DA D> O—K

[CUC Administration] > [Telephony Integration] > [Security] > [Root Certificate]\ic & L &9, FEHA
£ % <filename>.0 EVSBREIOT77AILELTRETDEHIC, URLZHI YUY UL T [Save]
ZOVYOLET (77ANIEERFE htm TRELS O ICTRIHBENHYVET ),



Bool Certificata for Caca Unificd Commumdcalions Manager Aithentication aid Encoryplion

| Sulypect CH=Ciscolnity:Sdsd32eb-cafa 45585781562 06850d4 1
Iszuer CH=Ciscolinity-5dad32ab-cafa-4559-97 81 -Sef 208850441
Walid From Tue Har 31 08:59:34 SEST 2015
Wakd Lingil Fr dgr 01 08:59:3= CEST 2022

| Ve ]

File Hame STedless.0
Sanal Number f6bEfh3359 14804356 Selb489 Iaecd]

BEGIN CERTIFICATE

M1 PO AW Aw] Baigl RAPa-L 4 2N pFET Trogag T Eob 7E w0y 1Ko T Tk e CERBG) Sy

D EAMODYGA L D EAw s 2 Y 2 S Emete S0 1 JOF Mz YL Y WERL TOENT RO Tos Ie0 L

Yy Y T A NT BN DERHRE MM TLWHE M MDY D OTROWHaN R [wHDAM DY T OTM I ASMT oW

g O OO 0ax b1 Vaa xR SLTVEYWOM my L WNEEMENDL 1 OSSN henl TUZ S 1

F RGO MT OB nzaM By kg hhr G Ow i BAQEFAL DSy Hwg Yk CgEAB DDy ghBoW 457

O 7 eGUWERT ey ET 2 SR T O IGRAB DY TS K mBou SeMiha TS MW ev TIpF o+ a5 D VmT5a
Certdicate Text B G g AP M 4+ M b S PLAR L ) Den g 2 R BET L B3P o0 2 ridinarag iy

Mo lordsCB3mG I ulglGg R e ChibCAwEataNCHEAREYYDVRITAQH BaynBgE B/ 'wI B

ADASEaNH EFgOLa JENSIYGHHEhGp Tl alimip + HER MEwDwY DVROFBAG DA KaMalg

G IR EROU A LA RA GO PR ECH AN Ben T L 2F Sty LaToMDE T eDa2 POl

REGEEW g U LAl w L vy Do det K Dv X I s s 2 pEUInFFMESc+dody T mlg 2 pu

TeDyTeDal eisle & wADWHIS W IvED SHse o RO g KO 7 oy YHU L 523 TOw YW AES

cemosE D CERTIFICATE-----

| Prodake Ky HE P IV as 3Rghe LrByv Vg Ha oL rBHZ B WIIWVEIL 342 LG [ Ow il 1IMUh Ty FEsg AT ELDH

firmnie shn sncaifinabn ne B mmened ETad0adE {the file extension must be .0 rather than .hem)
Opsem Link in Mew Tab
Oper Link in Mew Windiow
Opeen Link in New Private Window
Beabornark This Lirk
Save Link A h
Coapy Link Locgison
This Frame b

Inspect Element ()

2BEATLAVER/BREORES AT LOEE

[Telephony Integration] > [Phone System|ICBBIL £TF., BBFOEFE> ATLAZFERATSH. HL
WEREATLEZERTDCENTEEXT,

Phone System Basics (PhoneSystem )

Phone System  Edit  Refresh  Help
| Sove | [ Delete | | Brewous | [ hext |

Status
[.ﬁ The phone system cannot take calls untd a port group is set. Use the Related Links to add a port group.

Phone System
Phice g-]'ﬂeﬁ'l Nase™ Mﬁtm

¥ Default TRAP Phone System

3./ L WSCCPR— KNI IIL—T D&

[Phone System Basics] XK—= M [Related Links] RO Y 7’AJ> Ry U AT, [Add Port Group]
ZEIRL T, [Gol ZBIRLE T, XEIVAIVRIT, ROBEHRZAHDLET,



- [Phone system] :

- [Port group type] : SCCP

- [Device Name prefix*] :  [CiscoUM1-VI]
- [MWI On extension] :

- [MWI Off extension] :

X CORERF CUCM DREE—HLTVRHRENHKT,

- Status

;.f.'j The phone systemn cannot take calls if it has no ports. Use the Related Links to add ports.

m Created Fort Groupls)

Port Group
Drigplay Nama™ Cecurg -S04
Integration Method | orco fSlinn]

Device Nase Pref™ CigealiMi-v]

Reset Sistus Reset Not Required [ Reset |

Message Waiting Indicalor Seltings

¥ Enable Hessage Waiting Indicators

M1 On Extensicn el

MN] Odf Extension 299900

Delay between Requests ] millisecands
Maximum Concurrent Requests a

Retries After Successful Attempt [

Retry [nferval After Successful Attempt 5 millisacaonds

| ave | | Relete | | grevious | | Mext

Frelgs marked with g astendgk (7] are réquenad,

4.9 —)SDiRsE

[Edit] > [Servers|iICBEL T, CUCM 2 ZAXAS TFTP H—/NZEML £,



SIP Servers

[ pelete Selected | [ Add |

|10.48.47.110

| Delete Selected | | Add |

TFTP Servers

| Delete Selected | [ Add |
|0 o
Bl o

| Delete Selected | [ add |

10.48.47.110]

T ELVWTFTP7RLAZEETDCENEETT, CUCH—/NIE, HEALEESY).,
COTFTPASCIL7 74 EAI>O—RLET,

5.tz 1 7SCCPR— b ®iE N

[Port Group Basics]XR—< M[Related Links] ROAY 7’AJ >Ry U AT, [Add Ports]Zi#R L .
[Go]ZBIRLE T, BREJVIRIUT, ROBEHEAILET,

. [Enabled] : FTYIORY DRAZAVICLET,
- [Number of Ports] :

- [Phone System] :

- [Port Group] :

- [Server] :

- [Port behavior] :

- [Security Mode] : [Encrypted]




Status
|71.E Because it has no port groups, PhonaSystem is not listed in the Phone system Ffield.

:r Save |

Mew Phone System Port

(¥ Enabled
Mumber of Ports g
Phone System  Seeure-SCCP

Fort Group Secure-SCCP-1 -

Server cucld =

Port Behavior

[¥] answer Calls

[¥| perform Message Motification

[¥] send MW Reguests (may also be disabled by the port group)

f.;‘*: Sllow TRAF Connections
Security Mode Encrypled -

| Save ]

CUCM MOERE
1.R— BN D&

(Z#8) [CUCM Administration] > [Advanced features] > [Voice Mail Port Configuration] > [Add
NeW]o

MEREBY SCCPRAAX=I)I R—NZFRELEFT. HE—DIEVEF. R—KNERE®D [Device
Security Mode] T [Encrypted Voice Mail Port] #7°2 32 Z BRI B MBEN HBH_ETT,



) 5 P oo [ comr Pyrmet 2 scoyconty gl Addew
- Status

@ Stabus! Resdy

~Device Information

Pagistratenn: Regutersd with Chco Unified Communications Manager 10.458.46.183
1Pvd Address: 1048, 48,184

id Devien i trusted

Port Hame® ChecaUMi-VIa

Dascription VH-pecn-petuns-portd

Devics Pool® Default =
Comemen Device Conliguralion « Mo > -
Caling Search Space £ Mome = -
AaR Calling Sesrch Spaos < Moms > -
Lecation™ Fi_Rana -
Daviee Secarty Mode® Enerepled vawe blal Ban -
Use Trasted Relay Point® Defauk -
Geolocation < Mona > -

= Directory Humber Information

Carectary Mumber” 955001

Partition o Mo > -
Caling Search Space < Momne > -
AAR, Group < Mo = =
Inkernal Caller 1D Display WoioeMail

Internal Calier 1D Display (ASCII format) ypicasail
Externad Humbeer Hack

(ioavs.] [-osiers | [cooy,] [.Ranet.] .apolyGontie ] [_addmum,|

2. CUCJ/L— MREEA#& % CallManager-truste LTFP Y 7’O0— RT3

[OS Administration] > [Security] > [Certificate Management] > [Upload Certificate/Certificate
Chain)iCB& L. BREEHDITNTNOH./— RT CUC JL— iEBIE %Z CallManager-trust E L TF
Yy7O—RKRLT, CUCH—/NEEBRELEY,



Certificate List

Lﬁ";umm E@ Uplsad CortBicateiCertificats chain L"j-'l Generats C5R

| Certificate List

Fird Cartificabe List

| Certificabe *
CaliManagar
CalManager-Erust

| CoManager-trust

| CalManmger-Ena
| CallManager-trust
Calidfanager-trust
| CollManager-tnags
CalManager-trust
| CallManager-trust
| CAPF-trust

| CaPF-trust
CAPF-brust
CAFF-Drust

| CAPF-trust

| CAPF-trust

| CARFprust

X AIAZEEMCTRICE.

| Upload Certificate/ Certificate chain
Eé upkad [T Cose

| Status

@ warmng: Uploadng a clester-vode carficale will distrcite if o ol genvers o (il clustes

- Upload Certificate/Certificate chain

Certificate Purpose™ CalManager-trust
Dascription({friendly name) CUC roet cert
Upload File | Browss.. | 57ed0ess.0

Iupluad%lam.

@ *. indieates requared mam,

SEEAE O T v 70— R#&IZCisco CallManagertf —E A% B

BETILENBYERT,

ZEBRLET, XV E-—IZEWE(MWI) F2/1FT7 ORRES

[CUCM Administration] > [Advanced Features] > [Voice Mail Port Configuration][CBE L T, [MWI
On/Off Extensions] ZBEL E ¥, MWI FESF, CUCREELE—HLTVRAENHVET,

Partition
Description

-Message Waiting Information

Message Waiting Number* gggggq

< None > |ﬂ
MWI on

Message Waiting Indicator® @ on Toff
Calling Search Space < Mone = ¥

- | save |



- Message Waiting Information
Message Waiting Number® gaggaq
Partition < Mone > =
Description MW off
Message Waiting Indicator® ) 5, @ pff
Calling Search Space < Mone > -

- | Save |

4RAAX—=ILINA40OY b DER

RERAORAA X—=)L N10OvY N&EERKL £9 ( [Advanced Features] > [Voice Mail] >[Voice
Mail Pilot] ) o XDEZABDL T EEL,

- [Voice Mail Pilot Number] :
- [Calling Search Space] : NAAOY ReELTERAEBIL—M NER—2ZEBCN—FT12
IVHNEENET,

- Voice Mail Pilot Information

Volce Mail Pilot Number goog
Calling Search Space < Mone > -

Description

Make this the default Voice Mail Pilot for the system

5. RAAX=ILTO7 71D

RAAX=I)N 7T7O77A4INEERLT, IXNTOHRER U EHET ([Advanced Features]
> [Voice Mail] > [Voice Mail Profile] ) o XDEHRZEADLE T,

- [Voice Mail Pilot] :
- [Voice Mail Box Mask] :

- Woice Mail Profile Information

Voice Mail Profile Name* |\/picemail- profile-8000| O
Description Secure Voicemail
Volice Mail Pilot** 8000/< None > -

Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

B.RAAX=ILTO77AIODNADOE ) YT

EFITBBEEEERATEIEISERENTVADNICARAAX=I Z7O7 74N EE)HTET
- DNEREZZEL S, [Apply Configl RZ> &IV UY O LET,



[Call Routing] > [Directory number]lcBEL T, XNEBEEZZLELET,
- [Voice Mail Profile] :  [Voicemail-profile-8000]

- rectory Number Settings
Voice Mail Profile Vaicemail- profie-BoO00 = [(Chioose <Hone> [0 use sysiem default)
Caling Search Space < None > i
BLF Presence Group” Standard Presénce Group -
User Hold MOH Auds) Souroe o Mo ¥
Neiwork Hold BOH Ao S0Ure  « None > -
Reject anonymous Cals

7.RAAX=IL NN TIL—TOER

a)fi L WERI I —72BMULEF(TA—NLL—F 12 T]>[I—NNY N > [BERITIL—-7)

-Line Group Information

Line Group Name® |'m||:ernail-lg (2]
RNA Reversion Timeout™ 1

Distribution Algorithm®  Longest Idle Time -

b)#T L WARA4 AX—)LM/\> ) AN%EEBL % 3 ([Call Routing] > [Route/Hunt] > [Hunt List])

~ Hunt List Information
E Device is trusied

Name * woicemail- hi
Description
Cison Unified Communications Manager Group®  Pefadt *

| Enable this Hunt List (change effective an Save! nag reset required)
¥ For Volce Maid Usage

OFLWAYMN/OY NEEBMID([(OA—NIL—F 12 T]>[I—BMNY >[N\ X140
)

- Pattern Definition

Hunt Pilot® (8000 [
Route Fartition £ None > -
DesLription
Numbering Pan < Mlore -
Route Filter < None v
MLPP Precedence®  Default -
Hunt List® voicemail- hi = (EdIC)
Call Pickup Group < None > -
Alerting Mame
ASCIT Alerting Name
Rouse Option @ Route this pattern

Block this patbtern MO Error -




R
SCCP R—  OREE

[CUCM Administration] > [Advance Features] > [Voice Mail] > [Voice Mail Ports]lc &L T, R—
NEREZRILLET,

H e teanis il et e
[t
| e
e i e ) e Page
- L » Cwvem i || e b
e . ——— per S met Ceey B e - mawe — - T o o
Cam o L ] b - 5001 an ®
S - ] P 1 -
-t - -~ Saclmll e o - =
Ceeet: Detmlt rt Loy urrey: a
Emmair 12 - - [ - B
L] repee a
¥ - - Dl i 5
o 9 —— — %
i o

EFE D [Voice Maill RZ > &L T, R4 A X—)LZEELFT, Unity Connection > AT AT
A—HOHRESHIBREETNTVEBVEE, 7—T 200 J)—FT 12K BENHYVET

o

tF17 SIP N2 U O#REE

EFED [Voice Maill/RZ > &L T, R4 A X—=)LZZEELFT, Unity Connection > AT AT
I—HYORBEBESHIRECIATVEWEE, A—T7Z200 J)—FT 1400 2B<BENFHYVET

o

£iIE, SIPOPTION OF—7FS5A7&2#BMLT, SIPRSVIDAT—RAZET_RTS
CENTEERS, COATIIav, SPRZUVICEYHTSNESIPZ7O77A4ILTERIC
TEET, cOATAVZAMITERE, RORIZRT XS, [Device] > [Trunk]#EH T SIP
RSIODAT—RAZE_RXTEERT,

Trunks [1 - 1of 1}

findd Trunks where  Cwsvide hams = pepre wiif - Fred o Filiey o =l
SSErT Rom o SRlef Seareh Lext ¥
Sy } Deovipiien Calling Casrch Spheed Dawws Posl IeafePaSarm Paditen Roobs Griup Priceity Toork Tega 200 Truak D2sbum L9 Trark Dorsiion
d BRSPS L Bl SIF Trumk Mo Sendie Thersd o3k i FUR Servic: O iy 0 hiser O stinte
t+217 RTP J—)L DAL

B{BX—UOT A4 >N Unity Connection NO—J)LICRRENBHDESHRIELET, <hiE.
ROFIZTRTRSIC, RTP AN —ANBESLENTVREZERLET (e BB ICE.
TFNARAEF21)T4 JAT 74NN EXFITTHIRENFHYUET ),



'S/ Cisco IP Communicator
fgm 08 16 03/31/15

§ Connected

Lo s N

NZ7L1—h
1L—BHBE RS TN 1-F 4> TOE b

EFIATBHEEERNT TN 1 —FT42TF3IC1F,. ROFIEZRTLET,

EE Z R

° E }H:E j-o _
- INT 0)5535"1‘ EANRTENTVWS L EZERL CUCM : CallManager, TFTP,
C : Conversation Manager

I (
ofl o
-Z—AﬁWt#JTKEr_MEtﬁ ~ Pﬁéﬂ@ﬂp$ N 2443 LY SIP #
=%®memM)ﬂ7/hU 2 THRW m%:t T,
CchhSsNDIXNTHEYESE NL—AREICHEKAET,

2ETHIFL—R

RORNL—RAZREL T, EF21T7B8HKEERNT TN 1 —FT1VTLET,

]]

.CUCM B&LTCUCHSONTY N FYTF+
. CallManager L —XA&
. Cisco Conversation Manager kL —A&

A OVWTR, ROBEERZSRL TSV,
CUCMTNTY N ¥ 7F v ZRITIDHE .

http://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unified-communications-
manager-version-50/112040-packet-capture-cucm-00.htmi

CUCH—NTKRL—-RZBMICTDHE:


https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507

http://www.cisco.com/c/en/us/td/docs/voice ip comm/connection/10x/troubleshooting/quide/10xcu
ctsgx/10xcuctsg010.html

— AR EY 75 B R
F—A1: X 1ITEERERITERL (FAKCATS—H)

WIFhAOH—NDLESNTYNFF¥TFrEZRETRE, TLS Y AVHFBUEIET,

1 0. 000000 2 13I0.239.200.241  130.239.203.249 TCR inet]_bagte > https [SyM] Séqe=0 Win=16384 Lén=0 MSS=1460

2 0. 000452 130.235.203.249  13I0.235.700.741 TCR https > Insti_boots [SyM, ACK] Seqed Ackel wWine5540 Lone( MSS5a
30, OO0 0 130.235.201. 241  130.235.203.249 TEP instl boots > hitps [Ack] Seqel Acke=l win=17520 Lens=0

4 0. 001074 130.235.2001.241 130.235.205.249 L client Hella

5 0. 001341 130.235_203.24% Y30, F35.200.741 TR https > inst1_boots [ACK] Seqel Acke=l4]l wWineA43Z Lan=0

G 0. Q05269  130.235.203.24% L30.235.201.241 TLSL Server Hello,

7 0.005838  130.235.205.249 130.2535.200.241 TLSW1 certificare, server Hello Dane
B . O B 130,235 200,247 130, 2‘3'&.}'33.2—19 TR inst]_boots = hititps [ACk] Seg=141 Ack=18%% Win=17520 Len=0
L9 0. 00905 330,235 200 241 13D,231,?ﬂ3 ?49 T1. 5] Alert fLevel: Pa:aT DEicr1pIﬁnﬂ Lﬂkﬁnhn ;a“J

i i, 3 b . £33, . INST | _000LsS = It K] Segelds c }]

11 0. 072262 130,235,200, 241 130,235, 203, J#ﬁ TR inst]_bootec = https [ETM] ch- n\n-lﬁ?ﬂd Len=0 ﬁss-quﬂ

12 0.072706  L3I0.235.203.24% 130.235.301.741 TCP mtps > Inst]_ ran o [5vmM, #ck] Seqed Ackel Win=58540 Len=0 M5S=
1z 0.072751 130.235.201.241  130.235.205.249 TCR inst_boorc > hitps [Ack] Seqel ackel wWin=17520 Len=0 w

>

D95A4AT > N, H— A#bLméhfi%iEﬁifétﬁvffw B’ CA O
IZ5—TH—NICT7Z5—bZERITLEL L,

KD 2 DOAHEMEN BV ET,
1) CUCMA* 75— N&ZEF TS FHAECA

- B#FO CUC JL—REEBAEA CUC H—NEBEITAH—NIITY7O—REhTVWBR L%
ﬁgwﬁlu'gsjro

. CallManager ¥ —E AN, W2 H—/NTHEBEhTVWALZBRALET,
2) CUCHKFEHCAT 5 — NERAF

. CUC H—/\D Port %r%up] > [Edit] > [Servers] FREIC TFTP D IP 7P RLANELK AHBEh

TWa %
. ﬁ‘ﬁb‘u:"ﬂ' AV 2RSS CUCM TFTP H— /\L_ UJ_ " EBD Efﬁﬁ?&bi
- CUCM TFTPOCTL7 7 A LA & T ’éﬁﬁn—?& 9 ( rshow cth OHEADZO

AdminR—Z [CRREND Eﬁﬂitttiﬁzbﬁ?)o Eﬁﬁf’&ﬁh@ CTLCIlentEE% L

£9,
.CUCH—NEUT—KTBH, R—RNITI—T%EKLTEERL. CUCMTFTPA S
CTL77A I EBAY>>O—RLUET,

T—A2:CUCMTFTP S CTL7 FA N EF I O—RTERZL

DI Z—IF. Conversation Manager D L —ATREShET,

MiuGeneral, 25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving
server certificates.

MiuGeneral, 25,Error executing tftp command 'tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not
found on server)

MiuGeneral, 25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving
server certificates.

Arbiter,-1,Created port PhoneSystem-1-001 objectId='7c2e86b8-2d86-4403-840e-16397b3c626b"' as
ID=1

MiuGeneral, 25, Port group object 'blc966e5-27fb-4eba-a362-56a5fe9c2be7' exists


/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html
/content/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

MiuGeneral, 25,FAILED SetInService=true parent port group is out of service:

Jui—=>ar.

1. [Port group] > [Edit] > [Servers] DERE TTFTPH—/NAEL W & ZBRRBL TS EE L,
2.CUCMUZAZNEFXF1T7E—RTHDEZHALET,

3.CTL7 7A)LACUCM TFTPICFET B L #HEBLE T,
T—A3: R—PMFERET B

DI Z—I&, Conversation Manager DRL—ATRSNET,

MiuSkinny, 23,Failed to retrieve Certificate for CCM Server <CUCM IP Address>
MiuSkinny, 23,Failed to extract any CCM Certificates - Registration cannot proceed. Starting
retry timer -> 5000 msec

MiuGeneral, 24,Found local CTL file [/tmp/aaaaaaaa-XXXX-XXXX-XXXX-XXXXXXXXXXXX.tL1v]

MiuGeneral, 25,CCMCertificateCache: :RetrieveServerCertificates ()
IP Address>' in CTL File

vyiyi—>3a>:

failed to find CCM Server '<CUCM

1.2hld, CUCMECUCTCTLZ 7A4IILOmd5F T Y VY LANBERENIEHBRELT—HLT
WEWZENRETHAAgMErsanTd

EXAS5NET, CUCH-—NZBRBLT, CTL77MIILZEHLET,

> AR EER
Tk, ROLSICIL—KASCIL 7 7ML ZHIBRTEEY,

ftmp/ 7 2 ILENHS CTL 774 I ZHIBRL T, R—K JIL—T2UEYNLET
o HIBRT BB, 774 Tmds FITYVIOHLEEFTLT

BT DENTEET,
CUCM : [root@vfrscucm1 trust-certs]# mdSsum /usr/local/cm/tftp/CTLFile.tlv
e5bf2ab934a42f4d8e6547dfd8cc82e8 /usr/local/cm/tftp/CTLFile.tlv
CucC: [root@vstscuc1 tmp]# cd /tmp

[root@vstscuc1 tmpl# Is -al *tlv

-rw-rw-r— 1 cucsmgr1—H75°/Y 4 A6120 Feb 5 15:29 a31cefeb-
9359-4cbc-a0f3-52eb870d976c¢.tlv

[root@vstscuc1 tmp]# md5sum a31cefe5-9359-4cbc-a0f3-
52eb870d976¢.tlv

e5bf2ab934a42f4d8e6547dfd8cc82e8 a31cefe5-9359-4cbc-alf3-
52eb870d976¢c.tlv



ESIC. CORZTINY1—TFT 12T A RESBTEET,

RS

CSCum48958 : CUCM 10.0 (IP 7 RLADREAEL L&)

CSCtn87264 : =¥ 17 SIP /R—b D TLS HEHFA KKTS

CSCur10758 : BiV)E& hi=ZEBAE % Unity Connection THETE &L

CSCur10534 : Unity Connection 10.5 TLS/PKI ®#EEHIZCH T2 TE%S CUCM

CSCve47775:CUCTCUCMMCTLFileZ B & L OHER T 2 FEDHEE R


https://tools.cisco.com/bugsearch/bug/CSCum48958/
https://tools.cisco.com/bugsearch/bug/CSCtn87264/
https://tools.cisco.com/bugsearch/bug/CSCur10758/
https://tools.cisco.com/bugsearch/bug/CSCur10534/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve47775/

	CUCM と CUC 間のセキュアな統合の設定およびトラブルシューティング
	内容
	概要
	前提条件
	要件
	使用するコンポーネント

	図
	設定：セキュア SIP トランク
	CUC の設定
	1. SIP証明書の追加
	2.新しい電話システムの作成またはデフォルトの電話システムの変更
	3.新しいポートグループの追加
	4.サーバの編集
	5.ポートグループのリセット
	6.ボイスメールポートの追加
	7. CUCルート証明書のダウンロード

	CUCM の設定

	1. CUCへのトランク用SIPトランクセキュリティプロファイルの設定
	2. SIPプロファイルの設定
	3. SIPトランクの作成
	4.ルートパターンの作成
	5.ボイスメールパイロットの作成
	6.ボイスメールプロファイルの作成
	7.ボイスメールプロファイルのDNへの割り当て
	8. CUCルート証明書をCallManager-trustとしてアップロード


	セキュア SCCP ポートの設定
	CUC の設定
	1. CUC ルート証明書のダウンロード
	2.電話システムの作成/既存の電話システムの変更 

	3.新しいSCCPポートグループの追加

	4.サーバの編集
	5.セキュアSCCPポートの追加


	CUCM の設定
	1.ポートの追加
	2. CUCルート証明書をCallManager-trustとしてアップロードする
	を選択します。 メッセージ受信情報（MWI）オン/オフの内線番号

	4.ボイスメールパイロットの作成
	5.ボイスメールプロファイルの作成
	6.ボイスメールプロファイルのDNへの割り当て
	7. ボイス メール ハント グループの作成



	確認
	SCCP ポートの検証
	セキュア SIP トランクの検証
	セキュア RTP コールの検証

	トラブルシュート
	1.一般的なトラブルシューティングのヒント
	2.収集するトレース

	一般的な問題
	ケース 1：セキュアな接続を確立できない（不明な CA アラート）
	ケース 2：CUCM TFTP から CTL ファイルをダウンロードできない
	ケース 3：ポートが登録されない

	不具合


