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Switch

User Name o
Password 9

English ~

Emo

FIE2

AAYFOWeb1—H A2 E—TIAAUNOLEHFICHD RAY TR IUHS
[Advanced] ZiEIRL £9,

admin  ENnglish ~ Advanced - 9 o C
FIE 3

[Security] ICB B3 2 &, [Login Settings] M22DX Z1—FT 3N RRENET
o COXZA—FTTaUICik, & [Password Strength) X Z1—F#7'> 3> &LL<
DHADEBMXAZ1—FT>a>UHFEENTEY ., #L WLogin Protection Status] X —
1—HFEENRTVET,

1

TACACS+ Client
RADIUS Client

P RADIUS Server

2

Login Protection Status

FIE 4

[Login Settings] 27 JY O9L&ET, cOXZ1—IZk. [Login Settings] &[Login
Lockdown] D220 3> FHVUET

[Login Settings] ICl&, TmFHD/NAT— RREBEREZHEAL EHVWNAT— ROBER
ENEENTVET,



Password Aging : 7 # )L N TRREMICHE>TVET, BMICE>TVWBREHEEE, /v
RAT—RDI—>20R14AL( BB ) ZRETEE T,

RIED/NAT—RBpIE : I—FHANATD—REZZEELLY, I<SENAT—RZFVN
AD—RICRLEY TR ZEZHEERT, chld, F7FIILNTREMCZ>TVET

Password History Count1 ~ 24DMEICERETEE T, T7F N MF12BD/NAD—R
NEEEhhTVET,

Minimum Password Length : NAD — RICERTZ 2 &/DPXFH.

Allowed Character Repetition: 11T \Z#& V) IRU AIREBR R AN EH, L& xl@F, NAD—R
ZTACROCks2222ICEREL /A, 2M4EBRVIEBRE B ZOXKBLETH,
TACRocks222(33EI L A RV IRE i W= HEEL £ T,
XZFOSADENPEADDERBDINFIVZFANGYNET, KXF., MF, BF,. &
OBRBHRNYF. chSDIVTANDSE, NAD—RTHEATILEOHDVTAOKZR
ETEXT,

Login Settings

Password Aging: [+ Enable
 Password Aging Time: 180 Days (Range: 1 - 365, Default: 180)
Recent Password Prevention: (¥ Enable
2 Password History Count: 12 (Range: 1 - 24, Default: 12)
& Minimal Password Length: 8 (Range: 8 - 64, Default: 8)
 Allowed Character Repetition: 3 (Range: 1 - 16, Default: 3)
# Minimal Number of Character Classes: 3 (Range: 1 - 4, Default: 3)
Up to four distinct character classes may be enforced for passwords:

upper case, lower case, numerical and special characters

FIE5

[Login Lockdown] XZ 1 —I(Zl&. [Login Response Delay] &[Quiet Period]
[Enforcement] 22002 a2 AHY) ., TF7AILNTREESEEMIZBE>TVE
9,

Login Response Delayld. O7 4 VEITEISEDOBIC1 ~ 10V OEEZRFILET,
ChIZEY, DATACHRIZEBULENEHERENKBICES B2 THMEN BV
ESE

Quiet Period Enforcementld, 1—HY N8B > E/NATD—RTAEEOT A > 2R A5
. EXNICBEBOEDICAAIYFAOTIVEAZOY I LET,

RERRDEHVYTY,

ﬁll

Quiet Period Length : KU H—&hfz&&ICT '7'|Z7\’EIZI YORI T B,
Triggering Attempts# & T Triggering Intervalld, EERIROHE™E ( N H—MER ) AT
OJA4AVEATORR(MN)A—EHT) OEBRZERLET, CORBZEEADE, TOE
ANAYIEhET,

T7AILRTRE., COEENBHICBE>TWVWSRHEE, OJAMVIC60WEIC4EART



e, DATLNFOYIRIVENET,

Quiet Period Access Profileld, OY 29X D HICBEBEN TINAARICTIOELATSH
EEEELET, F7AIMTR. ChEFEFIOAY—IR—KRENLTOHTHY), 1
—AEEITHIRENERNBZVRYZELBZEVTSEEL,

HEIZIHU T, [Security] > [Mgmt Access Method] > [Access Profiles] TF7 2+ A7'0
774N ZEMTEXT,

Login Lockdown

Login Response Delay: (+f Enable
% Response Delay Period: 1 Sec (Range: 1 - 10, Default: 1)

Quiet Period Enforcement: ~ (+/ Enable

2 Quiet Period Length: 300 Sec (Range: 1 - 65535, Default: 300)
«t Triggering Attempts: 4 (Range: 1 - 100, Default: 4)
“ Triggering Interval: 60 Sec (Range: 1 - 3600, Default: 60)

Quiet Period Access Profile :  console-only v

FINE 6
# U L [Login Protection Status] X — 1 —1EHZEZRRITHX_1—TF, AV —)L
. SSH, £¥EEWeb UIZNLTARAAMYFICOATA > TEBN > EI—HZRRLET

o

£, BEOMRBICRELEOJAVEBEEOHKE, HILVWSSHE - IEWeb UliEki % 7
AOvo920Y 930N FETINESIHAERLET,

Login Protection Status Refresh

Quiet Mode Status : Inactive

Login Failures in Last 60 Seconds: O

Login Failure Table

Username IP Address Service Count Most Recent Attempt Time

user 172.16.1.108 HTTP 9 29-Apr-2022 10:53:18

WLWBAENAD—RIL—I



chslF, IXNTOFRI-—HYT7HI e, BEOI-HTHINCMASHE
NAD—REEICEAEIET,

FLOWIL—IIZEEMNCTHEEFETEEEA,
NAT—RABHOEBNRAD—ROVARNIEENTVEVCEEZBELET, D
HBE/NAD—RUZANE, 10,000,0000H%E—f&HWE/NAT—RDOU A KNH 510,000
BUHREBICERAThZINAD—RZ2ERITZCEICK>TOANMINEhFELE, O
JARNEEgithub ) > JICHV)ET,

ARNFENNFERFEALEY, RONFEEEBRZLYLT, " BPIBNAT—REZE
BB ETEFRE A,

"$" ("s"H ). "@" ("a"A )., "0" ("o"H ). "" ("I"AH)., """"&E"3"E"e"TT,
BT 220U LEOXEFEEZEC/NATD—REJOYILET (REOEBREAXFE D
XEEZHERRLET ), LEARF. NAT—RIZabchHEFNTVRHEEIE, EfRiT
PINENEETENTVREHTOYIENET, @bctRAKETT, chik, an@iEH
NDHEBEEB|NHZDE-HTT, BHRIC, chalkIEFNFETHZE-HTOVYIENET, T
DMOBIE LTIk, Tefg1231$, . Tabcd765%. . (kjil$3781 . Mqr$581230, % &
FHVET,

HFLOWNAD—RICI—HRBEZEHDCER@FTEEFLA, L&A, I—FadminlZ &
FAdmin548, EH V) EB A

FLOUNAD—RICRETBZEDDERFTEELEA, EXWE. no ClscOlsCool&

BELET,
FFLWANRD—RICEHRBZEOD R TEEEA., EEAEF. no
CBSCo0I$witch& AL E T,

IZ— XvE—2

HELEFEINATVWAINAD—R, REF—RNVICEAEhDINAT—RZ2FEAL &
SETRE, RDIT— XY E—IHNKRRENET,

Edit User Account X

o Password rejected - Passwords must not match words in the dictionary, and must not contain commonly used
passwords.

For nasswaord stranath rennirameants. refar to the usar aaicda

BHEUEXZFZEUCNAT—REFATRE, ROIT— XY E—IHABUERREH
F£¥9,
Edit User Account X

© Password rejected - Password cannot contain more than 2 sequential characters or numbers.

For password strength requirements, refer to the user guide.

NAT—RIZIRL—&

HRI-—YOERTLEREFI-—FOBEOERICEMBNADT—RZRODFPILT
212, A4YTFOWeb UICRRZVHLNAT—RIIRXL—EHFEAERAENATVE
ERD


https://github.com/danielmiessler/SecLists/tree/master/Passwords/Common-Credentials

FIE 1

[Administration] > [User Accounts] ICBEL £7,

System Settings
Console Settings

Stack Management

2

FIR 2

A—YTADY N EMRIZEHEELE T,

User Accounts

Password Recovery Service: [+ Enable

User Account Table

+ (& |

() User Name User Level

O admin Read/Write Management ...
FIR 3

[Suggest Password| V>0 &2 0 )Y OLET,



Edit User Account X

For password strength requirements, refer to the user guide.

User Name: userl by

Password:

Confirm Password:

User Level: O Read-Only CLI Access (1)
(O ReadjLimited Write CLI Access (7)
*) Read/Write Management Access (15)

Close
FIE 4

NAT—ROBRRZECR—IHFHEE, COHFLLWNAD—RZI VY TR—RIZT
E—T&XI, THAIVVRNONAD—RZEATBICE. Yes2T U Y ILET,

Suggest Password X

The following strong password has been generated:

8 eAnU&bM5#fh3 Copy to Clipboard o

Would you like to use it for this account?

No
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EBRENBINAD—RY Tel@h%% ) NAD—RTRBEVARBEN HYET, /NAT—R
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