CiscoNX-OSY 7 DI 7OIOANRA 2T
23> NDiEEEH

7 RINA Y1 —ID : cisco-sa-nxos-cmdinj- CVE-2024-
Mediunt %> 20269

7.6 B : 2024-08-28 16:00

/N\—>321.0: Final

CVSSAO7 :4.4

[2]38 5% : No workarounds available

Cisco /X% ID : CSCwh77786 CSCwi48264

CSCwi48276

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMBT 52 BRI, RERISBELET,

BE

Cisco NX-OSY 7 R JIT7DOCLICE TRMBHEICKY), FEEEThi-BEHEOO—NIHEELY,
ZETNAADEBERDZARL —TAVITIATLATREENDIANY REZRTTEDAREMND
WERY,

COMEEME. BEDCLIONY ROSIBORIAN T +HTHEIZEICERALET, REEG, &K
HOAX ROBIBELTHPICHMIETNEANZEOREILLI2T, CORBEEZFEFNAT
PARMIBYET, TVATOCMMNIEY TR E, REFEFREOJA L TVRI—H D
ReFEALT, BRBEBDZARL—FTAVIDATATEENIN Y REZRTTEDARMENH
WERY,

JAODRCOMRBECHLTEIYTIRNIITFTFTYTF—REVI)—ALTVET., CORBHEIC
Mg REBREHKE A

COTRNATFUE, ROV OKYERTEEXT,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-
cmdinj-Lg6jsZhH

cOT RINAHF UK, 2024F8AIC A& hizCisco FXOSE XUNX-OSY 7 RNV I 7EFa1UTF
AT RNAHFIUNRILO—ZTT, PRNABFVEDOO—BIZDODWTIF, TCisco Event
Response: August 2024 Semiannual Cisco FXOS and NX-OS Software Security Advisory Bundled
Publications ZZ8BL T &V,

ST



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-cmdinj-Lq6jsZhH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-cmdinj-Lq6jsZhH
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75417
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75417
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-75417
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh77786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi48264
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi48276
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20289
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-20289

fesEtnH2HRm

NEFRT, COMBEMERE., /NS AREICEFREL, CiscoNX-OSY 7 RNITI T DOIBEHED

HBV)—AZERTIZDROADRBICHEEEARL I

FESSMUEANEET S Cisco V7 RDITVI—RICOVTE., COT RNAHFUD MBEFHY

Nexus 30002 1) —X A A ¥ F(CSCwh77786)

ACIE— R®Nexus 90002 U —X7 7 7)Y U A4 ¥ F(CSCwi48264)
AR RTOUNX-OSTE— R®Nexus 90003 1) — XA A ¥ F(CSCwh77786)

UCS 6400 —X7 77 VY U4 R —1%% M(CSCwi48276)

UCS 6500 V—X7 77 )Y U422 —1%%9 N(CSCwi48276)

TRI9TT7, 923 aSBLTILSEEL,

feBtEEATVAVW S EfEFEEh-REA

COTRNAFUDOHELEOHZREEIIVICEHENATVRIREOEN ., COMEMD

FEEZFBENTHOTVET,

DA, CORBENIUTOAARRICEFELZSEZ BV EERABLEL L,

Firepower 1000 =) —X

Firepower 2100 1) —X

Firepower 4100 >\ —X

Firepower 9300 ¥ 1 U714 77S5AT VA

MDS 9000 U —AX NXILFLAY A4V F
VMware vSphere @ i7 Nexus 1000 Virtual Edge
Nexus 1000V Switch for VMware vSphere

Nexus 5500 7’2 Y N7 #—L ALY F

Nexus 5600 7’2 Y N7 #—L ALY F

Nexus 6000 > 1) —X RA4A Y F

Nexus 7000 > 1) —X RAA Y F

Cisco Secure Firewall 3100 1) —X

Cisco Secure Firewall 4200 1) —X

UCS 6200 —X777Uv U A422—0%U K
UCS6300 > —XT777Uv U A422—0%U K

7
7

2] 38 2R

COMRBHICHLIZIEBEREHYEEA,

BEZRVYTRNDIT

VINDITOTFTYTIL—RZEBRFIIEICEK. A EF1UT4 PRNAMFI R=DT



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh77786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi48264
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh77786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi48276
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi48276
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

AFTERAOHMOT RNAY U ZEHNICSRL T, REZZWHAEMETYTIL—
RYDV1-232-—AEi#RBLTSEEV,

WIFhoBEE, 7YTIL—RIBFNAALLTDEBXEIN BB E, BLUOREN/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZTHIC
BEEL TV, FHAERICDOWTI, Cisco Technical Assistance Center ( TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICHEBLEhELSEE L,

CiscoNX-OS VY7 kX7

HEEAND CiscoNX-OSIOS V7 R I ITOMRBEICLIZDBEDOARMEEZHTEDIRLSIC. A
T1l& Cisco Software Checker ZI2HLTVWET, cOYV—IZFESET, BENDYTIRNDIT
J)—RAICBEEFTEZIXNTOADEF21UT14 FRNAFUERETE, ThELOT R)NA
H)TERENERBUZBEL EHADDOU ) —A ( TFirst Fixeds ) ZHEETEEXRT, 1.
ZET3HBEICE. Software Checker ICK WY HBIENIZTXTOT RINAFUICERBEOITNTO
fEESMEAMEEE hi=HZIN')J—2R ( "Combined First Fixeds ) ZHBETEEXT,

COY—I)%EFEHATBICIE. Cisco Software Checkery] R— OFIBEICHVET, TEE., X
N7 A—LEFEALT, HBEDYIRNIITII-RAICHELZREFITHRBEREZRELET, D
T7A—LZFEATHICIE. ROFEICHVWET,

1.Y=ILTHRREITBDTRNAFVZBRLET,. COTRNAMHFUDOHK, X1 T 1 EEFY
fii (SIR) A" TEKR, £ "&H1 O RNAFUDIKR, IXTOT RNAHFUOVWThH
T9,

2. ZHITBV IRV TZEBRLET,

3. EXHITBTTYNTF—LEBIRLET,

4. 1)) —ABEZANLET, & XIE, CiscoNexus 3000 > —X AA Y FNHER
7.0(3)I7(5). ACI E— K® Cisco NX-0S V7 k™ I 7 DBAE 14.0(1h) T,

5. [FTYv 2 (Check )| Z0UYOLET,

2 Critical,High,Medium
COT RINAH D& CiscoNX-0SVY 7 ko7
HS5WBTTYRNTA—LA

Check

CiscoUCS Y7 RhDI7T

RITHERATE., ROKICRTV)—ABHRIFEETL L, FFHFERICOVWTE, 27 RNAHU
DEBEICEBHESATVWARNTIDO "3l 0232 2F5RLTSEEV,


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#asr

EQFICEAOAVTIRT7ITII=AN, AOFICEV)—ANZOT RINAHUICREHE
EMRBUENHEEZZTINESH, BLTFNSOMBUICHIZIBEZZC) ) —ANREh
TVET,

UCS 64008 K T'6500 ) —X 777 VY U422 =TI

CiscoUCS V7 RhJIFUIJ—XA First Fixed Release ( f§IEE hi=FNDJIJ—RX)
4.1 LAAl fesstE L

4.2 4.2(3K)

4.3 4.3(4a)

Product Security Incident Response Team ( PSIRT; ZOAX VI N %2574 412 F 2N LA
ROAF—L) ), COTRNAFVICEBENTVEIRZRHETHIV I —ABREMBEE LU
—ABHOAZRIELET,

B ETRHR

Cisco Nexus A4 Y FIZHiE% CiscoNX-OS V7 R IJIT TV —AOREICEL THR— NI H%
EBEE, UTOHRED ) —AICEITEIRFIXINESRBLTILKEETVY, EF2 )74 7K
NAFIVTRYFHFLWI ) —ZANHERENTVWEIESE., TOTRNAFUOHAZTAICRES

CcEEZBEBHLET,

CiscoMDS Y )—X ZA Y F

VMware [d l+ Cisco Nexus 1000V A1 Y F
Cisco Nexus 3000 Series Switches

Cisco Nexus 5500 7’5 Y R 7 #—IL AA Y F
Cisco Nexus 5600 7’5 Y R 7 #—LRA Y F
Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches
ACI E— R ® Cisco Nexus 9000 &) —X AL Y F

CiscoUCS Y7 RV ITICHRBRII-—AZBETBICRK., FNAADVI—A/—NIREHSE
NTLBHREY U —RACEIZIRFIXVNEZSRL TS EZ L,

FTEMASH E NAHER

Cisco PSIRT Tld&, &7 RNAHUICRET N TV EHELEOFERASHP T O LRGSR
TR XL A,

mefi

— MAfEEEM (L, Cisco Advanced Security Initiatives Group(ASIG) M Stephen Kubik KIC & 2R+


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html

FLUTATARNTRREENEIL I,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-
cmdinj-Lg6jsZhH

oG] B EE

N—>3a> B o3y AT—RA B+
1.0 AEARY ) —R — Final 202458 H28H
F AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABTVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HB2ENELERT, Fh, DATRBRAERFIXNOABRZFESLICEEL LY, EFLLEY
TRENEBLET,

AT RNAF)DORENBICEL TIHREE O URL ZEBEL, BIOEHEPERZRL 25S.
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE., ATDRHROIVR
A—HZXHRELTLVET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-cmdinj-Lq6jsZhH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-cmdinj-Lq6jsZhH

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



