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BFD/ \—ROIF7AHA7O0—RABHMICHE>TVWDEISA 2 H—REHERTSIZ1E. show bfd hw-
offload state CLI AN RZFEALET, BIRDT A H—ROVT I TERS K TEER
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RP/0/RSPO/CPU0:ASRI9006#show bfd hw-offload state Wed Mar 8 16:00:00.000 UTC BFD HW OFFLOAD Feature
state: 0/2/CPUQ0 --—-—--—----———————- Configuration State: Disabled Operational State: Disabled
RP/0/RSPO/CPU0:ASRI006#

ROPIE, BFED N\—RIITFHAT7O—RABMCZE>TVBTFNARAZRLTVET,

RP/0/RSPO/CPU0:ASR9006#show bfd hw-offload state Wed Mar 8 16:00:00.000 UTC BFD HW OFFLOAD Feature
state: 0/2/CPUQ ————————————————— Configuration State: Enabled

Operational State: Enabled

RP/0/RSP0O/CPUO:ASR9006#
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RP/0/RSPO/CPUO:ASR9006#show bfd all session Wed Mar 8 16:00:00.000 UTC IPv4: ----- Interface Dest Addr Local
det time(int*mult) State

Echo Async H/W NPU =—------meme mmm e e e e e —mm e e e e £i100 10.0.0.1 0s(0s*0)
900ms (300ms*3) UP

No n/a

Hu0/2/0/15 192.168.100.100 0s(0s*0) 900ms (300ms*3) UP
Yes 0/2/CPUO
RP/0/RSPO/CPU0:ASR9006#
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RP/0/RSP0/CPU0:ASRI9006#show bfd all session Wed Mar 8 16:00:00.000 UT IPv4: ----- IPV6: —----- Interface
Dest Addr Local det time(int*mult) State H/W NPU ECho ASYNC ————————— - oo
——————————————————————————————— Te0/1/0/10/0 fe80::36£8:e7ff:fee0:947 Yes 0/1/CPU0 0s(0s*0)

900ms (300ms*3) UP
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RP/0/RSPO/CPU0:ASR9006#config terminal

Wed Mar 8 16:00:00.000 UTC

RP/0/RSPO/CPU0:ASR9006 (config) #no hw-module bfd-hw-offload enable location 0/2/CPUO
RP/0/RSP0O/CPU0:ASR9006 (config) #commit

RP/0/RSP0O/CPU0:ASR9006 (config) #end

RP/0/RSP0/CPU0:ASR9006#hw-module subslot 0/2/CPU0 reload
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RP/0/RSP0/CPU0:ASRI006# show running-config ipv4 access-list
ipvd access-list BFD_DROP
5 remark * Mark sure to Allow Legitimate BFD peers *
10 permit udp 192.0.2.0 0.0.0.255 192.0.2.0 0.0.0.255 eq bfd
11 remark * Depending on BFD deployment may need *
12 permit udp 192.0.2.0 0.0.0.255 192.0.2.0 0.0.0.255 eqg 4784
13 permit udp 192.0.2.0 0.0.0.255 192.0.2.0 0.0.0.255 eqg 6784
15 remark * Drop all other attempts to the infrastructure address space *
20 deny udp any 192.0.2.0 0.0.0.255 eqg bfd
30 permit ipv4 any any
1

RP/0/RSPO/CPUO:ASRI006#
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RP/0/RSPO/CPU0:ASRI006%# ShOw running-config ipv4 access-list

ipv4 access-1list BFD_DROP_TTL

5 remark * Drop based purely on TTL. Allow our Single Hop BFD sessions *
10 permit udp any 192.0.2.0 0.0.0.255 eqg bfd ttl eg 255

11 remark * Depending on BFD deployment may need *

12 permit udp any 192.0.2.0 0.0.0.255 eq 4784 ttl eqg 255

13 permit udp any 192.0.2.0 0.0.0.255 eq 6784 ttl eqg 255

14 remark * You would need to tune the above two lines for multi-hop sessions *
15 remark * Deny anything else for BFD *

20 deny udp any any eq bfd ttl 1t 255

21 remark * You would need to tune the above line for multi-hop sessions *
30 permit ipv4 any any
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