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<#root>
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<#root>

device# 

show service-policy | include sip

 

Inspect: sip

 , packet 2, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0 
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ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®è£½å“�ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚



Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

•

Cisco Firepower Management Centerï¼ˆFMCï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

ã‚ªãƒ¼ãƒ—ãƒ³ã‚½ãƒ¼ã‚¹Snort 2•

ã‚ªãƒ¼ãƒ—ãƒ³ã‚½ãƒ¼ã‚¹Snort 3•

è©³ç´°

æ¬¡ã�«ç¤ºã�™Cisco FTDã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®Snort 3è¨å®šãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�¯ã€�Snort 
3ãƒ—ãƒã‚»ã‚¹ã�Œå†�èµ·å‹•ã�—ã�Ÿå ´å�ˆã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®å‡¦ç�†æ–¹æ³•ã‚’åˆ¶å¾¡ã�—ã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�ã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�®éš›ã�«SIPãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®å‡¦ç�†æ–¹æ³•ã�Œå¤‰æ›´ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Snortã�®ãƒ•ã‚§ãƒ¼ãƒ«ã‚ªãƒ¼ãƒ—ãƒ³•

snort preserve-connection•

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽFirepower Management 

Centerã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚¬ã‚¤ãƒ‰ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

Cisco ASAã€�FMCã€�ã�Šã‚ˆã�³FTDã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã�Šå®¢æ§˜ã�ŒCisco 
ASAã€�FMCã€�ã�Šã‚ˆã�³FTDã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’åˆ¤æ–ã�§ã��ã‚‹ã‚ˆã�†ã�«ã€�ã‚·ã‚¹ã‚³ã�§ã�¯Cisco

Software 

Checkerã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ãƒ„ãƒ¼ãƒ«ã‚’ä½¿ã�†ã�“ã�¨ã�§ã€�ç‰¹å®šã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«é–¢é€£ã�™ã‚‹ã�™ã�¹ã�¦ã�®ã‚·ã‚¹ã‚³
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’æ¤œç´¢ã�§ã��ã€�ã��ã‚Œã�žã‚Œã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§è¨€å�Šã�•ã‚Œã�Ÿè„†å¼±æ€§ã‚’ä¿®æ£ã�—ã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã€ŒFirst
Fixedã€�ï¼‰ã‚’ç‰¹å®šã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿã€�è©²å½“ã�™ã‚‹å ´å�ˆã�«ã�¯ã€�Software
Checker 

https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/policy_management.html#concept_uc1_gtq_ty
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/policy_management.html#concept_uc1_gtq_ty
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x


ã�«ã‚ˆã‚Šåˆ¤åˆ¥ã�•ã‚Œã�Ÿã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�®ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�Œä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã€ŒCombined
First Fixedã€�ï¼‰ã‚’ç‰¹å®šã�§ã��ã�¾ã�™ã€‚

ã�“ã�®ãƒ„ãƒ¼ãƒ«ã‚’ä½¿ç”¨ã�™ã‚‹ã�«ã�¯ã€�ã€ŒCisco Software 

Checkerã€�ãƒšãƒ¼ã‚¸ã�®æ‰‹é †ã�«å¾“ã�„ã�¾ã�™ã€‚ã�¾ã�Ÿã�¯ã€�æ¬¡ã�®ãƒ•ã‚©ãƒ¼ãƒ ã‚’ä½¿ç”¨ã�—ã�¦ã€�ç‰¹å®šã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«å½±éŸ¿ã‚’å�Šã�¼ã�™è„†å¼±æ€§ã‚’æ¤œç´¢ã�—ã�¾ã�™ã€‚ã�“ã�®ãƒ•ã‚©ãƒ¼ãƒ ã‚’ä½¿ç”¨ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®æ‰‹é †ã�«å¾“ã�„ã�¾ã�™ã€‚

æ¤œç´¢ã�™ã‚‹ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’é�¸æŠžã�—ã�¾ã�™ã€‚ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�é‡�å¤§ã�¾ã�Ÿã�¯é«˜ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡(SIR)ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�¿ã€�ã�¾ã�Ÿã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�¿ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚1. 

è©²å½“ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚2. 

è©²å½“ã�™ã‚‹ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚3. 

ãƒªãƒªãƒ¼ã‚¹ç•ªå�·ã‚’å…¥åŠ›ã�—ã�¾ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ã€�Cisco 
ASAã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å ´å�ˆã�¯9.16.2.11ã€�Cisco 
FTDã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å ´å�ˆã�¯6.6.7ã�¨å…¥åŠ›ã�—ã�¾ã�™ã€‚

4. 

[ãƒ�ã‚§ãƒƒã‚¯ï¼ˆCheckï¼‰] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚5. 

2     Critical,High,Medium  

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ã�®ã�¿  

Cisco ASA ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  ã�‚ã‚‰ã‚†ã‚‹ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ 

Enter Version   Check

 

FTD ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰æ‰‹é †ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco 

Firepower Management Center 

ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚¬ã‚¤ãƒ‰ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

 

ã��ã�®ä»–ã�®ãƒªã‚½ãƒ¼ã‚¹

æœ€é�©ã�ªCisco 
ASAã€�FTDã€�ã�¾ã�Ÿã�¯FMCã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã‚’æ±ºå®šã�™ã‚‹æ–¹æ³•ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã‚ˆã‚Šæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã��ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã‚¬ã‚¤ãƒ€ãƒ³ã‚¹ã�«å¾“ã�†ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

Cisco ASAã�®äº’æ�›æ€§ 

Cisco Secure Firewall ASAã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚¬ã‚¤ãƒ‰ 

ã€ŽCisco Secure Firewall Threat Defense Compatibility Guideã€�

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#asr
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide/getting_started.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
(https:/www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/planning.htmlx
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


