Cisco Small Business
RV110WaE€©RV1303€@RVI30WI€HAHS3, a3
RV215W

aF«afd, ;3@ RcRicOTa,naFa,:aF%aF3,88,13,"

&, ¢af%oaf € a,na, faFeasulD : cisco-sarv- CVE-2021-
8| ree-g3rxHnvm 1459

& @a...~é-ae—Y¥ : 2021-04-07 16:00

df @afva, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 9.8

&76€¢¢- : No workarounds available

Cisco 4f €8,° ID : CSCvx05139

oe—Youe-6759«a, " a cef...a taQ a€Qete ZaP«E, 8,<aZYR-1aQOPEQPZA...~a% QA<
Al

&, 69

Cisco Small Business RV110W3€€RV1303€@RV130Wa€ 5953, 59> RV215W 4f«af14d,;59®

Web
éf”"éf%é,1g®;g01‘é,né.fg'é,géf%éf-ééé,néﬂé@@é,,’ré%J_rae€§§0«é,“é,§é€0éaéé "1%3€+3,E3@ 30,39

dQ"'aO®e,Ta%+xe€85¢@ aEQWeb

3f™3f143, c®ic@ 18,088, 5f1haf5,83,03, 4@ 84 | 5145, 93@ ExE+3@359 —3@ V4. . ¥a5H3@®xrme”
HTTP

3f%8,78,75,'3f 5, 6€4;/3Q™3,3Q" 5O 39«3, 3,55€ Q39" "3O B, Ta+2€85,5,75, 4,'afF—4f5, 05 3¢

8815369 83€¢ d€Qxrm-e,Talh+txe€8@«a %at|a@™a 3 afaf 3, 4,83,¢
a,caffaf—aftafnasf a afeafafa,'a@—a@ | 5€,3€93%39-3,"3€,39"3@®e, Tal+te€83@«a %at | aQ™
Q"3 ®3,Caf%oaf€a,na,q éfaé®_§€Qae—|ié0®éfa§f3é,_é,“é,§gC°éaéé0§é®050%§0w§€,
https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-rce-g3rxHnvm

€023V, e£v2d" @
&, T8yt o83 P @D, 3, RE123" 9

GQ"aQP®e,Tal+tx€85@ F€@x-;3€@® Cisco Small Business RV &,-af2af1a,°
5f«af1ha,; 3@ «a21éY;3,39S3Q %I P—3Q9UIH™IE,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-rce-q3rxHnvm
http://isis.cloudapps.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx05139
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1459
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1459

RV110W Wireless-N VPN &f+4, i3 o8, ¢4, '8 O&fYAf «
RV 130 VPN &f «&f Y4, ¢

RV 130W Wireless-N &o3a80V &fYs VPN &f «&f V44, ¢
RV215W Wireless-N VPN &f«&fY, ¢

dftaf€a,nd,'e”"aRsae®ccoe’ @

5"3,E3, %03 @ ®af+3f 3,035,539 ® Web

3f™3f143, c®ic@18,088,;4F14af5,83,03,'54€ 3€C,i85'59« I QLI Q Q35 @, afaf 1A, «Ef«

LAN

27¥C33€QI9%IQYIQ aFAFCASUAS (BicPTrOYef i@ Ere¥%dS' i@ «IQaPLie 5€,3,E "
WAN

27¥cY33,4» 39 —3€ | 8" OC" 3P83Q QI QAUIY™IE Af15f5,0af«Af 3 PLIQ AEQAFAFCAL AT (R

aftaf€a,nd,'3@8afafcaruaf (®jc@trOYefd@ Ere%dS'd@«1Q 3QLIQ | 56,3, F3Q0F€

afM™afaa, c®ic@1a,nasfa, afuafa,83,03,'3, 6«3 @ QIEQ[aY e~ " A®Si14 " Basic

Settingsi%%o] > [affafcafhaaf ¢®ijc@ 1% Remote Managementi%%o]

5, 6@ 25739 —39%AO™EE, [20e%0aS %4 Enableila%:o]

if€a,8affa, afedffa, 4,'a@Ea,°aff 89«39 39£3€39,5,<3 A9 3€QIQVIHOBRIFLIAFOS,

8, T&Y/teE88, 49 «a, "985 €,30%3€,30"39 19 EC(e*Qi93,EaQPVeLLA"Q

Q" "3a@®3,Caf%0af@a,nd N33 Q®E, 18/aaES5Q A, 8,«e£ 123" @3,»3, &8,af83a@«& ~e%%0d @ 3
76 ¢C-

5O"3O®L, 131+ 2EIQ«3 %dt AQO™I D769 (-5O 50,3,550%5 3, 3€,

a®axfee aepéa,2afaf " aq,,4a,84,¢

5 815,350 30"30®3,Caf%afQ5,53 1539502 759 —3 | 50,3,@, 14Vitr5Q«d %t 5O™E,
Small Business RV110W3€€RV1305€©RV130WIEQRV215W
35« 143,; 3@ ®F, N3 @AFUIF 5O U, i°TIO—FQUIP—FOVIE TSR 2T IO«IO FEHIH"S,ES, %

Cisco Small Business RV 3, -8f%fY.a,°
Af «Bf Y, Y08 €6f B REFCAFIEf« I @RI ;1% %I @B®E2OAL 2,813 @53, 3 @3af 3P af1FSEFE, ¢, 8012

49Sa®C28" 39«3 a€@Cisco Small Business RV132WA€@RV1603€939%I OV
RV160W af«af13,; 3@ «c8»eiE3Q™3E, 39 "3 " 3,/395383, Q39 —39%UIQ™AE,

af taf €3,13,' 3@ ®C8»@|(FA, 'enced 739 ™35,«6539 3€Q[3,-3,'5,% 3,»3,af¥afaf15,£
a,Caf%oaf€a,na, 9asffi%s" Cisco Security Advisoriesi¥%o]


https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-742771.pdf
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-742771.pdf
https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-series-routers/eos-eol-notice-c51-742771.pdf

a,%2af*af¥afna, afsafa, c((°*Qie9—i@ | 9 QIQP 393 ,3€,

53¢, 39353, EF3©@®a ’50A50§§,,§€Qae—°é:Qéfiéféé,néﬂé@CEéQ§é®Cae§”éQ®éf@§ff§ "af aflaa,
Technical Assistance

Centeri%a"TACi%%03, i @—3 @ @3€@ AY'(,i@—a3@ | 3@,3,afiafPartarsara, af—afaf@a,nafeafaa €«
4, @eE£A"OC" " a%8%<E3Q "A...~a% Q™o "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p €€ e0e-3,Caf%oaf€a,nad i@ «e "e%%od@ 3, Ei€ | 39,3,¢,TaVtr€85 @

8108,

5 55,50 3€Q39"50®8,15%1x€85,3 +3559—39 | 5995 50-30£56Y Treck Zhou
2°PIQ«2, Ve 9i0,59VI0—39H%IQ™IE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-rv-rce-g3rxHnvm

ag'1g", At ¥ee

Af@afna, 3F5aF YA 8,»3, 3, -AfSaf2 | & 8fTAfVA cAL| ese—var

1.0 X @za..~é-afafafia," || &€’ a0 C%0” 2021-APR-07

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8; 98 %hiO®3,I0RIQ 190—i0 i9 29 PIHIO—ie 555 55
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS, 3,336 20e-df%0d,af¥af;afPaf a@®AT...8@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
a4, Caf%0af ©3,03, 35 @®e "8;°81.. 8059 «6-C 3O —3@ ' &f..8 +é..94:/39® URL

3,/ CeQPCYIQ—ICQPIQ («IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
3Q"3aQP®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@a,3,"3°eL£13"QAQP®AE, afaf%0af| 3f143,93,3 3464


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-rce-q3rxHnvm

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



