
ã‚·ã‚¹ã‚³è£½å“�ã�«å½±éŸ¿ã�™ã‚‹OpenSSLã�®è¤‡æ•°ã�®è„†å¼±æ€§ï¼š2021å¹´3æœˆ

 

æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿé½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚

æ¦‚è¦�

2021 å¹´ 3 æœˆ 25 æ—¥ã€�OpenSSL ãƒ—ãƒã‚¸ã‚§ã‚¯ãƒˆã�¯ 2 
ä»¶ã�®è„†å¼±æ€§ã‚’é–‹ç¤ºã�—ã�Ÿã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�‚ã‚‹ 
OpenSSL ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªï¼ˆ2021 å¹´ 3 æœˆ 25 
æ—¥ï¼‰ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�Œã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�•ã‚Œã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯æœ‰åŠ¹ã�ªé�žèª�è¨¼å±€ï¼ˆCAï¼‰è¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�—ã�¦
CA 
ã�¨ã�—ã�¦æ©Ÿèƒ½ã�—ã€�ä»»æ„�ã�®çµ„ç¹”ã€�ãƒ¦ãƒ¼ã‚¶ã€�ã�¾ã�Ÿã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨¼æ˜Žæ›¸ã�«ç½²å��ã�—ã�Ÿã‚Šã€�ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ï¼ˆDoSï¼‰çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssl-2021-

GHY28dJd

è©²å½“è£½å“�

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¾ã�—ã�Ÿã€‚ 

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�„è£½å“�ã�® 
Cisco Bug ID ã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco Bug ã�¯ Cisco Bug Search Tool 

ã�§æ¤œç´¢å�¯èƒ½ã�§ã�‚ã‚Šã€�å›žé�¿ç–ï¼ˆä½¿ç”¨å�¯èƒ½ã�ªå ´å�ˆï¼‰ã�¨ä¿®æ£ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�ªã�©ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å›ºæœ‰ã�®è¿½åŠ æƒ…å ±ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�¨åˆ¤æ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

openssl-2021-GHY28dJd

åˆ�å…¬é–‹æ—¥ : 2021-03-25 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2021-09-10 17:29

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.2 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.4

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID :

CVE-2021-

3450

CVE-2021-

3449

https://www.openssl.org/news/secadv/20210325.txt
https://www.openssl.org/news/secadv/20210325.txt
https://www.openssl.org/news/secadv/20210325.txt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssl-2021-GHY28dJd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssl-2021-GHY28dJd
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N/E:X/RL:X/RC:X
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3450
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3450
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3449
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3449


æ¬¡ã�®è¡¨ã�«ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚å°†æ�¥ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹æ—¥ã�Œç¤ºã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ã��ã�®æ—¥ä»˜ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹æœ€çµ‚æ›´æ–°æ—¥æ™‚ç‚¹ã�§ã‚·ã‚¹ã‚³ã�ŒæŠŠæ�¡ã�—ã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®æƒ…å ±ã�«åŸºã�¥ã�„ã�Ÿæ—¥ä»˜ã�«ã�ªã‚Šã�¾ã�™ã€‚ã�“ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�®æ—¥ä»˜ã�¯ã€�è©¦é¨“çµ�æžœã‚„å„ªå…ˆã�•ã‚Œã‚‹æ©Ÿèƒ½ã‚„ä¿®æ£ã�®æ��ä¾›ç‰ã�„ã��ã�¤ã�‹ã�®ç�†ç”±ã�«ã‚ˆã‚Šå¤‰æ›´ã�•ã‚Œã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚è©²å½“ã�™ã‚‹ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¾ã�Ÿã�¯æ—¥ä»˜ã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆï¼ˆãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã�Œç©ºç™½ã�«ã�ªã�£ã�¦ã�„ã�Ÿã‚Šã€�ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æŒ‡å®šã�Œã€Œæš«å®šã€�ã�«ã�ªã�£ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å ´å�ˆï¼‰ã€�ã�Šå®¢æ§˜ã�¯è©³ç´°ã�«ã�¤ã�„ã�¦é–¢é€£ã�™ã‚‹
Cisco ãƒ�ã‚°ã‚’å�‚ç…§ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œ 
Final 
ã�¨ãƒžãƒ¼ã‚¯ã�•ã‚Œã�Ÿå¾Œã€�ã‚ˆã‚Šè©³ç´°ã�ªæƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯é–¢é€£ã�™ã‚‹
Cisco ãƒ�ã‚°ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ã€‚

è£½å“� Cisco Bug ID Fixed Release Availability

Collaboration and Social Media

Cisco Webex ãƒŸãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚µãƒ¼ãƒ� CSCvx82619 4.0MR4ï¼ˆ2021 å¹´ 5 æœˆï¼‰

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco Webex Meetings for iOS CSCvx82617
41.4 (Feb 2021) 

11.4 (Feb 2021)

Meraki è£½å“�

Cisco Meraki MS390 -
ãƒªãƒªãƒ¼ã‚¹æœªå®šï¼ˆ2020 å¹´ 5 

æœˆï¼‰

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Firepower 4100 ã‚·ãƒªãƒ¼ã‚º CSCvx82705

2.10.1 (May 2021) 

2.9.1ï¼ˆ2021 å¹´ 6 æœˆï¼‰ 

2.11.1ï¼ˆ2021 å¹´ 10 æœˆï¼‰

Cisco Firepower 9300 ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ CSCvx82705

2.10.1 (May 2021) 

2.9.1ï¼ˆ2021 å¹´ 6 æœˆï¼‰ 

2.11.1ï¼ˆ2021 å¹´ 10 æœˆï¼‰

Cisco Threat Grid ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ M5 CSCvx82740 2.13.0 (Apr 2021)

Cisco Web Security Appliance (WSA) CSCvx82614 14.0 (Jun 2021)

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

ã‚·ã‚¹ã‚³ãƒ“ã‚¸ãƒ�ã‚¹ãƒ—ãƒã‚»ã‚¹ã�®è‡ªå‹•åŒ– CSCvx82587 3.1 (Jun 2021)

Cisco Connected Pharma CSCvx82681 1.5.7 (May 2021)

Cisco Container Platform CSCvx82677 10.0.0 (Apr 2021)

Cisco Evolved Programmable Network Manager CSCvx82652 5.1 (April 2021)

Cisco Kinetic for Cities CSCvx82734 MD 3.5.2.15ï¼ˆ2021 å¹´ 4 æœˆï¼‰

ã‚·ã‚¹ã‚³ ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹ ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚¿ CSCvx82693 4.0.0ï¼ˆ2021 å¹´ 7 æœˆï¼‰

Cisco Policy Suite CSCvx82748 21.2ï¼ˆ2021 å¹´ 8 æœˆï¼‰

Cisco Prime Infrastructure CSCvx82664
3.10ï¼ˆ2021 å¹´ 9 æœˆï¼‰ 

3.9 (May 2021)

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82619
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82617
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82705
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82705
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82740
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82614
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82587
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82681
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82677
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82652
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82734
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82693
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82748
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82664


Cisco Security Manager CSCvx82670 CSM 4.24ï¼ˆ2021 å¹´ 12 æœˆï¼‰

Cisco ä»®æƒ³ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ CSCvx82666
4.2 (May 2021) 

4.2.1 (July 2021)

Routing and Switching - Enterprise and Service Provider

Cisco 800 ã‚·ãƒªãƒ¼ã‚º ç”£æ¥ç”¨ã‚µãƒ¼ãƒ“ã‚¹çµ±å�ˆåž‹ãƒ«ãƒ¼ã‚¿ï¼ˆIOx 
æ©Ÿèƒ½ï¼‰

CSCvx88577
15.9ï¼ˆ3ï¼‰M4ï¼ˆ2021 å¹´ 7 

æœˆï¼‰

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCvx82673
7.3.2ï¼ˆ2021 å¹´ 10 æœˆï¼‰ 

7.5.1ï¼ˆ2021 å¹´ 12 æœˆï¼‰

Cisco IOS ã�Šã‚ˆã�³ IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCvx82754

17.6.1ï¼ˆ2021å¹´7æœˆï¼‰ 

17.3.4ï¼ˆ2021å¹´6æœˆï¼‰ 

17.4.3ï¼ˆ2021å¹´12æœˆï¼‰

Cisco IOx Fog Director CSCvx82750 1.14.3 (Apr 2021)

Cisco Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆNX-OS 10.1ï¼‰ CSCvx82861 10.1.2 (Apr 2021)

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ã€�NX-OS 
ãƒ¢ãƒ¼ãƒ‰ï¼‰ï¼ˆNX-OS 10.1ï¼‰

CSCvx82861 10.1.2 (Apr 2021)

Cisco c800 ã‚·ãƒªãƒ¼ã‚º ã‚µãƒ¼ãƒ“ã‚¹çµ±å�ˆåž‹ãƒ«ãƒ¼ã‚¿ï¼ˆIOx 
æ©Ÿèƒ½ï¼‰

CSCvx82752
15.9ï¼ˆ3ï¼‰M4ï¼ˆ2021 å¹´ 7 

æœˆï¼‰

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹

Cisco 250 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆ ã‚¹ã‚¤ãƒƒãƒ� CSCvx82728 3.2.xï¼ˆ2022 å¹´ 3 æœˆï¼‰

Cisco 350 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ï¼ˆSF350 ã�Šã‚ˆã�³ 
SG350ï¼‰ã‚¹ã‚¤ãƒƒãƒ�

CSCvx82727 3.2.xï¼ˆ2022 å¹´ 3 æœˆï¼‰

Cisco 550X ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¿ãƒƒã‚«ãƒ–ãƒ« ï¼ˆSF550 ã�Šã‚ˆã�³ 
SG550ï¼‰ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ã‚¹ã‚¤ãƒƒãƒ�

CSCvx82727 3.2.xï¼ˆ2022 å¹´ 3 æœˆï¼‰

Cisco Business 250 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆã‚¹ã‚¤ãƒƒãƒ� CSCvx82710 3.2.xï¼ˆ2022 å¹´ 3 æœˆï¼‰

Cisco Business 350 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ã‚¹ã‚¤ãƒƒãƒ� CSCvx82710 3.2.xï¼ˆ2022 å¹´ 3 æœˆï¼‰

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º RV320 

ãƒ‡ãƒ¥ã‚¢ãƒ«ã‚®ã‚¬ãƒ“ãƒƒãƒˆ WAN VPN ãƒ«ãƒ¼ã‚¿
CSCvx82720 è¨ˆç”»ã�ªã�—

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º RV325 ãƒ‡ãƒ¥ã‚¢ãƒ« WAN VPN 

ãƒ«ãƒ¼ã‚¿
CSCvx82721 è¨ˆç”»ã�ªã�—

Cisco Small Business RV130 ã‚·ãƒªãƒ¼ã‚º VPN ãƒ«ãƒ¼ã‚¿ CSCvx82717 è¨ˆç”»ã�ªã�—

Unified Computing

Cisco UCS Bã‚·ãƒªãƒ¼ã‚ºãƒ–ãƒ¬ãƒ¼ãƒ‰ã‚µãƒ¼ãƒ� CSCvx82644 4.2(1) (May 2021)

Cisco UCS ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ C ã‚·ãƒªãƒ¼ã‚º ãƒ©ãƒƒã‚¯ ã‚µãƒ¼ãƒ� - 
çµ±å�ˆç®¡ç�†ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©

CSCvx82648
4.2ï¼ˆ1aï¼‰ï¼ˆ2021 å¹´ 5 

æœˆï¼‰

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82670
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82666
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx88577
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82673
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82750
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82861
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82861
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82752
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82728
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82727
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82727
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82710
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82710
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82720
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82721
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82717
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82644
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82648


éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Computer Telephony Integration Object Serverï¼ˆCTIOSï¼‰ CSCvx82605
12.6(1) (May 2021) 

12.5(1) (May 2021)

Cisco IP Conference Phone 7832 

ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢
CSCvx84316 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Conference Phone 7832 CSCvx82765 14.1.1ï¼ˆ2021 å¹´ 9 æœˆï¼‰

Cisco IP Conference Phone 8832 

ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢
CSCvx84321 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Conference Phone 8832 CSCvx82791 14.1.1ï¼ˆ2021 å¹´ 9 æœˆï¼‰

Cisco IP Phone 6800 Series Multiplatform Firmware CSCvx84326 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 7800 Series Multiplatform Firmware CSCvx84320 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 8800 Series Multiplatform Firmware CSCvx84314 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 8800 Series CSCvx84332 14.1.1ï¼ˆ2021 å¹´ 9 æœˆï¼‰

Cisco IP Phone 8845 with Multiplatform Firmware CSCvx84315 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 8845 CSCvx84323 14.1.1ï¼ˆ2021 å¹´ 9 æœˆï¼‰

Cisco IP Phone 8865 with Multiplatform Firmware CSCvx84315 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 8865 CSCvx84323 14.1.1ï¼ˆ2021 å¹´ 9 æœˆï¼‰

Cisco Unified Contact Center Enterprise CSCvx82605
12.6(1) (May 2021) 

12.5(1) (May 2021)

Cisco Unified Intelligent Contact Management Enterprise CSCvx82605
12.6(1) (May 2021) 

12.5(1) (May 2021)

Cisco Virtualization Experience Media Edition CSCvx82792 14.0.1 (May 2021)

Cisco Webex Hybrid Data Security Node CSCvx82620 2021.02.10.4763 (May 2021)

Cisco Webex Room Phone CSCvx84328 1.2(0)SR1ï¼ˆ2021å¹´8æœˆï¼‰

Cisco Webex ãƒ“ãƒ‡ã‚ªãƒ¡ãƒƒã‚·ãƒ¥ CSCvx82684
2021.04.22.2nnnï¼ˆ2021 å¹´ 4 

æœˆï¼‰

Cisco Webex ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹é›»è©± CSCvx84322 1.3ï¼ˆ0ï¼‰ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco Wireless IP Phone 8821 CSCvx82788 11.0(6)SR2ï¼ˆ2021 å¹´ 9 æœˆï¼‰

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° 
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Meeting Server CSCvx82685
3.2.1 (May 2021) 

3.1.3 (May 2021)

Cisco TelePresence MX ã�Šã‚ˆã�³ SX ã‚·ãƒªãƒ¼ã‚º CSCvy03325
CE-10.3.2.xï¼ˆ2021 å¹´ 5 æœˆï¼‰ 

CE-9.15.3.xï¼ˆ2021 å¹´ 5 æœˆï¼‰

Cisco Video Surveillance Media Server CSCvx82708 VSM-7.14.3ï¼ˆ2021 å¹´ 5 æœˆï¼‰

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82605
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84316
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82765
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84321
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82791
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84326
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84320
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84314
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84332
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84315
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84323
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84315
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84323
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82605
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82605
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82792
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82620
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84328
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82684
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx84322
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82788
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82685
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvy03325
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82708


Cisco Webex Boardï¼ˆã�™ã�¹ã�¦ã�®ãƒ¢ãƒ‡ãƒ«ï¼‰ CSCvy03325
CE-10.3.2.xï¼ˆ2021 å¹´ 5 æœˆï¼‰ 

CE-9.15.3.xï¼ˆ2021 å¹´ 5 æœˆï¼‰

Cisco Webex DX70 ã�Šã‚ˆã�³ DX80 CSCvy03325
CE-10.3.2.xï¼ˆ2021 å¹´ 5 æœˆï¼‰ 

CE-9.15.3.xï¼ˆ2021 å¹´ 5 æœˆï¼‰

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco WAP121 Wireless-N 

ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆã‚·ãƒ³ã‚°ãƒ«ãƒ�ã‚¤ãƒ³ãƒˆè¨å®šï¼‰
CSCvx82732 è¨ˆç”»ã�ªã�—

Cisco WAP321 Wireless-N 

ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆã‚·ãƒ³ã‚°ãƒ«ãƒ�ã‚¤ãƒ³ãƒˆè¨å®šï¼‰
CSCvx82732 è¨ˆç”»ã�ªã�—

Cisco WAP371 Wireless-AC/N 

ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆã‚·ãƒ³ã‚°ãƒ«ãƒ�ã‚¤ãƒ³ãƒˆè¨å®šï¼‰
CSCvx82730 è¨ˆç”»ã�ªã�—

ã‚·ã‚¹ã‚³ ã‚¯ãƒ©ã‚¦ãƒ‰ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹

Cisco Cloud Network Automation Provisioner CSCvx82591  

Cisco Smart Net Total Care - On-Premises CSCvx82599 2.1.1 (May 2021)

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®è£½å“�ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco AnyConnect Network Access Manager•

Cisco AnyConnect Secure Mobility Client for Android•

Cisco AnyConnect Secure Mobility Client for Linux•

Cisco AnyConnect Secure Mobility Client for Mac OS X•

Cisco AnyConnect Secure Mobility Client for Windows•

Cisco AnyConnect Secure Mobility Client for iOS•

Cisco Jabber Guest•

Cisco Jabber Software Development Kit•

Cisco Jabber for Mac•

Cisco Jabber for Windows•

Cisco Webex Business Suite•

Cisco Webex Meetings Client - ãƒ›ã‚¹ãƒˆåž‹•

Meraki è£½å“�

Cisco Meraki Goï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰•

Cisco Meraki MGï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰•

Cisco Meraki MRï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰•

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvy03325
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvy03325
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82732
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82732
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82730
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82591
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvx82599


Cisco Meraki MS120 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS125 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS210 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS225 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS250 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS350 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS355 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS410 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS425 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MS450 ã‚·ãƒªãƒ¼ã‚º•

Cisco Meraki MTï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰•

Cisco Meraki MVï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰•

Cisco Meraki MXï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰•

Cisco Meraki Z ã‚·ãƒªãƒ¼ã‚ºï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco Cloud Services Platform 2100•

Cisco Tetration Analytics•

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco AMP ä»®æƒ³ãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆ ã‚¯ãƒ©ã‚¦ãƒ‰ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco Adaptive Security Applianceï¼ˆASAï¼‰•

Cisco Content Security Management Appliance (SMA)•

Cisco Email Security Appliance (ESA)•

Cisco Firepower 1000 ã‚·ãƒªãƒ¼ã‚º•

Cisco Firepower 2100 ã‚·ãƒªãƒ¼ã‚º•

Cisco Firepower Management Center•

Cisco Identity Services Engineï¼ˆISEï¼‰•

Cisco Umbrella ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco ACI Multi-Site Orchestrator•

Cisco Application Policy Infrastructure Controllerï¼ˆAPICï¼‰•

Cisco Cyber Vision•

Cisco Data Center Network Managerï¼ˆDCNMï¼‰•

Cisco FindIT Network Probe•

Cisco NetFlow Generation Appliance•

Cisco Network Analysis Module•



Cisco Network Services Orchestratorï¼ˆNSOï¼‰•

Cisco Prime Access Registrar•

Cisco Prime Collaboration Assurance•

Cisco Prime Collaboration Deployment•

Cisco Prime Collaboration Provisioning•

Cisco Prime License Manager•

Cisco Network Configuration and Change Management•

Cisco Prime Network Registrar ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco Prime Network Registrar•

Cisco Prime Opticalã‚µãƒ¼ãƒ“ã‚¹ ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼å�‘ã�‘•

Cisco Prime Performance Manager•

Cisco Prime ã‚µãƒ¼ãƒ“ã‚¹ ã‚«ã‚¿ãƒã‚°ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco Telemetry Broker•

Cisco UCS Central ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco WAN Automation Engineï¼ˆWAEï¼‰•

Routing and Switching - Enterprise and Service Provider

Cisco ACI Virtual Edge•

Cisco ASR 5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco ASR 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚°ãƒªã‚²ãƒ¼ã‚·ãƒ§ãƒ³ ã‚µãƒ¼ãƒ“ã‚¹ 

ãƒ«ãƒ¼ã‚¿ä»®æƒ³ã‚µãƒ¼ãƒ“ã‚¹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«

•

Cisco Application Policy Infrastructure Controllerï¼ˆAPICï¼‰ - 

ã‚¨ãƒ³ã‚¿ãƒ¼ãƒ—ãƒ©ã‚¤ã‚ºãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«

•

Cisco DNA Center•

Cisco MDS 9000 Series Multilayer Switches•

Cisco Network Assurance Engine•

Cisco Nexus 1000V ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 6000 Series Switches•

Cisco Nexus 7000 Series Switches•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Cisco SD-WAN vEdge 1000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco SD-WAN vEdge 2000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco SD-WAN vEdge 5000 ã‚·ãƒªãƒ¼ã‚ºãƒ«ãƒ¼ã‚¿•

Cisco SD-WAN vEdge Cloud ãƒ«ãƒ¼ã‚¿ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ •

Cisco Stealthwatch Cloud•

Cisco Stealthwatch ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚³ãƒ³ã‚»ãƒ³ãƒˆãƒ¬ãƒ¼ã‚¿•

NetFlow å�‘ã�‘ Cisco Stealthwatch ãƒ•ãƒãƒ¼ã‚³ãƒ¬ã‚¯ã‚¿•



sFlow å�‘ã�‘ Cisco Stealthwatch ãƒ•ãƒãƒ¼ã‚³ãƒ¬ã‚¯ã‚¿•

Cisco Stealthwatch ãƒ•ãƒãƒ¼ã‚»ãƒ³ã‚µãƒ¼•

Cisco StealthWatch ç®¡ç�†ã‚³ãƒ³ã‚½ãƒ¼ãƒ«•

Cisco Stealthwatch UDP Director•

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹

Cisco 220 ã‚·ãƒªãƒ¼ã‚º ã‚¹ãƒžãƒ¼ãƒˆãƒ—ãƒ©ã‚¹ï¼ˆSF220 ã�Šã‚ˆã�³ 
SG220ï¼‰ã‚¹ã‚¤ãƒƒãƒ�

•

Cisco 500 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¿ãƒƒã‚«ãƒ–ãƒ«ï¼ˆSF500 ã�Šã‚ˆã�³ 
SG500ï¼‰ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ã‚¹ã‚¤ãƒƒãƒ�

•

Cisco FindIT ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ãƒžãƒ�ãƒ¼ã‚¸ãƒ£•

Cisco RV132W ADSL2+ Wireless-N VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV134W VDSL2 Wireless-AC VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV160 VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV160W Wireless-AC VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV260ã€�RV260Pã€�ã�Šã‚ˆã�³ RV260W VPN ãƒ«ãƒ¼ã‚¿•

Cisco RV340W ãƒ‡ãƒ¥ã‚¢ãƒ« WAN ã‚®ã‚¬ãƒ“ãƒƒãƒˆ Wireless-AC VPN ãƒ«ãƒ¼ã‚¿•

Cisco Small Business 300 ã‚·ãƒªãƒ¼ã‚ºï¼ˆSF300 ã�Šã‚ˆã�³ SG300ï¼‰•

Cisco WAP125 Wireless-AC ãƒ‡ãƒ¥ã‚¢ãƒ«ãƒ�ãƒ³ãƒ‰ ãƒ‡ã‚¹ã‚¯ãƒˆãƒƒãƒ— ã‚¢ã‚¯ã‚»ã‚¹ 
ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoEå¯¾å¿œï¼‰

•

Cisco WAP150 Wireless-AC/N ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE 
å¯¾å¿œï¼‰

•

Cisco WAP361 Wireless-AC/N ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¦ã‚©ãƒ¼ãƒ« ãƒ—ãƒ¬ãƒ¼ãƒˆ ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE å¯¾å¿œï¼‰
•

Cisco WAP571 Wireless-AC/N 

ãƒ—ãƒ¬ãƒŸã‚¢ãƒ ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆPoE å¯¾å¿œï¼‰
•

Cisco WAP571E Wireless-AC/N 

ãƒ—ãƒ¬ãƒŸã‚¢ãƒ ãƒ‡ãƒ¥ã‚¢ãƒ«ç„¡ç·šå±‹å¤–ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ
•

Cisco WRP500 Wireless-AC ãƒ–ãƒãƒ¼ãƒ‰ãƒ�ãƒ³ãƒ‰ãƒ«ãƒ¼ã‚¿•

Unified Computing

Cisco Common Services Platform Collector•

Cisco Enterprise NFV Infrastructure Softwareï¼ˆNFVISï¼‰•

Cisco HyperFlex System•

Cisco UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco UCS 6300 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco UCS 6400 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco UCS Director•

Cisco UCS E ã‚·ãƒªãƒ¼ã‚º ã‚µãƒ¼ãƒ�•



Cisco UCS Manager•

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco ATA 191 ã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿•

Cisco Agent Desktop for Cisco Unified Contact Center Express•

Cisco Business Edition 4000•

Cisco Emergency Responder•

Cisco Finesse•

Cisco Hosted Collaboration Mediation Fulfillment•

Cisco IP DECT 110 ãƒªãƒ”ãƒ¼ã‚¿ãƒ¼ ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  
ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢

•

Cisco IP DECT 210 Multi-Cell ãƒ™ãƒ¼ã‚¹ã‚¹ãƒ†ãƒ¼ã‚·ãƒ§ãƒ³•

Cisco IP DECT 6800 ã‚·ãƒªãƒ¼ã‚º•

Cisco IP DECT 6823 ãƒžãƒ«ãƒ�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢•

Cisco IP DECT Phone RPT-110 ãƒªãƒ”ãƒ¼ã‚¿ãƒ¼•

Cisco IP Phone 7800 ã‚·ãƒªãƒ¼ã‚º•

Cisco MediaSense•

Cisco Paging Serverï¼ˆInformacastï¼‰•

Cisco Paging Server•

Cisco SPA51x IP ãƒ•ã‚©ãƒ³•

Cisco SPA8800 IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

Cisco Small Business SPA300 ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

Cisco Small Business SPA500 ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

Cisco Unified Attendant Console Advanced•

Cisco Unified Attendant Console Business Edition•

Cisco Unified Attendant Console Department Edition•

Cisco Unified Attendant Console Enterprise Edition•

Cisco Unified Attendant Console Premium Edition•

Cisco Unified Attendant Console Standard•

Cisco Unified Communications Domain Manager•

Cisco Unified Communications Manager/Cisco Unified Communications Manager 

ã‚»ãƒƒã‚·ãƒ§ãƒ³ ç®¡ç�†ã‚¨ãƒ‡ã‚£ã‚·ãƒ§ãƒ³
•

Cisco Unified Communications Manager IM & Presence Serviceï¼ˆæ—§ç§° CUPSï¼‰•

Cisco Unified Contact Center Express•

Cisco Unified IP ä¼šè°ç”¨é›»è©± 8831•

Cisco Unified IP Phone 3905•

Cisco Unified IP Phone 6901•

Cisco Unified IP Phone 6911•

Cisco Unified IP Phone 7937•

Cisco Unified IP Phone 8945•

Cisco Unified IP Phone 8965•



Cisco Unified Intelligence Center•

Cisco Unified SIP Proxy ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Unity Connection•

Cisco Unity Express•

Cisco Virtualized Voice Browser•

Cisco Webex Share•

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Expressway Series•

Cisco Meeting Management•

Cisco TelePresence Video Communication Serverï¼ˆVCSï¼‰•

Cisco Video Surveillance 8000 ã‚·ãƒªãƒ¼ã‚º IP ã‚«ãƒ¡ãƒ©•

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco ASA 5506W-X with FirePOWER ã‚µãƒ¼ãƒ“ã‚¹•

Cisco Aironet 1560 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1810 ã‚·ãƒªãƒ¼ã‚º OfficeExtend ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1810w ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1815 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1830 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1850 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 2800 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 3800 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 4800 ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�™ã‚‹ Cisco Aironet ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Catalyst 9100 ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©•

ã‚·ã‚¹ã‚³ ã‚¯ãƒ©ã‚¦ãƒ‰ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹

Cisco Business Video Services Automation Software•

Cisco CX Cloud Agent ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco ã‚¯ãƒ©ã‚¦ãƒ‰ E ãƒ¡ãƒ¼ãƒ« ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£•

Cisco Cloud Web Security•

Cisco Registered Envelope Service•

Cisco Services Provisioning Platform•

Cisco Unified Communications Manager Cloud•

Cisco Universal Small Cell CloudBase Factory Recovery Root File System - ãƒªãƒªãƒ¼ã‚¹ 2.99.4 

ä»¥é™�
•



Cisco WebEx Centers - Meeting Center, Training Center, Event Center, Support Center•

Cisco Webex Meeting ã‚µãƒ¼ãƒ� - ãƒžãƒ«ãƒ�ãƒ¡ãƒ‡ã‚£ã‚¢ ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ •

Cisco WebEx Network-Based Recording (NBR) Management•

è©³ç´°

OpenSSL è¨¼æ˜Žæ›¸ã�®æ¤œè¨¼ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§

OpenSSL 

ã�«ã�¯ã€�æ”»æ’ƒè€…ã�Œæœ‰åŠ¹ã�ªé�žèª�è¨¼å±€ï¼ˆCAï¼‰è¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�—ã�¦
CA 
ã�¨ã�—ã�¦æ©Ÿèƒ½ã�—ã€�ä»»æ„�ã�®çµ„ç¹”ã€�ãƒ¦ãƒ¼ã‚¶ã€�ã�¾ã�Ÿã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨¼æ˜Žæ›¸ã�«ç½²å��ã�™ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�X.509 
è¨¼æ˜Žæ›¸ãƒ�ã‚§ãƒ¼ãƒ³ã�®æ¤œè¨¼ãƒã‚¸ãƒƒã‚¯ã�§ãƒ�ã‚§ãƒƒã‚¯ã�Œãƒ�ã‚¤ãƒ‘ã‚¹ã�•ã‚Œã‚‹ã�Ÿã‚�ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã�Œé�ž
CA 
è¨¼æ˜Žæ›¸ã�¾ã�Ÿã�¯è¨¼æ˜Žæ›¸ãƒ�ã‚§ãƒ¼ãƒ³ã�«ã‚ˆã�£ã�¦ç½²å��ã�•ã‚Œã�Ÿæœ‰åŠ¹ã�ªè¨¼æ˜Žæ›¸ã�¨ã�—ã�¦å�—ã�‘å…¥ã‚Œã‚‰ã‚Œã‚‹ã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�æœ‰åŠ¹ã�ªè¨¼æ˜Žæ›¸ã�¾ã�Ÿã�¯è¨¼æ˜Žæ›¸ãƒ�ã‚§ãƒ¼ãƒ³ã‚’ä½¿ç”¨ã�—ã�¦å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿè¨¼æ˜Žæ›¸ã�«ç½²å��ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�§ã��ã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�Œæˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯ä¸é–“è€…æ”»æ’ƒï¼ˆMiTMï¼‰ã‚’è¡Œã�„ã€�æ©Ÿå¯†æƒ…å ±ï¼ˆã�¾ã�Ÿã�¯èª¤ã�£ã�¦å ±å‘Šã�•ã‚Œã‚‹æƒ…å ±ï¼‰ã‚’å�–å¾—ã�—ã�Ÿã‚Šã€�çµ„ç¹”ã€�ãƒ¦ãƒ¼ã‚¶ã€�ã�¾ã�Ÿã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�ªã‚Šã�™ã�¾ã�™ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿã€�ã�“ã�®è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�Œè¨¼æ˜Žæ›¸èª�è¨¼ã�«ã‚ˆã�£ã�¦ä¿�è·ã�•ã‚Œã�¦ã�„ã‚‹ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚„è³‡ç”£ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�«ã�¯æ¬¡ã�® CVE ID 
ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

CVE-2021-3450•

OpenSSL NULL 
ãƒ�ã‚¤ãƒ³ã‚¿é€†å�‚ç…§ã�«ã‚ˆã‚‹ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ï¼ˆDoSï¼‰è„†å¼±æ€§

OpenSSL 

ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�Œæ¨™çš„ã�¨ã�—ã�Ÿã‚·ã‚¹ãƒ†ãƒ ã�§ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ï¼ˆDoSï¼‰çŠ¶æ…‹ã‚’ç™ºç”Ÿã�•ã�›ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�æ¨™çš„ã�¨ã�ªã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ãƒ¡ãƒ¢ãƒªæ§‹é€ ã�Œèª¤ã�£ã�¦å‡¦ç�†ã�•ã‚Œã€�ãƒŒãƒ«
ãƒ�ã‚¤ãƒ³ã‚¿ã�Œé€†å�‚ç…§ã�•ã‚Œã‚‹ã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ
Transport Layer 
Securityï¼ˆTLSï¼‰ãƒ‘ã‚±ãƒƒãƒˆã‚’è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«é€�ä¿¡ã�—ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯
TLS 

ã‚µãƒ¼ãƒ�ãƒ—ãƒã‚»ã‚¹ã�§ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã‚’å¼•ã��èµ·ã�“ã�™ã�“ã�¨ã�Œã�§ã��ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§
DoS çŠ¶æ…‹ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

æ³¨ï¼šã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�®ã�¯ã€�ç�€ä¿¡TLSv1.2ãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�—ã�¦ã�„ã‚‹ã‚µãƒ¼ãƒ�ã� ã�‘ã�§ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�«ã�¯æ¬¡ã�® CVE ID 
ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

CVE-2021-3449•
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2021 å¹´ 7 æœˆ 6 

æ—¥

1.17 Cisco Bug ID ã‚’ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ˜ãƒƒãƒ€ãƒ¼ã�‹ã‚‰å‰Šé™¤ã€‚ Header Interim
2021 å¹´ 5 æœˆ 10 

æ—¥

1.16
è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�¨è„†å¼±æ€§ã�®ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚è©³ç´°ã�ªèª¿æŸ»ã�®çµ�æžœã€�ã‚·ã‚¹ã‚³ã�¯ Cisco Meraki MS390 ã�Œ CVE ID CVE-2021-3449 
ã�§è˜åˆ¥ã�•ã‚Œã‚‹è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�Ÿç‚¹ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä»¥å‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�¯ã€�è„†å¼±ã�§ã�¯ã�ªã�„ã�¨èª¤ã�£ã�¦è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�—ã�Ÿã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim
2021 å¹´ 5 æœˆ 7 

æ—¥

1.15
è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�¨è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ã�•ã‚‰ã�«èª¿æŸ»ã‚’é€²ã‚�ã�Ÿçµ�æžœã€�Cisco SD-WAN vEdge 1000ã€�2000ã€�5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ã�Šã‚ˆã�³ Cisco SD-WAN vEdge ã‚¯ãƒ©ã‚¦ãƒ‰ 
ãƒ«ãƒ¼ã‚¿ ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim 2021-APR-27

1.14 è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�¨è„†å¼±æ€§ã�®ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ã�•ã‚‰ã�«èª¿æŸ»ã‚’é€²ã‚�ã�Ÿçµ�æžœã€�Cisco FindIT Network Probe ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim 2021-APR-22

1.13 è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚Cisco Bug ID CSCvx82788 ã�¨ CVSS ã‚¹ã‚³ã‚¢ã‚’ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ˜ãƒƒãƒ€ãƒ¼ã�‹ã‚‰å‰Šé™¤ã€‚ ãƒ˜ãƒƒãƒ€ãƒ¼ã�¨è„†å¼±ã�ªè£½å“� Interim 2021-APR-21

1.12
èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ã�•ã‚‰ã�«èª¿æŸ»ã‚’é€²ã‚�ã�Ÿçµ�æžœã€�Cisco Network Services 
Orchestratorï¼ˆNSOï¼‰ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim 2021-APR-20

1.11
èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�Cisco Firepower 4100 ã‚·ãƒªãƒ¼ã‚ºã€�Cisco Firepower 9300 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®æ��ä¾›çŠ¶æ³�ã‚’æ›´æ–°ã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim 2021-APR-15

1.10
èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ã�•ã‚‰ã�«èª¿æŸ»ã�—ã�Ÿçµ�æžœã€�ã‚·ã‚¹ã‚³ã�¯ã€�Cisco Application Policy Infrastructure Controllerï¼ˆAPICï¼‰Enterprise Module 
ã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim
2021 å¹´ 4 æœˆ 14 

æ—¥

1.9

èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚Cisco Computer Telephony Integration Object Serverï¼ˆCTIOSï¼‰ã€�Cisco Unified Contact Center Enterpriseã€�ã�Šã‚ˆã�³Cisco Unified Intelligent Contact 
Management Enterpriseã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹ã�®å�¯ç”¨æ€§æƒ…å ±ã‚’æ›´æ–°ã�—ã�¾ã�™ã€‚ã�•ã‚‰ã�«èª¿æŸ»ã�—ã�Ÿçµ�æžœã€�ã‚·ã‚¹ã‚³ã�¯Cisco Webex Shareã€�Cisco DNA Centerã€�Cisco Jabber for Macã€�Cisco Jabber for Windowsã€�ã�Šã‚ˆã�³Cisco Cyber Vision 
ã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim
2021 å¹´ 4 æœˆ 12 

æ—¥

1.8 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim
2021 å¹´ 4 æœˆ 8 

æ—¥

1.7 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim
2021 å¹´ 4 æœˆ ï¼– 

æ—¥

1.6 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.3 ã�®æ”¹è¨‚å±¥æ´ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã�Šã‚ˆã�³æ”¹è¨‚å±¥æ´ Interim
2021 å¹´ 4 æœˆ 5 

æ—¥

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssl-2021-GHY28dJd
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-openssl-2021-GHY28dJd


ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.5

èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚CVE-2021-
3449ã�§ç‰¹å®šã�•ã‚Œã�Ÿè„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�Ÿã‚�ã�«å…¬é–‹ã�•ã‚Œã�¦ã�„ã‚‹ã‚³ãƒ¼ãƒ‰ã�«é–¢ã�™ã‚‹æƒ…å ±ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�•ã‚‰ã�«èª¿æŸ»ã�—ã�Ÿçµ�æžœã€�ã‚·ã‚¹ã‚³ã�¯ Cisco Identity Services 
Engineï¼ˆISEï¼‰ã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚ä»¥å‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�¯ã€�è„†å¼±ã�§ã�‚ã‚‹ã�¨èª¤ã�£ã�¦è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�—ã�Ÿã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Šã‚ˆã�³æ‚ªç”¨ã‚„å…¬é–‹ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim
2021 å¹´ 4 æœˆ 1 

æ—¥

1.4 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim 2021-MAR-31

1.3
èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚è©³ç´°ã�®ã€Œãƒ�ã‚§ãƒƒã‚¯ã�•ã‚Œã�ªã�„ã€�ã‚’ã€Œãƒ�ã‚§ãƒƒã‚¯ã�Œãƒ�ã‚¤ãƒ‘ã‚¹ã�•ã‚Œã‚‹ã€�ã�«å¤‰æ›´ã€‚ã�•ã‚‰ã�«èª¿æŸ»ã�—ã�Ÿçµ�æžœã€�ã‚·ã‚¹ã‚³ã�¯ 
Cisco Meeting Management ã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚ä»¥å‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�¯ã€�è„†å¼±ã�§ã�‚ã‚‹ã�¨èª¤ã�£ã�¦è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�—ã�Ÿã€‚

è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã€�ã�Šã‚ˆã�³è©³ç´° Interim 2021-MAR-30

1.2 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ è©²å½“è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“� Interim 2021-MAR-29

1.1 èª¿æŸ»ä¸ã�®è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim 2021-MAR-26

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim 2021-MAR-25

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


