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<#root>
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show running-config | include "feature udld"

feature udld
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[47246Y; 5@ ®E0©+a%i{i% Impact Ratingi%%o] af%oafaf faf—af€A, 1[5, 14f 5@ ®
[a.é-"1Ya"Mediumi'a%o] f ©3,83ff3, afoedffa, a,'a,'3,°3a@«a@—3 QNI ™AE,

Cisco Nexus 30004€ 538, 3€3°90004,-35235144,°4,"a,#afFaf @ SMU

Cisco Nexus 30003€53,"3€390003,-3f23f%3,°3,"3,paffaf @ 3€©83€ 3€@SMUI@ Cisco NX-
0S3,%.af+af"a, 3,83, a@83%; (" a@83@@3QHI@™aE,x-ja@® SMU &, Cisco.com 3&@®
Software Center &€p<3,%0af€3, | af°afaf14af%03 @83 @ @I Q%I @™IE,

. BfefeEfY:4,17.0(3)17(8):nx0s.CSCw78238-n9K_ALL-1.0.0-7.0.3.17.8.1ib32_n9000.rpm
. BfefeEfY:4,17.0(3)17(9):nx0s.CSCw78238-n9K_ALL-1.0.0-7.0.3.17.9.1ib32_n9000.rpm


https://tools.cisco.com/security/center/softwarechecker.x
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» Cisco Nexus 9000 Series Switches

a0, BREA. . A S ete-"d9®ef. 8 39« EQuie, 0 10 QIO IO, Caf%af 5,15, 1556
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Cisco Nexus 7000 &, -Afifv.3,° & 14, odf fif @ 5€©® SMU

Cisco Nexus 70008, -3 .4, 95, 14, odf fif @ 39 §3€ F€@SMUIQ Cisco NX-
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* n7000-s2-dk9.8.2.6.CSCvx15395.bin
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FQBAESFES, | AP afaf%haf%oa€ 3,083, aF afhaf«3 QRO I P«IPri@, 39 | 36 3€@F€/Cisco
Nexus 7000 Series NX-OS System Management Configuration

Guidea€ @a@®a€EPerforming Software Maintenance

Upgradesi€€3,'a€,¢..80 90—3@ | Q@O 3€©°30,3€,
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4.1 4.1(2c)
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Cisco MDS &, -af%fv.8.° 8 14 vaf faf &

Vmware 4 %4 cadf faf @3a€'a€’' Cisco Nexus 1000V

Cisco Nexus 3000 Series Switches

Cisco Nexus 5500 af—af©af faf"af-a ©afv.af a'acaffaf€e

Cisco Nexus 5600 &f—af©af faf &f 8 ©afv.af 8 '8 caf faf€

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches

ACI &fCafYaf%.a€@® Cisco Nexus 9000 §,-3f25143,° 3,'3,03ffaf €

Cisco UCS
8 Y58f+8f "3, 15,88, Ca@«r e @O @ afafiafg, d, cC°e’° @i @ ™3« @«a@ ac@affafea na,'a@®afras

3, @RrEA"OC" " a%a%<aQ "a...~ava@c™Mog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p83 € A€ @20e-3,Caf%oaf@a,ra, Nafa@«e "%%od€ 3, Ed@ | 3@, 3,8, TaVte€

8108

dQ"'aO®e,Ta%+e€85@ a€QCisco TAC d@®3, pafe@asfhuas”
3,£3f1h3,' 3@ ®E8L2+°5 3@ «C™°e | 5@+3, EFQHIQP—aQYAE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-udl d-rce-xetH6wW35

4

o' 1e", at¥ee


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5600/sw/release/recommended_releases/n5600_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-udld-rce-xetH6w35

af @af1ad, aF5a S a7 8,»8, 3, -Bf 8413 | &, 18 TAf YA, ¢4 L Date

1.0 & @a7a...~é-<afafrafna, | &€ a80EECC%0” 20214 28508 2452—¥

d'©¢" Q¢ .,

ae0ed, Caf %odf € 3,703,953 @ C,i8, 98 %hIQP®S, IQPRIQP IQ—iQ iQ 2QOIWIOP—3€  3€535,55¢
e0e-3,Caf%0af 3,03, 35 ®ef...8 +t3€55, 493338, 4@ ®a1 " Q@ «é-CAP™E @2 Erm IPBE €
FONUIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...3@5,8°° 4S5 QT O —3 @ «an%oe>y TP —a€
a0e-d, Caf%oaf ©4,08, 35 Q@®e 8081, AR 3P «é-CA9—3@ | f..& +6..95;i5€9® URL

3,CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2,9 33, 'e-1L39—39Y3 3@ FE€PI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥AF 3P 3Q®xS..4 +t3@ 3€94,3,'5,°0f 15" @IQ®F, AP af%0af | AF143, 98,8 Wbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



