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2021å¹´1æœˆ19æ—¥ã�«ã€�DNSãƒ•ã‚©ãƒ¯ãƒ¼ãƒ€ã�®dnsmasqå®Ÿè£…ã�«ã�Šã�‘ã‚‹æœªçŸ¥ã�®ä¸€é€£ã�®è„†å¼±æ€§ã�Œå…¬é–‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ç·�ç§°ã�—ã�¦DNSpooqã�¨å‘¼ã�°ã‚Œã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�Œæ‚ªç”¨ã�•ã‚Œã‚‹ã�¨ã€�ãƒªãƒ¢ãƒ¼ãƒˆã�§ã‚³ãƒ¼ãƒ‰ã�Œå®Ÿè¡Œã�•ã‚Œã�Ÿã‚Šã€�ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦(DoS)ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�¾ã�Ÿã€�ç‰¹å®šã�®è„†å¼±æ€§ã�«ã‚ˆã�£ã�¦ã�¯ã€�DNSã‚ãƒ£ãƒƒã‚·ãƒ¥ã‚’æ±šæŸ“ã�™ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹DNSå¿œç”ã�Œæ”»æ’ƒè€…ã�«ã‚ˆã�£ã�¦ç°¡å�˜ã�«ä½œæˆ�ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã‚‚ã�‚ã‚Šã�¾ã�™ã€‚

è¤‡æ•°ã�®ã‚·ã‚¹ã‚³è£½å“�ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�™ã‚‹äºˆå®šã�§ã�™ã€‚ç‰¹å®šã�®ã‚·ã‚¹ã‚³è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�®ã�™ã�¹ã�¦ã�®å›žé�¿ç–ã�¯ã€�é�©åˆ‡ã�ª
Cisco Bug 
ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�ã��ã‚Œã�žã‚Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ç‰¹å®šã�•ã‚Œã�¾ã�™ã€‚

æ³¨ï¼šå…¬é–‹ã�®æ™‚ç‚¹ã�§ã�¯ã€�ãƒªãƒ¢ãƒ¼ãƒˆã‚³ãƒ¼ãƒ‰å®Ÿè¡Œã�Šã‚ˆã�³DoSã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�¯è¦‹ã�¤ã�‹ã‚Šã�¾ã�›ã‚“ã�§ã�—ã�Ÿã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�æ¬¡ã�®Common
Vulnerabilities and Exposures(CVE)IDã�«ã‚ˆã�£ã�¦ç‰¹å®šã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 

CVE-2020-25681 •

CVE-2020-25682•

CVE-2020-25683•

CVE-2020-25687•

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

dnsmasq-dns-2021-c5mrdf3g

åˆ�å…¬é–‹æ—¥ : 2021-01-19 12:15

æœ€çµ‚æ›´æ–°æ—¥ : 2021-08-30 17:24

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.4 : Final

CVSSã‚¹ã‚³ã‚¢ : 8.1

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvx66584 CSCvx20637 

CSCvx17339 CSCvx66581 CSCvv83232 

CSCvw00918

CVE-2020-

25686

CVE-2020-

25685

CVE-2020-

25684

CVE-2020-

25683

CVE-2020-

25687

CVE-2020-

25682

CVE-2020-

25681

http://tools.cisco.com/security/center/cvssCalculator.x?version=3.1&vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx66584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx20637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx17339
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx66581
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv83232
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw00918
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25686
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25686
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25685
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25685
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25684
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25684
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25683
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25683
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25687
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25687
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25682
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25682
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25681
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25681


ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnsmasq-dns-2021-

c5mrdf3g

è©²å½“è£½å“�

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¾ã�—ã�Ÿã€‚

ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�„è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�®
Cisco Bug ID ã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco Bug ã�¯ Cisco Bug Search Tool 

ã�§æ¤œç´¢å�¯èƒ½ã�§ã�‚ã‚Šã€�å›žé�¿ç–ï¼ˆä½¿ç”¨å�¯èƒ½ã�ªå ´å�ˆï¼‰ã�¨ä¿®æ£ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�ªã�©ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å›ºæœ‰ã�®è¿½åŠ æƒ…å ±ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�¨è¦‹ã�ªã�•ã‚Œã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�“ã�®èª¿æŸ»ã�®æ™‚ç‚¹ã�§ã�¯ã€�ãƒªãƒ¢ãƒ¼ãƒˆã‚³ãƒ¼ãƒ‰å®Ÿè¡Œã�Šã‚ˆã�³DoSã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�¯è¦‹ã�¤ã�‹ã�£ã�¦ã�„ã�¾ã�›ã‚“ã€‚

è¤‡æ•°ã�®ã‚·ã‚¹ã‚³è£½å“�ã�ŒDNSã‚ãƒ£ãƒƒã‚·ãƒ¥ãƒ�ã‚¤ã‚ºãƒ‹ãƒ³ã‚°æ”»æ’ƒã�®å½±éŸ¿ã‚’å�—ã�‘ã‚„ã�™ã�„ã�“ã�¨ã�Œåˆ¤æ˜Žã�—ã�¦ã�„ã�¾ã�™ã€‚æ¬¡ã�®è¡¨ã�«ã€�DNSã‚ãƒ£ãƒƒã‚·ãƒ¥ãƒ�ã‚¤ã‚ºãƒ‹ãƒ³ã‚°æ”»æ’ƒã�®å½±éŸ¿ã‚’å�—ã�‘ã‚„ã�™ã�„ã�“ã�¨ã�Œåˆ¤æ˜Žã�—ã�Ÿã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚

å°†æ�¥ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹æ—¥ã�Œç¤ºã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ã��ã�®æ—¥ä»˜ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¸Šéƒ¨ã�«ã�‚ã‚‹æœ€çµ‚æ›´æ–°æ—¥æ™‚ç‚¹ã�§ã‚·ã‚¹ã‚³ã�ŒæŠŠæ�¡ã�—ã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®æƒ…å ±ã�«åŸºã�¥ã�„ã�Ÿæ—¥ä»˜ã�«ã�ªã‚Šã�¾ã�™ã€‚ã�“ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�®æ—¥ä»˜ã�¯ã€�è©¦é¨“çµ�æžœã‚„å„ªå…ˆã�•ã‚Œã‚‹æ©Ÿèƒ½ã‚„ä¿®æ£ã�®æ��ä¾›ç‰ã�„ã��ã�¤ã�‹ã�®ç�†ç”±ã�«ã‚ˆã‚Šå¤‰æ›´ã�•ã‚Œã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�«ã�¤ã�„ã�¦ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³æƒ…å ±ã‚„æ—¥ä»˜ã�Œãƒªã‚¹ãƒˆã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆï¼ˆç©ºæ¬„ã‚„æš«å®šã�¨ã�•ã‚Œã�¦ã�„ã‚‹ã‚‚ã�®ï¼‰ã€�ã‚·ã‚¹ã‚³ã�¯ä¿®æ£ã�®è©•ä¾¡ã‚’ç¶šã�‘ã�¦ã�Šã‚Šã€�è¿½åŠ æƒ…å ±ã�Œç¢ºèª�ã�•ã‚Œã�Ÿæ™‚ç‚¹ã�§ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’æ›´æ–°ã�—ã�¾ã�™ã€‚ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œ
Final 
ã�¨ãƒžãƒ¼ã‚¯ã�•ã‚Œã�Ÿå¾Œã€�ã‚ˆã‚Šè©³ç´°ã�ªæƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯é–¢é€£ã�™ã‚‹
Cisco ãƒ�ã‚°ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ã€‚

è£½å“� Cisco Bug ID Fixed Release Availability

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Aironet 1560 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0 

8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3 

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Aironet 1810 ã‚·ãƒªãƒ¼ã‚º OfficeExtend ã‚¢ã‚¯ã‚»ã‚¹ ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: CSCv83754

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnsmasq-dns-2021-c5mrdf3g
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnsmasq-dns-2021-c5mrdf3g
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754


ãƒ�ã‚¤ãƒ³ãƒˆ 8.10.151.0  

8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Aironet 1810w ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Aironet 1815 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5 

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Aironet 1830 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Aironet 1850 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  
Cisco Aironet 2800 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754


8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Aironet 3800 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

8.5.171.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Aironet 4800 ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

8.5.171.0 

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Business 100ã‚·ãƒªãƒ¼ã‚ºã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754 10.4.1.0ï¼ˆ2021å¹´3æœˆï¼‰

Cisco Business 200ã‚·ãƒªãƒ¼ã‚ºã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754 10.4.1.0ï¼ˆ2021å¹´3æœˆï¼‰

Cisco Catalyst 9100 ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Catalyst IW6300ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  

 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©: 

8.10.151.0  
Cisco ESW6300ã‚·ãƒªãƒ¼ã‚ºã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆ CSCv83754

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83754


 

Catalyst 9800ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼š 

16.12.5  

17.3.3  

17.5.1ï¼ˆ2021 å¹´ 3 æœˆï¼‰

Cisco Policy Suite CSCv83241 21.1.0

Routing and Switching - Enterprise and Service Provider

Cisco 1000ã‚·ãƒªãƒ¼ã‚ºConnected 

Gridãƒ«ãƒ¼ã‚¿ï¼ˆCGR1000ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ãƒˆãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ï¼‰
CSCv84554 15.9ï¼ˆ3ï¼‰M4ï¼ˆ2021 å¹´ 7 æœˆï¼‰

Cisco IR800ã‚µãƒ¼ãƒ“ã‚¹çµ±å�ˆåž‹ãƒ«ãƒ¼ã‚¿ï¼ˆã‚²ã‚¹ãƒˆOSï¼‰ CSCv84553 15.9ï¼ˆ3ï¼‰M4ï¼ˆ2021 å¹´ 7 æœˆï¼‰

LoRaWAN å�‘ã�‘ã‚·ã‚¹ã‚³ ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ CSCvw00914 2.1.0.3ï¼ˆ2021å¹´3æœˆï¼‰

Meraki è£½å“�

Cisco Meraki MRï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰ N/A ãƒªãƒªãƒ¼ã‚¹ç•ªå�·æœªå®šï¼ˆ2021å¹´8æœˆï¼‰

Cisco Meraki MSï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰ N/A ãƒªãƒªãƒ¼ã‚¹ç•ªå�·æœªå®šï¼ˆ2021å¹´8æœˆï¼‰

Cisco Meraki MVï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰ N/A ãƒªãƒªãƒ¼ã‚¹ç•ªå�·æœªå®šï¼ˆ2021å¹´8æœˆï¼‰

Cisco Meraki MXï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰ N/A ãƒªãƒªãƒ¼ã‚¹ç•ªå�·æœªå®šï¼ˆ2021å¹´8æœˆï¼‰

Cisco Meraki Z ã‚·ãƒªãƒ¼ã‚ºï¼ˆå…¨ãƒ¢ãƒ‡ãƒ«ï¼‰ N/A ãƒªãƒªãƒ¼ã‚¹ç•ªå�·æœªå®šï¼ˆ2021å¹´8æœˆï¼‰

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹

Cisco RV042 Dual WAN VPNãƒ«ãƒ¼ã‚¿ CSCv83789 è¨ˆç”»ã�ªã�—

Cisco RV042Gãƒ‡ãƒ¥ã‚¢ãƒ«ã‚®ã‚¬ãƒ“ãƒƒãƒˆWAN VPNãƒ«ãƒ¼ã‚¿ CSCv83789 è¨ˆç”»ã�ªã�—

Cisco RV160x VPN ãƒ«ãƒ¼ã‚¿ CSCv83787 1.0.02.xï¼ˆ2021å¹´3æœˆï¼‰

Cisco RV260x VPN ãƒ«ãƒ¼ã‚¿ CSCv83788 1.0.02.xï¼ˆ2021å¹´3æœˆï¼‰

Cisco RV340W ãƒ‡ãƒ¥ã‚¢ãƒ« WAN ã‚®ã‚¬ãƒ“ãƒƒãƒˆ Wireless-AC 

VPN ãƒ«ãƒ¼ã‚¿
CSCv83239 1.0.04.xï¼ˆ2021å¹´3æœˆï¼‰

Cisco Small Business RVã‚·ãƒªãƒ¼ã‚ºRV110W Wireless-N 

VPNãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«
CSCv83235 è¨ˆç”»ã�ªã�—

Cisco Small Business RVã‚·ãƒªãƒ¼ã‚ºRV215W Wireless-N 

VPNãƒ«ãƒ¼ã‚¿
CSCv83237 è¨ˆç”»ã�ªã�—

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º RV320 

ãƒ‡ãƒ¥ã‚¢ãƒ«ã‚®ã‚¬ãƒ“ãƒƒãƒˆ WAN VPN ãƒ«ãƒ¼ã‚¿
CSCv83238 è¨ˆç”»ã�ªã�—

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º RV325 ãƒ‡ãƒ¥ã‚¢ãƒ« WAN 

VPN ãƒ«ãƒ¼ã‚¿
CSCv83816 è¨ˆç”»ã�ªã�—

Cisco Small Business RV130 ã‚·ãƒªãƒ¼ã‚º VPN ãƒ«ãƒ¼ã‚¿ CSCv83791 è¨ˆç”»ã�ªã�—

Cisco Small Business RV130 VPNãƒ«ãƒ¼ã‚¿ CSCv83236 è¨ˆç”»ã�ªã�—

Unified Computing

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83241
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv84554
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv84553
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvw00914
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83789
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83789
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83787
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83788
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83239
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83235
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83237
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83238
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83816
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83791
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83236


Cisco Enterprise NFV Infrastructure Softwareï¼ˆNFVISï¼‰ CSCvw00975 4.5ï¼ˆ2021å¹´3æœˆï¼‰

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco IP Conference Phone 7832 CSCv83246 14.0ï¼ˆ2021å¹´3æœˆï¼‰

Cisco IP Conference Phone 8832 CSCv83250 14.0ï¼ˆ2021å¹´3æœˆï¼‰

Cisco IP Phone 6800 Series Multiplatform Firmware CSCv83248 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 6821 with Multiplatform Firmware CSCvw00982 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 7800 Series Multiplatform Firmware CSCv83243 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 7800 ã‚·ãƒªãƒ¼ã‚º CSCv83249 14.0ï¼ˆ2021å¹´3æœˆï¼‰

Cisco IP Phone 8800 Series Multiplatform Firmware CSCv83242 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco IP Phone 8800 Series CSCv83242 14.0ï¼ˆ2021å¹´3æœˆï¼‰

Cisco IP Phone 8865 CSCv83245 14.0ï¼ˆ2021å¹´3æœˆï¼‰

Cisco SPA112 2 ãƒ�ãƒ¼ãƒˆé›»è©±ã‚¢ãƒ€ãƒ—ã‚¿ CSCv83234 è¨ˆç”»ã�ªã�—

Cisco SPA122 

ã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿ï¼ˆATAï¼‰ã�Šã‚ˆã�³ãƒ«ãƒ¼ã‚¿
CSCv83234 è¨ˆç”»ã�ªã�—

Cisco SPA232D Multi-Line DECT 

ã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿ï¼ˆATAï¼‰
CSCv83234 è¨ˆç”»ã�ªã�—

Cisco Unified IP Phone 9951 CSCv83247
 

è¨ˆç”»ã�ªã�—

Cisco Unified IP Phone 9971 CSCv83247
 

è¨ˆç”»ã�ªã�—

Cisco Wireless IP Phone 8821 CSCvw00918  11.0(6)SR1ï¼ˆ2021å¹´4æœˆï¼‰

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° 
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Expressway Series CSCv83227 X12.7.1

Cisco TelePresence Video Communication Serverï¼ˆVCSï¼‰ CSCv83227 X12.7.1

ã‚·ã‚¹ã‚³ ã‚¯ãƒ©ã‚¦ãƒ‰ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹

Cisco IP Phone 6800 Series CSCvw01205 11.3.4ï¼ˆ2021 å¹´ 6 æœˆï¼‰

Cisco Sparké€šè©± CSCvw00907 X12.7.1ï¼ˆ2021å¹´2æœˆï¼‰

Cisco Webex Teamsï¼ˆæ—§ Cisco Sparkï¼‰ CSCv83214 è¨ˆç”»ã�ªã�—

Cisco Webex Room Phone CSCv87082 1.2(0)SR1ï¼ˆ2021å¹´8æœˆï¼‰

 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvw00975
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83246
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83250
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83248
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvw00982
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83243
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83249
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83242
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83242
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83245
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83234
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83234
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83234
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83247
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83247
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvw00918
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83227
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83227
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvw01205
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvw00907
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv83214
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvv87082


DNSã‚µãƒ¼ãƒ�æ©Ÿèƒ½ã‚’æ��ä¾›ã�—ã�ªã�„ã‚·ã‚¹ã‚³è£½å“�ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚ã�¾ã�Ÿã€�Cisco
IOS 
XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ã�“ã�¨ã‚‚ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å…¬é–‹æ™‚ç‚¹ã�§ã�¯ã€�æ¬¡ã�®Common Vulnerabilities and 
Exposures(CVE)IDã�«ã‚ˆã�£ã�¦ç‰¹å®šã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�¯è¦‹ã�¤ã�‹ã‚Šã�¾ã�›ã‚“ã�§ã�—ã�Ÿã€‚

CVE-2020-25681•

CVE-2020-25682•

CVE-2020-25683•

CVE-2020-25687•

è©³ç´°

ãƒªãƒ¢ãƒ¼ãƒˆã‚³ãƒ¼ãƒ‰å®Ÿè¡Œã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦ã�®è„†å¼±æ€§

dnsmasqã�®DNSSECå®Ÿè£…ã�«ã�Šã�‘ã‚‹è¤‡æ•°ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³(DoS)çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�è©²å½“ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�ŒDNSSECãƒ‡ãƒ¼ã‚¿ã‚’å�«ã‚€DNSãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�™ã‚‹éš›ã�®ä¸�é�©åˆ‡ã�ªãƒ¡ãƒ¢ãƒªç®¡ç�†ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å‡¦ç�†ã�•ã‚Œã‚‹æ‚ªæ„�ã�®ã�‚ã‚‹DNSãƒ‘ã‚±ãƒƒãƒˆã‚’é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®ãƒ‘ã‚±ãƒƒãƒˆã�Œå‡¦ç�†ã�•ã‚Œã‚‹ã�¨ã€�ä¸�æ£åˆ©ç”¨ã�§ã��ã‚‹ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼çŠ¶æ…‹ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯åŸºç›¤ã�¨ã�ªã‚‹dnsmasqã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ¨©é™�ã�§ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§DoSçŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�æ¬¡ã�®ã�™ã�¹ã�¦ã�®åŸºæº–ã�«ä¸€è‡´ã�™ã‚‹dnsmasqã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚

dnsmasqã�®è„†å¼±ã�ªãƒªãƒªãƒ¼ã‚¹ã‚’å�«ã‚�ã‚‹•

DNSã‚µãƒ¼ãƒ�ã�¨ã�—ã�¦å‹•ä½œå�¯èƒ½•

DNSSECãƒ‡ãƒ¼ã‚¿ã‚’æ¤œè¨¼å�¯èƒ½•

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«ã�¯ã€�æ¬¡ã�®CVE 
IDã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 

CVE-2020-25681•

CVE-2020-25682•

CVE-2020-25683•

CVE-2020-25687•

ã�“ã�®èª¿æŸ»ã�®æ™‚ç‚¹ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�¯è¦‹ã�¤ã�‹ã�£ã�¦ã�„ã�¾ã�›ã‚“ã€‚

DNSã‚ãƒ£ãƒƒã‚·ãƒ¥ãƒ�ã‚¤ã‚ºãƒ‹ãƒ³ã‚°æ”»æ’ƒ

dnsmasqã�®DNSã‚µãƒ¼ãƒ�æ©Ÿèƒ½ã�«ã�¯è¤‡æ•°ã�®å¼±ç‚¹ã�Œã�‚ã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�ŒDNSã‚ãƒ£ãƒƒã‚·ãƒ¥ã‚’æ±šæŸ“ã�™ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹DNSå¿œç”ã‚’ã‚ˆã‚Šç°¡å�˜ã�«å�½é€ ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã��ã‚Œã�žã‚Œã�®å¼±ç‚¹ã�«ã‚ˆã‚Šã€�dnsmasqã�¯ã€�RFC 
5452ã�§è¦�å®šã�•ã‚Œã�¦ã�„ã‚‹ã‚¨ãƒ³ãƒˆãƒãƒ”ãƒ¼ã‚ˆã‚Šã‚‚ä½Žã�„ã‚¨ãƒ³ãƒˆãƒãƒ”ãƒ¼ã�®é‡�ã�«å¯¾ã�—ã�¦å®Ÿè¡Œã�•ã‚Œã‚‹ãƒ�ã‚§ãƒƒã‚¯ã�«åŸºã�¥ã�„ã�¦DNSå¿œç”ã‚’å�—ã�‘å…¥ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®å¼±ç‚¹ã‚’çµ„ã�¿å�ˆã‚�ã�›ã‚‹ã�“ã�¨ã�§ã€�æ”»æ’ƒè€…ã�¯ä½Žã�„ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯è¦�ä»¶ã�§DNSã‚ãƒ£ãƒƒã‚·ãƒ¥ãƒ�ã‚¤ã‚ºãƒ‹ãƒ³ã‚°æ”»æ’ƒã‚’æˆ�åŠŸã�•ã�›ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚



ã�“ã‚Œã‚‰ã�®å¼±ç‚¹ã�¯ã€�æ¬¡ã�®ã�™ã�¹ã�¦ã�®æ�¡ä»¶ã�«ä¸€è‡´ã�™ã‚‹dnsmasqã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚

dnsmasqã�®è„†å¼±ã�ªãƒªãƒªãƒ¼ã‚¹ã‚’å�«ã‚�ã‚‹•

DNSã‚µãƒ¼ãƒ�ã�¨ã�—ã�¦å‹•ä½œå�¯èƒ½•

DNSå¿œç”ã‚’ã‚ãƒ£ãƒƒã‚·ãƒ¥ã�§ã��ã‚‹•

ã�“ã‚Œã‚‰ã�®å¼±ç‚¹ã�«ã�¯ã€�æ¬¡ã�®CVE 
IDã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

CVE-2020-25684•

CVE-2020-25685•

CVE-2020-25686•

è¤‡æ•°ã�®ã‚·ã‚¹ã‚³è£½å“�ã�ŒDNSã‚ãƒ£ãƒƒã‚·ãƒ¥ãƒ�ã‚¤ã‚ºãƒ‹ãƒ³ã‚°æ”»æ’ƒã�®å½±éŸ¿ã‚’å�—ã�‘ã‚„ã�™ã�„ã�“ã�¨ã�Œåˆ¤æ˜Žã�—ã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ç‰¹å®šã�®ã‚·ã‚¹ã‚³è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�®ã�™ã�¹ã�¦ã�®å›žé�¿ç–ã�¯ã€�é�©åˆ‡ã�ª
Cisco Bug 
ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�ã��ã‚Œã�žã‚Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ç‰¹å®šã�•ã‚Œã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
Cisco Bug ID ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾ã�—ã�¦æ¦‚å¿µå®Ÿè¨¼æ®µéšŽã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆ
ã‚³ãƒ¼ãƒ‰ã�Œå…¥æ‰‹å�¯èƒ½ã�§ã�‚ã‚‹ã�“ã�¨ã‚’èª�è˜ã�—ã�¦ã�„ã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®æ‚ªç”¨ã�«é–¢ã�™ã‚‹æƒ…å ±ã�¯

https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes


Cisco PSIRT ã�«å¯„ã�›ã‚‰ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã‚·ã‚¹ã‚³ã�¯ã€�CERT/CCã�®èª¿æ•´ã�®ä¸‹ã�§èª¿æŸ»ã�Šã‚ˆã�³é–‹ç¤ºã�•ã‚Œã�Ÿè„†å¼±æ€§ã‚’å ±å‘Šã�—ã�¦ã�„ã�Ÿã� ã�„ã�ŸJSOFã�®Moshe
Kolæ°�ã�Šã‚ˆã�³Shlomi Obermanæ°�ã�«æ„Ÿè¬�ã�„ã�Ÿã�—ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnsmasq-dns-2021-

c5mrdf3g

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.4 Webex Room Phoneã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Final 2021å¹´8æœˆ30æ—¥

1.3 è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚èª¿æŸ»ä¸ã�®è£½å“�ãƒªã‚¹ãƒˆã‚’å‰Šé™¤ã€‚
Affected Products, Products Confirmed 

Not Vulnerable
Final 2021å¹´4æœˆ26æ—¥

1.2 ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å…¥æ‰‹å�¯èƒ½æ€§æƒ…å ±ã‚’æ›´æ–°ã€‚ è©²å½“è£½å“� Interim 2021å¹´3æœˆ9æ—¥

1.1

Cisco Merakiãƒ‡ãƒ�ã‚¤ã‚¹ã€�ã‚·ã‚¹ã‚³ã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆã€�Cisco 
IR800ã‚µãƒ¼ãƒ“ã‚¹çµ±å�ˆåž‹ãƒ«ãƒ¼ã‚¿ã€�ã�Šã‚ˆã�³Cisco 1000ã‚·ãƒªãƒ¼ã‚ºConnected 
Gridãƒ«ãƒ¼ã‚¿ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å�¯ç”¨æ€§æƒ…å ±ã‚’æ›´æ–°ã€‚

è©²å½“è£½å“� Interim
2021 å¹´ 2 æœˆ 2 

æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim
2021 å¹´ 1 æœˆ 19 

æ—¥

åˆ©ç”¨è¦�ç´„
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æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnsmasq-dns-2021-c5mrdf3g
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-dnsmasq-dns-2021-c5mrdf3g


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


