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Product Cisco Bug 

ID

Fixed Release Availability

æ°¸ç¶šçš„ã�ª Telnet 
ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�® 
Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

CSCvu66723

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco 
Software Checker 
ã�§ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

è©³ç´°

Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«æ°¸ç¶šçš„ã�ª Telne 
tæ©Ÿèƒ½ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�«ã�®ã�¿å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚Cisco
IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�® VTY 
å›žç·šã�«ä½¿ç”¨ã�•ã‚Œã‚‹ Telnet ã‚µãƒ¼ãƒ“ã‚¹ã�¯å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚  

æ°¸ç¶šçš„ã�ª Telnet ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�®åˆ¤åˆ¥

ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦æ°¸ç¶šçš„ã�ª Telnet 
ã�®æ©Ÿèƒ½ã�Œæœ‰åŠ¹åŒ–ã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’åˆ¤åˆ¥ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ã€�show

running-config | include transport type persistent 

telnetã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�ã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã�«transport

type persistent telnet input 

<name>ã‚³ãƒžãƒ³ãƒ‰ã�Œå˜åœ¨ã�™ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ã‚³ãƒžãƒ³ãƒ‰ã�Œå‡ºåŠ›ã‚’è¿”ã�•ã�ªã�„ã�‹ã‚¨ãƒ©ãƒ¼ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�Œè¡¨ç¤ºã�•ã‚Œã‚‹å ´å�ˆã€�æ°¸ç¶šçš„ã�ª
Telnet 
ã�¯è¨å®šã�•ã‚Œã�¦ã�„ã�ªã�„ã�Ÿã‚�ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ç�¾åœ¨åˆ©ç”¨å�¯èƒ½ã�ªæ¦‚å¿µå®Ÿè¨¼ã‚³ãƒ¼ãƒ‰ã‚’å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ä½¿ç”¨ã�™ã‚‹ã�¨ã€�CPU
ã�®ä½¿ç”¨çŽ‡ã�Œé«˜ã��ã�ªã‚Šã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’å›žå¾©ã�™ã‚‹ã�«ã�¯ã€�é›»æº�ã�®å†�æŠ•å…¥ã�Œå¿…è¦�ã�§ã�™ã€‚

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡
ã€ŽCisco Security Indicators of Compromise Reference 

Guideã€�ã�«ã�¯ã‚ˆã��è¦‹ã‚‰ã‚Œã‚‹ä¾µå®³ã�®å…†å€™ï¼ˆIoCï¼‰ã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¦ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§å…¬é–‹ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç‰¹å®šã�™ã‚‹ã�®ã�«å½¹ç«‹ã�¡ã�¾ã�™ã€‚

 

Router#show processes cpu platform sorted | include telnetd 
  5827    5714     99%     14%     14%  R        193015808  in.telnetd 
  5713    5600     99%     14%     14%  R        196431872  in.telnetd 

https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu66723
https://tools.cisco.com/security/center/resources/iocs.html
https://tools.cisco.com/security/center/resources/iocs.html
https://tools.cisco.com/security/center/resources/iocs.html


  5599    5486     99%     15%     15%  R        194543616  in.telnetd 
  5485    5372     99%     15%     15%  R        207822848  in.telnetd 
  5371    5258     99%     15%     15%  R        209567744  in.telnetd 
  5257    5144     99%     15%     15%  R        209879040  in.telnetd

 

å›žé�¿ç–

æ°¸ç¶šçš„ã�ª Telnet 
æ©Ÿèƒ½ã‚’ç„¡åŠ¹ã�«ã�—ã€�ä»£ã‚�ã‚Šã�«æ°¸ç¶šçš„ã�ªã‚»ã‚ãƒ¥ã‚¢ã‚·ã‚§ãƒ«ï¼ˆSSHï¼‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�
ã€ŽConsole Port, Telnet, and SSH Handling configuration 

guideã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚ 
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ä¸€å¼�ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œ Cisco Service Contract 
ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’
POS ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TAC 
ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚https://www.cisco.com/c/en/us/support/web/tsd-

https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/en/us/td/docs/routers/access/4400/software/configuration/xe-16-11/isr4400swcfg-xe-16-11-book/console_port_telnet_and_ssh_handling.html.xml&platform=Cisco%204000%20Series%20Integrated%20Services%20Routers
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/en/us/td/docs/routers/access/4400/software/configuration/xe-16-11/isr4400swcfg-xe-16-11-book/console_port_telnet_and_ssh_handling.html.xml&platform=Cisco%204000%20Series%20Integrated%20Services%20Routers
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