Cisco Firepower Management Center RSS
8, 4f4,4, 8,08
4,14, afdaf—arfta £af34a, °e, tavatae€s

8, CAf%oAf @4,n4, 93 aF%ID : cisco-se= CVE-2019-

M ed| u n@0190703-fmc-xss 1931
8 @4...n6-<a@—Y¥ : 2019-07-03 16:00 CVE-2019-
af @afvaa, afsas 1.0 : Fina 1930

CVSS4,14,%4,¢: 6.1
&726€ ¢¢- : No workarounds available
Cisco af€4a,° ID : CSCv090805 CSCv092913

se—Yore 7A@ «d, a,cef...4 3@ A€Qe e 2a9«i, 3, «AZYRr-1aPREPZA... a1 P A<
Al

%1 el@

Cisco Firepower Management Center

iV FMCiV%0.3@ ®3, | 8,83f-af™afa,'a@®c®ic@13,0af%a,;afuaf+3,83,23,'a@® RSS

afeaffa,-af¥afoedfhaf%od@®anséi@

&, Ta%+c, 3@ afPafCafaf @ »x'fe€. .6 @722 @8 i@ ES+EY:3, 8@—3@'3@Yaftaf€a i, '3 ®3,!
3,3, afaf—afta,£3£8,%1% XSSi%%oe"»x'fa, 6| E5 @313, 3@ T33O ™5,3€ &f1rx€83€ E3€,3,S

&, TaY/oE 83 81226V, 5,39 —39 3@ VaF1af4, 13,39 ®3F,  5,55F-aF a3, 3@ BCRc 15,058, 3f Y%
&">x'fe€. 5@ 5,038, 3 %a55,55,03, 3@ ®3F | 3143, 5@ ®5-83 | MI@«C°8- Y53, EFOY

5Faf33, 75,3, aFaffa, A@™3,3, 3@ TE@ e 8%—30«8, 3QLIQ | 50"5,ES %I @@, T4V%ite€E5, 5 @
®£3 395,73, 5, 4f—5fa,naf 3@ x> fe€.. 3@ Earrae, 93,8, afaf—af
5,385145F%08,'8Y:+6Y¢ 5, 8@ —3 @' 3@V, 05355 ;55 %555,55,03,59 59,501 10«39 550,30 | 40V
AFMES4E, 5@ @aS.. & t3«A,CH, 3,3, 3O™3, 39 3O 3,30 efLIQGOMI GO efLheEiioEie ],

&€"3,E3,%03@®¢,Tal+te€83@«a %at|i@™E,«D2é@ic-3€ 3€,a S5 %33, 3€,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié®®éfa§f3é,_é,“é,§<;¢°éa®é0§é@0§0%§0“"é€,
https://tool s.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20190703-fmc-xss

€028V e£Y23" @

4@ 3@ ®3,Caf%0af@a,13,93f 3 @8 @@ a3nwae-a,(ES «xf...a +ta@ afaf-afa +aflha, afsaffa@®x™,c


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190703-fmc-xss
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo90805
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo92913
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1931
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1931
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1930
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1930

59° =f..8 t398IQ™3E,
20e€5, 40ES...” SOOIEQPRLCCFPIQ5E, 39 °ReEr-"x].. .4 +tiQRIQYI, PIO®F,5,%03, 15,6
SQO®IFPaFATAE, AfZaFKEE 3, 38, afaf 3, 5555, 8€9,C.. 589 —3€ 143039, 3€,

8, V:8f+af 4,4 88, A ®F, CAffaf—3a,°af~af14af%oa, enced 5@ ™3F,«é53€ «3€ 3€€ Cisco Security
Advisories and Alerts

BfSAf YA a€84.. Y% I P8iQ 93,4, 3,"5,30£113" @I ®3,Caf%oaf@ 3,13, 955, a®3xexeY(S, 59 «39,C
3,%.8f%af¥afa, af8af3,(C°°QiQ9—i@ | PV 39°3,3€,

4€,39353, E3Q®A 30 3,,3€043,Caffaf—a,°af~afhaf%od @™, <affaf@a,n3,' d @« @ @I Ta@afiafca

QPQPIQPRI»-3QOP®xS..A tiQES, .. | QIP83@,8,3 3@ 3€QE;8a®Ca@ Cisco Technical
Assistance Center
'M‘TACT%%oé0<é¥’g',,ae-'é,“"é.f—é.féf@é,néf€§0«é€£gpié@“"é,<§,“é@1‘é@«é<§é‘§§0-é,CEé0%50“"5%

&, TaVtaE83@®a@,a,«e£%-3" @

5€"3,E3,%03Q®e, Ta%+ae€8812+6VY; Cisco Firepower Management Centerag,

60237 a@™a,«d,%2afaf"a, | a,83,¢

afeafeafa,'a@«i9rie, i@ | iO®xS..3 +ti@«-(3Q9—3i@ | i@ IEQPIQP"IO®I, Caf%oaf€@a,na, 93
Cisco 5f93,° ID 5,/89.C.. 830 —30 ' 4.3 3€,3€,

8, TaY/atoe€88, 49«4, 6985 9,30%30,50"30 GO ECC°2° 9594, EIHQYeLf13"Q
GQ"aQP®3,Caf%0af@ 3,03, 95 a@®e, T8Y/eL83QRI@.8,<«e£ 13" @8, »8, 3, -af 8af3E@«e” "€14%0d €3, (

s¢®aefr a@afrar afvaa,’

a®afee " a@ a,2af*af"a, | a,83,¢
3FEfEF143, 3@ @R iP«aQIQ, 59 | 3O FEQre-a,Caf%0afQF 5,555 S6F 5H®
Cisco Bug ID 3,'3€,C...80 9 ©@3€© 3€°3€,3€,

76 ¢C-
5€"3,E3,%03@®,T3%+2E€83€«8 %at 4Q™3, D76, -3@ 3€,3,559%3>3,"3E,
a,@efA"O¢" " d%a¥<aQ "a...~avhePc™oe;”

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%oaf€a,nd af @« "e%%id@ 3, i€ | 3€,3,,Taltet


https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes

8108

5Q'53Q®,T3%+2€55Q 3€95, 3,533t 6f 5953Q®E, 3, aftAf 5,»3,af¥aFEf14,£
313,53 5«3, 3QLIQ | (Ve 3@+3,E5QUIO—IOVEE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20190703-fme-xss

o 1, kYo

é_€”
Af @aFsa, 3F5a 5 a7 a,»8, 3, -AfSafe | &4 1aftafvA AL| Date
1.0 X Q&7A...~6—AfEFEf 1S, SOEEGIC%0” 2019-July-03

d'C¢" eO¢ .,

a0e-3, Caf%oaf €4a,03,9af3@ ¢,id; 9 %hiP®3,iQPRIQP iQ9Y—i@ i rQPQPINiQ9P—iQ ) 5€53,55¢
20e-a,caf%oaf@a,nd affde®xf...a ié@éé,Aé03éfa§f3é,_§0®é1/zg_g""éQ«é—Cé@“‘"é,(éz—-émﬁ@@éﬁ
5QUIOYIEDS,3,'3,°5€ 0e-df%o0d,af¥afiafaf 3@ ®AT...4®"5,8°°4'SA 5@ —3 @ «8dn%hoa> 3P —Aa€
aee-3, CAf %ol 3,03, 5P @@ "8;°81.. 405 @«6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQIO («IPB®e»(2Y%0d,, 2, 33 2-1IQP—3QYa 39 I QI (nUIYP TR
3Q"3aQ®af%oa,af¥afiafPaf d@®xf...d ta@ 3€@4,3,"3°eL13"QAQ®A, afaf%oaf | 3f143,93,'3 34+


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190703-fmc-xss

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



