Cisco Prime Infrastructure3€Sa,”a€3Evolved
Programmable Network
Manageré@@é»@aeﬁé.f%oé.fié,né.f3§0«50§§€

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2019-
M edi un$0190619-prime-privescal 1906

& @a...~é-<e—Y¥ : 2019-06-19 16:00

aeeEg e ae-"ae—¥ : 2019-07-03 15:48

df @afvaa, afsasf 1.1: Find

CVSS3,4,%3,¢ 2 4.3

&76€¢¢- : No workarounds available

Cisco af€@4a,° ID : CSCvo46881 CSCvq37787

Yo 73@«a, a «ef..4 t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~ a1 A«
Al

£1 el@

Cisco Prime Infrastructure(PI)é@ééﬁé@%volved Programmable Network Manager(EPN

Manager)3@®a»®af>3f%o0af;a,nafa, 3, aftaf 3@ «a39S3€'5,@, T8%+€85€«3,°3,5S3€ Q@& 14i&

3@ "a@®e,Tal+tr€83€@ FEQAPI

& @xt,IQPBI, QPO 1aQ ke AP« D IQP—IQUIQP™MIE, R X' fEE...5Q EHLO’AN"aHP™

G a@®e,TaV+r€83@«a 34t é@“‘é,aﬁéé@gg—éQ‘é@,éSéQ%éQé,“éﬁ

é@“é@@é,(ﬁéf%oéf@é,né,ﬂéfaéé_ééiéae—qé0®éfaéf3é,_é,“é,§c;¢°éaéé0§50050%50TM5€,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190619-prime-

privescal

E028Y7" eEYA" @
&, T8Vt acESaO ®E,8,<£1:8" @

5O"3Q®e,Tal+x€85€ 3€€Cisco Prime Infrastructured€Sa,"3€3EPN
Managerd€«3%+éY;3,'3 759 39 %a@™aE,

8O, a@™3,<3,%2af+af 3, | 3,83,Cafaf5f143,'a QRO a@«iPri@, i@ | 3@ E€QIO"aHP®S,CafY
Bug ID3,'3€,¢..809—3€ | Q9 QIQ 3©°39,3€,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190619-prime-privescal
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190619-prime-privescal
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo46881
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq37787
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1906
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1906

8, T&YeE8, 49 «a,"3983€,30%3€,30"30 39 ECC Qa9 3,EaQP VL@
GQ"3@O®3,Caf%oaf@a,na,93f 3 @B, &/ SEQ@RAM,3,<e£13"@3,»8, 3,-af83 3@ «e” "€1%0a @3
DZEQP (-

5O "3Q®e,T81+2€83Q«d %3t AO™3 D 76Qic-3@ 3€,5,550%33,"3€,

ac®axfx a@éa,%2afaf " aq, a,84a,¢

dRafxr"a@:a,2af+af a, | a,8a,¢

afiafrasg,'a@®e0’c a9« i9rie,io | §®_é€éaeoeﬂé,Céf%oéf@é,né,ﬂ]éfaé,ééf”é@@ Cisco

Bug ID §,'3€,C...80 9 @3€© 3€°3€,3€,

5, V5Afaf 4,5, 83, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 7@ ™3 6539 «3 @ F€@[3,3,5,339®F,»3,3]
Security Advisories and Alertsi%%o]

3f33f1ha, 3@ 8a.. ¥ %3 QP83@93,<3,3,"3,°£1,58" @3 ®3,Caf%oaf 3,03, 953, a®3eeY (S, 39 «3€,C
3,%.afaf¥afa, af8afa,¢C°°QiQ9—i@ | PV 39°3,3€,

50,3953, FI@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@d,13,'5 @« @ @3 Ta@afiafca
Technical Assistance

Centeri%a"TACi%%od, i @—3 @ @3€ ¥, 30— | 3€,3,afiafastarsasrs, af—afaf€a,nafeaf1aa €«
5 @REAOC" " 4%aYaa 9 "a...~a%OCMo8;

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%oaf@a,nd affa@«e "e1%od @3, E3Q | 3,3, TaVtr€85€¢

8108

ame-8, T8/ ecE85@ 5€9 35, 5,"5,35T...6F 3@ 83@®3,»3, aM¥aFEf14,£
513,53 59«3, AQLIQ | (Ve G5, EIQUIO—IQVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190619-prime-
privescal

o' 1g", at¥ee

af@afva, 3F5af o7 5,43 484

11 &, T/t aESAO R, 3, 2L 13" 939 30 —3€ | Cisco| &, 8939353, 563, TaVitres?



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190619-prime-privescal
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190619-prime-privescal

af@afva, 3F5af a7 5473 484

Evolved Programmable Network Manager(EPN
Manager)a,'&; %3S 3€,

1.0 J@d7a..~é-afafafua, -

a0¢" ¢ Q¢,

ae-8, Caf %oaf € 3,03, 94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ | iQP ' xQPOPI3IHIO—iY)| 5€53,55¢
ee-d,Caf%0af€3,05, 95 3@®af...8 +t39S53, 3@%aFa8, 3@ a1 FQ«E-CIQP™F @2 IPBA £
FQNIOYI€HS,3,"3,°3€ 20e-df%0d,af¥af;afPaf a@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
a4, Caf%0af ©3,03, 3P5@®e "8;°81.. 8059 «6-C 3O —3@ ' &f..8 1é..94:/39® URL

3,/ CRQPCYIQ—ICQIQ «IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYE 49 I QI (nUIYPTCR|cO
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@a,3,'3°eL13"QAQP®A, afaf%0af| 3f143,93,3 3464



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



