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nxos-switch# show version
Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac
Copyright (C) 2002-2016, Cisco and/or its affiliates.
All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and
unless otherwise stated, there is no warranty, express or implied,
including but not limited to warranties of merchantability and fitness
for a particular purpose. Certain components of this software are
licensed under the GNU General Public License (GPL) version 2.0 or
GNU General Public License (GPL) version 3.0 oxr the GNU
Lesser General Public License (LGPL) Version 2.1 or
Lesser General Public License (LGPL) Version 2.0.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/1gpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
Software

BIOS: version 07.57

NXOS: version 7.0(3)I5(1) [build 7.0(3)I5(0.9)]

BIOS compile time: ©6/29/2016

NXOS image file is: bootflash:///nxo0s.7.0.3.15.0.9.bin

NXOS compile time: 8/1/2016 23:00:00 [08/02/2016 00:30:32]
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<#root>
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QP4120B1 /system #

show versi on

FPRM:
Running-Vers: 4.2(2.15)

Package-Vers: 2.2(2.14)

Activate-Status: Ready

&, TaYrac€ss, 49 «a,"898389,39%36,30"30 3G ECC° QIO 3, EIHYELLI"O

3O '3P®3,Caf%0af @3, na, 33 Q®e, 18/ aE8aQ R Q.3 £ 13" Q8,»3, 4, 8f83F 3@« "eY%od@ 4

5 8,15,%€ €039 3O, Ta%t2E53QEir¥a GO®, 5,303 Q3«3 3%16Y;3,5750 56

- FirePOWER 2100 & -AfeafY.8,° f 4, i 08, ¢4, 15 O Vadf«

* Nexus 1000V Switch for Microsoft Hyper-V
* Nexus 1000V Switch for VMware vSphere

« Nexus 9000 & -3f%f 14 ° &f 5, |Af—Af8f {4 5 18, oaf fAf @114" 8, CAf—aF°8, £3F Y3, 35555

a»affaf afeasfa, a,paffaf-afoa,'af afoa, af@affiva”ACLiva%oas ¢ afadf%oih%o

« UCS 6200 & -af°3fY4,° &3, |af-af*5f 3,4 0af%4, AfvA, 4 €3, af
- UCS 6300 & -&f°fY4,° &3, |8f-&f°5f 3,4 naf*4, AfVA, 5 €3, af
» UCS 6400 & -&f°6f:8,° &3, i8f&f*5f 3,4 n&f*4, AfVA 4 €3, af

e©3¢ °

é@“é0®éf@§f3é\f%o§f«é0<<50_é€0é0CEae§~§0®CLIé,3éfiéf3§.f%oé,ﬁéf3§,,é,§§,_é,-éf§§f3§0®é,,TéT
5,Caf%0af 3,55, 15F 3,05,03F 5f G Q8" 595, EG9 | 5€,5,8 94..-4€" 1D 5~ CVEID
é0§é”éA¥éQ—éQVé€QéQ,,é,,Té%iae€§é0®éVzié\"(('_é,’é0—5O’é,<é£1/zé”0£§,’gﬁ°éé—éO%éQTMéﬁ

8, »8, AfYAOAf T4, £ & CAf%oAf @4, na, 5 F

FP 4100/9300

N3K/N9K

N3500

N2K/N5K/N6K

Cisco NX-OS & Yz4f+&f "4, |8, 83, ¢a@® CLI
3O «39S53€'3,<3,3aF7353aF %0
3,03£°3, 3,83, 4,-4f8a’ 3 @®e, 13 %+ae€8i% " CVE-
2019-1606i%%o

N/A

CSCvh85760

CSCvh85760

N/A

Cisco NX-OS 4 Y28f+af "4, |3, 84, ¢a@® CLI

3 «3S3€'3,<3,°5F25F5 %0
5,033, 3,838, 5,-4f83 5@ ®¢&, Ta%+ae€8i1%4 CVE-
2019-1607i%%o

N/A

N/A

N/A

N/A

Cisco NX-OS 8 Y58f*af "4, |4, 88, ¢a@® CLI

N/A

N/A

N/A

N/A




8, »8, AfYAfPA[ T4, £ & CAf%o3f @ 4,04, 5 F

FP 4100/9300

N3K/NOK

N3500

N2K/N5K/N6K

3O «3@S3'a,<3,25F23F3aF %0
3,03f3, 3,83, 4,-3f8a’ 3 @®e, 13 %+ae€8i% " CVE-
2019-1608i4%0

Cisco NX-OS 4, %28f+af"4, |8, 83, ¢a@® CLI

3 «3S3€'3,<3,°3F75F 5 %o
3,03£°3,,3,83,”5,-4f8a’ 3@ ®e, 13 %+ae€8i% CVE-
2019-16097%%o

N/A

CSCvj63253

CSCvj63253

N/A

Cisco NX-OS & Yz4f+&f "4, |8, 83, ¢a@® CLI

3O «3953€3,<3,33F7553aF %0
3,03£3, 3,83, 4,-3f8a’ 3 @®e, 13 %+ae€8i% " CVE-
2019-1610i%%o

N/A

CSCvj619912

CSCvj61991

N/A

Cisco NX-0OS 4€53,"3€° FXOS
a,%afaf"5,!5,83,3€® CLI

3«39 S53'3,<3,33F73F3 5 %o

3,03£°3, 3,83, 4,-3f8a’ 3 @®e, 13 %+ae€8i% " CVE-
2019-1611i%%o

CSCvk65447

CSCvj65666

CSCvj65666

CSCvk65444

Cisco NX-OS §,%48f+af "4, |8, 83, ¢a@® CLI

59 «a953€'3,3,3a57353a5 %0
5,04%3, 5,83, 5,383 3@ ®¢&,Ta%+€8i% CVE-
2019-1612i%%o

N/A

CSCvi42373

CSCvi42373

N/A

Cisco NX-OS &, %48 +8f "4, |4, 88, ¢a@® CLI

3«3 S53'3,<3,°3F75F 5 %o
3,03f°3,,3,83,”5,-3f8a’ 4@ ®e, 13 %+ae€8i% CVE-
2019-1613i%%o

N/A

CSCvj65654

CSCvk50906

N/A

1CSCvi01416 4@ a€@Nexus 7000 &,-3f°af%4,° 4,'3,04ffaf @2 @ «aQPBIQP 6 QO¢" 3@+4,EaQHIQO™IE,\ DS

9000 & -&f28f Y4, &f 28 «Af @ 3f~3,nafn

3,'3,naffaf Qi@ I€QPIP"IQP®L,Ta1+trESIQBAV+EY3,'4Q—3 Q'@ A>3, 3E,

2CSCvj61991 4@ a€€Nexus 3000 &,-3f25f%3,°

8,3, 135faf 050 IOOIP QO] 503 EaOUIO™IE S 15 15735 %od, CAF > NX-OS &f CAf Vi %3 ®

Nexus 9000 &,-af*af%a,°

3,'3,naffaf Qi@ I€PIP"IO®E,TaV+2E83Q9®AV+EY:3,'4Q—3Q 3933, 3E,

D76 éC-

5O 3O®R, T8ViteE83Q«d %At FOMI D26, -30 30,3,550%3>3,"5€,



a4 Rafe a8, 253573, 4,54, ¢

§,-815,%3€ 3@ "3a@®3,Caf%0af€a,n3, 9339« "e%%3@ 3, EFOYe, TaVtr€8a€«d 34at 1 3@™3,<C,,i
af@afna, afsafa€ af-a £afuaf@are

d»affaf a@«d %hiQP—ai@ é@@é@gé@"ééaé,§é@%é©“‘"é€,é@@éQ®§,A50T§Qaé,%éf'éfé, 13,83,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

59%3IQVIEQPFIOSa®CRE 5 ES V:af-35 5,1 5,85,C3,4F€3, | 3P EFaf%af %I P55 QO V5, GORIQ €S,
5,CAffaf—a,°af~afhaf%o3 @5I@™IE, 18, V@ ®F »3, A¥aFEf14,£ 8,:3F 555, 5,85,¢
5,CAffaf—aftaf Uil 30«3, 3L3@ | QISR RE 39 «r-"a9—a39,3, 1355, 15,85,¢
5f08,03,>5%3, 56981485 5,1,35+3F°3, 5,88,¢ 4f+3,£aFhEF@AFE

8,»affaf € Q3 QNIQYEQ 3Fa, AFEAF AFaFS, AF5as
5,CAffaf—3,afafhaf%oi@«a %haQP™E e OEMPIQEi»"a 5043, 5,39 39 509 30,3,550%3

5, V5Af+3f 4,5, 83, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 7@ ™3 «653 9«3 @ F€Q[3,3,3,339®3,»3,3]
Secu rlty AdV|sor|es and AIertsM%o]

,1/zafaaa‘¥af%a,-af§ajB a,/ccoe aéaé—aé.aééaé EL> L aQ,,aﬁ

59,5933, QR 3973, 3€Q4,Caffaf—3,°af-~af 1435 %03 @™5,<aft5f@a,03,' 3@« @ @3 Ta@2af;af¢ca
Technical Assistance
Centeri’%a"TACi%%o03, 3@ —3Q@ Q3@ a¥'(,30—3€ | 36,3,afaFafTarSar5, af—afaf €3, nafEaf 43 €«

8, AfvAaf a8y ¢,4’a9"a"0¢" " 39839%39,39530¢Cxs"

3 -3,13, 3é0<§,%og>'ae2¥é3%é...¥50—50V§0CE Cisco Service Contract

3,/89"8°0¢" " 39,39V3i@ 39,30 39,39°39,3 3@ I€QIONIQPYIEHPA, LA 1LAT%0af 3f 1A TS, £5F™
POS 3€<3,%03...¥2%0«3 @83 @ Q303,32 30 3@ 3€@Cisco TAC

dQ«EELCGQO—3@ | 3,Caffaf—a,°af~af1haf %08, a...¥e %0 i @P—i@ | QPO 3O 3,3,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worldwide-contacts.html

G.i8, Y4, Caf faf—a, *af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 3O "3 3,8 e /39—3€ ' 3,59V
URLG/a@"¢" ", 9i0@i@ i€-30,3€

4c®axfexe a@safrafrasaa,’

5O "aQB®E .. .3QBRLOX N3P ™E @ AQ«(rCaQP™E, QP TIQP«IEPEQOI T3 afaaf1a, 3«3, Caffa

é,%éfaéﬂéf%é,-éf§éf3é,’c;C°éaéé0“‘5,«50«50,5QVéQEéQ 3@ IEQPIQ"IO®A, Caf%oafQa,na, af™
Event Response: March 2019 Cisco FXOS and NX-OS Software Security Advisory Bundled Publicationa€,

EiAQP®e| 3QL3@ I€QI | IH®I"—3@« Cisco FXOS ,%»af-3f"3,!5,83,39%3QYi€


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757

Cisco NX-0S
a,%af-af"3,!a,83,ca@®afarasria,'a (a9 —ai@ | 39,3 @%AQ™I€,4 uRIGORI—3@ AEQAfafaf

50,8 3OPIO TORE —aQ«@ "eU%I 3, EIQ 59,3, AFEFEfE, 59 «3O FEQL, Ta%tRETIQ S
NX-0S

B AAf+Af 5,15 84, CAQ®3,nafiAf 145, (1?3 Q@ @t UIQPRE, T8Vt REEIQ«E-CEELIO™E, B Pef I e
3,CAffaf—3,°8f~3f%5f%03 @®4 €6f 5@ 50 —3@ ' BIOS

3.8,Caffaf—3a,°af~af %haf%oa @ ™33/ .0 | 5O T3€.5,550 %3 @™IE, H¥a GO« QP™MIQ, 3933, EA¢€
BIOS &,C35faf—3,°af-af%af%03@ 5€9L0%31,"e£145" 956 ® ID 3953,°5° BIOS

3fQaf3, 3551 5@@E0°E,50,. S50™3 IO IO 5505555, QIO —3QUIO™IE,

Nexus 3000 & -&f28fY4,° 3,18, udf A €

ACI BfCafYAf%3@® Nexus 9000 &,-3F5f1%3,° af3,i3f-3F55f3,” 3,3, 0aff5f @

8,18, ¢Af38f %03, CAf A2 NX-OS Af CafY&f %39 ® Nexus 9000 3,-3F5f1%3,° 3,3, n3ffaf @

Nexus 9500 R 8, -84, © 3f O, 0af 8, «Af Vaf %A@ S3, 3@35f3,/af-aFa5f3,~ af¢3, af¥afuaf«

Firepower 41003, -af3fY.a,°Next-Generation Firewalls: CSCvk 65447

CiscoFXOS  ||59"3@®8,1a%+2€53€«a %iO™a, «2e€d” 99 ®i; ®eLafafafa, |5 ¢ar%
8, YAAf+Af 4,15, 84, ¢

AfeafeafYA,
1.1 2.2.2.91 2.2.2.91
2.0 2.2.2.91 2.2.2.91
2.1 22201 2.2.2.91
2.2 2.2.2.91 2.2.2.91
2.3 2.3.1.110 2.3.1.11
2.4 2.4.1.222 2.4.1.22

Firepower 93004, »3, Af¥Afe4f 14, £4, CAf—A&f©F, ud, ¢4f°8, L. CSCvk 65447

CiscoFXOS (5@"3€®8&,ta%te€iao«a %aQ™a, 2we€d” 9o ®i;OrEaf afasvna, || ¢ar%
8, Y5Af*Af 4,4, 84, ¢
Afeafearya, .

11 22291 2.2.2.9]
2.0 22291 2.2.2.9]
21 22291 2.2.2.9]
2.2 22291 2.2.2.9]

2.3 2.3.1.110 2.3.1.11



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk65447
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk65447

8, YAAf+Af 4,15, 84, ¢
Afeafoafya, L

Cisco FXOS (5@ "a@®e,talte€ia@«a %a@™a eetfd” @a@®ai;®eLfafafrasfa,"||a caf%:

24 2.4.1.222

2.4.1.22

M DS 90008, -&f2afY43, 0af 23f «af @ aF-,nafna, 5,25 fFaF € CSCvj 63798

Cisco NX-OS
a,Y%af+af 4, |a, 84, cafaafaarva,t

GQ"aQ®e, TaVtr€8aQP«a HIG™Ma «reEA"QIAORA; RREAFESASF

5.2 6.2(25)

6.2 6.2(25)

7.3 8.3(1)

8.1 8.3(1)

8.2 8.3(1)

8.3 8, T8Y/at £S5 @ —

Nexus 30004, -af%afv-a,°a, 14, caf faf €:CSCvj 65666

Cisco NX-OS 5@ "a@®e,talite€8aQ«a %HIQO™Mi «ewe€d"QIQORI;RREIFaFES

8, Y5Af-Af 4, 8, 84, CAfeAfoafyA,

7.0(3)145,°5,53,, 8% € 7.0(3)14(9)

7.0(3)14 7.0(3)14(9)

7.0(3)I5 7.0(3)17(5)

7.0(3)16 7.0(3)17(5)

7.0(3)17 7.0(3)17(5)

9.2 6, &Y/ rae£ 859 3 @ —

Nexus 35008 —af©Af faf af+3, OAafvAaf &4, vif fAf @i%SCSCVj65666

Cisco NX-OS
a,v5af«af 4,13, 88, tafeafearv.a,t

GQ"a@®e, Tavtr€8aP«a %HIHG™a «reE€d"QAQPBRA; RREIFASASF

6.0(2)A8 3,°8, S&%0 €@

&, T&/c-oec889 3 @ —

6.0(2)A8 8, T8Y/at £S5 3 @ —
7.0(3) 7.0(3)17(5)
9.2 8, T8/st £S5 @ —



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj63798
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj65666
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj65666
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj65666

Nexus 36008f—afOAf faf &f+3, OAfvAf &4, oaf faf €.CSCvk65482

Cisco NX-0OS GO aO e, TaVtr€8aQP«ad %IH™A «<RreEd" GAHOPA;®REIFAFAF
8, V5Af+af4,'a, 84, CAfarfeafya,
7.0(3)F3 7.0(3)F3(5)
9.2 8, TaY/ o855 €@ —

Nexus 20005€€55003€€56003€© 36 53," 3360004, -af2aF%3,°3,'a,0aF FAF @ 1748CSCvk 65444

Cisco NX-OS 4 aQ®e,T1a%1tr€8aQ«ad %HIQP™MA ReEd" QPAPBI; @REAFAFAS
8, YHAf+Af "4, |3, 84, CAfA aafY.E, !

5.2 8,8, S&%0 €@ 7.1(5N1(1b)

5.2 7.1(5)N1(1b)

6.0 7.1(5)N1(1b)

7.0 7.1(5)N1(1b)

71 7.1(5)N1(1b)

7.2 7.3(4)N1(2)

7.3 7.3(4)N1(1)

Nexus 70004€ 53, 3€3°77004,-3f°aF14,°4,"a,nafFaf €. CSCv| 63798

Cisco NX-OS 49 aQ®e,T1a%1tr€5aQ«a %HhAQP™MA, ReEd" QAHPBI;PREAFAFAS
8, YAf+Af "4, |4 84, CAfAfaafY.a, L
6.2 3,8, S0 6.2(22)
6.2 6.2(22)
7.2 7.3(3)D1(2)
7.3 7.3(3)D1(1)
8.0 8.2(3)
8.1 8.2(3)
8.2 8.2(3)
8.3 8, t&/aec859 3 @ —

8,18, (Af3Af %08, CAFAFINX-OSAf CAfYAf %o ®Nexus
90003, -3°585%3,°3, "3, 055 FaF @ 1V4SCSCv| 65666


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk65482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk65444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj63798
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj65666

Cisco NX-OS GQ"a@®e, Tavtr€8aP«a %HIG™a «reE€d"QAQPBRA; PREIFASASF

& YoAf+af 4, a 88, cafaareafya,t

7.0(3)14 5,5, 55, 2%.© 7.0(3)14(9)

7.0(3)14 7.0(3)14(9)

7.0(3)I5 7.0(3)17(5)

7.0(3)16 7.0(3)17(5)

7.03)17 7.0(3)17(5)

9.2 6, T&Y/ - aeE 859 3 @ —

Nexus 9500

R4, -Af24fY.8, °Af O, 0af 4, «AfVaf%oaSa, 8@ aFa,jaf-aF 55 F5, aFCa, AFYAF VA «iVaECSCVk65482

Cisco NX-OS 4 aQ®e,T1a%1tr€8aQ«a %HIQP™MA ReEd" QAPBI; PREAFAFAS
8, Y4Af+Af "4, |3, 84, CAfAfaafY.E, !
7.0(3)F1 7.0(3)F3(5)
7.0(3)F2 7.0(3)F3(5)
7.0(3)F3 7.0(3)F3(5)
9.2 8, T8/st £S5 @ —

IQQPIQPRaA»-aQB®ASFE, 125514,

Cisco Nexus 4,18, vdf faf @ 3 @ «re€é@Oa@° Cisco NX-0OS §,%%af-af 3, | a,83,¢
afeafeafina,' @ ®x+°a®saQP«é-(3Q9—a@ | 3, paf@afkhaf a@Ed, ... | QA9 3@ 3@ FEQPA»¥a IO
3,C3f%0af€3,03,93f5€83,°5,S0-"39—3€,3faf5f %3, 5@ Exl 3Y 3643, E3€ '13€,3,<d 2Q 39

Cisco MDS &, -8f%if.4.° 8,14 oaf faf @

VMware 3€'3€' Cisco Nexus 1000V 3,'3,03ffaf€

Cisco Nexus 3000 &, -&f2fY-4 °a€Sa,”3€@° 3500 &,-3f4%3,° 3,'3,n4ffaf €

Cisco Nexus 5000 Series Switches

Cisco Nexus 5500 af—af©af faf"af-a ©afv.af &4 caffaf€e

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches

ACI af¢arv.af%.a€® Cisco Nexus 9000 3,-3f253f%3,° 3,'3,03ffaf€

Cisco UCS a@«x €@ ©a@° Cisco NX-0S a,%.af-af"3a, | a,83,¢
afiafeasag,'a@®cCoe? QAP «E-CiQ9—a@ | 3 paf@afnaf a@Ed;.. | @3O3 3@ 3@ a€QIftaf@a,n


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk65482
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html

3fZ35%3f 3@« ~eV%0i€3, E3@ : 3€,3. el ¥ "afPafaf13, 3@ «6-C3Q™3E,«af%03,aF¥af 353553, a€
s O~ oo oo oo ~ e O [-] - oo
a,@xefa"O¢" " a%«a%«ae "a..~a%hec™oe;

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%oaf€@a,nd affa@«e "e%%od @3, E3Q | 3@,a,,Ta%tr€85€¢

8108

aa0e-6, T&Y/+oec85€) a€€3,-3,'3,%at1...6f A @83 @®A,»3,af¥afafta
aft3,'af 39«3, d@LIAQ | (Mo 593, FIQPNIQP—IQVYaE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190306-nx0s-
cmdinj-1611

o' 1g", at¥ee

af @afva,afsas e/ a »8, a,-af8af3| & aftafva, ¢at e—¥a»"

20194 326 6

1.0 X Qaza..~é-afafeafa,’ |- Final
e—¥

d'C¢" elO¢ .,

a4, Caf%0af @ 3,03, 35€ ¢, i3, 98 %I93, i0Ri0 10—3i0 10 0 QiwiIo—i6 53653 55¢
20e-3,Caf%03f 94,03, 3P ®%f...8 13953, 39558, 4@ ®a (" 3@ «E-CTH™E @2 Er» QPB4 €
5OUIOYIEDS,3,"3,25€ 0e-df%0d,af¥afiafaf 3@ ®AT...4®"5,3°°4'SA 95O —3 @ «dn%hoa> 3P —3a€
aae-3, CAf %oBf 3,03, 5P @® " "8;°81.. 40 5@ «6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQIQ «IP®e»(2%%0d,, 2, 33, 2-1IQP—3QYa 49 F€QI ' (nUIYP TR
3Q"3QP®af%0a,af¥afiafPaf d@®xf...d ta@ 3€@3,3,"3,°eL13"QAQ®A, afaf%0af| 3f143,93,'3 3461


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-cmdinj-1611
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-cmdinj-1611

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



