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All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and
unless otherwise stated, there is no warranty, express or implied,
including but not limited to warranties of merchantability and fitness
for a particular purpose. Certain components of this software are
licensed under the GNU General Public License (GPL) version 2.0 or
GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or
Lesser General Public License (LGPL) Version 2.0.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/1gpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
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BIOS: version 07.57

NXOS: version 7.0(3)I5(1) [build 7.0(3)I5(@.9)]

BIOS compile time: ©6/29/2016

NXOS image file is: bootflash:///nxo0s.7.0.3.15.0.9.bin

NXOS compile time: 8/1/2016 23:00:00 [08/02/2016 ©0:30:32]

&, TaYrac€ss, 49 «a,"898389,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

3O '3P®3,Caf%oaf @3, na, 3 3@ ®e, 18/ aE8aQ B Q,3,<ef 13" Q8,»3, 4, 8f83F 3@« "eY%od@ 4

5 8,15,%@ 3€QIQ 3O, Ta%t2E53QEir¥a GO, 5,303 Q3«3 3%16Y;3,5 750 56

* FirePOWER 2100 &, -af%afv4a,° af 4, {8, 0, ¢4, |8 Oaf Vaaf «

« FirePOWER 4100 &, -8 %if /8, %senj & —a»Eaf+4, |3 08, ¢4, '8 OafVaf «eEVs4" @
 Firepower 9300 & »8, af ¥af2af ta £ & ¢af—af ©4a od, ¢af3a*

« MDS 9000 5, -&f%afY.4,° af 28f «af @af-a,xafa 3,"3,0affaf @

* Nexus 1000V Switch for Microsoft Hyper-V

* Nexus 1000V Switch for VMware vSphere

* Nexus 2000 &, -af%afv.a,° af+a, jaf-afeaffa, a - a &'aftafsaf€

* Nexus 5500 af—af©af faf af-a ©afv.af &'a oaffaf e

* Nexus 5600 af—afOaf faf af-a ©afv.af &4 oaffafe

» Nexus 6000 &, -af%afv.a,° 3,18 caf faf

« UCS 6200 § -af°afY.8,° 8f -4, i8f -8f6f &~ & odfa cAfY.48,%af @43, af
« UCS6300 & -af°afY.8,° 8f -4, i8f-8f6f fa & odfa AfY.48,%af @48, af
« UCS 6400 § -af°afY.8,° 8f -8, |8 -8f6f &~ & odfa AfY.8,%af @43, af

e©3¢ °

NX-OS 5@ ® CLI 5 «3S 3¢ 3€€Cisco NX-0S



5,%,3f°3°3,5,83,C3@ A€QAF| a3, 903€ T4, Y3539 —3€V3,3a575F5f%04,,3, 8,85«
FEf—af 3€0<3,%08°3€;3€-3, %03, E3Q Y3, 35231 %03,'e8£ 61" 3 € ™4 «3€@Bash

3@ 3@®3,C3, 4,»3,'3,a,paf@afnhaf a P83 @ @I QPiY™a€ Bash
T€Qartafera,na,'3@®aYooni@ " 3€33,« Linux
3, 'aftaf 3€,3€®35,C3, 4,»3,'3,/4@ efLi@«IQP—iCQPiQPIQPTaO— 3©Y3a, a3, aftaf AQRC®jc@T3
(0N a,Vzaf af"a,1a,83,ca@83€ a€@Cisco NX-OS 3@ ® dev-ops afafv.af«a€« Cisco NX-OS G@®
network-admin Gfaf%af«G€«é-CEELGQ™a,«Of | G140, @,¢a,«d, | Gfaf G€<d, %o Bash
d,-0,80f«0€p«d,¢a, 4,0, 030 @i@Hie®™dc,

an
QH

a
RERK

an  an

Z@QJI

Q0% 49«3 PRI, 3O | 3O FE€HAE/Cisco NX-OSAf—af4, *AfOAf Af" Af8f T4 £
5,4, 08 %369 GO ® FEEBahAEQ IOV« 5 49,C..550—30 3030 36°59,3€,

8,»8, af Yaf2af 3, £4YpRE€ Bc—se-;

33O ®E,TaV+rE83Q®E, 5, 3,'af—af3,naf 3@ Ex @ISYIO™E, 3@ 3€QL2Qe 1%iQ3,EIH 3@
NX-OS

3ftaf@a,na, a9 ®e AR5 EanYome> 3€+3,ES,« 3@ efhr€iiQEi,3,55@%3iQ@™a€ afMs, af
af—afoa, aftsd £3,'a0@® 1 3@ri@ 3Q9—i@ | I€QOCRc@TEE...3€9 show accounting log

8,38 28[58 %08, 8Voc (" AP —aAQ | 8% e YAHO—3 93,6 AR3IQP®An%0ae> A, ¢ £L | -3983Q QIO
Bash &,-3,53f«a1...3@ 885,93, EF€Qa €875, 39353,°

3, affaf afa€ =39 ®3, 39 T363:(3%OP 3P «39%3,53Q%UIQ™AE,

type=update:id=console@:user=root:cmd=configure terminal ; feature nxapi (SUCCESS)

O w 7

DZEQPiC-

39 3Q®e,13%+2E85Q«d %4dt AQO™E, 3> 76@;c-3@ 3€,5,550%5€3,"3€,

ac®xfx a@éa,2afaf aq, a,84a,¢

5, -8,15,%5€@ 3@"3Q®3,Caf%0af@5,13 9339« "21%03 @3, FIQPYe,Ta%+eE€85@«d %4at! GQ™E C,i
af@afa, afsafa€ af-a £afaf@ase

d»affaf a@«d %hiQ9—i@ | iOPRIY; 3@ 3O, SEOUIO™IE€, IO OIOPI, 3P TI3,163faf 5, 13,83,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
2@« "8Y%03Q@®3,-3,'3 330 ®3,16af 3 3,'5,83,C3f03,03,»3F33,' QR @b ..3Q« A" IQTIO" I T4

BONIQPVIEHIOSI®C2E 39 ES, 1533, 4,85,¢5,aF€5, | 3Pafaf 143 %03 @83 @3, AOPPIQ €93,
&,¢affaf—a, af-af1uaf%o3 @83 @™aE,c,ia, YaQ®a,»3,af¥afafta £ &,%.af-af3,!4,83,¢
3,Caffaf—aftafuaf 3«3, 3QLiQ  IEQIOSI®C 2T 1P «2-°39—39,3,1,3f55,15,83,¢
3f03,n3,»33, A€ @& 158S &,1,3f-3f°5,15,84,¢ af+3, £AFLafQ@AfE


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide_7x/Bash.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide_7x/Bash.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

3 »affaf 3€@a@%IYYaQ afid, afEaf afaf'a, afsasf
5,Caffaf—a,°af-aflafthod @«d %IQ@™i e OE™PIPES»"473€+3,F5,3Q 39 30 3€,3,530%3€

5, V5Af+3f 4,5, 84, CA@ ®3, CAffaf—3a,°af~af 143 %03, enced 7@ ™3 653 9«3 F€Q[3,3,'3,359®3,»3,3]
Secu rlty AdV|sor|es and AIertsM%o]

,1/zafaaa‘¥af%a,-af§ajB a,/ccoe aéaé—aé.aééaé EL> L aQ,,aﬁ

59,5933, QR 3973, 3€@4,Caffaf—3,°af-~af 1435 %03 @™5,<aft5f@a,03, 3@« @ @3 Ta@2af;af¢a
Technical Assistance
Centeri’%a"TACi%%o03, 3@ —3Q@ @3 a¥'(,30—3€ | 36,3,afaFafTarSar5, af—afaf €3, nafEaf 43 €«

a ffvaf ata¥ g, a ’é@"“@g" A9839%36€,3653RCxE"
8, -4,18,35€p <8, %00 7Y 4. Y39 —39YIeE35,3,'5,° 5@ ®3,naf14af'5,'8¥'¢,4,/49"8°0¢" 39,39V

cisco-worldwide-
contacts.htmliV208€p «é€£cui 3@ —3@ | 3,Caffaf—35,°af-af1%43f%0d,'3.. Y% i@ —3i€@ 50 Qi@ 5050,

G.i8, Y& CAf faf—4, °Af ~af V[ %oa@ B8 e+ ef 18" @3 985€,5,5Q"3@ 4,/e e /539—3€ 56,36V
URL3,/4a©"¢" 2, 930036 3039,
ac®@afx a@ afarrasna,’

FQ'3dQPB®E ..AQRLOXV"FP™E 8| dQ«Cr°aQP™E, dQTIQ«IEQPEQOOI taQafEfEf1a,'a@«a,Caffa
3,%,3FafYaf 143, 318358, cC°* @IQP™3, i@« P, AQPVIQOLIQP | 3@ QIO TOPI, Caf%oaf@a,13,Naf
Event Response: March 2019 Cisco FXOS and NX-OS Software Security Advisory Bundled Publicationa€,

2 jaQ®e| i@P83@ 3€QI | IOB®I"—3@« Cisco FXOS &,%af+af"a,! 3,83, C3Q%UIPYIO
Cisco NX-0OS
a,%.af-af"a, | a,83,¢ca@®afafrasaa,'a, cna@—i@ | 3@, 3 @%NIQO™AE,8,1RIYPRI"—3Q F€Q@Afafiasf

49,8 dQORIG ORI —3@« "e1%03@ 3, EIQ | 59,3,afafaf 3,3 @«3Q €@, TaVitrE8I@«S
NX-OS

3 48[ +8f "4 '8, 85 Ca@®a,1afjaf%d, (LA @@rroed IQPRE, TaVi+trE8i@«b-CEELf3@™a,«a; Rrfi@«ad
a,caffaf—a,°af-aflhaf%.a @®a €6f 3@ a@—a€e, BIOS

a,a,caffaf—a,°af-afuaf%od @™a<a; ... | @i @ E3Q .4, §§0%§0"‘"é€,é»¥é,<é®«gn°éé”"'éé,,50§§,$§€
BIOS &,¢affaf—a,°af~af1%af%03€ 3€@ L0231 ef3"@a@® ID 3€53,"3€> BIOS

3f@afd, 3f8ar’a@®e03C°5,4€,C..839™5, 5O 3@ 3,39 5883, QIO —3OUIG™AE,

« Nexus 3000 &, -afafY.4,° 8 14, odf fif ©
o ACI 3fCafY48( %39 ® Nexus 9000 3,-af2af1%3a,° af+3,jaf-afaffa,” 3,'a,03ffaf@
o 818 A8 %08 CAFAFS NX-OS &f CAfY&f %05 ® Nexus 9000 &,-3f25%3,° &,'5,naffaf @


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-70757
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nxos-sig-verif

« Nexus 9500 R & -&f%fY.8,° 8fOF 0af4, «Bf VA %o 53, 3@3af4,i3f-aFafFa,~ 45Ca, AF¥EFhEF«

Nexus 30004, -&feafY.4, °4, 14, naf fAf €:CSCvj 59431

Cisco NX-0OS
a,%2af-af 4, |a, 84, tafdafaafyv.a,t

GQ"aP®e, Tavtr€8aP«a HIG™a «rwe€d"QAQPBRA; RREIFASASF

7.0(3)12(1) &5, S&%o &

éu Té-l/4¢£§a0350_

7.0(3)14 7.0(3)14(9)
7.0(3)I5 7.0(3)17(4)
7.0(3)I6 7.0(3)17(4)
7.0(3)17 7.0(3)17(4)
9.2 8, t&/aec859 3 @ —

Nexus 35008f—afOAf fAf &f 8 OAfYAf & 14 uaf fAf @i%ECSCvj59431

Cisco NX-0OS
a,%af-af 4, |a, 84, tafdaraafyv.a,t

GQ"aP®e, Tavtr€8aP«a HIG™a «reE€d"QAQPBRA; RREIFASASF

6.0(2)A8 3,8, $3%0 €

éu Té-l/4¢£§a0350_

6.0(2)A8 8, t&/taec859 3 @ —
7.03) 7.0(3)17(4)
9.2 8, T8/ o£85Q 5 @ —

Nexus 3600 Af—A&fOAf fAf &f+5, OAfVAf &4, vaf fAf€@i%hs CSCvk52941

Cisco NX-OS 49 "aO®e,Ta+e€8a9«d %HIOP™I eeEd" QPIOPI;RrEAFAFAS
8, LAfaf 4,4, 84, Cafearearya,
7.0(3) 7.0(3)F3(3c)!
92 én Té-l/4¢£§a0350_

15€"'3@®e,Ta%+2€83€ 3€@7.0(3)F3(4) 3@83@ 3/RxfiH 3, Ei® 50,3043 3,"3@EI<€HT7.03)F3(5)
@83, ®xfi@ 3, EIQ | 3€,39%IQ™AE,

Nexus 70004€ 53, 3€3°77004,-af2aF"4,°4,"a,nafFaf €@ . CSCvj 59446

Cisco NX-OS
a,Y%8f+af 4, |a, 84, cafaafarvaa,t

GQ"a@®e, Tavtr€8aQP«a HIG™Ma «reEA"QIAQORA; RRLIFESASF

6.2

e, t&/caeL889 3 @ —

7.2 e, t&/caec889 3 @ —
7.3 &, T8/raL859 3 Q@ —



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj59431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj59431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj59431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk52941
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj59446

Cisco NX-0OS
a,Y%8f+af 4, a, 84, cafeafearva,t

GQ"a@®e, Tavtr€8aP«a %HIG™a «reE€d"QAQPBRA; PREIFASASF

8.0

&, t&/c-oeE889 3 @ —

8.11 8.2(3)
8.2 8.2(3)
8.3 8.3(1)

INexus 7000 49 S3,"3€° 7700 &,-3F7af143,° 3,'3,03ffaf @ 3@ a€€8.1 3,%3f-3f3,!4,83,¢ 3P afaf3,'39%3€8 Bash
3,3,13f@afnaf dQ—i@ | 5€,a9%3e3,"iQ859—aPYaE,

ACI &fCafYiif %56 ®Nexus 90003, 3285143, °5F3,;af-aF°a5F3,”a,'a, naF FaF @ T145CSCVk 52940

Cisco NX-OS
a,v%8f+af 4, a, 84, cafeafaarva,t

GQ"a@®e, Tavtr€8aQP«a HIG™Ma «rweEd"QIAQPRA; RREIFESASF

13.1 4,5, S&%0. € 13.2(4d)
13.1 13.2(4d)
13.2 13.2(4d)
14.0 14.0(1h)

8,18, ¢ Af38f %o, CAfAFINX-OSAf CAf VA f%e5@ ®Nexus
90003,-323F%3,°3, "3, 03 FaF @i v%ECSCvj 59431

Cisco NX-0OS 5@ "aQP®e,talte€8d@P«a %#hIGP™i ee€d”  QaPR®A;RREIFAFAF

a Y5Aaf+af 4, |a, 88, cafaareafy.a,t

7.0(3)12(1) 5,8, S3%o €@ 8, &Y/ aE£85@ 3 @ —

7.0(3)14 7.0(3)14(9)

7.0(3)I5 7.0(3)I7(4)

7.0(3)I16 7.0(3)I7(4)

7.0(3)17 7.0(3)17(4)

9.2 6, T8/s+ o859 3 @—

Nexus 9500

R4, -Af°AfY.A, °af OF, 0af34, «af VAf%oa€pSa, " a@3afea,jaf-afaffFa, afca, AF¥aFfhaf«iva8CSCvk52941

Cisco NX-OS 5@ "aQP®e,talte€8d@P«a %#hIGP™i ee€d”  QaPR®A;RREIFAFAF
8, LAfaf 4,4, 84, Cafeafearya,
7.03) 7.0(3)F3(3c)!
9.2 e, Ta&V/rt e85 2 @ —

15©"3@®¢,Ta%+x€83€ 3€€7.0(3)F3(4) 3€33@ 3;R@xLi@ 3, EiQ|3€,30%3€3,"3€@EI€67.0(3)F3(5)


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk52940
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj59431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk52941

5955, 0xL59+5,E3Q | 3€,3Q%IOMAE,
QO QIQPRan-a9®afa,2afna,’

Cisco Nexus 8,14, oaf faf @ 3 € «e0e€6 O3 @2 Cisco NX-OS &,%3f-af"3,' 4,85,¢
353143, 4@Pr+°AR33 P «é- (3P —a@ | 3, AfQAFKAS IO TS;..8 | @38 30 3@ IEHIYI GO
5,Caf%0af 4,13, 93f3€83,°8,S0-°39 —3€,35f 543, 4@ Tel 3¥ 3+3,E3Q | 56,53 39736

Cisco MDS &, -af%fv.8.° 8 '8 vaf faf @

VMware 3@'a€' Cisco Nexus 1000V &,'3,0affaf€

Cisco Nexus 3000 &, -&f3afY.3,°5€ 53,33 3500 &,-3f5f%4,° 4,'5,03ff3f &
Cisco Nexus 5000 Series Switches

Cisco Nexus 5500 af—af©af faf af-a ©afv.af &'a vaffafe

Cisco Nexus 6000 Series Switches

Cisco Nexus 7000 Series Switches

Cisco Nexus 9000 Series Switches

ACI &fCafY8f%.5€® Cisco Nexus 9000 &,-3f255143,° 3,'3,03ffaf €

Cisco UCS d@«ee€e@©a@? Cisco NX-OS a,%%afaf a, | a,83,¢
afeafrass, @ ®cCoe’@aP«é-CiQ9—a@ | a,paf@afhaf a@ ;... | Qa3 A 3@ €QIftaf@a,n
SfZaf%af €« " &Y%0a €3, 3@ | 5€,3,el aY afafafa, a€«6-CIQ™E Af%0d,afYafiaFafE, 3¢
s [+ V. oo oo X ~ e O [+ AN oo

4, @>eE£a"O¢" " a%a¥%a® a...,a¥h @™o

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ €€ e0e-3,Caf%oaf€a,nad i@« "e%%od@ 3, i€ | 39,3,€,TaVtr€s5¢

8108,

a0e-8, 1AVt ot8a0 3€93,5,15,33T..6F 3 @55Q®AE 3, AF¥ARAFE,
5F13,8F 59«3, 59L3@ | 08 | 39+3, EIQ%IO—3OVE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20190306-nx-0s-
bash-escal

o' 1e", at¥ae

af @afvaa, afsas ot VA a,»8, a,-af8af3| 4 aftafvaa, ¢at e—¥a»~
on m o o s pas o i 2019 & 385 6
1.0 Q7a...~6—afa2ara," | - Final
¥



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/recommended-release/b_Recommended_Cisco_ACI_Releases.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nx-os-bash-escal
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190306-nx-os-bash-escal

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



