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æ¦‚è¦�

Microsoft Windows ç”¨ã�® Cisco WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�Šã‚ˆã�³ Microsoft Windows ç”¨ã�® Cisco 
WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®è¤‡æ•°ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã�§æ”»æ’ƒè€…ã�Œä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«ã‚ˆã‚‹ Advanced 
Recording Formatï¼ˆARFï¼‰ãƒ•ã‚¡ã‚¤ãƒ«ã�¨ WebEx Recording 
Formatï¼ˆWRFï¼‰ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ¤œè¨¼ã�Œé�©åˆ‡ã�§ã�ªã�„ã�Ÿã‚�ã�«å˜åœ¨ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ãƒªãƒ³ã‚¯ã�¾ã�Ÿã�¯é›»å�ãƒ¡ãƒ¼ãƒ«ã�®æ·»ä»˜ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ä»‹ã�—ã�¦æ‚ªæ„�ã�®ã�‚ã‚‹
ARF ã�¾ã�Ÿã�¯ WRF 
ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ãƒ¦ãƒ¼ã‚¶ã�«é€�ä¿¡ã�—ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ä½¿ç”¨ã�—ã�¦ãƒ•ã‚¡ã‚¤ãƒ«ã‚’é–‹ã��ã‚ˆã�†ã�«ä¿ƒã�™ã�“ã�¨ã�§ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�§ã��ã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«æˆ�åŠŸã�—ã�Ÿæ”»æ’ƒè€…ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã�§ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ 
 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190123-webex-

rce
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High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20190123-webex-rce

åˆ�å…¬é–‹æ—¥ : 2019-01-23 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2019-01-30 20:17

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.8

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvm65794 
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190123-webex-rce
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190123-webex-rce
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm65794
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm65741
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm65148
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm65798
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm86160
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm65207
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm86137
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm86148
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm65747
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm86143
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm86165
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1639
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1639
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1637
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1637
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1641
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1641
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1640
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1640


è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

æœ¬è„†å¼±æ€§ã�¯ã€�Cisco WebEx Business Suite ã‚µã‚¤ãƒˆã€�Cisco WebEx Meetings 
ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ ã‚µã‚¤ãƒˆã€�ã�Šã‚ˆã�³ Cisco WebEx Meetings 
ã‚µãƒ¼ãƒ�ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã‚‹ Microsoft Windows ç”¨ã�® Cisco WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�Šã‚ˆã�³ Microsoft Windows ç”¨ã�® Cisco 
WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®æ¬¡ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«å½±éŸ¿ã‚’å�Šã�¼ã�—ã�¾ã�™ã€‚

Cisco Webex Business Suite 

WBS32ã‚µã‚¤ãƒˆï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³WBS32.15.33ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�®Webexãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�Šã‚ˆã�³Webexãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³
•

Cisco Webex Business Suite 

WBS33ã‚µã‚¤ãƒˆï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³WBS33.6.7ã�¾ã�Ÿã�¯WBS33.7.0ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�®Webexãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�Šã‚ˆã�³Webexãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³
•

Cisco WebEx Meetings ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.3.40 
ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�® WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¨ WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

•

Cisco Webex Meetingsã‚µãƒ¼ãƒ�ï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³2.8MR3 
SecurityPatch1ã�¾ã�Ÿã�¯3.0MR2 
SecurityPatch2ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�®Webexãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

•

ã‚·ã‚¹ãƒ†ãƒ ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹ Cisco WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¾ã�Ÿã�¯ Cisco WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã‚’é–‹ã��ã€�[ãƒ˜ãƒ«ãƒ—ï¼ˆHelpï¼‰]
> [ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³æƒ…å ±ï¼ˆAboutï¼‰] ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

Mac OS ç”¨ã�® Cisco WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�«ã�¯å½±éŸ¿ã�Œã�‚ã‚Šã�¾ã�›ã‚“ã€‚

è©³ç´°

Cisco WebEx Business Suite ã‚µãƒ¼ãƒ“ã‚¹ã�Šã‚ˆã�³ Cisco WebEx Meetings 
ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ã�¯ã€�Cisco WebEx ã�Œç®¡ç�†ä¿�å®ˆã�™ã‚‹ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ 
ãƒžãƒ«ãƒ�ãƒ¡ãƒ‡ã‚£ã‚¢ä¼šè°ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã�§ã�™ã€‚Cisco WebEx Meetings 
ã‚µãƒ¼ãƒ�ã�¯ã€�ã�Šå®¢æ§˜ã�®ãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆ 
ã‚¯ãƒ©ã‚¦ãƒ‰ã�§ãƒ›ã‚¹ãƒˆã�Šã‚ˆã�³ç®¡ç�†ä¿�å®ˆã�™ã‚‹ãƒžãƒ«ãƒ�ãƒ¡ãƒ‡ã‚£ã‚¢ä¼šè°ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã�§ã�™ã€‚



Cisco WebEx Business Suite 

ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�ãƒ¦ãƒ¼ã‚¶ã�Œä¼šè°ã�®éŒ²éŸ³ã‚’ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ã�§ä¿�å˜ã�—ã€�ARF
ãƒ•ã‚¡ã‚¤ãƒ«ã�¨ã�—ã�¦ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã‚ˆã�†ã�«è¨å®šã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�ãƒ¦ãƒ¼ã‚¶ã�®ãƒãƒ¼ã‚«ãƒ«
ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ã‚¿ã�« WRF 
ãƒ•ã‚¡ã‚¤ãƒ«ã�¨ã�—ã�¦ã€�ä¼šè°ã‚’ç›´æŽ¥éŒ²éŸ³ã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

Cisco WebEx ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯ã€�ARF 
ãƒ•ã‚¡ã‚¤ãƒ«ã�®å†�ç”Ÿã�«ä½¿ç”¨ã�•ã‚Œã‚‹ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�§ã�™ã€‚ã�“ã�®ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯ã€�Cisco
WebEx Business Suite ã‚µã‚¤ãƒˆï¼ˆWBS31ã€�WBS32ã€�ã�Šã‚ˆã�³ WBS33ï¼‰ã€�Cisco 
WebEx Meetings ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ã€�ã�Šã‚ˆã�³ Cisco WebEx Meetings 
ã‚µãƒ¼ãƒ�ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯ Cisco WebEx Web 

ã‚µã‚¤ãƒˆã�‹ã‚‰æ‰‹å‹•ã�§ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§ã��ã�¾ã�™ã€‚ã�¾ã�Ÿã€�ãƒ¦ãƒ¼ã‚¶ã�Œ
Cisco WebEx Business Suite ã‚µã‚¤ãƒˆã�‹ã‚‰ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°å†�ç”Ÿã�®ã�Ÿã‚�ã�« 
ARF 
ãƒ•ã‚¡ã‚¤ãƒ«ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹ã�¨è‡ªå‹•çš„ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¾ã�™ã€‚

Cisco WebEx ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯ã€�WRF 
ãƒ•ã‚¡ã‚¤ãƒ«ã�®å†�ç”Ÿã�«ä½¿ç”¨ã�•ã‚Œã‚‹ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�§ã�™ã€‚ã�“ã�®ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯ã€�Cisco
WebEx Business Suite ã‚µã‚¤ãƒˆï¼ˆWBS31ã€�WBS32ã€�ã�Šã‚ˆã�³ WBS33ï¼‰ã�Šã‚ˆã�³ 
Cisco WebEx Meetings ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚Cisco WebEx 
Meetings ã‚µãƒ¼ãƒ�ã�‹ã‚‰ã�¯å…¥æ‰‹ã�§ã��ã�¾ã�›ã‚“ã€‚ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯ 
Cisco WebEx Web 

ã‚µã‚¤ãƒˆã�‹ã‚‰æ‰‹å‹•ã�§ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�Ÿã� ã�—ã€�ã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°
ã‚·ã‚¹ãƒ†ãƒ ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å‰Šé™¤æ‰‹é †ã‚’ä½¿ç”¨ã�—ã�¦ã€�Cisco WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¨ Cisco WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã‚’ã‚·ã‚¹ãƒ†ãƒ ã�‹ã‚‰å‰Šé™¤ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ã€�Microsoft
Windows 10 ã‚·ã‚¹ãƒ†ãƒ ã�‹ã‚‰ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã‚’å‰Šé™¤ã�™ã‚‹å ´å�ˆã�¯ã€�Windows 
ã�® [è¨å®šï¼ˆSettingsï¼‰] ã�§ [ã‚¢ãƒ—ãƒªã�¨æ©Ÿèƒ½ï¼ˆApps & Featuresï¼‰] 
ã‚¢ãƒ—ãƒªã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

Microsoft Windows ã‚·ã‚¹ãƒ†ãƒ ã�‹ã‚‰ã�™ã�¹ã�¦ã�® Cisco WebEx 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å‰Šé™¤ã�™ã‚‹å ´å�ˆã�¯ã€�Meeting Services Removal Tool 
ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ãƒ„ãƒ¼ãƒ«ã�¯ã€�Cisco Collaboration Help 
é …ç›®ã€�Cisco WebEx and 3rd Party Support Utilities 

ã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚

Cisco Webex 

https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://collaborationhelp.cisco.com/article/en-us/WBX000026396


ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã‚’å‰Šé™¤ã�™ã‚‹ã�¨ã€�ãƒ¦ãƒ¼ã‚¶ã�¯ãƒ¡ãƒ‡ã‚£ã‚¢ã‚’å†�ç”Ÿã�§ã��ã�ªã��ã�ªã‚Šã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�æ¬¡å›žãƒ¡ãƒ‡ã‚£ã‚¢ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�Ÿã�¨ã��ã�«ã€�æ–°ã�—ã�„ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�•ã‚Œã�¦ã€�æ›´æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œãƒ¦ãƒ¼ã‚¶ã�«æ��ä¾›ã�•ã‚Œã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚
 

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œ Cisco Service Contract 
ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’
POS ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TAC 
ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®æƒ…å ± 

æ¬¡ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® Cisco WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�Šã‚ˆã�³ Cisco WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�§ã�¯ã€�æœ¬è„†å¼±æ€§ã�Œä¿®æ£æ¸ˆã�¿ã�§ã�™ã€‚

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html


Cisco Webex Business Suite 

WBS32ã‚µã‚¤ãƒˆï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³WBS32.15.33ä»¥é™�ã�®Webexãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�Šã‚ˆã�³Webexãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼
•

Cisco Webex Business Suite 

WBS33ã‚µã‚¤ãƒˆï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³WBS33.6.7ä»¥é™�ã�®Webexãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�Šã‚ˆã�³Webexãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼
•

Cisco WebEx Meetings ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.3.40 ä»¥é™�ã�® WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¨ WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

•

Cisco Webex Meetingsã‚µãƒ¼ãƒ�ï¼šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³2.8MR3 
SecurityPatch1ã�¾ã�Ÿã�¯3.0MR2 
SecurityPatch2ä»¥é™�ã�®Webexãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼

•

Cisco WebEx Business Suite WBS31 ã�®ã‚µã‚¤ãƒˆã�¯ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã�®ãƒžã‚¤ãƒ«ã‚¹ãƒˆãƒ¼ãƒ³ã�Œçµ‚äº†ã�—ã�¦ã�„ã‚‹ã�Ÿã‚�ã€�ã‚·ã‚¹ã‚³ã�§ã�¯ã�“ã‚Œã‚‰ã‚µã‚¤ãƒˆã�®è„†å¼±æ€§ã�¯ä¿®æ£ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�¾ã�Ÿã€�ä¿®æ£ã�®äºˆå®šã‚‚ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�“ã�®ãƒžã‚¤ãƒ«ã‚¹ãƒˆãƒ¼ãƒ³ã�Šã‚ˆã�³
WBS31 ã‚µã‚¤ãƒˆã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ 
ãƒ—ãƒ©ãƒ³ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco WebEx Meetings Suite End-of-Version 

Support Policy ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
 

ã�Šå®¢æ§˜ã�¯æ¬¡ã�® 2 ã�¤ã�®æ–¹æ³•ã�§ Cisco WebEx 
ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚

è‡ªå‹•ï¼šãƒ¦ãƒ¼ã‚¶ã�ŒCisco Webex Business 
Suiteã‚µã‚¤ãƒˆï¼ˆWBS32ã�¾ã�Ÿã�¯WBS33ï¼‰ã€�Cisco Webex Meetings 
Onlineã‚µã‚¤ãƒˆã€�ã�¾ã�Ÿã�¯Cisco Webex 
Meetingsã‚µãƒ¼ãƒ�ã�§ãƒ›ã‚¹ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ARFãƒ•ã‚¡ã‚¤ãƒ«ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹ã�¨ã€�ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«è‡ªå‹•çš„ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�•ã‚Œã�¾ã�™ã€‚

•

æ‰‹å‹•ï¼šãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯https://www.webex.com/play-webex-

recording.htmlã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�—ã�¦ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§ã��ã�¾ã�™ã€‚
•

æ³¨ï¼šãƒãƒƒã‚¯ãƒ€ã‚¦ãƒ³ã�•ã‚Œã�ŸCisco 
Webexã‚µã‚¤ãƒˆã‚’ä½¿ç”¨ã�—ã�¦ã�„ã‚‹ã�Šå®¢æ§˜ã�«ã�¯ã€�æ›´æ–°ã�•ã‚Œã�Ÿãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®Cisco
Webexãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯éŒ²ç”»ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�¯è‡ªå‹•çš„ã�«ã�¯æ��ä¾›ã�•ã‚Œã�¾ã�›ã‚“ã€‚è©²å½“ã�™ã‚‹ã�Šå®¢æ§˜ã�¯
Cisco WebEx ã‚«ã‚¹ã‚¿ãƒžãƒ¼ 
ã‚µãƒ�ãƒ¼ãƒˆã�«é€£çµ¡ã�—ã�¦æ›´æ–°ã‚’å�–å¾—ã�™ã‚‹ã�‹ã€�ã�¾ã�Ÿã�¯ 
https://www.webex.com/play-webex-recording.html 

ã�‹ã‚‰ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®æœ€æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’å�–å¾—ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�Šå®¢æ§˜ã�¯ç�¾åœ¨ã�®ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ã‚¢ãƒ³ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã€�https://www.webex.com/play-

webex-recording.html 

ã�‹ã‚‰ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®æœ€æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�—ã�¦ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹ã�“ã�¨ã�§ã€�Cisco
WebEx 
ãƒ—ãƒ¬ãƒ¼ãƒ¤ãƒ¼ã�®ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚ 

https://collaborationhelp.cisco.com/article/en-us/ns12j0bb
https://collaborationhelp.cisco.com/article/en-us/ns12j0bb
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html
https://www.webex.com/play-webex-recording.html


 

æ¬¡ã�®è¡¨ã�«ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹å�„è„†å¼±æ€§ã�«é–¢ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®
Cisco Bug ID 
ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¤ºã�—ã�¾ã�™ã€‚æ¬¡ã�®è¡¨ã�«å¾“ã�„ã€�é�©åˆ‡ã�ªãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³

Cisco 

Bug 

ID

Webex Business 

Suite 

WBS32 ã‚µã‚¤ãƒˆ

Webex Business 

Suite 

WBS33.6 ã‚µã‚¤ãƒˆ 

Webex Business Suite 

WBS33 æœ€æ–°ã‚µã‚¤ãƒˆ Webex Meetings Server

Webex 

Meetings 

Online

CVE-

2019-

1637 

32.15.33 

ä»¥é™�
 33.6.7 ä»¥é™�  33.7.0 ä»¥é™�

 2.8MR3ã€�2.8MR3 
SecurityPatch1ã€�3.0MR2 
SecurityPatch2

 1.3.40

CVE-

2019-

1638

32.15.31 

ä»¥é™�
 33.6.7 ä»¥é™�  33.7.0 ä»¥é™�

 2.8MR3ã€�2.8MR3 
SecurityPatch1ã€�3.0MR2 
SecurityPatch2

 1.3.39

CVE-

2019-

1639

32.15.31 

ä»¥é™�
 33.6.7 ä»¥é™�  33.7.0 ä»¥é™�

 2.8MR3ã€�2.8MR3 
SecurityPatch1ã€�3.0MR2 
SecurityPatch2

 1.3.39

CVE-

2019-

1640

32.15.33 

ä»¥é™�
 33.6.7 ä»¥é™�  33.7.0 ä»¥é™�

 2.8MR3ã€�2.8MR3 
SecurityPatch1ã€�3.0MR2 
SecurityPatch2

 1.3.39

CVE-

2019-

1641

32.15.33 

ä»¥é™�
 33.6.7 ä»¥é™�  33.7.0 ä»¥é™�

 2.8MR3ã€�2.8MR3 
SecurityPatch1ã€�3.0MR2 
SecurityPatch2

 1.3.40

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆäº‹ä¾‹ã�¨ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã‚·ã‚¹ã‚³ã�¯ã€�CVE-2019-1638ã�Šã‚ˆã�³CVE-2019-
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URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190123-webex-

rce

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.1
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 33.6.7 ã�«ã�Šã�‘ã‚‹ Cisco Webex Business Suite 
ç”¨ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å…¥æ‰‹ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’æ˜Žè¨˜ã€‚

ã€Œè©²å½“è£½å“�ã€�ã€�ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€� Final

2019 å¹´ 

1 æœˆ 

30 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final

2019 å¹´ 

1 æœˆ 

23 æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190123-webex-rce
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190123-webex-rce


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


