Cisco af“afta,2a afv.af ™a cafo©afa,t Media
Server Denial of
ServicelVs DoS/DDoSiV 860, Tay/4aeEs

8,03 %0af @a,m8,9afaF%ID : cisco-s=  CVE-2018-
M ediun0181107-vsms-dos 15449

& @a...~é-«e—Y¥ : 2018-11-07 16:00

af @afvaa, afsas 1.0 : Fina

CVSS3,14,33,¢: 4.3

&726€ ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCvm36780

Yo7 5@ «ad,"a «ef...3 t3@ a€He«te?ZiP«a, a,«aZYe-faHPREQZA..., a1 a4
Al

%1 el@

Cisco af“af1a 24 ffv«af ™a naf©afa  Media Server

d@®3, | 3,8af-af™afnud,'a@®c®ic@Ta,nafa,;af1hdf+a,83,13,'a@®e, 1a%+e€83€ afafcafinaf "'
i%4"D0S1%4%03, 81 3@ @Lp-3Q"3O™3, 3@ TIQ«AO™AE, 3@ &f12€85Q E3€,3,559%IQ™AE,

&, T8/ raeE8a€ 312+6Y,;3, 8@ —a9'aQYa, Pafkasf s, 3@ ®4, | 5,83f-afMaf1ha, 4@ ®C®ic@Td,naf5, af 143
®"»e'fe€.. 5@ §,naf5,:3f%a55,85,05, Q@S 4143, 5@ ®x, 2, @IQ®IQ 4,458, 5,'3, afaffa,
*fd 3€°5,73, 4, 'af—af3,0af 3@ x"»e'fe€.. 3«3, 5,55, 5,85F-af a3, 4@ BC®ic@ T3, nafE,; Af 142
DoS

SYe... AP« I QLIQ | 87069 "5, Qef AP «FE QTP SIONIO™MIP IO 3,30 efLIQPEP™E,EY

5O "3Q®e,T81+2€83Q«d %3t AO™3 D 76Q-3Q 3€,5,550%36>3,"3€,

Q"3 ®3,Caf%o0af€a,ma,q éfaé0_§€Qae—|ié0®éfaéf3é,_éfé,§g¢°éaéé0§50050%50TM5€,
https://toals.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20181107-vsms-dos

e©23y4" efvod" €@
e TaVaaf83@®a@,a,«e£%-3" @
3@ a@®e,1a%+xe€839 Cisco af'afta,? a,uafuaf™a,nafoasfa,” Media Server
5O«aV+EY;8,4 750 GQUIO™IE, 2O FO™E,E,1AF5F 5, 5,85,¢
3f3fa5%a,'3@«3Qr3€, 3¢ 3@ ®xf...d 13Q«E-CIQP—3i@ | 3@ IEQPIV"IQP®,Caf%0af@a,r3a,9¢
Cisco af@3,°ID 3,3€,¢...809—3€@ | 5,3 @+ 3@ ,3€,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181107-vsms-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm36780
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15449
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-15449

8, T&YeE8, 49 «a,"3983€,30%3€,30"30 39 ECC Qa9 3,EaQP VL@
G 3aQ®3,Caf%0af@a,ra, NafaQ®e, TaY/+aeE85@ EA"dce 3@ ™A ef1L3"QAQ®E, »3, 3, -af 8af3a@«af
DZEQP (-

5O "3Q®e,T81+2€83Q«d %3t AO™3 D 76Qic-3@ 3€,5,550%33,"3€,

ac®axfx a@éa,%2afaf " aq, a,84a,¢

dRafxr"a@:a,2af+af a, | a,8a,¢

éfaéfaéf%é,1é@@é@t”é@«é@ﬁ@,,é@ | §®_é€éaeoe—|é,Céf%oéf@é,mé,ﬂ]éfaéﬁéf"§®® Cisco
Bug ID §,'3€,C...80 9 @3€© 3€°3€,3€,

a,-8f+af 4,13 83, ¢a@®a,caffaf—a, af-aflhaf%od, aencee” ZéQTM§,<é§>50«§0_§€QCi sco Security
Advisories and Alerts

a,%.af2afYafna, afs8afa, e’ Qi9—iQ | iQP QIO 393, 3€,

50,3953, F3Q®3 3@ 3, 3€@35,Caffaf—a,°af~af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
é,@ae”ié@agﬂé@«é@néénéé 3¢ a€@Cisco Technical Assistance
Centeri%a"TACi%%03, i @—3@ @3¢ AY'(,i@—ai@ | 5€,3,afjafartarsasra,
3f—afaf@3,nafeafhi@ 3955 939,595,930 30030 303 ,3€,

4 Q@RESOC" " 3%AWEQ " A...~a%O ™8

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p83 € 3€@e0e-3,Caf%0af@a,na, Naf'd@«e "e%%od€ 3, Ei¢ | 3€,3,<8,TaVitae€

8108

ame-8, T8/ ecE85@ 5€9 35, 5,"5,35T...6F 3@ 83@®3,»3, aM¥aFEf14,£
513,53 59«3, AQLIQ | (Ve G5, EIQUIO—IQVEE,

URL

https://toals.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20181107-vsms-dos

7

o' 1e", at¥ee

%‘H


https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20181107-vsms-dos

Version Description Section Status Be—¥a»

1.0 E@aza..~é-afafasna,’ Final 2018-November-07

cRCIeiCL o

aae-3, CAf %oBf 3,73, 359 ¢, 18: 08 %IO®3,IORIQ 10—i0 i9 29PINIO—ie 555 556
ee-d,Caf%0af 3,03, 95 3@®af...8 +t3953, 3@%aFa3, 3@ a1 FQ«E-CIQP™F,@2-Em IPBA £
FQNIOYI€OS,5,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
aae-4, Caf %oaf € 3,03, 94 a@®e " "€;°3t...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CeQPCYIQ—ICQIQ -IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYE 49 I QI (UIYP TR
33O ®af%0a,af¥afiafPaf d@®xf...d +ta@ 3€@4,3,"3,°eL13"QAQ®A, afaf%0af| 3f143,93,3 341



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



