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<#root>
switch#
show errdisabl e detect | include vlan
bpduguard Enabled
vl an
psecure-violation Enabled port/
vl an
security-violation Enabled
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switch#

show runni ng-config | include shutdown vlan
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switch#

show running-config | include switchport port-security violation shutdown vlan
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spanning-tree portfast bpduguard default
interface <interface-id>
spanning-tree portfast
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spanning-tree bpduguard enable
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<#root>
switch#
show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action

(Count) (Count) (Count)
Gil/0/48 1 1 5
Shut down VI an
Total Addresses in System (excluding one mac per port) 0
Max Addresses 1limit in System (excluding one mac per port) : 4096
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<#root>

interface <interface-id>

aut hentication port-control

val ue

switchport voice vlan

val ue
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-errdisable
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180926-errdisable
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