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æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿé½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚

æ¦‚è¦�

2018 å¹´ 8 æœˆ 14æ—¥ã€�National Cyber Security Centre of Finlandï¼ˆNCSC-FIï¼‰ã�Šã‚ˆã�³ 
CERT Coordination Centerï¼ˆCERT/CCï¼‰ã�®è„†å¼±æ€§ã‚³ãƒ¼ãƒ‡ã‚£ãƒ�ãƒ¼ã‚·ãƒ§ãƒ³ 
ãƒ�ãƒ¼ãƒ ã�¯ã€�Linux ã‚«ãƒ¼ãƒ�ãƒ«ã�Œä½¿ç”¨ã�™ã‚‹ IP 
ã‚¹ã‚¿ãƒƒã‚¯ã�®è„†å¼±æ€§ã‚’å…¬é–‹ã�—ã�¾ã�—ã�Ÿã€‚ã�“ã�®è„†å¼±æ€§ã�¯ä¸€èˆ¬ã�«
FragmentSmack ã�¨ã�—ã�¦çŸ¥ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆæ”»æ’ƒè€…ã�¯è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�§ã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³ï¼ˆDoSï¼‰çŠ¶æ…‹ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®æ”»æ’ƒã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�§å•�é¡Œã‚’ãƒˆãƒªã‚¬ã�™ã‚‹ã‚ˆã�†ã�«è¨è¨ˆã�•ã‚Œã�Ÿã€�ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿ
IPv4 ã�¾ã�Ÿã�¯ IPv6 
ãƒ‘ã‚±ãƒƒãƒˆã�®ã‚¹ãƒˆãƒªãƒ¼ãƒ ã‚’é€�ä¿¡ã�§ã��ã‚‹æ”»æ’ƒè€…ã�«ã‚ˆã�£ã�¦å®Ÿè¡Œã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�è©²å½“ã�®ã‚«ãƒ¼ãƒ�ãƒ«ã�Œä½¿ç”¨ã�™ã‚‹ IP 
ã‚¹ã‚¿ãƒƒã‚¯ã�§ã�® IPv4 ã�Šã‚ˆã�³ IPv6 
ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã�®ãƒªã‚¢ã‚»ãƒ³ãƒ–ãƒ«ã�Œä¸�å��åˆ†ã�ªã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚Linux
ã‚«ãƒ¼ãƒ�ãƒ« ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 3.9 
ä»¥é™�ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180824-linux-ip-

fragment

è©²å½“è£½å“�

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è£½å“�ãƒ©ã‚¤ãƒ³ã‚’èª¿æŸ»ã�—ã�¾ã�—ã�Ÿã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�„è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�®
Cisco Bug ID ã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco Bug ã�¯ Cisco Bug Search Tool 

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20180824-linux-ip-fragment

åˆ�å…¬é–‹æ—¥ : 2018-08-24 21:30

æœ€çµ‚æ›´æ–°æ—¥ : 2019-02-18 16:35

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.16 : Final

å›žé�¿ç– : Yes

Cisco ãƒ�ã‚° ID :

CVE-2018-

5391

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180824-linux-ip-fragment
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180824-linux-ip-fragment
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-5391
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-5391


ã�§æ¤œç´¢å�¯èƒ½ã�§ã�‚ã‚Šã€�å›žé�¿ç–ï¼ˆä½¿ç”¨å�¯èƒ½ã�ªå ´å�ˆï¼‰ã�¨ä¿®æ£ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�ªã�©ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å›ºæœ‰ã�®è¿½åŠ æƒ…å ±ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œèª¿æŸ»ä¸ã�®è£½å“�ã€�ã�¾ã�Ÿã�¯ã€Œè„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�ªã�„è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„ã�¨åˆ¤æ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

æ¬¡ã�®è¡¨ã�«ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚

è£½å“� Cisco Bug ID Fixed Release Availability

Collaboration and Social Media

Cisco SocialMiner CSCvk78929
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco Cloud Services Platform 2100 CSCvm15451 2.4.0ï¼ˆ2019 å¹´ 1 æœˆï¼‰ 

Cisco Tetration Analytics CSCvm15463 3.2ï¼ˆ2019 å¹´ 3 æœˆï¼‰ 

Cisco vEdge 100 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ CSCvm15501
18.3.3 (2018 å¹´ 10 æœˆ) 

18.4.0 (2018 å¹´ 11 æœˆ) 

Cisco vEdge 1000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ CSCvm15501
18.3.3 (2018 å¹´ 10 æœˆ) 

18.4.0 (2018 å¹´ 11 æœˆ) 

Cisco vEdge 2000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ CSCvm15501
18.3.3 (2018 å¹´ 10 æœˆ) 

18.4.0 (2018 å¹´ 11 æœˆ) 

Cisco vEdge 5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ CSCvm15501
18.3.3 (2018 å¹´ 10 æœˆ) 

18.4.0 (2018 å¹´ 11 æœˆ) 

Cisco vEdge Cloud ãƒ«ãƒ¼ã‚¿ 

ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ 
CSCvm15501

18.3.3 (2018 å¹´ 10 æœˆ) 

18.4.0 (2018 å¹´ 11 æœˆ) 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco AMP ä»®æƒ³ãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆ 

ã‚¯ãƒ©ã‚¦ãƒ‰ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹
CSCvm56669

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco FireSIGHT ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCvm10968
6.2.3.9ï¼ˆ2019å¹´1æœˆï¼‰ 

6.3.0 (2018 å¹´ 12 æœˆ)

Cisco Firepower Management Center CSCvm10968
6.2.3.9ï¼ˆ2019å¹´1æœˆï¼‰ 

6.3.0 (2018 å¹´ 12 æœˆ)

Cisco Firepower Threat 

Defenseï¼ˆFTDï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
CSCvm05464

6.2.3.6 (2018 å¹´ 10 æœˆ) 

6.2.2.5 (2018 å¹´ 11 æœˆ) 

6.2.0.7 (2018 å¹´ 12 æœˆ) 

6.2.3-99 ï¼ˆMicrosoft Azure Cloud å�‘ã�‘ã�® FTD Virtual 
- ä½¿ç”¨å�¯èƒ½ï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk78929
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15451
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15463
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15501
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15501
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15501
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15501
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15501
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm56669
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm10968
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm10968
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm05464


Firepower eXxtensible Operating 

Systemï¼ˆFXOSï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
CSCvm21278 2.4.1 (2018 å¹´ 10 æœˆ)

Cisco Identity Services Engineï¼ˆISEï¼‰ CSCvm15495
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Secure Access Control Systemï¼ˆACSï¼‰ CSCvm09119 ä¿®æ£äºˆå®šã�ªã�— - ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº† 

Cisco Threat Grid ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ CSCvm15448 2.5 (2018 å¹´ 9 æœˆ)

Cisco Umbrella ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ CSCvm15497 v2.3ï¼ˆ2018 å¹´ 10 æœˆï¼‰

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco CloudCenter CSCvm40406 4.10.0.1 (2018 å¹´ 11 æœˆ)

Cisco Common Services Platform Collector CSCvm59990
CSPC 2.8.0.1 (2018 å¹´ 11 æœˆ) 

CSPC 2.7.4.4 (2018 å¹´ 11 æœˆ)

Cisco Elastic Service Controllerï¼ˆESCï¼‰ CSCvm15475
ä¿®å¾©ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco 
TAC ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚ 

Cisco Enterprise Service Automation CSCvm15467 ä¿®æ£äºˆå®šã�ªã�— - ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº† 

Cisco Evolved Programmable Network Manager CSCvm18160
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Meeting Server CSCvm15488 2.5 (2018 å¹´ 12 æœˆ) 

Cisco Network Analysis Module CSCvm15477 6.4(2) (2019 å¹´ 1 æœˆ) 

Cisco Policy Suite CSCvm15802
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Prime Collaboration Assurance CSCvm15480
11.6 es19 ï¼ˆ2018å¹´10æœˆï¼‰ 

12.1 sp2 ï¼ˆ2018å¹´10æœˆï¼‰

Cisco Prime Collaboration Deployment CSCvm15504 12.5(1)ï¼ˆ2018 å¹´ 12 æœˆï¼‰ 

Cisco Prime Collaboration Provisioning CSCvm15479 12.6 (2018 å¹´ 11 æœˆ) 

Cisco Prime Infrastructure CSCvm15478
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Prime Network Registrar 

ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹
CSCvm15471 10.0.1ï¼ˆ2019 å¹´ 3 æœˆï¼‰ 

Cisco Prime ã‚µãƒ¼ãƒ“ã‚¹ 

ã‚«ã‚¿ãƒã‚°ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹
CSCvm15492

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Virtual Topology System - Virtual Topology 

Controllerï¼ˆVTCï¼‰ VM
CSCvm21613 2.6.2 (2018 å¹´ 9 æœˆ)

Cisco Virtual Topology System - Virtual Topology 

Forwarderï¼ˆVTFï¼‰ VM
CSCvm21614

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Routing and Switching - Enterprise and Service Provider

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm21278
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15495
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm09119
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15448
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15497
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm40406
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm59990
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15475
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15467
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm18160
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15488
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15477
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15802
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15480
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15504
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15479
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15478
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15471
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15492
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm21613
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm21614


Cisco ACI Virtual Edge CSCvm15456 2.1(1a) (2018 å¹´ 9 æœˆ)

Cisco Application Policy Infrastructure 

Controllerï¼ˆAPICï¼‰ - 

ã‚¨ãƒ³ã‚¿ãƒ¼ãƒ—ãƒ©ã‚¤ã‚ºãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«

CSCvm15473
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Application Policy Infrastructure 

Controllerï¼ˆAPICï¼‰
CSCvm15454

4.0 (2018 å¹´ 10 æœˆ) 

3.2.4 (2018 å¹´ 11 æœˆ)

Cisco DNA Center CSCvm15474 1.3ï¼ˆ2019 å¹´ 4 æœˆï¼‰ 

Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCvm09121

16.10.1ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

16.9.2ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

16.6.5ï¼ˆ2018 å¹´ 12 æœˆï¼‰ 

16.3.8ï¼ˆ2019 å¹´ 1 æœˆï¼‰ 

Cisco IOx Fog Director CSCvm15498 FD 1.8.0 (2019 å¹´ 2 æœˆ) 

Cisco MDS 9000 Series Multilayer Switches CSCvm15459
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Network Assurance Engine CSCvm15450 3.0(0)ï¼ˆ2018 å¹´ 11 æœˆï¼‰ 

Cisco Nexus 3000 Series Switches CSCvm09117 9.2.(2)ï¼ˆ2018 å¹´ 11 æœˆï¼‰ 

Cisco Nexus 7000 Series Switches CSCvm15461
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 

ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆACI ãƒ¢ãƒ¼ãƒ‰ï¼‰
CSCvm15457

14.0 (2018 å¹´ 10 æœˆ) 

13.2.4 (2018 å¹´ 11 æœˆ) 

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ã€�NX-
OS ãƒ¢ãƒ¼ãƒ‰ï¼‰

CSCvm09117 9.2.(2)ï¼ˆ2018 å¹´ 11 æœˆï¼‰ 

Unified Computing

Cisco Enterprise NFV Infrastructure 

Softwareï¼ˆNFVISï¼‰
CSCvn69988 3.11.1ï¼ˆ2019å¹´3æœˆï¼‰ 

Cisco HyperFlex System CSCvm15800 3.5(1a) (2018 å¹´ 10 æœˆ) 

Cisco UCS B ã‚·ãƒªãƒ¼ã‚º M5 ãƒ–ãƒ¬ãƒ¼ãƒ‰ 

ã‚µãƒ¼ãƒ� - 
çµ±å�ˆç®¡ç�†ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©

CSCvm18261
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco UCS ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ C ã‚·ãƒªãƒ¼ã‚º 

M5 ãƒ©ãƒƒã‚¯ ã‚µãƒ¼ãƒ� - 
çµ±å�ˆç®¡ç�†ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©

CSCvm15466
4.0. (2a)ï¼ˆ2018 å¹´ 11 æœˆï¼‰ 

3.1(3i) (2018 å¹´ 11 æœˆ)

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Emergency Responder CSCvm15507 12.5(1)ï¼ˆ2018 å¹´ 12 æœˆï¼‰ 

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID Cisco Finesse CSCvk78931

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15456
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15473
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15454
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15474
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm09121
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15498
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15459
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15450
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm09117
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15461
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15457
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm09117
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvn69988
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15800
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm18261
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15466
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15507
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk78931


ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco IP Phone 7800 Series Multiplatform 

Firmware
CSCvm24442 11.2.3 (2019 å¹´ 1 æœˆ) 

Cisco IP Phone 7800 ã‚·ãƒªãƒ¼ã‚º CSCvm15510 12.5ï¼ˆ2018 å¹´ 11 æœˆï¼‰

Cisco IP Phone 7832 with Multiplatform Firmware CSCvm24440 11.2.3 (2019 å¹´ 1 æœˆ) 

Cisco IP Phone 8800 Series Multiplatform 

Firmware
CSCvm24436 11.2.3 (2019 å¹´ 1 æœˆ) 

Cisco IP Phone 8800 Series CSCvm21280 12.5ï¼ˆ2018 å¹´ 11 æœˆï¼‰

Cisco MediaSense CSCvk78932
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Paging Server CSCvm15509 12.5.1ï¼ˆ2018 å¹´ 11 æœˆï¼‰

Cisco Unified Communications Domain Manager CSCvm15505
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Unified Communications Manager IM & 

Presence Serviceï¼ˆæ—§ç§° CUPSï¼‰
CSCvm15508 12.5(1)ï¼ˆ2018 å¹´ 12 æœˆï¼‰ 

Cisco Unified Communications Manager Session 

Management Edition
CSCvm15503 12.5(1)ï¼ˆ2018 å¹´ 12 æœˆï¼‰ 

Cisco Unified Communications Manager CSCvm15503 12.5(1)ï¼ˆ2018 å¹´ 12 æœˆï¼‰ 

Cisco Unified Contact Center Enterprise - Live 

Data server
CSCvk78928

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Unified Contact Center Express CSCvm15506
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Unified Intelligence Center CSCvk78927
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Unity Connection CSCvm15803 12.5(1)ï¼ˆ2018 å¹´ 12 æœˆï¼‰ 

Cisco Virtualized Voice Browser CSCvk78933
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Webex Hybrid Data Security Node CSCvm49452
å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã‚’æ›´æ–°äºˆå®šï¼ˆ2018 
å¹´ 11 æœˆï¼‰ 

Cisco Webex ãƒŸãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚µãƒ¼ãƒ� CSCvm44844 2.8 MR3ï¼ˆ2018 å¹´ 11 æœˆï¼‰

Cisco Webex ãƒ“ãƒ‡ã‚ª ãƒ¡ãƒƒã‚·ãƒ¥ ãƒŽãƒ¼ãƒ‰ CSCvm44845
å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã‚’æ›´æ–°äºˆå®šï¼ˆ2018 
å¹´ 11 æœˆï¼‰ 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° 
ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Expressway Series CSCvm15491 x12.5ï¼ˆ2019 å¹´ 1 æœˆï¼‰ 

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm24442
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15510
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm24440
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm24436
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm21280
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk78932
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15509
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15505
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15508
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15503
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15503
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk78928
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15506
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk78927
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15803
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvk78933
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm49452
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm44844
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm44845
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15491


Cisco Meeting Management CSCvm15483
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco TelePresence Conductor CSCvm15486
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco TelePresence Integrator C Series CSCvm15489 TC7.3.15 (2018 å¹´ 9 æœˆ)

Cisco TelePresence MX Series CSCvm15489
TC7.3.15 (2018 å¹´ 9 æœˆ) 

CE9.5.0 (2018 å¹´ 9 æœˆ)

Cisco TelePresence Profile Series CSCvm15489 TC7.3.15 (2018 å¹´ 9 æœˆ)

Cisco TelePresence SX80 Codec CSCvm15489
TC7.3.15 (2018 å¹´ 9 æœˆ) 

CE9.5.0 (2018 å¹´ 9 æœˆ)

Cisco TelePresence Server on Virtual Machine CSCvm15490
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco TelePresence System EX ã‚·ãƒªãƒ¼ã‚º CSCvm15489 TC7.3.15 (2018 å¹´ 9 æœˆ)

Cisco TelePresence Video Communication 

Serverï¼ˆVCSï¼‰
CSCvm15491 x12.5ï¼ˆ2019 å¹´ 1 æœˆï¼‰ 

Cisco Video Surveillance 8000 ã‚·ãƒªãƒ¼ã‚º IP 

ã‚«ãƒ¡ãƒ©
CSCvm15494 1.0.5-3 (2018 å¹´ 10 æœˆ) 

Cisco Webex Room Kit CSCvm15489 CE9.5.0 (2018 å¹´ 9 æœˆ)

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹

Cisco Aironet 1560 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆ
CSCvm15469

8.5 MR4ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.8 MR1ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.9ï¼ˆ2019 å¹´ 2 æœˆï¼‰ 

Cisco Aironet 1815 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆ
CSCvm15469

8.5 MR4ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.8 MR1ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.9ï¼ˆ2019 å¹´ 2 æœˆï¼‰ 

Cisco Aironet 2800 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆ
CSCvm15469

8.5 MR4ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.8 MR1ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.9ï¼ˆ2019 å¹´ 2 æœˆï¼‰ 

Cisco Aironet 3800 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒ�ã‚¤ãƒ³ãƒˆ
CSCvm15469

8.5 MR4ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.8 MR1ï¼ˆ2018 å¹´ 10 æœˆï¼‰ 

8.9ï¼ˆ2019 å¹´ 2 æœˆï¼‰ 

Cisco Mobility Services Engine CSCvm15476 CMX 10.6 (2019 å¹´ 1 æœˆ) 

Cisco ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼ˆWLC 

5520ã€�8540ã€�WLC 
3504ã€�ä»®æƒ³ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼‰

CSCvm76255
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco bug ID 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15483
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15486
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15489
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15489
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15489
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15489
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15490
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15489
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15491
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15494
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15489
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15469
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15469
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15469
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15469
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm15476
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvm76255


 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®å˜åœ¨ã�™ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�¨ã‚µãƒ¼ãƒ“ã‚¹ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚ 
 

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

•

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAvï¼‰•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°  

Cisco Prime Optical•

 

Routing and Switching - Enterprise and Service Provider  

Cisco ASR 5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco IOS XR 64 ãƒ“ãƒƒãƒˆï¼ˆeXRï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco 
IOS XRv 9000 ãƒ«ãƒ¼ã‚¿ã€�Cisco ASR 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚°ãƒªã‚²ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚µãƒ¼ãƒ“ã‚¹ ãƒ«ãƒ¼ã‚¿

•

Cisco Network Convergence System 1000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco Network Convergence System 5000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco Network Convergence System 5500 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco Network Convergence System 6000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿•

Cisco Nexus 1000V ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

 

Unified Computing  

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

 

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco IP Phone 8845 with Multiplatform Firmware•

Cisco IP Phone 8865 with Multiplatform Firmware•

ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ ã‚³ãƒ¼ãƒ«åˆ¶å¾¡å�‘ã�‘ Cisco Unified IP 8831 Conference Phone•

Cisco Wireless IP Phone 8821•

 



ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹  

Cisco Aironet 1810 ã‚·ãƒªãƒ¼ã‚º OfficeExtend ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1810w ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1830 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Aironet 1850 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

å›žé�¿ç–

ã�™ã�¹ã�¦ã�®å›žé�¿ç–ã�¯ã€�è£½å“�å›ºæœ‰ã�® Cisco Bug 
ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�ã��ã‚Œã�žã‚Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ç‰¹å®šã�•ã‚Œã�¾ã�™ã€‚

å¤šã��ã�®å ´å�ˆã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ä¾�å˜ã�®å›žé�¿ç–ã�Œä½¿ç”¨ã�§ã��ã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚ç®¡ç�†è€…ã�¯ã€�ã‚¢ã‚¯ã‚»ã‚¹
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒªã‚¹ãƒˆï¼ˆACLï¼‰ã€�ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒ—ãƒ¬ãƒ¼ãƒ³ 
ãƒ�ãƒªã‚·ãƒ³ã‚°ï¼ˆCoPPï¼‰ã€�ã�¾ã�Ÿã�¯ä»–ã�®ãƒ¬ãƒ¼ãƒˆåˆ¶é™�å¯¾ç–ã‚’ä½¿ç”¨ã�—ã�¦ã€�è©²å½“ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ç�€ä¿¡ã�™ã‚‹ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆåŒ–ã�•ã‚Œã�Ÿãƒ‘ã‚±ãƒƒãƒˆã�®ãƒ•ãƒãƒ¼ã‚’åˆ¶å¾¡ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚å¤–éƒ¨ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã€�ã�¾ã�Ÿã�¯ã‚¨ãƒƒã‚¸
ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�§ã�®ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ ACL 
ã�ªã�©ã€�ãƒ‡ãƒ�ã‚¤ã‚¹å¤–ã�§ã�®ç·©å’Œç–ã�«ã‚ˆã�£ã�¦ã€�ä¸‹æµ�ã�®è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ç®¡ç�†ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�¾ã�Ÿã�¯ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«
ãƒ—ãƒ¬ãƒ¼ãƒ³å®›ã�¦ã�® IP 
ãƒ•ãƒ©ã‚°ãƒ¡ãƒ³ãƒˆã�®ãƒ•ãƒãƒ¼ã‚’åŠ¹æžœçš„ã�«åˆ¶å¾¡ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
Cisco Bug ID ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
TAC ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�¾ã�§ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã



�“ã�®è„†å¼±æ€§ã�¯ã€�Aalto å¤§å¦ã�® Department of Communications and 
Networking ã�® Juha-Matti Tilli æ°�ã€�ã�Šã‚ˆã�³ Nokia Bell Labs 
ã�«ã‚ˆã�£ã�¦å ±å‘Šã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180824-linux-ip-

fragment

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.16
Cisco SireSIGHT ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�Cisco Firepower Management Center ã�Šã‚ˆã�³ Cisco Enterprise NFV ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ï¼ˆNFVISï¼‰ã�®ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹æƒ…å ±ã‚’æ›´æ–°ã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Final

2019 å¹´ 

2 æœˆ 

18 æ—¥

1.15 ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚é€²è¡Œä¸ã�®èª¿æŸ»ã�«å¯¾ã�™ã‚‹å�‚ç…§ã‚’å‰Šé™¤ã€‚ æ¦‚è¦�ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“� Final

2018 å¹´ 

11 æœˆ 

6 æ—¥

1.14 ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim

2018 å¹´ 

10 æœˆ 

25 æ—¥

1.13 ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim

2018 å¹´ 

10 æœˆ 

19 æ—¥

1.12 ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim

2018 å¹´ 

10 æœˆ 

11 æ—¥

1.11 èª¿æŸ»ä¸ã�®è£½å“�ã�Šã‚ˆã�³è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚ ã€Œè©²å½“è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€� Interim

2018 å¹´ 

10 æœˆ 

4 æ—¥

1.10 ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚ è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“� Interim

2018 å¹´ 

9 æœˆ 

27 æ—¥

1.9 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚
è©²å½“è£½å“�, è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�, 
è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Interim

2018 å¹´ 

9 æœˆ 

24 æ—¥

2018 å¹´ 

9 æœˆ 
1.8 èª¿æŸ»ä¸ã�®è£½å“�ã�Šã‚ˆã�³è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè©²å½“è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€� Interim

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180824-linux-ip-fragment
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180824-linux-ip-fragment


ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

17 æ—¥

1.7 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚
è©²å½“è£½å“�, è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�, 
è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Interim

2018 å¹´ 

9 æœˆ 

13 æ—¥

1.6 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚
è©²å½“è£½å“�, è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�, 
è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Interim

2018 å¹´ 

9 æœˆ 

10 æ—¥

1.5 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚
è©²å½“è£½å“�, è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�, 
è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Interim

2018 å¹´ 

9 æœˆ 6 

æ—¥

1.4 èª¿æŸ»ä¸ã�®è£½å“�ã�Šã‚ˆã�³è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ ã€Œè©²å½“è£½å“�ã€�ã€�ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€� Interim

2018 å¹´ 

9 æœˆ 4 

æ—¥

1.3 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚
è©²å½“è£½å“�, è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�, 
è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Interim

2018 å¹´ 

8 æœˆ 

30 æ—¥

1.2 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚ä¿®æ£ç‰ˆãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚
è©²å½“è£½å“�, è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�, 
è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Interim

2018 å¹´ 

8 æœˆ 

29 æ—¥

1.1 èª¿æŸ»ä¸ã�®è£½å“�ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�ã�®ãƒªã‚¹ãƒˆã‚’æ›´æ–°ã€‚
è©²å½“è£½å“�, è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�, 
è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Interim

2018 å¹´ 

8 æœˆ 

28 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Interim

2018 å¹´ 

8 æœˆ 

24 æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


