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CRicO1e€...3@ 3€Q@aftafea,na,'a@® CLI 3€8 show running-config snmp
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<#root>

nxos-switch#
show runni ng-config snnp

ICommand: show running-config snmp

snmp-server user admin network-admin auth md5 ***** priy ***** ]ocalizedkey
snmp-server community
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<#root>

nxos-switch#

show versi on

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2016, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/1gpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

<#root>

Software
BIOS: version 07.57
NX0S: version

7.0(3)15(1)

[build 7.0(3)I5(0.9)]
BIOS compile time: ©6/29/2016
NXOS image file is: bootflash:///nxo0s.7.0.3.15.0.9.bin
NXOS compile time: 8/1/2016 23:00:00 [08/02/2016 ©0:30:32]
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3fiafCaffa@Ex? 2 t5€ 3€3,%03,ES, @ ef,e€859E3€,3,530%IO™IE RiCOTEE.. .5 3€H
show process memory | include ipfib | PID3,3af 2af3af %08,’ 8v2.C" a@p—a @313 @ ™a€,IPFIB
3f—af3,»3,3€«8%0%3,58%: 3@ | 5,%03, E3€ | 5€,5,«C QAfiafCaf 61 @FQEEC—AS 3,C035€'3,<3 32
Technical Assistance

Centeri%a" TACi14%03 @ «E€£c |3 @—a€QCOQxY (S, d@«aftaf@a,nd,"d, afaf-afhaf a@™a a;...e | @

<#root>

#

show process nmenory | include ipfib | PID

PID MemAlloc MemLimit MemUsed StackBase/Ptr Process
25179 71282688 1181531648 487817216 ffaf2ca@/ffafld9c ipfib
26561

352071680

0 905453568 ff9a87a0/ff9a78a@ ipfib

#

show processes nenory | include ipfib | PID

PID MemAlloc MemLimit MemUsed StackBase/Ptr Process
25179 71282688 1181531648 487817216 ffaf2ca@/ffafld9c ipfib
26561

358326272

0 911708160 ff9a87a@/ff9a78a0 ipf
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SNMP &' @ze+,3,3f3,£35«8,:31 COTEO—30 | 5EQCCOARVIPGEDE; 6 %iD55O 05, SNMP
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1 5@r3Q®5;ié hIO83Q@3,aH3, "3 5985€,3,<192.168.1.2
593, %05 QORI IEQPIO—3:/30™5,« SNMP &' @t,5,/89—50'3..¥5, E5O%IO™AE,

<#root>

switch#

show access-list acl _for_snnp

IPV4 ACL acl_for_snmp
10 permit udp 192.168.1.2/32 192.168.1.3/32 eq snmp

o @3Q® ACL 3@ F€QCRjcOTEE...3€E snmp-server community
a,3af3af+a,£a, ®af¥af-afvaa, -afsars
8,38 7838 %od @ «&; 1238 3O™3,<A 9" 3O  IPSICHOARYRL...3QO™I A9 3O IO FIOIQOHVIONAE

<#root>

switch#

show runni ng-config snnp

!Command: show running-config snmp
snnp- server community myconpany

use-acl acl _for_snnmp

A@—4;i30™3,« SNMP &' @ae+,3,/4f8,£4f«8,:8F cOTIO™3,30VE,©30® ACL
5O ARIIOREO( IO ORIO, 30 | 5O FEQIEINX-0S

2508 € 01,0, .%o 6 €€ G ®FEESNMP
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5,-5,15,%5€@ 3@"3Q®3,Caf%0af@3,13, 933« "21%03 @3, FIQPYe,Ta%+eE85@«d %At GQ™E <,
af@afa, afsafa€ af-a £afaf@ase
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https:.//www.cisco.com/c/en/us/products/end-user-license-agreement.html
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Security Advisories and Alertsi%%o]
3f3a5143, 3€83.. . ¥e%0 3 @839 93,<3,-3,'3,2e£ 113" @I Q®3, Caf%oaf @ 3,123,935, a®52eY (s, 59 «3€.C
3,%.afafYafna, af8afa,c° ' Qi9—iQ QP QPIY 393, 3€,

59,3953, E3Q®S 3973, 3€@45,Caffaf—a,°af~afhaf%od @ ™3 «affaf€a,03,' 3@ «a @@ ta@af;afca
Technical Assistance
Centeri%a"TACi¥%%od, i @—3 @ @3€ ¥, 39— |

an

©,3,<af;afPafrafSasra, af—afaf@a, nafeafui @«
8, ffvAaf a8¥ ¢, 4, 49"a"0¢" " 49839?3€,30530Cxes"
3, -8,18,%5€)3,%00 @ 7¥2%143.. Y9 —3@ Vi@ E5,-3,'5,°5@®3, paflkafa, ' a¥c 4, cued, "3985€,30°5€

TACa@«é€LcUia@—a@ | 3,caffaf—a,°af-afuaf%od, .. ¥e%«i@9—i@ i@ Qi@ 3€-3€,3€ https.//wy
cisco-worldwide-contacts.html

G.i8, Y4 Caf faf—a, *af -af VA %oa@ ®3 Hhe+ef 1L @3 83€,3, 3O "3 3,8 e /39—3€ ' 3,59V
URLG,'4@"¢" " ®,9i003@ i€,

4 ®axfexe a@safrafrasaa,’

Q3O B®E ...AQREOXV"FP™E | dQ«Cr°aQP™E, aQTIQ«ICQPEQOI 13 Qafafaf1a, @ «a,Caffa
a,%2af*af¥afna, afsafa, (°’QaQ9—i@ | QP VPIQ 3O 39,3€,3,Caf%af@a,n3 Yaf3@ "afafa, d@C
Response: June 2018 Cisco FXOS and NX-0OS Software Security Advisory

Collectiond€€43,'3€.C...88 Q0—3€ | i QQIQ 330,55,

2 3O®| 3955 €93 ' 3O® —3@« Cisco FXOS 39%3@Y3€ NX-0S

5,%3faF°3, 5,83,CaQ®aFEFPa 1,8, (IO —30 | 50,59 %IO™IE,3 InRIOBL —5@ FEQIFAFES
8,18, (Af3Af %08, CAFAFINX-OSAf CAf YA %oa® ®NexXus

30003, -35°585%3,°3,"3,255Faf© 5653, 39°Nexus

90003, -3°58F%3,°3, "3, 05 F FaFQ%AECSCVi 23136

Cisco NX-OS 50" ®e, 13%tREEIQ«3 %hIO™A, eI QIOP®E; ReEIF IS ES
8, YAAf-Af 4, |5 84, CAFAfAf YA, 1



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf23136

7.0(3)14 5,°8,34,, 8%0.€ 8, T&V/taE859 3@ —
7.0(3)14 7.0(3)14(8)
7.0(3)I5 7.0(3)16(2)
7.0(3)16 7.0(3)16(2)
7.0(3)17 7.0(3)17(1)

4, @Rr£A"O¢" " a%a%<aQ "a...~ah@gMog;”

Cisco Product Security Incident Response
TeamiVs PSIRTY%05€p d€@ece—a,caf%oaf@a,nd affa@«e "e1h%od @3, E3Q | 3,3, TaVtr€85€¢

108,

5@ "3a@®e,Ta%+x€85€@ Cisco TAC
5,U3f@afkaf a,+af%a, A ®eELr s G« G5, EIQUIP—IOVIE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180620-n3k-n9k-

clisnmp

a8’ 1g", at¥ee

af @afna, afsas et YA a,»8,

1.4 CO%@ ®aftafhaf-af«a, a%o0S6™n3E, E0285" eF V53" @
HEETH . Ya@®A...Ta€EM3€Qa,»3, 4,5f83F°8, ' »=-°3€,5,-3,"aftaf | . .

1.3 o . o . o a »a, af¥afaaf ta
3fiafcaffa@®afea,8affa, a-"a33,'¢;%as 3€,

1.2 M etadata update. -

1.1 M etadata update. -

1.0 X Q@aza...~é—afafearia,’ -



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-n3k-n9k-clisnmp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-n3k-n9k-clisnmp

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



