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ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�2018 å¹´ 6 æœˆã�«å…¬é–‹ã�•ã‚Œã�Ÿ Cisco FXOS 
ã�Šã‚ˆã�³ NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ã‚³ãƒ¬ã‚¯ã‚·ãƒ§ãƒ³ã�®ä¸€éƒ¨ã�§ã�™ã€‚ã�“ã�®ä¸ã�«ã�¯ã€�24 
ä»¶ã�®è„†å¼±æ€§ã�«é–¢ã�™ã‚‹ 24 ä»¶ã�®ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¨ãƒªãƒ³ã‚¯ã�®ä¸€è¦§ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco Event
Response: June 2018 Cisco FXOS and NX-OS Software Security Advisory 
Collectionã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚
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æœ¬è„†å¼±æ€§ã�¯ã€�Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�™ã‚‹ã€�ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³
NX-OS ãƒ¢ãƒ¼ãƒ‰ã�® Cisco Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³ Cisco 
Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã�®é …ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

SNMP ã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�®ç¢ºèª�

ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® CLI ã�§ show running-config snmp 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã€�SNMP 
ã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚ã‚³ãƒžãƒ³ãƒ‰ã�«ã‚ˆã�£ã�¦å‡ºåŠ›ã�Œè¿”ã�•ã‚Œã�Ÿå ´å�ˆã�¯ã€�SNMP
ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

nxos-switch# 

show running-config snmp

!Command: show running-config snmp 
. 
. 
. 
snmp-server user admin network-admin auth md5 ***** priv ***** localizedkey 
snmp-server community 
 
 
           
 
 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-n3k-n9k-clisnmp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-n3k-n9k-clisnmp


             group network-admin 
 
 
 

 

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®åˆ¤åˆ¥

ç®¡ç�†è€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® CLI ã�§ show version 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹
Cisco NX-OS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ãƒ�ã‚§ãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ
Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 7.0(3)I5(1) 
ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹å ´å�ˆã€�ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ä¾‹ã�¯æ¬¡ã�®ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚

 

<#root>

nxos-switch# 

show version

Cisco Nexus Operating System (NX-OS) Software 
TAC support: http://www.cisco.com/tac 
Copyright (C) 2002-2016, Cisco and/or its affiliates. 
All rights reserved. 
The copyrights to certain works contained in this software are 
owned by other third parties and used and distributed under their own 
licenses, such as open source.  This software is provided "as is," and unless 
otherwise stated, there is no warranty, express or implied, including but not 
limited to warranties of merchantability and fitness for a particular purpose. 
Certain components of this software are licensed under 
the GNU General Public License (GPL) version 2.0 or 
GNU General Public License (GPL) version 3.0  or the GNU 
Lesser General Public License (LGPL) Version 2.1 or 
Lesser General Public License (LGPL) Version 2.0. 
A copy of each such license is available at 
http://www.opensource.org/licenses/gpl-2.0.php and 
http://opensource.org/licenses/gpl-3.0.html and 
http://www.opensource.org/licenses/lgpl-2.1.php and 
http://www.gnu.org/licenses/old-licenses/library.txt.

 

 

<#root>

Software 
  BIOS: version 07.57 
  NXOS: version 

7.0(3)I5(1) 

[build 7.0(3)I5(0.9)] 
  BIOS compile time:  06/29/2016 
  NXOS image file is: bootflash:///nxos.7.0.3.I5.0.9.bin 
  NXOS compile time:  8/1/2016 23:00:00 [08/02/2016 00:30:32] 



  . 
  . 
  .
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Firepower 2100 ã‚·ãƒªãƒ¼ã‚º•

Firepower 4100 ã‚·ãƒªãƒ¼ã‚ºæ¬¡ä¸–ä»£ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

Firepower 9300 ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 1000V ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 1100 ã‚·ãƒªãƒ¼ã‚º ã‚¯ãƒ©ã‚¦ãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹ ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ •

Nexus 2000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 6000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7700 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Nexus 9500 R ã‚·ãƒªãƒ¼ã‚º ãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã�Šã‚ˆã�³ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 
ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«

•

UCS 6100 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6300 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco ã�§ã�¯ã€�æœ¬è„†å¼±æ€§ã�Œ Cisco Nexus 4000 ã‚·ãƒªãƒ¼ã‚º 
ã‚¹ã‚¤ãƒƒãƒ�ã€�Cisco Nexus 5010 ã‚¹ã‚¤ãƒƒãƒ�ã€�Cisco Nexus 5020 
ã‚¹ã‚¤ãƒƒãƒ�ã�«å½±éŸ¿ã�™ã‚‹ã�‹ã�©ã�†ã�‹ã‚’èª¿æŸ»ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�“ã‚Œã‚‰ã�®è£½å“�ã�Œã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�«é�”ã�—ã�¦ã�„ã‚‹ã�Ÿã‚�ã�§ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒIBM

BladeCenter ç”¨ã�® Cisco Nexus 4000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� 
ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®è²©å£²çµ‚äº†ã�Šã‚ˆã�³ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†é€šçŸ¥ã€�ã�Šã‚ˆã�³ã€ŒCisco

Nexus 5010 ã�Šã‚ˆã�³ Nexus 5020 
ã‚¹ã‚¤ãƒƒãƒ�ã�®è²©å£²çµ‚äº†ã�Šã‚ˆã�³ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†é€šçŸ¥ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
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Simple Network Management 

Protocolï¼ˆSNMPï¼‰ã�¯ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³å±¤ãƒ—ãƒãƒˆã‚³ãƒ«ã�§ã�‚ã‚Šã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒ¢ãƒ‹ã‚¿ãƒªãƒ³ã‚°ã�Šã‚ˆã�³ç®¡ç�†ã�™ã‚‹ã�Ÿã‚�ã�®æ¨™æº–åŒ–ãƒ•ãƒ¬ãƒ¼ãƒ ãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³å…±é€šè¨€èªžã�¨ã�—ã�¦æ©Ÿèƒ½ã�—ã€�SNMP
ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ã�¨ã‚¨ãƒ¼ã‚¸ã‚§ãƒ³ãƒˆé–“ã�®é€šä¿¡ã�«å¿…è¦�ã�ªãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ 
ãƒ•ã‚©ãƒ¼ãƒžãƒƒãƒˆã‚’å®šç¾©ã�—ã�¾ã�™ã€‚

SNMP ã‚¨ãƒ¼ã‚¸ã‚§ãƒ³ãƒˆã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�Šã‚ˆã�³ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ãƒ‡ãƒ¼ã‚¿ã�«é–¢ã�™ã‚‹æƒ…å ±ã�®ãƒªãƒ�ã‚¸ãƒˆãƒªã�§ã�‚ã‚‹ SNMP MIB 
ã�‹ã‚‰ãƒ‡ãƒ¼ã‚¿ã‚’å�Žé›†ã�—ã�¾ã�™ã€‚ã�¾ã�Ÿã€�SNMP 
ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ã�‹ã‚‰ã�®è¦�æ±‚ã�«å¿œç”ã�—ã�¦ã€�ãƒ‡ãƒ¼ã‚¿ã�®å�–å¾—ã�¾ã�Ÿã�¯è¨å®šã‚‚è¡Œã�„ã�¾ã�™ã€‚SNMP
ã‚¨ãƒ¼ã‚¸ã‚§ãƒ³ãƒˆã�«ã�¯ MIB å¤‰æ•°ã�Œå�«ã�¾ã‚Œã€�ã��ã�®å€¤ã�¯ã€�get 

æ“�ä½œã�¾ã�Ÿã�¯ set 
æ“�ä½œã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã€�SNMP 
ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ã�«ã‚ˆã�£ã�¦è¦�æ±‚ã�¾ã�Ÿã�¯å¤‰æ›´ã�§ã��ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®SNMPï¼ˆãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1ã€�2cã€�ã�Šã‚ˆã�³3ï¼‰ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«
IPv4 ã�¾ã�Ÿã�¯ IPv6 çµŒç”±ã�§ç‰¹å®šã�® SNMP 
ãƒ‘ã‚±ãƒƒãƒˆã�Œé€�ä¿¡ã�•ã‚Œã‚‹ã�¨ã€�æœ¬è„†å¼±æ€§ã�Œã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�•ã‚Œã‚‹å�±é™ºæ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚æœ¬è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ç›®çš„ã�§ä½¿ç”¨ã�§ã��ã‚‹ã�®ã�¯ã€�è©²å½“ã‚·ã‚¹ãƒ†ãƒ å®›ã�¦ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«é™�ã‚‰ã‚Œã�¾ã�™ã€‚

SNMP ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2c 
ä»¥å‰�ã�§æœ¬è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹ã�«ã�¯ã€�æ”»æ’ƒè€…ã�Œè©²å½“ã‚·ã‚¹ãƒ†ãƒ ã�®
SNMP èªã�¿å�–ã‚Šå°‚ç”¨ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ 
ã‚¹ãƒˆãƒªãƒ³ã‚°ã‚’æŠŠæ�¡ã�—ã�¦ã�„ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ 
ã‚¹ãƒˆãƒªãƒ³ã‚°ã�¨ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�® SNMP 
ãƒ‡ãƒ¼ã‚¿ã�¸ã�®èªã�¿å�–ã‚Šå°‚ç”¨ã‚¢ã‚¯ã‚»ã‚¹ã�Šã‚ˆã�³èªã�¿å�–ã‚Š/æ›¸ã��è¾¼ã�¿ã‚¢ã‚¯ã‚»ã‚¹ã�®ä¸¡æ–¹ã‚’åˆ¶é™�ã�™ã‚‹ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�§ã�™ã€‚ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£
ã‚¹ãƒˆãƒªãƒ³ã‚°ã�«ã�¯ä¸€èˆ¬çš„ã�ªã‚ãƒ¼ãƒ¯ãƒ¼ãƒ‰ã‚’ä½¿ç”¨ã�›ã�šã€�ä»–ã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¨å�Œæ§˜ã�«æ…Žé‡�ã�«é�¸æŠžã�—ã�¦ã��ã� ã�•ã�„ã€‚ã�¾ã�Ÿã€�å®šæœŸçš„ã�«ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�®ãƒ�ãƒªã‚·ãƒ¼ã�«å�ˆã‚�ã�›ã�¦å¤‰æ›´ã�™ã‚‹å¿…è¦�ã‚‚ã�‚ã‚Šã�¾ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è€…ã�Œãƒãƒ¼ãƒ«ã‚’å¤‰æ›´ã�™ã‚‹å ´å�ˆã‚„é€€è�·ã�™ã‚‹éš›ã�¯ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£
ã‚¹ãƒˆãƒªãƒ³ã‚°ã‚’å¤‰æ›´ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

SNMP ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 3 
ã�§ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹ã�«ã�¯ã€�è©²å½“ã‚·ã‚¹ãƒ†ãƒ ã�®ãƒ¦ãƒ¼ã‚¶
ã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã‚’æ”»æ’ƒè€…ã�Œå…¥æ‰‹ã�—ã�¦ã�„ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

æœ¬è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹ã�«ã�¯ã€�æ”»æ’ƒè€…ã�¯ã€�ä¸€å®šã�®æ™‚é–“ã‚’è²»ã‚„ã�—ã�¦ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦ç‰¹å®šã�®
CLI ã‚³ãƒžãƒ³ãƒ‰ã‚’ç¹°ã‚Šè¿”ã�—é€�ä¿¡ã�™ã‚‹ã�‹ã€�ç‰¹å®šã�® OID 
ã�«å¯¾ã�™ã‚‹ç‰¹å®šã�® SNMP 
ãƒ�ãƒ¼ãƒªãƒ³ã‚°è¦�æ±‚ã‚’é€�ä¿¡ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�—ã�Ÿã�Œã�£ã�¦ã€�æ”»æ’ƒè€…ã�¯ã‚·ã‚¹ãƒ†ãƒ ãƒ¡ãƒ¢ãƒªã‚’ã�™ã��ã�«ä½¿ã�„æžœã�Ÿã�™ã�“ã�¨ã�¯ã�§ã��ã�¾ã�›ã‚“ã€‚ä»£ã‚�ã‚Šã�«ã€�æ™‚é–“ã�®çµŒé�Žã�¨ã�¨ã‚‚ã�«ã‚·ã‚¹ãƒ†ãƒ ãƒªã‚½ãƒ¼ã‚¹ã�Œæ¶ˆè²»ã�•ã‚Œã�¾ã�™ã€‚

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡
ã



�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã‚Šã€�ã‚·ã‚¹ãƒ†ãƒ  
ãƒ¡ãƒ¢ãƒªã�Œæž¯æ¸‡ã�•ã�›ã‚‰ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ç®¡ç�†è€…ã�¯ã€�
show process memory | include ipfib | PIDã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚IPFIB 
ãƒ—ãƒã‚»ã‚¹ã�«å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã‚‹ç·�ãƒ¡ãƒ¢ãƒªé‡�ã�Œå¢—åŠ ã‚’ç¶šã�‘ã‚‹å ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã�«é€£çµ¡ã�—ã€�ç©�æ¥µçš„ã�«ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒªãƒ–ãƒ¼ãƒˆã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚‹ã�‹ã�©ã�†ã�‹ã�«ã�¤ã�„ã�¦åˆ¤æ–ã�—ã�¦ã��ã� ã�•ã�„ã€‚
 

 

<#root>

# 

show process memory | include ipfib | PID

PID    MemAlloc  MemLimit    MemUsed     StackBase/Ptr      Process 
25179  71282688  1181531648  487817216   ffaf2ca0/ffaf1d9c  ipfib 
26561  

352071680 

0           905453568   ff9a87a0/ff9a78a0  ipfib 
 
# 

show processes memory | include ipfib | PID

PID    MemAlloc  MemLimit    MemUsed     StackBase/Ptr      Process 
25179  71282688  1181531648  487817216   ffaf2ca0/ffaf1d9c  ipfib 
26561  

358326272 

0           911708160   ff9a87a0/ff9a78a0  ipf

 

ã�¾ã�Ÿã€�ã�“ã�®è„†å¼±æ€§ã�Œä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹ã�¨ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œãƒªãƒãƒ¼ãƒ‰ã�•ã‚Œã€�IPFIB
ã‚³ã‚¢ 
ãƒ•ã‚¡ã‚¤ãƒ«ã�Œç”Ÿæˆ�ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ç®¡ç�†è€…ã�¯ã€�NX-
OS ã�® CLI ã�§ show core ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�IPFIB ã‚³ã‚¢ 
ãƒ•ã‚¡ã‚¤ãƒ«ã‚’è¡¨ç¤ºã�§ã��ã�¾ã�™ã€‚Cisco TAC ã�«é€£çµ¡ã�—ã€�ã‚³ã‚¢ 
ãƒ•ã‚¡ã‚¤ãƒ«ã�®ç¢ºèª�ã�¨ã€�ã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã�£ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œä¾µå®³ã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã�®åˆ¤æ–ã‚’è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã‚’ç·©å’Œã�™ã‚‹ã�Ÿã‚�ã�«ã€�ç®¡ç�†è€…ã�¯ã€�å�—ä¿¡ã�™ã‚‹
SNMP è¦�æ±‚ã‚’ãƒ•ã‚£ãƒ«ã‚¿å‡¦ç�†ã�—ã�¦ã€�ç¢ºå®Ÿã�«ã€�ä¿¡é ¼ã�§ã��ã‚‹ SNMP 
ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�«ã‚ˆã�£ã�¦ã�®ã�¿ SNMP 
ãƒ�ãƒ¼ãƒªãƒ³ã‚°ã�Œå®Ÿè¡Œã�•ã‚Œã‚‹ã‚ˆã�†ã�«ã€�SNMP 
ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ã�®ã‚¢ã‚¯ã‚»ã‚¹ ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« 



ãƒªã‚¹ãƒˆï¼ˆACLï¼‰ã‚’è¨å®šã�§ã��ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�§ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯
1 ã�¤ã�®ä¿¡é ¼ã�§ã��ã‚‹ãƒ›ã‚¹ãƒˆã�§ã�‚ã‚‹ 192.168.1.2 
ã�‹ã‚‰ã�®ã�¿ã€�å�—ä¿¡ã�™ã‚‹ SNMP è¦�æ±‚ã‚’å�—ã�‘å…¥ã‚Œã�¾ã�™ã€‚

 

<#root>

switch# 

show access-list acl_for_snmp

IPV4 ACL acl_for_snmp 
  10 permit udp 192.168.1.2/32 192.168.1.3/32 eq snmp 

 

å‰�ã�® ACL ã�¯ã€�ç®¡ç�†è€…ã�Œ snmp-server community 

ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ 

ã‚³ãƒžãƒ³ãƒ‰ã�«è¿½åŠ ã�™ã‚‹ã�“ã�¨ã�§ã€�å®Ÿè£…ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

 

<#root>

switch# 

show running-config snmp

!Command: show running-config snmp 

snmp-server community mycompany

 use-acl acl_for_snmp

 

å�—ä¿¡ã�™ã‚‹ SNMP è¦�æ±‚ã‚’ãƒ•ã‚£ãƒ«ã‚¿å‡¦ç�†ã�™ã‚‹ã�Ÿã‚�ã�® ACL 
ã�®è¨å®šã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽNX-OS 

æ§‹æˆ�ã‚¬ã‚¤ãƒ‰ã€�ã�®ã€ŒSNMP 

è¦�æ±‚ã�®ãƒ•ã‚£ãƒ«ã‚¿å‡¦ç�†ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html 

ã�«è¨˜è¼‰ã�®ã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/system_management/b_Cisco_Nexus_5000_Series_NX-OS_System_Management_Configuration_Guide/Cisco_Nexus_5000_Series_NX-OS_System_Management_Configuration_Guide_chapter9.html#task_D3862190751F4B1A9F5353B015A888A7
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/system_management/b_Cisco_Nexus_5000_Series_NX-OS_System_Management_Configuration_Guide/Cisco_Nexus_5000_Series_NX-OS_System_Management_Configuration_Guide_chapter9.html#task_D3862190751F4B1A9F5353B015A888A7
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/system_management/b_Cisco_Nexus_5000_Series_NX-OS_System_Management_Configuration_Guide/Cisco_Nexus_5000_Series_NX-OS_System_Management_Configuration_Guide_chapter9.html#task_D3862190751F4B1A9F5353B015A888A7
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html


ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
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Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚
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TACã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚https://www.cisco.com/c/en/us/support/web/tsd-
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ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¨ãƒªãƒ³ã‚¯ã�®ä¸€è¦§ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco Event

Response: June 2018 Cisco FXOS and NX-OS Software Security Advisory 

Collectionã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚
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ã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³NX-OSãƒ¢ãƒ¼ãƒ‰ã�®Nexus 
3000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³Nexus 
9000ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ï¼šCSCvf23136

Cisco NX-OS 
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Release for All 

Vulnerabilities 
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https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf23136
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ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã�“ã�®è„†å¼±æ€§ã�¯ Cisco TAC 
ã‚µãƒ�ãƒ¼ãƒˆã‚±ãƒ¼ã‚¹ã�®è§£æ±ºä¸ã�«ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-n3k-n9k-

clisnmp
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ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.4 ç©ºã�®ãƒ†ãƒ¼ãƒ–ãƒ«ã‚’å‰Šé™¤ã€‚ è©²å½“è£½å“� Final

2018 å¹´ 

7 æœˆ 

10 æ—¥

1.3
ã€Œä¾µå…¥ã�®å…†å€™ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’æ›´æ–°ã€‚ã‚·ã‚¹ãƒ†ãƒ  
ãƒ¡ãƒ¢ãƒªã�®ãƒ�ã‚§ãƒƒã‚¯æ–¹æ³•ã‚’è¿½åŠ ã€‚

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡ Final

2018 å¹´ 

7 æœˆ 5 

æ—¥

1.2 Metadata update. - Final

2018 å¹´ 

6 æœˆ 

26 æ—¥

1.1 Metadata update. - Final

2018 å¹´ 

6 æœˆ 

26 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final

2018 å¹´ 

6 æœˆ 

20 æ—¥
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-n3k-n9k-clisnmp
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


