Cisco
WebExéQ@é,_é.fé,‘é,pé,né.f"é,‘5,_5.fa5.f—5.ﬂ5,£

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2018-
Mediu rﬁ0180606-webex-xssl 0357

& @a...~é-c«e—Y¥ : 2018-06-06 16:00

ae0eEg e se-"ae—¥ . 2018-06-11 20:47

df @afa, afsasf 1.1: Find

CVS&4,14,%4,¢: 6.1

&76€¢¢- : No workarounds available

Cisco af€@a,° ID : CSCvi71274

B Yore&75@«ad, a «ef...a t3@ a€HPe+e?Z3P«a, a,«aZYe-ft3OPEGZA...,a11 a4
Al
av el@

Cisco
WebExa€ ®https://try.webex.comafsaflid, 3@ ®Webaf-af-afuaf af afld, 3@ «3S5@'4,@, T8Vt

3O 3O®e,Ta%+2€83€ FEQHTTP GETE€S53,"3@3HTTP

POSTAfi8, 1235 faf%0a, a3 @—a€ | 20?81, 3, 1,4f35°4,! 4,83,Ca@«,j3€+3,ES,«C%0' @35 Q@ ®AF 3fOIS;:
539 3@ ®e,13%+2E85@«a %at AQP™E, 3 769;c-3@ 3€,5,550%5€>3,"3€,

3€"39®3,Caf%0af 3,13, 90313Q 3€Q2-aQ®AFEFE, 3, °5,5¢(°°QIP8IQP QIO NUIGP™IE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri ty A dvisory/cisco-sa-20180606-webex-
xssl

6024y e£18" @
8, TaVat k8@ ®a@,a,«e£%a" &

5@ 3@ ®e,Tal+r€83€@ Cisco
Web ExéQ«éyzié\?gé0—50%5OTMé({,é@zéVz”éQT""é,é,VzéJ"é.f“é, | §,§é,Céfaéfaéf%é,150®é©3g'°50<
Bug ID3,4€,C.. 559 —30 ' 50 €3O 5030 ,3€,

&, TaYrac€8s, 49 «a,"89839,39%36,30"30 3G ECCR* QIO 3, EIHYELLI"O

3©"'3O®3,Caf%0af@a,n3, 935 @®e, 18/ toE83Q R Q,8,<e£153"Q4,»8, 8, 4f88F°3 @«e €% %0d @ 4



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-webex-xss1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-webex-xss1
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi71274
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0357
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0357

8@ ®3,3,'3,3e£ 13" QIO «3PSiQ,5Q | QIO TOP®A, Caf%0af @3, 13, 1339 ®8V+EY:5,'8€9—3
DZEQ G-
3Q"3Q®,T8%+2€83@«d %at AQ™E, 7P -3Q 3€,3,559%3>3,"3E,
a; @t a6 ¢a,afaF°4a,!4,84,¢
8:®afee 4@ 3,353, 4,84,¢

3FaFE 13, 3Q®ROC °IP«IPnTP, IO | 5O FEQR0eE,Caf%0afO S, 13, 155 Séf 59® Cisco
Bug ID 5,39.C..530 030 50:39,3€,

Security Advisories and Alertsi%%o]
3f3a5%3, 3€8a.. Y% d@8iQ945,<5,3,'3,3e£1,58" @@ ®F,Caf%oaf @ 4,13, 953, a®320eY(S,d 9«3 9,C
3,%:3f°af¥afa, af8af*a, ¢ QI OP—i@ | 5O OIY 3639 ,3€,

59,3953, F3Q®A 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri%"TACi%%o03, @ —3@ @3¢ 3Y'(,i@—3@ 3€,3,afiafastarsasrs, af—afaf€a,nafeafaa €«
I O~ oo oo oo ~ ee O [-] - oo

a,@xefa"O¢" a%«a%«ae a..~a%hec™oe;

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,¢af%oaf€a,nad iffa@«e "e%%od@ 3, i@ | 39,3,¢,TaVtres5¢

8108

39"39®e,T8%+2€83,3 +3'55Q9—3€ | 3,50 Y3€ 36,53 YDaniel Diez
Taintax° @ 3@ «x,Ye-93€,5OYie—39%IO™IE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecuri ty A dvisory/cisco-sa-20180606-webex-

xssl

o' e’ at¥ae

af @afva, afsas -/

1.1 WebEXeEV' @ 3@ 3@ ®A1EY, 5, e 7¢CaE-3E, |od, P A€ PR, TaVitae €8s, 49«4, 3



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-webex-xss1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180606-webex-xss1

af@afva, 3F5af AT

1.0 4 Q&73..~6—afarara," ;

a0¢" ¢ @¢,

aae-3, CAf %oBf 3,73, 359 ¢, 18; 08 %IO®3,IORIQ 10—i0 i9 29PINIO—ie 555 556
ee-d,Caf%0af 3,05, 95 3@®af...8 +t3953, 3@%aFa3, 3@ ®EY (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€OS, 3,330 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —a €
aae-4, Caf %oaf € 3,03, 94 a@®e " "¢;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,90 33, - 1IP—3QYE 49 FE€QI ' (nUIYP TR
3Q"'3aQO®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3°eL£13"QAQ®A, afaf%0af| 3f143,93,3 344



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



