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<#root>

nx-os-switch# 

show running-config | include aaa

 

aaa 

group server tacacs+ <group name> 

aaa 

authentication login default group <group name> 

aaa 

authentication login console local 

aaa 

accounting default group <group name>
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ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 6.2(10) 
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<#root>

nxos-switch# 

show version

 
 
Cisco Nexus Operating System (NX-OS) Software 
TAC support: http://www.cisco.com/tac 
Documents: 
http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home. 
html 
Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved. 
The copyrights to certain works contained in this software are 
owned by other third parties and used and distributed under 
license. Certain components of this software are licensed under 
the GNU General Public License (GPL) version 2.0 or the GNU 
Lesser General Public License (LGPL) Version 2.1. A copy of each 
such license is available at 
http://www.opensource.org/licenses/gpl-2.0.php and 
http://www.opensource.org/licenses/lgpl-2.1.php 
 
Software 
  BIOS:      version 2.12.0 
  kickstart: version 6.2(10) 
  system:    version

 6.2(10)

 
. 
. 
.
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Cisco FXOS ã�§ã�¯ã€� scope tacacsã€� scope radiusã€� scope ldap 

ã�®ã�„ã�šã‚Œã�‹ã�® CLI ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ AAA 
èª�è¨¼ã‚’è¨å®šã�—ã�¾ã�™ã€‚ 
ãƒ‡ãƒ�ã‚¤ã‚¹è¨å®šã�«ã�“ã‚Œã‚‰ã�®ã‚³ãƒžãƒ³ãƒ‰ã�Œå˜åœ¨ã�™ã‚‹å ´å�ˆã�¯ã€�ã��ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è„†å¼±æ€§ã�Œã�‚ã‚‹ã�“ã�¨ã‚’æ„�å‘³ã�—ã�¾ã�™
FXOS ãƒ™ãƒ¼ã‚¹ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�® AAA è¨å®šã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ 

ã€�ã€ŽCisco FXOS CLI Configuration Guideï¼ˆCisco FXOS CLI è¨å®š ã‚¬ã‚¤ãƒ‰ï¼‰ ã€� 
ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ Cisco FXOS 
ã�®è„†å¼±ã�ªãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ç®¡ç�†è€…ã�¯
Cisco FXOS ã�® CLI ã�§ show version ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚ 
æ¬¡ã�®ä¾‹ã�§ã�¯ã€�Firepower 4100 ã‚·ãƒªãƒ¼ã‚ºæ¬¡ä¸–ä»£ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ« 
ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã€�Cisco FXOS ãƒªãƒªãƒ¼ã‚¹ 2.2(1.70) 

ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�™ã‚‹ã‚³ãƒžãƒ³ãƒ‰å®Ÿè¡Œçµ�æžœã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/platform_settings.html#topic_105C66CC3C7F4D99B08A413FEF5BCEF4


 

 

<#root>

fp4100# 

show version

 
FPRM: 
    Running-Vers: 4.2(1.65) 
    Package-Vers: 

2.2(1.70)

 
    Activate-Status: Ready
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ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

æ³¨: Nexus 4000 ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�ã�¯ã€�ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†ãƒ•ã‚§ãƒ¼ã‚ºã�«å…¥ã�£ã�¦ã�„ã�¾ã�™ã€‚ 
è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€� IBM BladeCenter å�‘ã�‘ Cisco Nexus 4000 ã‚·ãƒªãƒ¼ã‚º 
ã‚¹ã‚¤ãƒƒãƒ� 
ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®è²©å£²çµ‚äº†ã�Šã‚ˆã�³ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†ã�®ã�”æ¡ˆå†…ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è©³ç´°

Cisco NX-OS ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  

 

æœ¬è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã‚’é˜²ã��ã�Ÿã‚�ã�«ã€�ã�Šå®¢æ§˜ã�¯ã€�Cisco NX-
OS ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚»ã‚ãƒ¥ã‚¢ 
ãƒã‚°ã‚¤ãƒ³æ‹¡å¼µã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰å¾Œã€�Cisco
NX-OS ã�® CLI ã�§ login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒã‚°ã‚¤ãƒ³ 

https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html


ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’è¨å®šã�—ã�¦ã��ã� ã�•ã�„ã€‚ ã‚»ã‚ãƒ¥ã‚¢ 
ãƒã‚°ã‚¤ãƒ³æ‹¡å¼µã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹ Cisco NX-OS ã‚·ã‚¹ãƒ†ãƒ  
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¤ãƒ¡ãƒ¼ã‚¸ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã�ªã�„ã€�ã‚‚ã�—ã��ã�¯ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã��ã�ªã�„ã�Šå®¢æ§˜ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§èª¬æ˜Žã�™ã‚‹å›žé�¿ç–ã‚’å®Ÿæ–½ã�—ã�¦ã��ã� ã�•ã�„ã€‚
 

 

æ¬¡ã�®ä¾‹ã�¯ã€� login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�®ä½¿ç”¨æ–¹æ³•ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚å¯¾è©±åž‹ã�®ãƒã‚°ã‚¤ãƒ³è©¦è¡Œã�Œ
60 ç§’ä»¥å†…ã�« 3 å›žå¤±æ•—ã�—ã�Ÿå ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ 45 
ç§’é–“ã�®å¾…æ©Ÿãƒ¢ãƒ¼ãƒ‰ã�«å…¥ã‚‹ã‚ˆã�†ã�«è¨å®šã�—ã�¦ã�„ã�¾ã�™ã€‚  
 

login block-for 45 attempts 3 within 60

 

Cisco Nexus 3000 ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³ 9000 ã‚·ãƒªãƒ¼ã‚ºã�®ã‚¹ã‚¤ãƒƒãƒ�ã�§ã�¯ã€� 
system ã‚ãƒ¼ãƒ¯ãƒ¼ãƒ‰ã�Œå¿…è¦�ã�§ã�™ã€‚  

system login block-for 45 attempts 3 within 60

 

ãƒã‚°ã‚¤ãƒ³ ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�®è¨å®šã�Šã‚ˆã�³ login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€Ž Cisco Nexus 7000 ã‚·ãƒªãƒ¼ã‚º NX-OS 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¬ã‚¤ãƒ‰ã€�ã�¾ã�Ÿã�¯ã€Ž Cisco Nexus 

9000 ã‚·ãƒªãƒ¼ã‚º NX-OS ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ 

ã‚¬ã‚¤ãƒ‰ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

æœ¬è„†å¼±æ€§ã�¯ã€� login block-for ã�® CLI 
ã‚³ãƒžãƒ³ãƒ‰ã‚’è¨å®šã�—ã�Ÿå ´å�ˆã�«ã�®ã�¿é˜²ã�’ã�¾ã�™ã€‚ 
è¨å®šã�—ã�ªã�„å ´å�ˆã€�å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco NX-OS 
ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ä¿‚ã�ªã��ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è„†å¼±æ€§ã�Œæ®‹ã‚‹ã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚
 

 

æ›´æ–°ï¼š CLI ã‚³ãƒžãƒ³ãƒ‰ login block-for ã�¯ã€�ä»¥ä¸‹ã�® Cisco NX-OS 
ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã�¯è¨è¨ˆé€šã‚Šã�«æ©Ÿèƒ½ã�—ã�ªã�„å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

Nexus 2000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 5600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 6000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_0100.html#task_81E1559B0A0348D29A9FF0106AA2806E
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_0100.html#task_81E1559B0A0348D29A9FF0106AA2806E
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x_chapter_011.html


Nexus 7000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 7700 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

ã�“ã‚Œã‚‰ã�®ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã�¯ã€�CLI ã‚³ãƒžãƒ³ãƒ‰ login block-for 

ã‚’è¨å®šã�›ã�šã€�ä¿®æ£ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œåˆ©ç”¨ã�§ã��ã‚‹ã‚ˆã�†ã�«ã�ªã‚‹ã�¾ã�§
å›žé�¿ç–ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚  
 

CLI ã‚³ãƒžãƒ³ãƒ‰ login block-for 

ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§æŽ¨å¥¨ã�—ã�Ÿæœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€�ä»¥ä¸‹ã�®
Cisco NX-OS ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§æœ›ã�¿é€šã‚Šã�«æ©Ÿèƒ½ã�—ã�¾ã�›ã‚“ã€‚  

MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ãƒ‡ã‚£ãƒ¬ã‚¯ã‚¿ ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 3600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

NX OS ãƒ¢ãƒ¼ãƒ‰ã�® Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Nexus 9500 R ã‚·ãƒªãƒ¼ã‚º ãƒ©ã‚¤ãƒ³ã‚«ãƒ¼ãƒ‰ã�Šã‚ˆã�³ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒ³ãƒ”ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚° ã‚·ã‚¹ãƒ†ãƒ ï¼ˆUCSï¼‰6100 ã‚·ãƒªãƒ¼ã‚º 

ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ
•

UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

UCS 6300 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco FXOS  

 

Cisco FXOS ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã€�Firepower 4100 
ã‚·ãƒªãƒ¼ã‚ºæ¬¡ä¸–ä»£ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã€�9300 ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�§ã�¯ã€�ãƒªãƒ¢ãƒ¼ãƒˆã�‹ã‚‰ã�®ãƒ–ãƒ«ãƒ¼ãƒˆ ãƒ•ã‚©ãƒ¼ã‚¹ 
ã‚¢ã‚¿ãƒƒã‚¯çŠ¶æ…‹ã�«å¯¾ã�—ã�¦ã€�å†…éƒ¨ã‚¹ãƒãƒƒãƒˆãƒªãƒ³ã‚° 
ãƒ¡ã‚«ãƒ‹ã‚ºãƒ ã‚’è¿½åŠ ã�™ã‚‹ã�“ã�¨ã�§ã€�DoS 
çŠ¶æ…‹ã‚’é˜²ã��ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ 
ã�“ã�®ãƒ¡ã‚«ãƒ‹ã‚ºãƒ ã�§ã�¯ã€�ãƒ¦ãƒ¼ã‚¶è¨å®šã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡

Cisco FXOS ã�Šã‚ˆã�³ NX-OS ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ã�¯ã€�å�Œæ–¹å…±ã�« 
AAA é–¢é€£ã�®ãƒ—ãƒã‚»ã‚¹ã�Œå†�èµ·å‹•ã�—ã€�ã‚³ã‚¢ 
ãƒ•ã‚¡ã‚¤ãƒ«ã�Œç”Ÿæˆ�ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�†ã�—ã�Ÿå…†å€™ã�¯ã€�ãƒã‚°ã‚¤ãƒ³ã�Œå¤§é‡�ã�«å¤±æ•—ã�—ã�Ÿå ´å�ˆã�«ç™ºç”Ÿã�™ã‚‹ã�“ã�¨ã�‹ã‚‰ã€�ã��ã�®å ´å�ˆã�¯ãƒ–ãƒ«ãƒ¼ãƒˆãƒ•ã‚©ãƒ¼ã‚¹
ã‚¢ã‚¿ãƒƒã‚¯ã�Œå®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ Cisco 
Technical Assistance Centerï¼ˆTACï¼‰ã�«é€£çµ¡ã‚’ã�¨ã‚Šã€�AAA é–¢é€£ã�®ã‚³ã‚¢ 
ãƒ•ã‚¡ã‚¤ãƒ«ã�Šã‚ˆã�³ã‚·ã‚¹ãƒ†ãƒ  ãƒã‚° 
ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ç¢ºèª�ã�—ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œæœ¬è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã�£ã�¦ä¾µå®³ã�•ã‚Œã�¦ã�„ã�ªã�„ã�‹åˆ¤æ–ã�™ã‚‹ã‚ˆã�†ã�«ä¾�é ¼ã�—ã�¦ã��ã� ã�•ã�„ã€‚



å›žé�¿ç–

Cisco NX-OS ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  

 

vty ã‚¢ã‚¯ã‚»ã‚¹ ã‚¯ãƒ©ã‚¹ã�®è¨å®š  

 

Cisco NX-OS ã‚·ã‚¹ãƒ†ãƒ  

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�„ã��ã�¤ã�‹ã�®ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚’åˆ¶é™�ã�™ã‚‹ã�“ã�¨ã�Œå�¯èƒ½ã�§ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�«
vty 
ã‚¢ã‚¯ã‚»ã‚¹åˆ¶å¾¡ãƒªã‚¹ãƒˆï¼ˆACLï¼‰ã‚’ä½œæˆ�ã�—ã�¦ã€�æ—¢çŸ¥ã�®ä¿¡é ¼ã�§ã��ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�®ã�¿ã€�Telnet
ã‚„ Secure Shellï¼ˆSSHï¼‰ã�§ã�®æŽ¥ç¶šã‚’è¨±å�¯ã�™ã‚‹ã‚ˆã�† ACL 
ã‚’è¨å®šã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚  
 

æ³¨:  

ã�“ã�®å›žé�¿ç–ã�¯ã€�Cisco NX-OS 
ã‚’å®Ÿè¡Œã�™ã‚‹ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�«ã‚ˆã�£ã�¦ã�¯åˆ©ç”¨ã�§ã��ã�ªã�„å ´å�ˆã�Œã�‚ã‚‹ã�Ÿã‚�ã€�é�©ç”¨å�¯èƒ½ã�ªå ´å�ˆã�«ã�®ã�¿ä½¿ç”¨ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

1. 

Cisco UCS 

ã�§ã�¯ã€�æœ¬è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
2. 

æœ¬äº‹ä¾‹ã�«ã�Šã�‘ã‚‹ ACL ã�¯ã€�IPv4 ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚ 
æœ¬è„†å¼±æ€§ã�¯ã€�IPv6 
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦ã‚‚ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
NX-OS ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ IPv6 
ã‚’åˆ©ç”¨ã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�IPv6 
ã�®ã‚¢ãƒ‰ãƒ¬ã‚¹ç¯„å›²ã�«å¯¾ã�—ã�¦ã€�å�Œã�˜ ACL 
ã‚’è¨å®šã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

3. 

æ¬¡ã�®ä¾‹ã�§ã�¯ã€�192.168.1.0/24 ã�®ãƒ�ãƒƒãƒˆãƒ–ãƒãƒƒã‚¯ã�¨å�˜ä¸€ã�® IP 
ã‚¢ãƒ‰ãƒ¬ã‚¹ 172.16.1.2 ã�‹ã‚‰ã�® vty 
ã�«ã�¯ã‚¢ã‚¯ã‚»ã‚¹ã‚’è¨±å�¯ã�—ã€�ã��ã‚Œä»¥å¤–ã�®ã‚¢ãƒ‰ãƒ¬ã‚¹ã�‹ã‚‰ã�®ã‚¢ã‚¯ã‚»ã‚¹ã�¯æ‹’å�¦ã�™ã‚‹
ACL ã�Œç¤ºã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

ip access-list vtyacl 
  10 permit tcp 192.168.1.0/24 172.16.1.2/32 
 
line vty 
  access-class vtyacl in

 

vty ã�¸ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯åˆ¶é™�ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ ã€�ã€ŽCisco Nexus 

7000 Series NX-OS Security Configuration Guideï¼ˆCisco Nexus 7000 ã‚·ãƒªãƒ¼ã‚º NX-OS 

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£è¨å®šã‚¬ã‚¤ãƒ‰ï¼‰ ã€� ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
ã

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_01110.html#task_1452624
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/security/configuration/guide/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x/b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_6-x_chapter_01110.html#task_1452624


�“ã‚Œã�¯ã€�NX-OS ãƒ‡ãƒ�ã‚¤ã‚¹ã�« vty ã�® ACL ã‚’è¨å®šã�™ã‚‹å ´å�ˆã�®ãƒ™ã‚¹ãƒˆ 
ãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�¨è€ƒã�ˆã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ ã�ªã�Šã€�Cisco NX-OS 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è©³ã�—ã�„å¼·åŒ–ç–ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€Ž Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ç¢ºä¿�ã�«é–¢ã�™ã‚‹ã‚¬ã‚¤ãƒ‰ã€�ã‚’å�‚ç…§ã��ã� ã�•ã�„ã€‚
 

 

Cisco FXOS  

 

Cisco FXOS 

ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚’åˆ¶é™�ã�™ã‚‹ã�“ã�¨ã�Œå�¯èƒ½ã�§ã�™ã€‚
ip-block 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�æ—¢çŸ¥ã�®ä¿¡é ¼ã�§ã��ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�®ã�¿
SSH ã�§ã�®æŽ¥ç¶šã‚’è¨±å�¯ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ 
æ¬¡ã�®ä¾‹ã�§ã�¯ã€�IPv4 ã�Šã‚ˆã�³ IPv6 
ãƒ›ã‚¹ãƒˆã�®ã‚µãƒ–ã‚»ãƒƒãƒˆã�®ã�¿ã�Œã€�SSH 
ã�§ã�®æŽ¥ç¶šã‚’è¨±å�¯ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

scope system 
  scope services 
    create ip-block 11.1.1.1 24 ssh 
    create ipv6-block 2014::10:76:78:107 64 ssh 
    commit-buffer

 

Cisco FXOS ã�® IP ã‚¢ã‚¯ã‚»ã‚¹ ãƒªã‚¹ãƒˆã�®è¨å®šè©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ ã€�ã€ŽCisco 

FXOS CLI Configuration Guideï¼ˆCisco FXOS CLI è¨å®š ã‚¬ã‚¤ãƒ‰ï¼‰ ã€� ã�® ã€ŒConfigure the 

IP Access Listï¼ˆIP ã‚¢ã‚¯ã‚»ã‚¹ 

ãƒªã‚¹ãƒˆã�®è¨å®šï¼‰ã€�ã�®é …ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ 
ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ 
ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�™ã‚‹ã€�ã�¾ã�Ÿã�¯ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�Ÿã‚Šã€�ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�™ã‚‹å ´å�ˆã€�ã�Šå®¢æ§˜ã�¯ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�«è¨˜è¼‰ã�•ã‚Œã�Ÿã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚
http://www.cisco.com/c/en/us/td/docs/general/warranty/English/EU1KEN_.html  

 

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚

http://www.cisco.com/c/en/us/about/security-center/securing-nx-os.html
http://www.cisco.com/c/en/us/about/security-center/securing-nx-os.html
http://www.cisco.com/c/en/us/about/security-center/securing-nx-os.html
http://www.cisco.com/c/en/us/about/security-center/securing-nx-os.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos211/cli-config/b_CLI_ConfigGuide_FXOS_211/security_certifications_compliance.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos211/cli-config/b_CLI_ConfigGuide_FXOS_211/security_certifications_compliance.html
http://www.cisco.com/c/en/us/td/docs/general/warranty/English/EU1KEN_.html


é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
 

 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€� Cisco 

Security Advisories and Alerts 

ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚
ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚  
 

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜  

 

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£
ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco
TAC ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html.  

 

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚  
 

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹  

 

æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�®è¡¨ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é�©åˆ‡ã�ªãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�ªã�Šã€�Cisco NX-OS ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã�¯ã€�CLI ã‚³ãƒžãƒ³ãƒ‰ login 

block-for 

ã�Œè¨å®šã�•ã‚Œã�ªã�„é™�ã‚Šã€�ä¾�ç„¶ã�¨ã�—ã�¦æœ¬è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹ã�“ã�¨ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚
login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�¯ã€�ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ï¼ˆæ¬¡ã�®è¡¨ã�«è¨˜è¼‰ï¼‰ã�Œæ��ä¾›ã�•ã‚Œã�¦ã�„ã‚‹
NX-OS 
ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�§ã�®ã�¿è¨å®šã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚  
 

Firepower 4100 ã‚·ãƒªãƒ¼ã‚ºæ¬¡ä¸–ä»£ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ï¼š CSCve03660  

 

https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve03660


Cisco FXOS 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ 

- Firepower 

4100 

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

2.3 

ã‚ˆã‚Šå‰�
å½±éŸ¿ã�‚ã‚Šã€‚ 2.3.1 ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

2.3 2.3.1ï¼ˆãƒªãƒªãƒ¼ã‚¹äºˆå®šï¼‰

 

Firepower 9300 ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼š CSCve03660  

 

Cisco FXOS 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ 

- Firepower 

9300 

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

2.3 

ã‚ˆã‚Šå‰�
å½±éŸ¿ã�‚ã‚Šã€‚ 2.3.1 ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

2.3 2.3.1ï¼ˆãƒªãƒªãƒ¼ã‚¹äºˆå®šï¼‰ 

 

MDS 9000 ã‚·ãƒªãƒ¼ã‚º ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ãƒ‡ã‚£ãƒ¬ã‚¯ã‚¿ ã‚¹ã‚¤ãƒƒãƒ� CSCvc33141 

ã�Šã‚ˆã�³ CSCvf64888  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ - 

MDS

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

5.2 å½±éŸ¿ã�‚ã‚Šã€‚ 6.2(23) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

6.2 6.2(23)

6.3 å½±éŸ¿ã�‚ã‚Šã€‚ 7.3(1)DY(1) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

7.3 7.3(1)DY(1)

8.1
login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�Œæ§‹æˆ�ã�•ã‚Œã�¦ã�„ã‚‹ã�¨ã��ã�¯è„†å¼±æ€§ã�Œç™ºç�¾ã�—ã�¾ã�›ã‚“ã€‚ 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve03660
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc33141
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf64888


8.2
login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�Œæ§‹æˆ�ã�•ã‚Œã�¦ã�„ã‚‹ã�¨ã��ã�¯è„†å¼±æ€§ã�Œç™ºç�¾ã�—ã�¾ã�›ã‚“ã€‚ 

 

Nexus 1000V ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³ Nexus 1100 ã‚·ãƒªãƒ¼ã‚º ã‚¯ãƒ©ã‚¦ãƒ‰ 
ã‚µãƒ¼ãƒ“ã‚¹ ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ï¼š CSCux54898  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹ - 

Nexus 1000V ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³ 
Nexus 1100 ã‚·ãƒªãƒ¼ã‚º 

ã‚¯ãƒ©ã‚¦ãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹ 
ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ 

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

4.2 ã‚ˆã‚Šå‰� å…¬é–‹æ¸ˆã�¿ã�®ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

5.2 å…¬é–‹æ¸ˆã�¿ã�®ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

 

Nexus 3000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ï¼š CSCus05214 ã�Šã‚ˆã�³ CSCvb93995  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ - 

Nexus 3000 

ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

6.0 ä»¥å‰�
å½±éŸ¿ã�‚ã‚Šã€‚ 7.0(3)I6(1) 
ä»¥é™�ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

6.0 7.0(3)I6(1) ä»¥é™�

7.0 7.0(3)I6(1) ä»¥é™� 

 

Nexus 3500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�ï¼š CSCus05214 ã�Šã‚ˆã�³ CSCvb93995  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹ - 

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux54898
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus05214
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb93995
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus05214
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb93995


Nexus 3500 

ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  

ã‚¹ã‚¤ãƒƒãƒ�

6.0 ä»¥å‰�
å½±éŸ¿ã�‚ã‚Šã€‚ 6.0(2)A8(8) 
ä»¥é™�ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

6.0 6.0(2)A8(8) [2017 å¹´ 11 æœˆç›®æ¨™]

 

Nexus 2000ã€�5000ã€�5500ã€�5600ã€�6000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� CSCuq71257 

ã�Šã‚ˆã�³ CSCvg41173  

 

Cisco NX OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ - 

Nexus 5000 

ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

5.2 ã‚ˆã‚Šå‰� å…¬é–‹æ¸ˆã�¿ã�®ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

5.2 å…¬é–‹æ¸ˆã�¿ã�®ä¿®æ£ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ 

 

Cisco NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹ - Nexus 

2000ã€�5500ã€�5600ã€�6000 
ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

5.2 ã‚ˆã‚Šå‰�  å½±éŸ¿ã�‚ã‚Šã€‚ 7.3(3)N1(1) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

5.2 å½±éŸ¿ã�‚ã‚Šã€‚ 7.3(3)N1(1) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

6.0 å½±éŸ¿ã�‚ã‚Šã€‚ 7.3(3)N1(1) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

7.0  å½±éŸ¿ã�‚ã‚Šã€‚ 7.3(3)N1(1) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

7.1  å½±éŸ¿ã�‚ã‚Šã€‚ 7.3(3)N1(1) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

7.2  å½±éŸ¿ã�‚ã‚Šã€‚ 7.3(3)N1(1) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�  

7.3 7.3(3)N1(1) [2018 å¹´ 4 æœˆç›®æ¨™] 

 

Nexus 7000 ã�Šã‚ˆã�³ 7700 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�  CSCuq58760 ã�Šã‚ˆã�³ 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq71257
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg41173
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq58760


CSCvb93995  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ - 

Nexus 

7000ã€�7700 
ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

5.2 ã‚ˆã‚Šå‰�
å½±éŸ¿ã�‚ã‚Šã€‚ 6.2(20) ã�¾ã�Ÿã�¯ 7.3(2)D1(2) 
ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�  

5.2
å½±éŸ¿ã�‚ã‚Šã€‚ 6.2(20) ã�¾ã�Ÿã�¯ 7.3(2)D1(2) 
ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�   

6.0
å½±éŸ¿ã�‚ã‚Šã€‚ 6.2(20) ã�¾ã�Ÿã�¯ 7.3(2)D1(2) 
ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

6.1 
å½±éŸ¿ã�‚ã‚Šã€‚ 6.2(20) ã�¾ã�Ÿã�¯ 7.3(2)D1(2) 
ã�¸ã�®ç§»è¡Œã�Œå¿…è¦� 

6.2  6.2(20) [2017 å¹´ 11 æœˆç›®æ¨™] 

7.2 
å½±éŸ¿ã�‚ã‚Šã€‚ 7.2(3)D1(1) [2018 å¹´ 3 æœˆç›®æ¨™] 
ã�¾ã�Ÿã�¯ 7.3(2)D1(2) ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

7.3 7.3(2)D1(2) [2017 å¹´ 11 æœˆç›®æ¨™]

8.0 8.0(2) [2018 å¹´ 3 æœˆç›®æ¨™]

8.1 8.1(2) [2018 å¹´ 1 æœˆç›®æ¨™]

8.2 8.2(2) [2018 å¹´ 4 æœˆç›®æ¨™] 

 

 

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� CSCuq58760 ã�Šã‚ˆã�³ CSCvb93995  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ - 

Nexus 9000 

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb93995
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq58760
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb93995


ã‚·ãƒªãƒ¼ã‚º 

ã‚¹ã‚¤ãƒƒãƒ�

6.1
å½±éŸ¿ã�‚ã‚Šã€‚ 7.0(3)I6(1) 
ä»¥é™�ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

7.0 7.0(3)I6(1) ä»¥é™�

 

Nexus 9500 R ã‚·ãƒªãƒ¼ã‚ºå�‘ã�‘ãƒ©ã‚¤ãƒ³ ã‚«ãƒ¼ãƒ‰ã�Šã‚ˆã�³ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ 
ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã€�Nexus 3600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�:  CSCuq58760  

 

Cisco NX-OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹ - 

Nexus 9500 R 

ã‚·ãƒªãƒ¼ã‚ºã€�Nexus 3600 
ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  

ã‚¹ã‚¤ãƒƒãƒ� 

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

7.0 7.0(3)F3(1) ä»¥é™�

 

UCS 6100ã€�6200ã€�6300 ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ CSCur974321  

 

Cisco NX OS 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ - 

UCS

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰

2.2 ã‚ˆã‚Šå‰� å½±éŸ¿ã�‚ã‚Šã€‚ 2.2(6c) ä»¥é™�ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

2.2 2.2(6c) ä»¥é™� 

2.5

login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�Œæ§‹æˆ�ã�•ã‚Œã�¦ã�„ã‚‹ã�¨ã��ã�¯è„†å¼±æ€§ã�Œç™ºç�¾ã�—ã�¾ã�›ã‚“ã€‚ 
 

3.0 å½±éŸ¿ã�‚ã‚Šã€‚ 3.1(2b) ä»¥é™�ã�¸ã�®ç§»è¡Œã�Œå¿…è¦�

3.1 3.1(2b) ä»¥é™�

3.2
login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�Œæ§‹æˆ�ã�•ã‚Œã�¦ã�„ã‚‹ã�¨ã��ã�¯è„†å¼±æ€§ã�Œç™ºç�¾ã�—ã�¾ã�›ã‚“ã€‚ 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq58760
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur97432


 
1Cisco UCS 6100ã€�6200ã€�6300 ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆã�® Cisco Bug 
ID CSCur97432 ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�§ login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�Œå®Ÿè£…ã�•ã‚Œã�¾ã�—ã�Ÿã�Œã€� 
ã�“ã�®ä¿®æ£ã�¯ä¸�å®Œå…¨ã�§ã�‚ã‚‹ã�“ã�¨ã�Œåˆ¤æ˜Žã�—ã�¾ã�—ã�Ÿã€‚æ•°æ™‚é–“ã�«ã‚�ã�Ÿã‚Šãƒ–ãƒ«ãƒ¼ãƒˆãƒ•ã‚©ãƒ¼ã‚¹
ã‚¢ã‚¿ãƒƒã‚¯ã�Œè¡Œã‚�ã‚Œã�Ÿå ´å�ˆã€�ä¾�ç„¶ã�¨ã�—ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œãƒªã‚»ãƒƒãƒˆã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®æ®‹ã‚‹è„†å¼±æ€§ã�¯ Cisco Bug ID CSCvd36971 

ã�§ãƒˆãƒ©ãƒƒã‚ãƒ³ã‚°ã�•ã‚Œã�¦ã�Šã‚Šã€�å®Œå…¨ã�ªä¿®æ£ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ 3.2(3) ã�§äºˆå®šã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

Cisco NX-OS ãƒªãƒªãƒ¼ã‚¹ã�®æŽ¨å¥¨äº‹é …  

 

Cisco Nexus ã‚¹ã‚¤ãƒƒãƒ�ã�«å¯¾ã�™ã‚‹æœ€ã‚‚é�©åˆ‡ã�ª Cisco NX-OS ã‚·ã‚¹ãƒ†ãƒ  
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã‚’æ±ºã‚�ã‚‹ä¸Šã�§ã€�ã�•ã‚‰ã�«è©³ç´°ã�ªæƒ…å ±ã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�å�„ã‚¹ã‚¤ãƒƒãƒ�ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚
 

ã‚·ã‚¹ã‚³ ãƒžãƒ«ãƒ�ãƒ¬ã‚¤ãƒ¤ ãƒ‡ã‚£ãƒ¬ã‚¯ã‚¿ ã‚¹ã‚¤ãƒƒãƒ�•

Vmware ã‚¹ã‚¤ãƒƒãƒ�å�‘ã�‘ Cisco Nexus 1000V•

Cisco Nexus 3000 ã‚·ãƒªãƒ¼ã‚ºã�Šã‚ˆã�³ 3500 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 5000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 5500 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ  ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 6000 Series Switches•

Cisco Nexus 7000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco UCS ã�«å¯¾ã�™ã‚‹æœ€ã‚‚é�©åˆ‡ã�ª Cisco NX-OS ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã‚’æ±ºã‚�ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒŽãƒ¼ãƒˆã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨

Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆäº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

æœ¬è„†å¼±æ€§ã�¯ã€�ã‚·ã‚¹ã‚³ TAC 
ã�®ã‚µãƒ�ãƒ¼ãƒˆæ¡ˆä»¶ã�®å¯¾å¿œæ™‚ã�«ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171018-aaavty

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur97432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd36971
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b_MDS_NX-OS_Recommended_Releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/recommended_releases/b_Cisco_N1KV_VMware_MinRecommendedReleases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_3000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5500/sw/release/recommended_releases/n5500_recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus6000/sw/release/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended_release/b_Minimum_and_Recommended_Cisco_NX-OS_Releases_for_Cisco_Nexus_9000_Series_Switches.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171018-aaavty


æ”¹è¨‚å±¥æ´

â€”

Version Description Section Status æ—¥ä»˜

2.4
MDS ã�«é–¢ã�™ã‚‹ CDETS CSCvf64888 ã‚’è¿½åŠ ã€‚ MDS è£½å“�ã�®å��ç§°ã‚’å¤‰æ›´ã�—ã€�MDS 
ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚’æ›´æ–°ã€‚

ã€Œè©²å½“è£½å“�ã€�ã€�ã€Œè©³ç´°ã€�ã€�ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€� Final

2018 å¹´ 

5 æœˆ 8 

æ—¥

2.3
å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã�« Nexus 3600 ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã‚’è¿½åŠ ã€‚ 
å•�é¡Œã�Œä¿®æ£ã�•ã‚Œã�¦ã�„ã�ªã�„ä¸€éƒ¨ã�®ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�«ç›®æ¨™æœŸæ—¥ã‚’è¿½åŠ ã€‚

å½±éŸ¿ã‚’å�—ã�‘ã‚‹è£½å“�ã€�è©³ç´°ã€�ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final

2017 å¹´ 

11 æœˆ 

9 æ—¥

2.2 è„†å¼±æ€§ã‚’ç·©å’Œã�™ã‚‹ã�«ã�¯ login block-for ã‚³ãƒžãƒ³ãƒ‰ã�Œå¿…è¦�ã�ªã�“ã�¨ã‚’æ˜Žè¨˜ã€‚ ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final

2017 11 

æœˆ 3 

æ—¥

2.1
N3K ã�¨ N9K ã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è¿½åŠ ã�—ã�¾ã�—ã�Ÿã€‚ 
ä¿®æ£ã�®ã�ªã�„ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�«ã�¤ã�„ã�¦ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®è¡¨ã‚’å‰Šé™¤ã�—ã�¾ã�—ã�Ÿã€‚

è©³ç´°ã�Šã‚ˆã�³ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final

2017 å¹´ 

11 æœˆ 

1 æ—¥

2.0
login block-for 

ã‚³ãƒžãƒ³ãƒ‰ã�®ä¿®æ£ã‚’è¿½è·¡ã�™ã‚‹ã�Ÿã‚�ã�«ã€�æ–°ã�—ã�„ãƒ�ã‚°ã�«ã�¤ã�„ã�¦ã�®æƒ…å ±ã‚’è¿½åŠ ã�—ã�¾ã�—ã�Ÿã€‚
æ¦‚è¦�ã€�è©³ç´°ã€�ã�Šã‚ˆã�³ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final

2017 å¹´ 

10 æœˆ 

27 æ—¥

1.1
è„†å¼±æ€§ã�‹ã‚‰ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ä¿�è·ã�™ã‚‹ã�Ÿã‚�ã�® CLI ã‚³ãƒžãƒ³ãƒ‰ã�®ä½¿ç”¨ã�«ã�¤ã�„ã�¦æƒ…å ±ã‚’è¿½åŠ ã€‚ Cisco FXOS 
å�‘ã�‘ã�®å›žé�¿ç–ã‚’è¿½åŠ ã€‚

è©³ç´°ã€�å›žé�¿ç–ã€�ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final

2017 å¹´ 

10 æœˆ 

18 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ Final

2017 å¹´ 

10 æœˆ 

18 æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


