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https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96789
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96792
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96801
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96803
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96789
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96801

Cisco WAP361 Wireless-AC N &f 147 ¥4, CAf «G, -84, 18 OFf Vif « Af—Aaf-afVAf~

N e m A Mg oA o £ fAen A oo, o CSCvf96803 || v1.1.(
5,05, 8, »41 af 43,033 114" POE & 34a¢0ei%%0

Cisco WAP371 WirelesssAC N 3¢5, 3, »4,1 3f 43,0333 11473,-3F°3,°af«
af€a,naf*af e a®sit%o

Cisco WAP551 Wireless-N

8, -8f33, °af «G, C-SAf @A a %06 €@ 2S573€ &f165,¢a, 4,»3," af@a,naffar
Cisco WAP561 Wireless-N

af TAf¥a, Caf«c, iG-3f @A ar%oé @ 573€ &f143,Ca,”4,»3," @3, rafaf"
Cisco WAP571 Wireless-AC N &f—a&f-af Y8, ¢af Af1af¥4 Caf«c, ¢S4, ¢4 3, »4 !
af€a,0af*af 1% "PoE & 34d;ei%%o

Cisco WAPS71E Wireless-AC N &f—af-&fY 4, ¢&f

Af1af ¥4, 0af «g, j¢-S&t«d0-4, ¢4, 3, »3,1 &f @4,afaf"

Cisco WAP581 Wireless-AC aftaf¥a, ¢af «c, jc-SWave 2 §, ¢4, 8,»8 1
af€a,raf*af %" 2.5GbE LANi%4%0

CSCvf96814 ([v1.3.(

CSCvf96818 |(v1.2.:

CSCvf96818 |(v1.2.:

CSCvf96820 |[v1.0.

CSCvf96820 ([v1.0.:

CSCvg07495||v1.0.(

CVE-2017-13082 5
59 «6-CAO™3E,AF 3,nafnaf-d,'8°Z3... ¥R5 R QIPBROd%;]

CVE-2017-13082 é0<<gn°éQ-Q,CEé,<é,,Té%iae€§éQ_é€QFast BSS
Transitioni’ FTi%%o0ae©Yef3, 8, uaf@afhif 36 —3€@re%idS 3@ «3Q—3€ 59,3, 36 39«

&f 5 nafoaf-41 LAN & 38f3af af AfVAf O/ WL Civ%0af 13f €305, 508 FT

2OYefha€@ Frr%idS'i@ <39 3QLI€ 30,3, 3P FQO0IQTIOE, A 1Y YIOP™E, AP «IQ FEHCER
show wlan 3,35f73f3f%03€ @39 %43@Ya€ show wlan id
3,°3f23F3af%08,'a%2¢¢" A Q@—a@HAQ™AE,

& 3Q®a%a@ a€@Cisco 3500 &,-af%af%a,° af a,nafuaf-a," 3,2afaf afafhafo
3ftaf€3,n3,'3€9® wian 1 3€§ FT 6@ Fee%iGS'6€ « G GO £0€ | 69,0, G G@® show
wlan id &% 73f38 %49 ®A®Ye|ECu @ rred @85 ™IE,
<#root>

(w-3504-2)>

show W an 1
éééurity

802.11 Authentication:........................ Open System

FT Support. . ... ... Enabl ed


https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96803
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96814
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96818
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96818
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96820
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvf96820
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvg07495

2 AQ®AI3€Q 3€@Cisco 5760 3,-af2af%a,° af 3,03fa3df-3," LAN 3,33f3af afafuafo
dftafe3,03,'a@® wlan 1 3@8 FT éQCEg,,ié?éQ«éQaééféé ! 3€,3,<2 3@ 3€® show wlan
id1 é,3éf2éf3éf%oé0®é®VéiCEngaeim§0§§0TMé€,

<#root>

W-5760-2>

show wlan id 1 | include FT\ Support

FT Support : Disabled

Cisco 10S 3, Yif+af "5, 13,85,¢8," R Y & EA@p—a@ | 39,3,<3,'3,:aFaf %08, Cafafa@®3a,¢a, a,»a,
f@a,nafaf a@8a€@FT

2OVYef1ha@ Eee%iS'd@«19 3QLIQ 59,3, 3P IQ0IQPTIP G, 18 YIQP™E, AP «IQ FEQCE
show running-config | include

dot11r & 38f 78738 %08, BRY & EA@ — 3@ | 3€931°3539 Fe,;"5€+3,E5, <39 3@ "3, QIO —3Q %S

a»¥a «a@«a€€ show running-config | include dot11r 3, 38f Zaf 3af %08, ¢ ™°¢| Ea@p —a @4 @ ™aE,
<#root>
AP#

show runni ng-config | include dot11r

authentication key-management wpa version 2 dotllr

AireOS af @af1sa, af8af 7.0

3€53,39°39€3,E3,°3,53%0@IQBAFEF A1, 5, ARV EFQ™E,Af a,nafaaf-3," LAN

3,7°a8f3af afafuafoa @ Ec %Af QIO ™A 8" @I985 FEHFT

3@ 3,03 Qaf%af 3+, Fi9%5€,30 39 9«39 "2’ 2, 9i0QIO 50°50,36,309I9®3,° 3¢
CVE-2017-13082 3 «8,"8,<3%:16Y; 3,89 —3€'3© %3 €>3,"3€,

&f1af 3,03, 39530V |E5€+3,E5€ ' 56,3, Cisco WLC
5,%:3f-35°3,13,55,CAQ®AFPAFE%A, ' O PIO™I IO «IQ IEPCRICOTEE..59 Web
3,08%8,;af%af+3,83,08,'3€« CL1 8,8%¢¢" 3 @—a @%@ ™I,

Web & 0af33, ;AfViaf+d 83 08,18, dsc" a@™3E,<3 39 3@ aEQWeb
a,0afa,;af%af+3,83,03,'a€«af3,°3,033€—3€ | Monitor
8,¢Af-8,"8, afeaffa, a@—ac@r-jdP«a | afsa,raffa€® Summary



3’8, afoaffa a@—ae@3kae™a€,[d,%af-af 4, 4,83,¢ af@afa, afsafiva”Software
Versioni%%o]
&f+8, FAfYVAf «Af %ol @p«a€Qaftaf@a,na,'a@9ScOace” ARYe{E3€+4,EIQ ' 30,3,4,%aFaF3,)

CLI &, 8¢’ a@™a,<d "a@ 3@ €€ show sysinfo

8,3af 7af34f %03, A®Y & EA@ —a€ P 2eia @ «a,2af7aFaF%0a$°45:a€ ® Product Version
afed, £a51%aFf«af%o0d @ ®A€nA,'a9,C..809—a@ | 4 <393 ©,a€,x-509®I34E3€9 Cisco WLC
a,%.af-af"a,|a,83,¢ afafasra, 8.3.102.0

5,/a@Ye;E5@ ™3, <affaf@d,nd, 3@ ®3,35f23F38f%0a1°85>4, gn°a0—aQYé,,éQ®a0§a0""a€

<#root>

(5500-4) >

show sysi nfo

Manufacturer's Name.......... ... ... Cisco Systems Inc.

Product Name. ... ... ... ... . i Cisco Controller

Product Version......... ... ... .. i, 8.3.102.0

Bootloader Version..............c.iiiiiiiinnnennn. 1.0.1

Field Recovery Image Version..................... 6.0.182.0

Firmware Version...............uiiiiiinnnnnnnn. FPGA 1.3, Env 1.6, USB console 1.27

Build Type. .. ..o e DATA + WPS

&, tal/coc8a,' 49 «8,"89839,80°80,30"59 "aQE(C°° Qi Y 4, EGOVRELI"§

@ ®3E, 3,3, °f1,8"QIQ«I95iQ,3Q | 59 "1Q®E,Caf%0af 5,05, 05F3Q®EL+EY;E 49—,

afiaffa -afy¥ af @affaf af afuad, d@®a€Ef 3@ 3@—a@ | e aR39+3,(ES,<3,3,"3,°
af a,0afudf-3,"3,¢3, 3,»3,"
ERL? ERENRE A50_§€0g0%é0e"é0”5,CEé,%oéQ@é,,Té%iae€§éQé,%oéVziéVJ_é,’éQ—éQ’éO%@,,@

12.4 af ™afv.a, 5@ ® Cisco IOS a,%af+af 3, | a,83,¢
3fafar1a,'3, ' a@Ye|Ea@— 3@ 3€,3,<3,3,'3,°3@®af 3,nafndf-3," 3,¢3, 4,»a,
3f@3nafaf i@ 3€P39"3,E3,%0aQ®8,Ta%+rE83PB®AV2+EY:3,'3@—39'3@A43€>3,"3E,

é’ a 1&3&



O 39303, F5, %039 B0, 131+ 2E55Q Eir¥a GO PLEN" QOGO 81eV,;5,/5 750 30°50, 54

Af«<AfVAfta EAf8, °5€SE, d€°d, 6, naffarfeara,° - 6,'arcasuat« af6,area,

» Cisco Small Business RV110W Wireless-N VPN &f 4, |4, 08, ¢4, |8 ©af Vaaf «

» Cisco Small Business RV120W Wireless-N VPN &f 4, |4, 08, ¢4, |8 ©af Vaaf «

» Cisco Small Business RV130W Wireless-N Multifunction VPN af «afvaa, ¢,
 Cisco Small Business RV132W ADSL 2+ Wireless-N VPN af «afvaa, ¢,

 Cisco Small Business RV 134W VDSL2 WirelesssAC VPN af «afvad, ¢,

 Cisco Small Business RV180W Wireless-N Multifunction VPN af «afvaa, ¢,
 Cisco Small Business RV215W Wireless-N VPN af «afvaa, ¢,

 Cisco Small Business RV 220W Wireless Network Security Firewall

 Cisco Small Business RV 340W Dual WAN Gigabit Wireless AC VPN af «af¥a4, ¢,

« Cisco WRP500 &f 3, nafudf-3 1 AC &f—f Af YA %eaf @ af3af%0 af«af1a,;

EY3AE A€ SA, "G °af | GfGf+a, 6,26 %0 G,°afYar¥asa,+afva, arsar artafea,na,’

» Cisco Unified IP Phone 9971
» Cisco Unified Wirdess |P Phone 7925/7926

af 8,o0afoaf-4,1

« Cisco 10S & %:8f+8f"5,15,83,¢5, R Y & Ea@—a €@ | 3€,,3,« Cisco Aironet 1130 &,-af°af%a,°
3,3, a,»3," af@a,nafaf”

« Cisco |0S & Y58f+3f 5,13, 85, ¢34, &RY & FA@—a€ | 3€,3,« Cisco Aironet 1240 3&,-3f25f143,°
3,¢a, a,»a," afea,nafras”

« Cisco 10S & %:8f+8f"5,13,83, ¢4, 3R Y & Ca@—a € | 3€,,3,< Cisco Aironet 1310 &,-af°af%3,°
3,¢a, 3,»3," af@a,nafaf”

« Cisco Aironet 600 &, -af24fY.4,° OfficeExtend & ¢4, &, »3, ! f @a,2aF3af"

« Cisco |0S & Y54f+3f "4, 13,85, ¢5,’ ARY & (Fa@ —a€ | 39,3,< Cisco Aironet §,¢3, 3,»3,"

af@a,nafaf” - 3, afoa,ra,cafiaf /a,uaf—afa,«afaf /af afa, a,°af«afthaf—

af-af°af5a,, AFCEFAEF %0

a,-8,183 af arafodf-a1 LAN & 3af3af afafv.afo - a 3af3af afaf Vaf ©etdel«

0%
¥4 <A@ ®e,Taltr€8 @ EI€Qe«-2-1a@8a..-¢| 3@+ 3, i@ | 5,3 QNIQO™IE,

Wi-Fi Protected AccessivVa WPATY %3653, 36> Wi-Fi Protected Access



ITi%"WPA2i%%o0af—afasf 3,2af«a@® 4 4,'3,8a,0 aF@aFfaf%oa, 3,583,038, 3@ «a953 €4 <
Pairwise Key 41 94a,0a5%3,"af afhaf«a@®e, Talatae€s

WPA 3653, 3> WPA2 af—afaf 3,33f«3@® 802.11i 4 &,!4,83,0 3f@af3af%od, 3,838,038,
3fiaffa,»afa, 3@®at ! c@Ta@«,Ta%+2€859E5€,3,53€9* 98 14365, FI0 ' 3€,30%3,8;'R7Y
Pairwise Key

3,3,uaf—af3,«afaf 3@ «at@a,nafta, af Af4af 3@ 33,39 &f1h€83Q E1€,3,559UIQ™AE,

aa0e-6, T&Y/-oeE85€) €@ E-CEEL3 Q™3 «af—afaf 3,2 af«
afiaffa,»afa, d@®ait | cO1IOPRIY,3€,509%3€,30 3Q«CdD IQP—AQNIQP™IE, x"»x'feE..5@ aE

4@ "3@P®e,TaV+tr€83@«3@ 2x-{dQR®CVE
ID3Q E&%0°8,58%: 3 | 8,%08, E3 | 5€,39%43©™3€,CVE-2017-13077

Wi-Fi Protected AccessiVsWPAiY2%.4€ 53, a€° Wi-Fi Protected Access
IiYa"WPA2ia%0af—afaf a,af«a@® 4 &,'3,83,7 4F@aF %04, 3,83,08, 3@ «3QSa'a
Group Key at€a,=afa,'af afuaf«a@®e, tavatae€s

WPA 3€53,"3° WPA2 3f—afaf 3,°af«3€® 802.11i 4 3,' 5,83, 1 3f@aF5f%05,-3,88,03,
3fiaffa,»af1d, 3Q@®at cOTaQ«e,Ta%+eE83QE3@,5,55€92° QL 14393, i@ 5€,59°59,8; 7Y
Group Key

3,3,uaf—afa,«afaf 3@ «at9a,nafa, af afhif«3@ 363,39 &f1,2€839 E3€,3,539%IQ™AE,

ae-8, T8/t o839 FEQE-CEELIQ™S, AF—aFAf 5,2 af«
35i3555,»35%3, 3Ot COTIODIQ,50,I0%59, 50 3O P-d 3O —IOUIO™IE, 2" fOE... 5O 5

50"39®8, 8%t 2559« 39 23Q®CVE
D3 E3%0%3,5375"5€ | 5,%03, E3@ | 3€,3©%3€©™3€,CVE-2017-13078

Wi-Fi Protected AccessivaWPAY%.5€5a, 36> Wi-Fi Protected Access
IIiva"WPA2i41%0af—afaf"a,’af«3@® 4 &, 4,84, af@affaf%od, 3,8a,0a, 3€©«a@Sa@'a <
Integrity Group Key at€a,rafa,'af afnaf«a@®e, talate€s

WPA 3€53,"3° WPA2 3f—afaf 3,3af«a€® 802.11i 4 3,! 3,83, 3f@aF>5f%05,-3,838,03,”
3fiaffa,»afa, 3@®at c@Ta@«,Ta%+2€859F5€,3,53€9* 98 14365, Fi0 ' 3€,30%3,8;'27Y
Integrity Group Key



3,3,uaf—af3,«afaf 3@ «at@a,nafta, af 3f4af 3@ 33,39 &85 E1,3,55QUIQ™AE,

aa0e-6, T&/-oeE85€) €@ E-CEEL3Q™a,af—afaf a2 af«
afiaffa,»afhd, d@®ait | cO1IOPPRIYP,3€,509%3@, 39 3Q«CUdD IQP—AQNIQP™IE x"»x'feE..3€@ aE

G "3QP®e,TaV%+r€83@«3@ 2x-{dQR®CVE
ID&@ E3%0%5,53:"3€) | 5,%03, E3@ | 3€,3©%3@™3€,CVE-2017-13079

Wi-Fi Protected AccessivsWPAY%03€Sa,”a€3 Wi-Fi Protected Access
ITi%a"WPA2i%%o0af—afaf"a,2af«a€® Group Key af@afaf%oa, a,83,13, 3@ «a@Sa9'a,c
Group Key at€a,=afa,'af afuaf«a@®e, tavate€s

WPA 4€53,°3€° WPA2 3f—3f3f°3,°5f«3€@® 802.11i Group Key 3f€af3af%o3,-3,83,13,”
3fiaffa,»af1d, 3@ ®at cOTaQ«e,Ta%+2E83Q 3@, 5,55€92° QL 1439+3, i@ 3€,59°59,8; 7Y
Group Key

3,3,uaf—afa, «afaf 3@ «at9a,nafa, af afhif«3@ 363,39 ef,2€339 E3€,3,539%IQ™AE,

aee-e, TAY/ctoESa@ SE€QE-CEELaQ™A Ef—aFaf 8,2 af«
45i3558,»3F 143, 5O ®41 COTIPRID,50,50%3, 59 3O @P-d FO—TOUIO™IE X »E' fOE... 5 5

50 39 ®8,18%te€55€«39 &-3Q®CVE
IDE€ E8%0%3,5375"5€ | 5,%03, E3@ | 5€,5 9% ™5€E,CVE-2017-13080

Wi-Fi Protected AccessivaWPAY.%.5€5a,” 36> Wi-Fi Protected Access
IIiYa"WPA2i%1%oaf—afaf"a,’af«a@® Group Key af@afiaf%od, 3,8a,0a, 3€©«a@Sa@'a«
Integrity Group Key at€a,nafa,'af afnuaf«a@®e, tavate€s

WPA 3€53," 3> WPA2 3f—afaf 3,2af«a€® 802.11i Group Key 3f€afaf%od, 3,583,134,
Integrity Group Key

3,3,uaf—af3, «afaf 3@ «at@a,nafa, af afhif«3 @ 363,39 &f1r2€83¢ F1€,3,539%IQ™AE,

ae0e-6, T&Y/+oeE85€) €@ E-CEEL3Q™a,af—afaf 3,2 af«
afiaffa,»afha, d@®at | cO1IOPPRIYP,3€,59%3€,39 QD IQP—AQNIQP™IE x"»x'fe€..3@ aE



G "3QP®e,TaV%+tr€83@«3@ 2x-{dQR®CVE
ID5@ E3%0%5,5312"8€ | 5,%03, E3@ | 36,3343 ™5€,CVE-2017-13081

Wi-Fi Protected AccessivsWPAY%03€Sa,”a€2 Wi-Fi Protected Access
IIiva"WPA2i%1%oaf—afaf"a,2af«a@® Fast BSS

Transitioniva FTi%%o0af@aFfaf%o3,-a,8a,na, a@«a@Sa€a ¢« Pairwise Key
atea,nafs,'af afuaf«ae®e, tatatae€s

WPA 553, 3€3 WPA2 3f—3faf 3,3af«3€® 802.11r Fast BSSi% Basic Service

Seti%%oTransition 3f€af3af%o3,3,83,08,"

3fjaffa,»afa, 3@®at ! c@Ta@«,Ta%+2€859F3€,3,53€9* Q8 14365, F30 ' 3€,30%36,8;'R7Y
Pairwise Key

3,'8,28f 13, »af3af13,£3,+3f1%43,; 3«1 93,0838, af 3f%haf«3 @ 363,34 @ &f€839 E3€,3,530%3€

aa0e-6, T&Y/-oeE85€) €@ E-CEEL3Q™a,af—afaf a2 af«
afiaffa,»afud, d@®at | cO1iOPRIY,3€,50%3€,30 3Q«ClD IQP—AQNIQP™IE, x"»x'feE..5@ aE
af@afraf%od, a,83,ma, 3,'3€—3a<cS, 9«3, QPIOP—3Q—3€Q3,uaf—af3,«afaf " a€<3,%03,°af%a,»af*a

50 3O®8,T8%t 2559« 39 23O ®CVE
ID3@ E3%0%3,5375"5€ | 5,%03, E3@ | 3€,3©%3©™3€,CVE-2017-13082

Wi-Fi Protected AccessiVaWPAY%.5€5a,” 36> Wi-Fi Protected Access
ITiYa"WPA2i%a%o0af—afaf a,af«a€® PeerKey af@afaf%oa, 3,853,038, 3@ «a@SaH'a
Station-to-Station Linki% " STSLi%4%oTransient
Keyia"STKi%a%oat €a,nafa,'af afnuaf«a@®e, talate€s

WPA 3€53,"3€° WPA2 3f—afaf 3,3af«3@® 802.11 PeerKey af@af>af%o3, 3,838,738,
3fiaffa,»af1d, 3@ ®at cOTaQ«e,Ta%+eE83Q 3@, 5,55€92° QL 14393, i@ 5€,59°59,8; 7Y
STK &, STSL 5@ «31 4,043, '3 afhaf«3@5€3,3@ &fre€85€ E5€,3,539%IQ™AE,

a6, T8YtocL8a@) IE€QPE-CEEL3 Q™A af—afaf a, af«

A5i5ff3,»3f 13, 5O Bt COTIORID 30,50%3O, 50 3O U 5O—FOUIOMIE "' fEE. 5O 5

50 3O®8,T8%t 2559« 39 2 3Q®CVE
ID3@ E3%0%3,537:"3€ | 5,%03, E3€ | 3€,3©%3©™5€,CVE-2017-13084



¥4 EQ®e,Ta%+r€83@ e«-2-13Q83@ 3..6-39+3,E3@|59,50%33,"iQPE€QPIQPEXT IO

TDLS af€©@af’af%oa,-a,83,0a, € «a€©Sae'a < Tunneled Direct-Link
Setupi¥"TDLSi%%oPeerKeyia TPKiv%i%od,4f %3 @®at @ a,2aFa, 'af afhaf«

802.11zivs Direct-Link Setup 3@ ®ae<ja%i%%03€@® TDLS af@af’af%oa, a,83a,0a8,

3fiaffa,»afha, 3@®at ! c@Ta@«,Ta%+2€859E3€,3,53€92 98 14365, Fi0 | 3€,30%3,8;'x7Y
TPK &,af% a,’ 802.11z

& ™MEeC-F@«r’-2« 3Q™3,a,uaf—afa,«afaf d@«at@a,nafa,'af aflhif«3 @ 39->3,«2€ ef1e€85€(

aee-8, 1AVt E8A0 GEQE-CEEET Q™3 Af—Afaf 8,35
353ff8,85%3, 3@t COT15ODID,50,50%30,30 30 FO—FOUIO™MIE, B & fEE. 5O 5E
AF QAP Ef%o3,5,55,08, 8,89 — 8, 59«8, Q3O —39—3€93,Uaf—aF5,«AFEF 3@ 5,843, »aPAf 1,

G "aQ@®e,Ta%+x€83@Q«3@ x-jdQ@B®CVE
ID3Q E3%0%8,53%:"3€ | §,%03, E3Q | 5€,39%39™3€,CVE-2017-13086

Wireless Network Managementia WNM i¥%o0Sleep M ode
dcox” afeaf-afvAf atlc@tae«aeSae a,« Group
Keyia"GTKi%%o0d@®at@a,=afa,'af afaf«

802.11vi%s Wireless Network ManagementiV26.a€ ® Sleep Mode

d;cec"af af-afaf 41! cOTaQ«@,T81teE85QE59,5,55€92° Q8 1439+, FiQ 3,59°5€,8;'27Y¥3
Group Key a," 802.11v

® ™Mro-3@«x-2« 3Q™3,a,paf—afa «afaf a@«at@a,nifa,'af afhif«a@-3€>a <A@ eflrrEsiP(

008, T8/ +oeEEA€) A€ QE-CEEL3Q™E, Ef—AFAf 5,2 Ef«

afiaffa,»afha, 3@ ®3t! (O TIOPIQ,50,30%30,30:30@U-d 3O—3QUIQ™MIE, 2" rr'fEE..5€ i
Sleep Mode

3;00C"af3f~af14af 8,8 —3¢(5,39«3, QIO—IQO—FEQEQLE/»3Q«ari (" 5€+3,EIQYIQ ESfaf-2

GO "aQ@®e,Ta%+r€83 9«3 x-jdQ@B®CVE
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