Cisco Prime Networ k ¢%olae'© aexjan8e, tal/tae€s

8, CAf%0Af 3,53, 93F3F%ID : cisco-sa  CVE-2017-
M ediunf0170705-prime 6732

& @a...~é-c«e—Y¥ : 2017-07-05 16:00

af @afva, afsas 1.0 : Fina

CVSsa,1a4,%4,¢: 6.7

DZEQPC-: Yes

Cisco af€a,° ID : CSCvda7343

Yo7 5@ «ad,”a «ef...a t3@ a€He«te?Z3P«a, a,«aZYe-faHPREQZA...~ a1 A«
&, 8@

Cisco Prime Network
8 V:8f+af 4,4 88, A «3 @ S3€'5 <8, naf8,'af afhaf«ae%oé Ta@®e, Ta%+e€85€ Aaf«afvAf
Koo O «CYho'ze " ©3,'3 S35, 7@ 14303, EIQVIE@AFAF 1A, «Afcorne fEE.. .3 30 &f IO O™

&, Ta/raf8a@ a12+éVY; 3,89 —39'a@QVY3, L4534, 5,85,Ca@Eaftaf€a,nd,'a€83, 033, af afhaf«3€
®"»X'fE€.. 3@ a1+6Y;3,/89—39'3@V5,-3,"af15f 3@ «3Q«3, " 3QLIQ | 5F5,°5,23 3@ —3€QC%0'® " ©:
®fd 33,73, 3,af—af3,03f 3@ x"»x'fe€.. 3@ EAfEfkuaf

Af~af ™MAf«Cholee ©F, 8Y— 3@ a1>+8Y; 53,89 —3€'aOY3,-3,'affaf 3O®IRES...” 53€°

3793%i3,3% 39 QIO QIO"'IQ 5,39 efLiQ«AO™E, 3@ &fr2€85QEI€,3,559%IH™AE,

3f af143,95€ (®icOTEE.3@®% e xS, .8 +3€ IQBEL+EY:5,/4Q—39'3@V3, 4, afT5f 3@ «2€"a

50 39 ®8,T8%teE839«d %it FO™A DI -30 59,3,550%363,"5€,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_§€Qae—|ié0®éfaéf3é,_§fé,§g¢°éa®é0§é@050%é®wé€,
https://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170705-prime

aY+6Y 8, d@—ae'a,«e£13"@
e TaVtat8a@Ea~ace " a@™a,eflLa"@
3@ "a@®e,Ta%+e€83€¢ Cisco Prime Network

5,%:35-35°3,13,85,Ca9«312+6Y;3,8 759 39 %IQ™MEE, 2O2EV 3O ™A <8, 15555, 5,55,
3PAFEfE, 59«3 Q19,30 5OOES. .8 15Q@E-CIO—i® 5O HEOIO IO, Caf%03f @3R3,


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170705-prime
http://tools.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd47343
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6732
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6732

Cisco 3f93,°ID 4,89,C..589—3€ |4 39+39,3€,
8, &Y+ eE85@ EA"ae 3@ —a @23 @, £23"9

Q@3 5,3 f18"QPIP«319539,50 | I£HIQ"TOB®E, Caf%Af@ 5,05, N5 3Q9®IV+EY; 3,89 —3

G "3@®e,TaV+tr€83@«a 34at) é@“"é,uﬁ>2é0gg—éQ_éé,é,ééé%ééé,“éﬁ

AREE, Yoafedf 4,a,84,¢

4 ®aefr 8@ a,>af-af"a, ! a,83,¢afafafa, @« @Pri@, i€ | d@B®xS..3 ti@P«é-(39—3Q | 3@ €
Cisco af€3,° 1D 3,/3€,¢..80@—3@ |8 3@+ 3€,3€,

a,-af+af 4,14 83 ¢a@®a,caffaf—a, af-aflhaf%od, aencee” 739™3,653€9«3€ 3€€Cisco Security
Advisories and Alerts

AfAfYVE, 8983, Yl i @530 93,5, 8,15, £15" @39 ®F, C3f%0af 93,13, 938, 8®%r eV S, 59«49, C.
3, %:3F3f¥a5 %3, 5f53%5, (C°0 QIO —30 59 9IQ 3630 ,3E,

50,3033, QR 3973, 3€Q3,Caffaf—3,°af-af 1435 %03 @™5,«aft5f€a,03, 3@« @ @3 Ta@2af;a5¢3
3.Qx7309°C 39«59r3,59 36 3€Cisco Technical Assistance
Centeri%a"TACi%%03, i @—3 @ @3€@ A¥'(,i@—a3@ | é0,,é,<éfi§f3§.f’r§f§éf3é,1
3f—afif@a,pafeifhi@«3953° 939,39 3, 9363Q0 QIO 50°36,3€,

é.béaEéA@g"" é%é%(é@ .'é,..-lé1/4-0;TMoéi .

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ 3€@x0e-3,Caf%iaf@a,n3 N5 @« "e%%id@ 3, Ei€¢ | 39,3, ¢, Taltet

8, oA YA, L

5Q'53Q®,T3%+2€585@ at...&f"
5,©3... 3ft5, 13 3@ ®E-"5@«C™e | G5, EIOUIO—IOVIE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20170705-prime

o' g, at¥ae

ée"


https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170705-prime

af@afva, 3F5aF a7 88,73, AfSAf° | 4,18 TafVA A 1| Yoy

1.0 X Q@7a..~6—afafaf%a," 280EC|C%0” 2017-July-05

80" el@¢

a3, Caf%oaf € 3,035,933 8,98 %hiQP®], IQORIQP 19—31Q IO xQPPIWIO—3 | 5653,55¢
e0e-d,Caf%af @3, nd N3 3@®xS...8 13953, 53358, 4@V " FQ«E-CIP™E,@%-EmIP®E £
AQUIOYIEDE, 3,359 2e-af%03,af¥afafEaf 3@ ®AT.. 403,54 8'S5 3@ —3 @ «dn%oe> TP —F€
a0ed, Caf %odf @ 4,13, 3P 5@ ®e "8 08T, AR '3 «é-CAH—3@ | 2f..& +6..95,i5€9® URL

3,/CeQCYIQP—ICQPIQ (-IPBE»(2Y%0d,, 2,90 33, - 1LIQP—3QYE 49 FE QI '(nUIYPTCR|cO
3O 3@ ®af%03,af¥afi3FAf 3@®xS..4 +t3@ 3€04,3,'5°0£ 13" @IQ®F, AP af%0af | 3F143, 98,8 Y4biE



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



