3,-8,14, %" Qa9 «a9S3Q'a,«¢C °a-¥a9a,EFQY
Ipve
af@a,nafQafaeZic ¢afa,+taffaf a@«a, a,<a,|

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2016-
H igh 20160525-ipv6 1409

& @a...~é-«e—Y¥ : 2016-05-25 16:00

aeeEg e se-"ae—¥ 1 2019-09-16 19:48

if @afa, afsasf 1.16 : Fina

CVSS3,4,%3,¢: 5.8

&76€¢¢- : No workarounds available

Cisco af@a,° ID : CSCva94139 CSCval7794

CSCva21637 CSCva39982 CSCuz66542

CSCuz80276 CSCuz83883 CSCuz80281

CSCuz81292 CSCuz89940 CSCvab1877

CSCvb19057 CSCva33531 CSCuz79330

CSCuz96600

B—Yore-e%3@«a, a ef..a 13 A€He739«A, 3,<AZYR-13HOPEQZA...~a11 A
Al

£1 el@

S0t a@®43, 3,3, 2 f 3" @39 «39S3e'a < IP af@afa, assas

614" 1PV6i4%0af'a,raffaf at| (;QTae©Vészé0®é,,Té%iae€§é@«éfé,§é€0éaéé"%é@-é,CEéQ 13€,39

IPv6
af‘afoaf-a,£affa, at|c@ 13, 'd@eraQ@—ac@iftaf€®a nd,'a@«a, paflhasfa,’a! "5®3'I'%ADOS'I'%%0(;§1]E

39"3Q®e,T8%+2€83€ F€QLO L af1af 94,08, 5@ «C€PE;i3+3,E5,<3-83 MIQ«C 3 ¥IPa,EI©
IPv6

3f3,+3ffaf AQ®3 QIO V3 T33O T3f3, 3ff3, 3@«eu-d 3O —3QUIQ™IE, 2" »R'fEE.. .5 F£:
IPv6

3f 3, naf@aflhee/CC Cita NDii%0afa,+affaf 8, 00281, "af a5 5,05, 4@ «b£94;AO™3, IO 5@ 3OE:
IPV6 3f 3fQaf3,£3ff3, 31! c@13,/'8@rxe(iQ—3@ | 5€Qaftar®5,13,'5€8 DoS

S9ee...3,81% 3P QL IO "IO™IQP &fr€859EF€,3,530%IH™AE,

5Q"3@®e,T4%+2€83€ 5,-3,'3,°8°2 %I QP ®], IQORIQPLIQ 1€,3,559%56>3,"5€,59"59®3, 501


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva94139
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva17794
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva21637
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva39982
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz66542
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz80276
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz83883
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz80281
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz81292
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz89940
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva61877
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb19057
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva33531
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz79330
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz96600
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1409
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-1409

§,-815%980¢ QIO 3O®e, TaN+tr€83@«a At aQ9™a,a,%afaf3,14,84,¢C
3,Caffaf—aftafuaf a, afafafa,'a@™a 3a° aRsa @83 ™aE,

é@"é@@é,Céf%oéf@é,ﬁé,ﬂéf350_5€06eﬂi§Q®§.fa§f3§,_5f§,§(;¢°éaééQ§§00§O%é@“"éﬁ
https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurityAdvisory/cisco-sa-20160525-ipv6

SOP8Y5" SEYAA" €

5, -4'5%5983@ (@ONUIx FEQPIP IQPB, TaN+rE8IQPBRI1EYE,'4Q—39'5, 13" 9O 3935, ES,
Cisco Bug ID

dQ°AQOI€Qre3,Caf%af@a,na 9afaT..a@®xS...a £3, ' 2-"3Q9—a@¥aG™a€,Cisco Bug

Search Tool

4’ dic d0™a«a@ afed,°8,'enec CiQSioQited Oc" 3@ efhie*d7éec-a,,;RrLfiea,Ee
32353143, 4 @3 @ OIE @ Af—3fOAffAf af 3,05 %S $°ee%d @®E; 1S f..4 +4,8.. ¥ %I @836

&, T/ e€85@®a@,a,<e£%23" @

§,-81533€ Cisco IOS XR &,%af+af"a,|4a,83,ca€€@Cisco I0S &,%af-af 3, | a,83,¢ca€€@Cisco I0S

XE &,%.af-af"3, | a,83,ca€@Cisco NX-OS 3,%.af+af 4, | a,8a,Ca€@Cisco ASA

a,%af+af a4, a,8a,ca€@Cisco StarOS

a,%.afaf 3, a,83,Ca@EI€@IQ"aO®,Caf%af@a,nd faf'a@«e "e%%0a @ a, E3@Ye, Talhtar€8a€

BV 4Q’aQ Qa0 4, 159 n3@®35, 053], ;af14af+5,85,08,'5€83,°afafhaf @ af«IPv63,¢af%0af-3,"
3,C35%0af-3,'a@RIQP; 3@ Fe aR353Q 3, EIEQIPVO

af"afoaf-a £affa, a/at| c@1a@—a3@ | 30,3,©€0%a%"aftaf@a,n3,"'3€@ a€@af-a,nafa 2

SSf 7Y R 2 fOE. 39«E, AOLIO  GODIQFEHE 5L MIGC A VI 5, EAQVAFE LAFFAF S, EYsC

80235  a@p™a,<3,%2af+af"a, ! 4,83,¢
afeafeafa,'a @« 9rie, 9 | i@ QPIQP 'dQO®A, Caf%afea,ns afd@RIEE; PrLer," d€:a,%a

Cisco |OS XR &, V4afeaf "4, 'a 83, ¢

2 A@®3,3,330fL3"93@ FEQLO0%3L"affafaf1a,'3€® Cisco IOS XR
3,%,3faf°3,14,84,C3,40Y¢|Fi@—3i€@3°3Q 30930 3, 1

FQui@®a,nifs,;afuaf-a,83,03,'a@8 IPv6

39 Er%0dS'5@«39+3,FiQ | 3€,5,8 39 19« I€PIP"3O®E,TE1+nE83Q®E+EY:5, 3@ —i€


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160525-ipv6
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID

Cisco 12000 &, -af2afvaa,° af «afvad, ¢,

Cisco ASR 9000 &, -af%afv«a,° & ¢4, °af5,2afv.a, -af 8af a pfv.af“ a1 af «afvaa, ¢,
Cisco Carrier Routing System

Cisco Network Convergence System 4000 §, -&f%af .4, °

Cisco Network Convergence System 6000 &, -&f2af Y48, ° af «af4a, ¢,

5@"3,(E3, %03 @®af—afOAffaf af-a,03fhif aQRIQ™IQ'3@ | dQOB®F 3, naf—3@B®AfOS,naS
3,«af1%3f%0 3@ EI€QIQ"3Q®L,Ta%+2€83QB®E1+6Y: 3, 49— Q'aQNIG™EE,

aftaf 4,038,539 Ee0?8%"afafaf13,'a€® Cisco I0S XR

3,%54f+3f°4,14,83,C3,/a0Ye[Fa@—3€ | 5€,3€ | AEQIPVE

39 E2%03S'5€«3€+3,EiQ | 5€,3,E 39 F€Q®|cP1e€.. 3@ 333754 %0af0O35,naf
3,0a5%3,;a54a5+3,83,18,"1%" CLI%4%03 €8 show ipv6 interface brief

8, 38f Z8f38f %o, 8Y2: ¢’ AQ™E <3O 3O "G OFIEQIPV6

8,Ca5%0aF-a,'a @ Ea%0%a,531:"3€) | 3,%03, EaQP YA, naF°a,:aF1aFa,83,138,"3,¢C%0'A®33 983 &
I0S XR &,1,3f-3f5,!5,83,C 3@ EA®YE|E3+3,EF€QIPV6

39 Ee%dS'AE-3€+3,Fi@ | 53€,3,aftaf@4,03,'59 839 ®3 341735 %0a @ ®E1°8583%4<A, cr°5 @

<#root>

RP/@/RP@/CPUQ: router#

show i pv6 interface brief

<loutput omitted>
GigabitEthernet®/2/0/@ [Up/Up]
fe80::212:daff:fe62:c150
202::1

IPv6 5@ Eece%03S'aE-3€+3, E3€ | 56,58 39 3€9L 3®33€« ipv6 enable
a,0af%a, caf/saf-a,8a, 08, ,%af%f -8, £a, ®af¥af-af a4, -afsafs
8,%8f 28f%Af %A@ EA" a0 " 3Q—AQNIQ ™A€, 5O «IEHL, TaN+2E€TIQ®E a0 " 5O ™E,& 35531

RP/@/RPO/CPUQ:router(config)# interface GigabitEthernet@/2/0/0
RP/@/RP@/CPU@:router(config-if)# ipv6 enable

aftaf@a,na,'a@83®VYe|E5€+3,E3€ | 3,3, Cisco IOS XR &,%4af-af"3, ! 4,83,¢
afafeasfaa,'a€@8 IPv6 3@ Ea,paf@afhaf @3, Ed€ | 5€,39°3€,3 A€ €6 show ipv6



interface brief &,3afZaf3af %03, 8v2:¢" "a@™a,«<a€@ ~"a,” afOafa

afiaffa,»afna, dQEC YR €393, EaQP%IG™AE,Af14f€©5,05,'3€8 IPV6

3@ Er0e%idS'AE-3+3, 3@ 53€,50°50,5 3@ 36 «3€€ show ipv6 interface brief

8, 3Af 2B %ood, Ao AQ™E, 5O " FEQIPVE

a,Caf%0af-3a,"a,'avsc" " a@™a,<a,0aF%a,;aF%aF5,83,73,'3€ € " ¢u°a@a,EdPAaera,"a€,590

Cisco |OS &, YAAfeaf"4, 15,84, ¢

SO28Y4 AfEfeafY.8, 1a€® Cisco 10S &,%af+af"3,15,83,(3,4RYe|EiQ@—i@ | 39,50 | 301

3@ni»¥a Sa@®3,0afs, af145f5,83,03,'5€98 IPv6

3O E2e%08S'59«5€+5,E5Q | 5€,3,4,3,3°£18"9Q €QI9"3Q®L,T81+2E85Q®EV+EY; S
39 20e%0dS'4E-3+3, i | 5€,39%I>3,"3€,

IPv6 8@ 1

3@ni»¥a SA@®3 a5, af145f5,83,03,' 5@ 8200%035 4@ «I QP FIOLIO | 59,5, 3QFQOIYPTIOH G
CLI 38 show running-config | include

ipv6.(enableladdr ess)¢%olae ©EX ECA, 3af 28f3af %08, 8v2¢C" ap—a @343 @ ™a€, IPV6

3O Ere%idS'AE-3€+3, i@ | 36,5, 8@ 3€935,°3F73 5 %03 @ ®31°85>3€ « ipv6 enable
4€Sd,"0€° ipv6 address G€ Eej ¢=°G€p+0, FG€ H4AQ™dE,

a¥a @@ «a€@show running-config | include
ipv6.(enableladdr ess)d, 3af Z8f35f %od,” BE@IPV63 @ EFe "d®33€ 3, E5@YCisco I0S
XE&,%af+3f"3,14,84,¢5,4®Ye|Fa@—i@ | 3€,3,af15f€5,13,'3983RY | Fa@—3 Q%I O™AE,

<#root>

Router#

show runni ng-config | include ipv6.(enabl e| address)

ipv6 enable

ipv6 address dhcp rapid-commit

ipv6 address autoconfig

ipv6 address MANAGEMENT ::1FFF:0:0:0:3560/128
ipv6 address 2001:DB8::1/64

Cisco |OS XE &, V/Afaf"4,'4,84,¢

& 3QRELVI"QI@ €O’ 3N "afaf*af%a,'a€@® Cisco I0S XE
3,%af-a"4a,!3,83,C3,'ARYe{E3Q—3€QAf afOaf5,£3ffa, 4t ! c@ 13, e Ea€ 13,153, ;5f14af5,85,143,
1 3@u3e8IPv6



3O Fre%idS'59«IQ QL@ 5€,5,4 39 3€Qi9"59®L, T8+ E8IQB®EN+EY 3, 8@ —3Q'3¢

Cisco 4300 3, -Af25f V4, 8 f vaf & cpd@ " az«af«afud,¢

Cisco 4400 3, -Af2af Y44, ° & fif VA" 8 ‘cpéd€ " azaf«aflha, ¢

Cisco ASR 900 &, -Af%4fY.4,° & ¢4 °4f5, 247 V.8, -Af Saf3 & Af Vaaf 41 f «af v, ¢,
Cisco ASR 1000 &, -&f3&f V4,0 & ¢4, °af38, 28f 4, -af SAf3 & ffv.af 8,1 &f AV, ¢,
8,-8,14,3 & Af O3, 1af %o 8, fif VAf“ 8,1 Af «&f YA, ¢, 1000V 3, -af3afY.a,°

Cisco |0S XE 8 Yif+af "5, 15, 85,¢8," RY & Ea@ ™34 <3, "3, naffaf @

Af 18f 5 O8f «Bf 5955 FEQIPV6 5O 20%03SAE-53+5,E5Q ' 50,50%36>3,"5€,

5O "3Q®,T41+2€83@ I€Q A, afFAfA, 3@« (2@3€+3,E3€Y Embedded Services
Processori¥a"ESPi%4%0a€ ~df«aflaaf”
af—afa,»affa,uiva"RPi%%03 @ ®¢%o' ARSI Q®Cl, i€ 39 3, @33 Q«3@ %@ 3Q—39%3e»3,"
ESP a€@ RP

FQOFIQO0IQPPE, 3@ TIOX Y, 39:30 5, 939>°5983,3€QI9"3Q®L, TaV+r€839B®I2+6Y: 5, 4€-

IPv6 8@ 1

CLI 2€8 show running-config | include

ipv6.(enableladdr ess)¢l%olae ©EXECA, 3af 28f3af %08, 8v2¢C" a€p—a @43 @ ™a€, IPV6

39 Ere%idS'AE-3+3, 3@ 5€,5,<3 30 3€93,°5f75 3 %03 @ ®31°35,3@«3ECE ipv6
enableA€@Q G %@ Y@ GEEipv6 addressG€ i€ Eej ¢n°0€+d, FGQ #a@™dE,

a»¥a 8@ «a€£ € show running-config | include
ipv6.(enab|e|addr&es)z§,3z§fiéf3éf%oé,’é€QIPV6§0(’£é"é®§50-é,CE§0VCisco I0S
XE3,%af3f°3,!3,84,C3,4@Ye|Fa@—3€  53€,3,aft3f@3,03,'3983RVe|EFI@—3@%hIQ™IE,

<#root>

Router#

show runni ng-config | include ipv6.(enabl e| address)

ipv6 enable

ipv6 address dhcp rapid-commit

ipv6 address autoconfig

ipv6 address MANAGEMENT ::1FFF:0:0:0:3560/128
ipv6 address 2001:DB8::1/64



Cisco NX-OS &, saf+af4,'4, 83, ¢

Cisco NX-OS

8, 158f+3f 4,15 84, ¢4 ARV & EAQ@ ™3, <5 Q™IQ '3 | 5O B3, 5,3 f 18" 9@ AEQAF afOASf3,£55fa, 4,
1 5@ra»¥a Sa@®3,naf’a,;af145f5,85,25,'3€8 IPv6

3 Exre%odS'5@«3€+3,Fi@ ' 5€,5,8 49 30« €QIQ"IO®L, TS5 QBE1+EY: 5, '8P —34
39 20e%08S'AE-3€+3,F39  5€,30%36>3,"3€,

IPv6 8@ 1

CLI 2€8 show running-config | include

ipv6.addr essg¥%olae ©EXECA, 3af Zaf3af %08, 8Y2c " a@p—a @ Y13 @ ™a€,IPV6

39 Ee%0dS'AE-3€+3,Fi@ ' 53,3, 3@ 3€935,335733f %03 @ ®31°85>3€ «FECE ipv6
addressac @ € Fe; "croi€p+0, EG @ 4@ ™€,

a¥4 «a€@p«3a€€@ show running-config | include
ipv6.addr essa, 3af 78f35f %08, ' E@IPV63 €@ Eare%oaS'a€2Cisco NX-
0S3,%af-af"5,!3,83,¢3,/aRYe|FiQ@—3€@ | 3€,3,<affaf@35,03,' 3@ 830V FI@—3 @I Q™AE,

<#root>

Router#

show runni ng-config | include ipv6.address

ipv6 address 2001:DB8::1/64

Cisco ASA 3 Y-af+8f"4,'a,84, ¢

IPV6 4@ 3€Qaftaf3,0af«3f 3839 2e%idS'AE-3+3,Fi@ ' 3€,503%36>3,"3€,Cisco

ASA 393%3€Y3€ Cisco ASASM 38 IPV6 3,'20e%085'5€9«5@™3, 59«5 F€QIPV6
FQOEXLfIQP—iQQIiVeIQP™I, IOV, €3°59°IQ QI 3,338, afafaa, «af«
3,C8f%0af3,'53@Fe 3®359+3,Fi@ | 3€,3,E;..8 @IOTI€,3,559%IQ™E,5,°5fafhaf@af«
3,Caf%0af-a,'a,/e " ARSIQP™3 3@ a€Q@afafra, afafa,«af«

3,Caf%oaf-3,'a@ 3€,3,0af%3,;8f14af3,83,73,'a€@81%4¢*¢5, 3@« AR33Q 3, E3 @I Q™IE,

Cisco ASA 3©%43€©Y3€ Cisco ASASM 368 IPv6

39 Eee%odS'AE-3€+3,Fi€ ' 53€,3,30"3€ 36 €Y ®;cOTE€. .39 CLI 568 show

Ipv6 interface

8,38 f 2838 %od, 8Y4c (" A —a @ | GE€EQ A A9 EL;"39+3,(Ed IO 3O 39 «d, QLI | (2% 9a



5QUIQ®E,naE, AF145F3,85,05, 14" 8T...6F 5953, 3933n-6F T1h%05@ Ee 3@®Ia 5, EIEQIPVE
50 Eee%idS'aE-36+3, QY Cisco ASA 3@®31°855%<E, (05 @ —3 %I Q™IE,

<#root>

ciscoasa#

show i pv6 interface

outside is up, line protocol is up
IPv6 is enabled, link-local address is fe8@::219:2fff:fe83:4f42
No global unicast address is configured
Joined group address(es):
ff02::1
ff02::1:ff83:4f42
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses.
inside is up, line protocol is up
IPv6 is enabled, link-local address is fe80::219:2fff:fe83:4f43
No global unicast address is configured
Joined group address(es):
ff02::1
ff02::1:ff83:4f43
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses.

Cisco Star OS &, V+4f+4f4,!4, 84, ¢

Cisco StarOS &, Yifaf 4, 14 84, ¢3, A0V & EA@ ™3 < Cisco ASR 5000 &,-3f255145,°

5ft3f@ 3,038,530 FEQAF AFOASf4,£5ff3, 8T cOTE, & EFOT 1

5@ui»¥s SaQ®3,nafE,;af4555,55,03,5€8 IPV6

5O E20e%odS' 59 «36+5,E59 56,33 30 5O«ICHIO"IO®L, 18%t2ETTO@®EV:1EY;5, 39 —5€
50 2e%aSAE-30+3, 5@ 50,30%33,"5€,

IPv6 &€ (E 1

3@ri»¥a S3@®3 a3, ;af14af5,85,05,'4€8202%085' 5@ «3 9 FOLIO 50,3, 3O TQPOIQ TIPS
CLI 2€8 show ipv6 interface summary ¢%o'ae © EXEC

8,38 7838 %od, 8Yoc (" Q™A A Q" AQ 39 «d, a,5¢C? QIO QIO NIO™AE IPV6

5€ Ere%0dS'AE-3€+3,E3Q | 3€,5,<3 30 °3€93,°5f75 3 %03 @ ®a1°85>3€« IPV6
3,¢af%oaf-3,'a@Ee| ¢r°3 @3, E@AHIQP™E,



eja@«a€@Cisco StarOS 3,%afaf"a, | 3,85,C3@TFa@YeF3€+3,EF€QIPV6
5@ Exe%idS'aE-3€3,E5& ' 3@,4,<aftaf¢a,03,'a@83€@® show ipv6 interface summary
é,3éf2éf3af%oé0®é1=°é§)é%<é,'gn°§0—§0%§0w§€,

<#root>

[local]router#

show i pv6 interface summary

Friday February 21 ©9:00:07 UTC 2014

Interface Name Address/Mask Port Status
intl_test_v6 2001:db8::1/64 20/1 vlan 122 UupP
int2_test_v6 2001:db8::2/64 21/1 vlan 122 upP
int3_test_v6 2001:db8::3/64 22/1 vlan 122 upP
int4_test_v6 2001:db8::4/64 23/1 vlan 130 up

Cisco IOSXR & Y28f+af 4,14, 83, ¢ af2afeafy.a,'a€@®a " na"¥

aftaf€a,na,'a Sa@83®Ye|E5€+5,E36 | 5€,3,« Cisco IOS XR 3,%afaf"3,!5,83,¢

3f2afaf1s, 3@ 39 €3,E3, 30V EiQ—3€ | 5€,5,5f1af95,03, 59 RIQP Q3% QIO €Y C®icH
a€8 show version

8,38f 7838 %08, Yo ¢’ AO™E 3O 3O a9 «A,"4,5¢C°e° QI Q3P QIO IO ™IE, A 15[ ©4,13,'5€C
Cisco IOS XR &,%:3f+af5,!4,85,¢3,/4@Ye|Fa@®—3€ | 3€,3,4 3@ 3€€45,-3,"aftaf
3f€afSaf43€«3€E Cisco |OSXR Software

QIO GOOITYPBAfTE, 6, 0f 6@ Fej ¢n°i€p+0, F@4AQP™aE,af taf 38,13, 3@ 8c@%doe " A®YEES4
a,0af{af14a,, af+3,i8,08f«3O®3 2%€I) 3P V3% QIO FEQIEE Systemimagefile

iSAEQPTQ B "GP« ¢°a € G, EGQPH4AQP™GE,Ef @aF 143 %03, 5,83,Cef1 8" PIOPIP Q3% QT 4,
ERENENZERENERER-ENREY X EL 2 IQE i E L IO L TOTM R L SERGEL 7L L ST

2-ia@«a€@Cisco IOS XR 3,%%af-af 3, | a,83,¢ affafaska, 4.1.0

GO EIRVeFI@+3,Fi@ | 39,50 | 393,035, af afhaf«3+3,FIQ | 3€,5,<3, 0353143, 3 Q@I
mbihfr-rp.vm 4€ 8G€, d,«f16f€d,=d, '@ 8G€® show version

8,%8f 7838 %oa @ ®a$°aS>3%:3,' ¢r°a @ —a P %A Y ™AE,

<#root>

RP/@/RP@/CPUQ: router#

show ver si on

Mon May 31 ©02:14:12.722 DST



Cisco IOS XR Software, Version 4.1.0
Copyright (c) 2010 by Cisco Systems, Inc.

ROM: System Bootstrap, Version 2.100(20100129:213223) [CRS-1 ROMMON],

router uptime is 1 week, 6 days, 4 hours, 22 minutes
System image file is "bootflash:disk@/hfr-os-mbi-4.1.0/mbihfr-rp.vm"

cisco CRS-8/S (7457) processor with 4194304K bytes of memory.
7457 processor at 1197Mhz, Revision 1.2

Cisco |OS &, 24faf &, |3, 84, ¢ af3af3afY.8,'a@®a " =a ¥

8, -5,18,%F158 @4 S3@83RYe|E5€+3, € | 5€,3,« Cisco I0S 3,%3f3f°3,' 4,83,¢

afeafeafad,'a@ €@ CRicOTe€. @ Eiftaf@a,na,"a€«af3,°3,03a@—3€¢ | G€QCLI 3OS

show version &,33f28f38f %08, dvscC’ "a€p—ac@ e ¢u°a@ea,(Ea,<a,-a,'afFtaf
af@afSafsa,’'8€,c..509™a,«<a9"3Q  39«4,73,5¢(°°QIQ8AQ QIO NIO™MAE A 1A @5, 13,59
Cisco I0S &,%3f+af°3,!3,83,¢3,3®Ye|Fa@—3€ | 3€,5,<3 3@ 3€4,3,aftaf

3f @ afSafsa€«3€E Cisco Internetwork Operating System Softwar e3€€d,,, G€ECisco I0S

Software3 @3 @3 QO3 @B®Ift3,3,"af a@Ee| (r°a@-a, EFQAIQ™AEE, E,«aff4,%at...a@«3,nafiaf 13,
I0S

3,%.af-af"a,!a,83,Ca@®afafrasia,'c-2a¢-a@ affafrafa, ' a@@ae Ee (r°ie-d, EIQAHIO™AEa
3ftaf€d,03,"3¢85€ 3€€ show version

8,38 78f%f %08, 8, if @afhaf 49 —3€ | 3€,30°390AQLIHYA,SI€HQI¥YaQBAFAS A ER| " ¢r;

289 ®E%E@ 3€Cisco 10S 3,%af-3f5,15,85,¢ 25513, 59E
15.5(2)T15€3,0383, 4 af haf«5€p+3,Ea Y3, naFaf %43, 50 935 E C2951-UNIVERSALKO-
M 5955€,5,¢3,3,'3,20£13" 98, (5@ —30 | 59, 5QUIO™E,

<#root>

Router>

show ver si on

Cisco I0S Software, C2951 Software (C2951-UNIVERSALK9-M), Version 15.5(2)T1, RELEASE SOFTWARE (fc1l)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2015 by Cisco Systems, Inc.

Compiled Mon 22-Jun-15 ©9:32 by prod_rel_team



Cisco |OS XE &,%24f+af 4,18, 84, ¢ af2afeafv.4,a€@®a " =a ¥

Af15f ©3,75,5 S50 830V Ea 03, E36 | 50,3« Cisco 10S XE 3,343, 5,85,¢
afeafeafad,'a@ €@ CRicOTe€. a9 Eiftaf@a,na,"a€«af3,°3,03a@—3€¢ | G€QCLI 3OS

show version

5 A A %ol e EO™E, GO IO " EO«E, 3, 5cC°0 QA O5IO QTOUIOMEE, A L 05,13,56C
Cisco IOS XE &,%af+af"a, | 5,83,C53,80Ye{E3@—3€ | 39,33 2@ 3€Q4,3,"aftaf
3f@afSafaa€«3€ECisco I0S XE Software
I€QIPaQOO0IQP®ASTS,5,"af d@Ee| (r°a@3,EIQAUIQP™E,

2-ia@«a€@Cisco I0S XE &,%af+af"a, | a,83,¢ afeafafiaa,’ 3.6.2Si%"Cisco 10S
a,%.af-af"a,|a,83,¢ afafasa, 15.2(2)S2

3@ «af73ffaf'af’a, %% 3@ ES®Ye|Ea€+3,Ei@ | 5€,3,aftaf@d,n3,'3983€® show
version &, 3Af2AfAf %A@ ®at°aS 3%1A, crF O —I Q%A ™MAE,

<#root>

Router#

show ver si on

Cisco IOS Software, IOS-XE Software (PPC_LINUX_IOSD-ADVENTERPRISEK9-M), Version 15.2(2)S2, RELEASE SC
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Tue @7-Aug-12 13:40 by mcpre

Cisco NX-OS &, 44faf 4, '3, 83, CAf A oaf V.4, 4@ ®A ™ ra"¥

A taf©3,75, 45, 559830V E56+5,E5€ ' 36,3, Cisco NX-0S 5,534 3,1 5,585,¢

af2afeafaa,'a@ €@ CRicOTe€. 3@ Eiftaf@a,na,"a€«af3,°3,03a@—3€@ | G€QCLI 3OS

show version

5 A IAfA Yool Wi BO™ME, O IO " EP«E, 3, 5cC°0 QA O5IO QIO NIOMEE, AL 05,13, 56 C
Cisco NX-OS a,%.af-af"a, 5,83,¢3,3@Ye 3@ —3€ 39,33 3@ 3€Q4a,3,"aftaf
3f€afSafsa€«3€E Cisco Nexus Operating System (NX-O9)

Softwar e3€€@ (@ ‘G OG@®ASf16,0,'0f 6@ Eej "¢n°G€p+0, EGQ #A@™GE,

e 3@ «3€QCisco NX-0S 3,143 3,1 5,83,¢ fafafna,’ 7.1(1N1(1)
3,/3@YVe|E59—3€ ' 39,3, Cisco Nexus 5000 3,-af2af%3a,° 3,3, 03ff3f @ 5536 ® show
version &, 3af28f A %A@ ®at°aS a%1A, Cra O —I P %AQ™MAE,

<#root>

#

show ver si on



Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html
Copyright (c) 2002-2012, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained herein are owned by

other third parties and are used and distributed under license.

Some parts of this software are covered under the GNU Public

License. A copy of the license is available at

http://www.gnu.org/licenses/gpl.html.

Software

BIOS: version 3.6.0
loader: version N/A
kickstart: version 7.1(1)N1(1)
system: version 7.1(1)N1(1)

Cisco ASA 8,%%8f+4f 4, 3,84, ¢ afeafafy.d,'a@®a nd"¥

8, T&/ta£85@ ®a @, «af@af1aad, 383 a€® Cisco ASA

a,%af+af a, | 5,83,C3€E3,Caf—af03,05,C55%3,'3€©83RYe|E5€+3, 3 10€,3, 3« 3QO0IQTa@PA,
show version &,3afzaf3af %08, c™o¢|(Ea@—a@3ha@™a€,Cisco ASA 3 1Laf-4f"4,15,85,¢

afeafeafya,t 8.4(1)

5O EaOVeE30+3,E3€ | 5€,3,Aftaf@5,05, 5@ ®E%E, 4»¥a G QIO —3QHIQ™IE,

<#root>

ciscoasa#

show version | include Version

Cisco Adaptive Security Appliance Software Version 8.4(1)
Device Manager Version 6.4(1)

Cisco ASDM
8’ diC a@—a€ | aftaf€a,ra,'a, ' (®ic@Tieo—a@ |3, ‘3@ 3@ 3€QAF3,°3,0aF3
3,£3F335%o0a, | JEQIONIOYI© Cisco ASDM

5
5, 5,£aF%5f%03, | 5@ ®&- | 8 55«4, 23355, 3,85,CAQ®AFPAFEUS, ' AQ TS| (°5 5, EIQ %™

Cisco Star OS &, Yz4f+af 4, |4, 84, ¢ af3afafV.4,'4€@®a " na ¥

a -4 1a3é£1/zé“0é5§50§é®VéiCEé®-é,CEéQ ' 3@,a,« Cisco StarOS 3,%af+af"a, | a,8a,¢

afeafeafad,'a@ €@ CRicOTe€.. @ EIftaf@a,n3,"a€«af3,°3,03a@—3€ | 3€QCLI 3OS

show version &,33fZ8f38f %08, dv2. ¢’ "a€p—a€@ e ¢u°aa,(Ea,<a,-a,'aftaf

aF@asrSafa, 8€.c..880™a,«a9" 3O 39 «a,"4,5¢°* QP8O QIO NAO™AE, 49,5,1L3F3f 3,



5,0afaf %3, 3@ afarars,
3fQafUa, AF5aP5€  Af af«Ef%oC? 3@ 3«3, FOLIQ ' (Yo' 3REI Q55O IO UIO™IE,

& 3Q®a%a@ €@Cisco StarOS 3,%.af+af"a,|4a,83,¢ affafrasia, 15.0 (49328)
GQEARYe|E3€-3, 3@ | 3€,5,5,3,'3,0£103"948,(r°3Q—3@ | 3,3 QNIQ™AE,

<#root>

[local<host_name>#

show ver si on

Active Software:
Image Version: 15.0 (49328)
Image Branch Version: 015.000(001)
Image Description: Production_Build
Image Date: Tue Apr 23 00:45:12 EDT 2013
Boot Image: Unknown

8, Ta/rtoe€8s, 49 «4a,"89839,80%°30,39" 39 aQOECC°°QaHa,EaPYe£13"O
3@ ®3,-3,5,26£163" @i «F 955, 3© | €@ "aQP®A,Caf%0af @A, 03, N5l IP®EV1EY:E, 4@ —3
a,»8, af¥afeafta, £a¥AR3a¢p ®¢—oe-j

539"3Q®e,13%+2€85Q®3 @RLE OC" 3«3, 5,55€ Q2023 af—afOAffaf af3,0af143f 58

CPU

FOB®ENC" 1 QIPTFECIP QIO &f2€85QEI,3,53Q%IQ™IE,IQUIQPYIEQLO2 311 "af}:
IPv6

3f 3fQaf-3,£3ff3, 3@®Et cOTIQTI Qi@ 3, ES, 3@ &fLrt8iQEi€,5,55Q%IO™FE, 4 €6f ¢
3f af0afa,£3ffa, 3@«3S 3@ 3@  AEQAfIaf 4,05, 38y, c« AQ™E,AF 3fOAf5,£Aff5, A@®F,pafY

76 éC-
376€;c-3€ 3"OC" 3@ &fL3@«3%3,Se-jc-~a€€Cisco Bugs

3@« %% a3, EIQUIG™IE,5f@4,°3€@ Cisco Bug Search Tool
d@8xne( (d@3@@PIQPAUIGP™IE,

5QNIQYIEQE,nafE, AN haf@arfas a,” affa,, af«af1d,;3€«a,Ca, a,»a," 3,33 af afafuaf«

afea,"af %" ACLi%%03a,'é...c-®3€9—a€ | IPv6 ND

af'a,raffaf a,'edd@ | aQ@™a 3 Q"3Q d@8af«af1a, efEaNEIHB®E, nafaf-afO3,'af af0a, af@aft
3ftaf€3,03,'5,8; @2 3@ ™3, GO IQOIEHC O EC-5,6»39 4,&;..8 | PIQTI9,3,53Q%UIO™F€,5,n


https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID

ND af'a,raffaf"a€ afaflad,«af«

353, 4@ «E™MQIARIIO—3€ |3, 3ff3, A@8AfY0AfAfFAF—TO™E, ;.0 | QIO EI€,3,559%IO™AE,:
a,"affa, a€83€"a,(E3,%03@®af3,+affaf a, af%oafaffaf—a@™a «e%oe®UiQP €@ €6 -3 @«af™3,
3f—3f03, afta,£3,'3€@ 3@ —3€ | 3@ —3€'3..¥3,(E5,%03,Fi@ | 5€,30%IQ™I€,39%UIQPVIQ €.
IPv6 3f@a,naf@afhd,'e ARSI QP—I€CQPIQP™IiQ'3€ | 3O® IPv6 ND

33, +affaf°a,/a, aff3, 3982 4@ | 3Q™I IO IO 39«3, "5,55€QIQ" OB, Ta+2E8], e )3 P —:

aRxfx a@¢a,2afaf a, | a,8a,¢

Cisco I0S XR & Y58f+af "4, |8, 88, ¢aE€ Cisco I0S a,%af+af"a, | a,8a,¢ca€@Cisco I0S XE
a,%af+af a, , a,8a,ca€@Cisco NX-OS
3,%af-af"3,13,83,CaQRIQP™MIQ'3Q | 3OB®IFIFIf1E, QP EI€QPIQ"IOB®E, Caf%oaf@a, 13, afa@«e

QMO39 | dQRIf@af1HAf%03, | 5,83,C

3f—afOaffaf af-3,0af%af 3@ 3@ EeS 3@ «312+6Y:3,'49—3€'3,3,Q9310'5983Q 3€,3,559 %>
afeafeafina,'a@®aes e-°af—afa,cafoaf 3@ Ea... 6393, Ei€QIQ @3, %od@Rxr> 2-"G@«E-Cade
Cisco Bugs a@«e " "e%%0d@+3, Ed@31a@™a€, Cisco Bug Search Tool

8 d/4C a@—a€ | a,ca, 3,»3,'9983Q9@IQNIY™EE 3, af a3, !4,83,¢

a,caffaf—aftafnaf a@EéQO¢" 398 QQI9°89,2 3@ €93, Cisco Bug afasasrna,

AfZafUaf a€p«8,~8,03F€8F8," 5@ EL "% %03 @3, EdPAIQ™IE,

8, V5Af+af 4,5, 84, CA@ ®3F, Caffaf—3a,°af~af14haf%od,'encee Z3Q@™3,4 49 36 €O
http://www.cisco.com/go/psirt 3@ ® Cisco Security Advisories and Responses
3,Caf%a,«a8,0af-3,,a%ECYSa @ ®3,¢af%0af@4,25,95f°3,3€.C..80@—3 @ | 3€E@a%PAR’S, ' AQ—3@'d 3

3,812 3f¥af%3, 38313, ¢C°°QIiQ—3iQ | i QOQIOQ 30°30.3€,

50,3953, FIQ@®3 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@d,13,'5@« 3 @ @3 Ta@afiafca
Technical Assistance
Centeri’a"TACi¥%%o03, 3@ —3Q@ Q3@ a¥'(,30—3€ | 36,3,afaFaf1arSaF5, af—afaf €3, nafEAf 143 €«
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5,+5f%3, 5@ @SER 108 @™ | 3 +3, EIOUIO—IOVEE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160525-ipv6

o' 1g", At ¥ee

af @afa, aFsas

1.16 Cisco Bug CSCvb19057 4€53,"3€> CSCva17794 &,8: %3S 3€,3,'5f14f14,:3,'3, e ce€
1.15 Cisco bug CSCva941393€€p CSCva61877 &,'¢; %3S

1.14 Cisco bug CSCva3353 §,’ &:148S

1.13 Cisco bug CSCva39982 8," &85

1.12 /0808 G8, 3@ OF EC-3 9 «é-CaQ™a 2f...8 +3,89«5,€39YV5, 9= & 93655,75
1.11 &Y »8, AP PE 115" @353, 393, ®xfae 33,1533 4, 4,85,CA@«E-CTO™A <
1.10 8 Pafon a€p: 3, 1535315, 5,85,C 3@ «6-CAQ™E f..4 +3, ' - 3€,
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