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ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCus56252(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�Šã‚ˆã�³CSCus57142(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE
IDã�¨ã�—ã�¦CVE-2015-6324ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 
 

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-

dhcp1

è©²å½“è£½å“�

æ¬¡ã�®è£½å“�ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹Cisco 
ASAã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20151021-asa-dhcp1

åˆ�å…¬é–‹æ—¥ : 2015-10-21 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2015-11-12 14:15

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.1

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCus56252 CSCus57142

CVE-2015-

6324

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus56252
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus57142
https://sec.cloudapps.cisco.comRPF/register/register.do
http://tvce-stg.cisco.com/security/AIMS/https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-dhcp1
http://tvce-stg.cisco.com/security/AIMS/https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-dhcp1
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus56252
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus57142
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6324
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6324


Cisco ASA 5500 ã‚·ãƒªãƒ¼ã‚ºé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco ASA 5500-X ã‚·ãƒªãƒ¼ã‚ºæ¬¡ä¸–ä»£ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

Cisco Catalyst 6500ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³Cisco 
7600ã‚·ãƒªãƒ¼ã‚ºãƒ«ãƒ¼ã‚¿ç”¨Cisco ASAã‚µãƒ¼ãƒ“ã‚¹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«

•

Cisco ASA 1000V ã‚¯ãƒ©ã‚¦ãƒ‰ ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAvï¼‰•

 

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

Cisco 

ASAã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�DHCPv6ãƒªãƒ¬ãƒ¼æ©Ÿèƒ½ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�«ã�®ã�¿ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚DHCPv6ãƒªãƒ¬ãƒ¼æ©Ÿèƒ½ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

running-config ipv6 

dhcprelayã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�å°‘ã�ªã��ã�¨ã‚‚1ã�¤ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ã��ã�®æ©Ÿèƒ½ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ 
 

æ¬¡ã�®ä¾‹ã�¯ã€�ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹outsideã�§æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹DHCPv6ãƒªãƒ¬ãƒ¼æ©Ÿèƒ½ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚ 
 

asa#show running-config ipv6 dhcprelay 
ipv6 dhcprelay enable outside

 

æ³¨ï¼šDHCPv6ãƒªãƒ¬ãƒ¼æ©Ÿèƒ½ã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯è¨å®šã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ 
 

å®Ÿè¡Œä¸ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ç¢ºèª�

è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®Cisco 
ASAã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�show

versionã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�Cisco 
ASAã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³9.2(1)ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�®çµ�æžœã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚
 

ciscoasa# show version | include Version 
Cisco Adaptive Security Appliance Software Version 9.2(1)  
Device Manager Version 7.4(1)

 

 

Cisco Adaptive Security Device 

Manager(ASDM)ã‚’ä½¿ç”¨ã�—ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç®¡ç�†ã�—ã�¦ã�„ã‚‹ã�Šå®¢æ§˜ã�¯ã€�ãƒã‚°ã‚¤ãƒ³ã‚¦ã‚£ãƒ³ãƒ‰ã‚¦ã�¾ã�Ÿã�¯Cisco
ASDMã‚¦ã‚£ãƒ³ãƒ‰ã‚¦ã�®å·¦ä¸Šéš…ã�«è¡¨ç¤ºã�•ã‚Œã‚‹è¡¨ã�§ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 



è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

Cisco FirePOWER 9300 
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ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¾µå®³ã�®ç—•è·¡

ã‚¹ãƒ¬ãƒƒãƒ‰å��DHCPv6 Relayã‚’ä½¿ç”¨ã�—ã�¦Cisco 
ASAãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒªãƒãƒ¼ãƒ‰ã�™ã‚‹ã�¨ã€�ã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�Œç¤ºã�•ã‚Œã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

ã‚¹ãƒ¬ãƒƒãƒ‰å��ã�¯ã€�crashinfoãƒ•ã‚¡ã‚¤ãƒ«ã�®å…ˆé ã�«ãƒªã‚¹ãƒˆã�•ã‚Œã�¾ã�™ã€‚crashinfoãƒ•ã‚¡ã‚¤ãƒ«ã�«ã�¯ã€�show

crashinfoã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�ã‚¹ãƒ¬ãƒƒãƒ‰å��DHCPv6

Relayã�®crashinfoãƒ•ã‚¡ã‚¤ãƒ«ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚ 
 

ciscoasa# show crashinfo  
: Saved_Crash 
 
Thread Name: DHCPv6 Relay 
. 
. 
.

 

ã�“ã�®è„†å¼±æ€§ã�®ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�ªã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�Œç–‘ã‚�ã‚Œã‚‹å ´å�ˆã�¯ã€�ã‚µãƒ�ãƒ¼ãƒˆçµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ã€�ãƒˆãƒ¬ãƒ¼ã‚¹ãƒ�ãƒƒã‚¯ã‚’ãƒ‡ã‚³ãƒ¼ãƒ‰ã�—ã€�ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�®åŽŸå› ã�Œã�“ã�®è„†å¼±æ€§ã�§ã�‚ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

æ³¨ï¼šãƒªãƒãƒ¼ãƒ‰ã�¯å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸDHCPv6ãƒ‘ã‚±ãƒƒãƒˆã�«ã‚ˆã�£ã�¦ãƒˆãƒªã‚¬ãƒ¼ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹ã�Ÿã‚�ã€�ã�™ã�¹ã�¦ã�®ã‚±ãƒ¼ã‚¹ã�Œæ‚ªæ„�ã�®ã�‚ã‚‹ã‚¢ã‚¯ãƒ†ã‚£ãƒ“ãƒ†ã‚£ã�«ã‚ˆã‚‹ã‚‚ã�®ã�¨ã�¯é™�ã‚Šã�¾ã�›ã‚“ã€‚ 

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�Ÿã� ã�—ã€�ç®¡ç�†è€…ã�¯å½±éŸ¿ã‚’å�—ã�‘ã‚‹æ©Ÿèƒ½ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚
 

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt

ã�® Cisco Security Advisories and Responses 
ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�¯æ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§ã‚‚ç¶™ç¶šã�—ã�¦é�©åˆ‡ã�ªã‚µãƒ�ãƒ¼ãƒˆã�Œå�—ã�‘ã‚‰ã‚Œã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco

http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt


Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

æ¬¡ã�®è¡¨ã�§ã�¯ã€�å·¦ã�®åˆ—ã�«ã€�Cisco ASA ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ã‚¸ãƒ£ãƒ¼ 
ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚ä¸å¤®ã�®åˆ—ã�Œç¤ºã�™ã�®ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«ã‚ˆã‚‹ãƒ¡ã‚¸ãƒ£ãƒ¼
ãƒªãƒªãƒ¼ã‚¹ã�¸ã�®å½±éŸ¿ã�®æœ‰ç„¡ã€�ã�¾ã�Ÿã€�æœ¬è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€æœ€åˆ�ã�®ãƒžã‚¤ãƒŠãƒ¼
ãƒªãƒªãƒ¼ã‚¹ã�§ã�™ã€‚å�³ã�®åˆ—ã�¯ã€�ãƒ¡ã‚¸ãƒ£ãƒ¼ãƒªãƒªãƒ¼ã‚¹ã�Œæ¬¡ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�‹ã�©ã�†ã�‹ã�¨ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®ä¿®æ£ã‚’å�«ã‚€ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚ 
 

cisco-sa-20151021-asa-dhcp1•

cisco-sa-20150115-asa-dhcp•

cisco-sa-20151021-asa-dns1•

cisco-sa-20151021-asa-dns2•

cisco-sa-20151021-asa-ike•

 

 

æ¬¡ã�®è¡¨ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é�©åˆ‡ã�ªãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

Cisco ASA 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹  2015å¹´10æœˆã�®ASAã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ�ãƒ³ãƒ‰ãƒ«å…¬é–‹ã�«ã�Šã�‘ã‚‹å…¨ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹

7.2  Not affected è©²å½“ã€‚8.2(5.58)ä»¥é™�ã�«ç§»è¡Œã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

8.2  Not affected  8.2 (5.58) ä»¥é™� 

8.3  Not affected è©²å½“ã€‚8.4(7.29)ä»¥é™�ã�«ç§»è¡Œã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

8.4  Not affected 8.4ï¼ˆ7.29ï¼‰ 

8.5  Not affected  è©²å½“ã€‚9.0(4.37)ä»¥é™�ã�«ç§»è¡Œã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

8.6  Not affected è©²å½“ã€‚9.0(4.37)ä»¥é™�ã�«ç§»è¡Œã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

8.7  Not affected 8.7 (1.17) ä»¥é™� 

9.0  9.0ï¼ˆ4.37ï¼‰  9.0 (4.37) ä»¥é™� 

9.1  9.1ï¼ˆ6.6ï¼‰  9.1 (6.8) ä»¥é™� 

9.2  9.2(4)  9.2(4) ä»¥é™� 

9.3  9.3ï¼ˆ3.6ï¼‰  9.3 (3.6) ä»¥é™� 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-dhcp1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150115-asa-dhcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-dns1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-dns2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-ike


9.4  9.4(2) 9.4(2) ä»¥é™� 

9.5  Not affected  Not affected 

 

 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰

Cisco ASAã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�Cisco.comã�®Software Centerã�‹ã‚‰ 
http://www.cisco.com/cisco/software/navigator.htmlã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚
 

 

Cisco ASA 5500ã‚·ãƒªãƒ¼ã‚ºé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�Šã‚ˆã�³Cisco 
ASA 5500-X Next Generation 
Firewallã�®å ´å�ˆã�¯ã€�æ¬¡ã�®ãƒ‘ã‚¹ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚æš«å®šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’æ¤œç´¢ã�™ã‚‹ã�«ã�¯ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ãƒšãƒ¼ã‚¸ã�®å·¦å�´ã�«ã�‚ã‚‹[All
Releases] > [Interim] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚  
[è£½å“�(Products)] > [ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£(Security)] > 
[ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«(Firewalls)] > 
[é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)(Adaptive Security 
Appliances (ASA))] > [ASA 
5500ã‚·ãƒªãƒ¼ã‚ºé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)] > <Cisco 
ASAãƒ¢ãƒ‡ãƒ«> > 
[é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(Adaptive 
Security Appliance (ASA) Software)] Cisco Catalyst 

6500ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ã�Šã‚ˆã�³Cisco 7600ã‚·ãƒªãƒ¼ã‚ºãƒ«ãƒ¼ã‚¿ç”¨Cisco 
ASAã‚µãƒ¼ãƒ“ã‚¹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®å ´å�ˆã�¯ã€�æ¬¡ã�®ãƒ‘ã‚¹ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚æš«å®šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’æ¤œç´¢ã�™ã‚‹ã�«ã�¯ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ãƒšãƒ¼ã‚¸ã�®å·¦å�´ã�«ã�‚ã‚‹[All
Releases] > [Interim] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚  
[è£½å“�(Products)] > [Cisco Interfaces and Modules] > [Services Modules] > [Catalyst 
6500 Series / 7600 Series ASA Services Module] > [Adaptive Security 
Appliance(ASA)Software] Cisco ASA 

1000Vã‚¯ãƒ©ã‚¦ãƒ‰ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã�®å ´å�ˆã�¯ã€�æ¬¡ã�®ãƒ‘ã‚¹ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚
 

[è£½å“�(Products)] > [ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£(Security)] > 
[ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«(Firewalls)] > 
[é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)(Adaptive Security 
Appliances (ASA))] > [ASA 1000Vã‚¯ãƒ©ã‚¦ãƒ‰ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«(ASA 1000V 
Cloud Firewall)] 
Ciscoé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASAv)ã�®å ´å�ˆã�¯ã€�æ¬¡ã�®ãƒ‘ã‚¹ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚
 

[è£½å“�(Products)] > [ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£(Security)] > 

http://www.cisco.com/cisco/software/navigator.html


[ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«(Firewalls)] > 
[é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)(Adaptive Security 
Appliances (ASA))] > 
[é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)(Adaptive Security Appliance 
(ASA) Software)] Cisco FirePOWER 9300 

ASAãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®å ´å�ˆã�¯ã€�æ¬¡ã�®ãƒ‘ã‚¹ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚  
[è£½å“�(Products)] > [ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£(Security)] > 
[ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«(Firewalls)] > 
[é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)(Adaptive Security 
Appliances (ASA))] > [Firepower 9000ã‚·ãƒªãƒ¼ã‚º(Firepower 9000 Series)] > [Firepower 
9300ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(Firepower 9300 Security Appliance)] > 
[é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(Adaptive 
Security Appliance (ASA) Software)]

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã�“ã�®è„†å¼±æ€§ã�¯å†…éƒ¨ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ†ã‚¹ãƒˆã�§ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚
 

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-

dhcp1
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1.1
Cisco ASA 

9.3ãƒˆãƒ¬ã‚¤ãƒ³ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�¨æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�Œå¤‰æ›´ã�•ã‚Œã�¾ã�—ã�Ÿã€‚
ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final 2015å¹´11æœˆ12æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final 2015å¹´10æœˆ21æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-asa-dhcp1
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ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


