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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20141222-ntpd

åˆ�å…¬é–‹æ—¥ : 2014-12-22 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2015-03-31 15:29

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.5

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCus26947 CSCus26946 

CSCus82092 CSCus26864 CSCus29415 

CSCus27239 CSCus90674 CSCus90552 

CSCus27240 CSCus27241 CSCus27483 
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CSCus27274 CSCus27395 CSCus27279 

CSCus27391 CSCus88292 CSCus27413 
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http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:P/I:P/A:P/E:F/RL:U/RC:C
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2014å¹´12æœˆ19æ—¥ã�«ã€�NTP.orgã�¨US-
CERTã�¯ã€�è„†å¼±ã�ªæš—å�·åŒ–PSEUDORANDOM Number 
Generation(PRNG)ã€�3ã�¤ã�®ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§ã€�ã�Šã‚ˆã�³æœªçŸ¥ã�®å½±éŸ¿ã‚’æŒ�ã�¤æœªå‡¦ç�†ã�®ã‚¨ãƒ©ãƒ¼çŠ¶æ…‹ã�«é–¢ã�™ã‚‹2ã�¤ã�®å•�é¡Œã‚’è©³è¿°ã�—ã�Ÿã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§æ¬¡ã�®ã‚ˆã�†ã�«å�‚ç…§ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
 

CVE-2014-9293:config_auth()ã�®è„†å¼±ã�ªãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã‚ãƒ¼•

CVE-2014-9294ï¼šå¯¾ç§°é�µã‚’ç”Ÿæˆ�ã�™ã‚‹ã�Ÿã‚�ã�«ntp-
keygenã�«ã‚ˆã�£ã�¦ä½¿ç”¨ã�•ã‚Œã‚‹å¼±ã�„ã‚·ãƒ¼ãƒ‰ã‚’æŒ�ã�¤é�žæš—å�·åŒ–ä¹±æ•°ç”Ÿæˆ�å™¨

•

CVE-2014-

9295:ntpdã�«ã�Šã�‘ã‚‹è¤‡æ•°ã�®ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§
•

CVE-2014-9296: ntpd receive(): Missing Return on Error•

 

2015å¹´2æœˆ4æ—¥ã€�NTP.orgã�¨US-CERTã�¯ã€� ntp_crypto.cã�§ã�® 
vallenã�®ä¸�é�©åˆ‡ã�ªæ¤œè¨¼ã�¨IPv6 ::1 
ACLãƒ�ã‚¤ãƒ‘ã‚¹ã�®è„†å¼±æ€§ã�«é–¢ã�™ã‚‹2ã�¤ã�®è¿½åŠ ã�®è„†å¼±æ€§ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�å…ƒã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¿½åŠ ã�•ã‚Œã�¾ã�—ã�Ÿã€‚å®Œå…¨ã‚’æœŸã�™ã�Ÿã‚�ã�«ã€�ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ã�¯æ¬¡ã�®è„†å¼±æ€§ã‚’å�‚ç…§ã�—ã�¦ã�„ã�¾ã�™ã€‚
 

CVE-2014-9297:NTP ntp_crypto.cã�®ä¸�é�©åˆ‡ã�ªæ¤œè¨¼ã�®è„†å¼±æ€§•

CVE-2014-9298:NTP IPv6 ACLãƒ�ã‚¤ãƒ‘ã‚¹ã�®è„†å¼±æ€§•

 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯è¿½åŠ æƒ…å ±ã�Œå…¥æ‰‹å�¯èƒ½ã�«ã�ªã�£ã�Ÿæ™‚ç‚¹ã�§æ›´æ–°ã�•ã‚Œã�¾ã�™ã€‚
 

 

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�™ã‚‹äºˆå®šã�§ã�™ã€‚  
 

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ã�¯å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚  
 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚  
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141222-ntpd

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

æ¬¡ã�®è¡¨ã�«ç¤ºã�™è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�CVE-2014-

9295ã�¸ã�®æ›�éœ²ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  

 

è£½å“� Defect Fixed releases availability

Collaboration and Social Media

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141222-ntpd


Cisco Unified MeetingPlace CSCus27576
8.6ã�®ãƒ‘ãƒƒãƒ�ã�Œåˆ©ç”¨å�¯èƒ½ï¼ˆ2015å¹´2æœˆ27æ—¥ï¼‰ 

8.5 MR3ç”¨ã�®ãƒ‘ãƒƒãƒ�ã�Œåˆ©ç”¨å�¯èƒ½ï¼ˆ2æœˆ15æ—¥27æ—¥ï¼‰

Cisco WebEx Social CSCus27488 ä»Šå¾Œã�®ãƒªãƒªãƒ¼ã‚¹ã�¯äºˆå®šã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³

Cisco Application and Content Networking Systemï¼ˆACNSï¼‰ CSCus26947 ACNS 5.5.39 

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰ CSCus26864
5.5.3ï¼ˆ2015å¹´3æœˆ25æ—¥ï¼‰ 

5.5.3dï¼ˆ2015å¹´5æœˆ31æ—¥ï¼‰ 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco ASA CX ã�¨ Cisco Prime Security Manager CSCus27226 9.3.3.2ï¼ˆ2015å¹´5æœˆ1æ—¥ï¼‰ 

Cisco FireSIGHT ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ CSCus27325

4.10.3.11 

5.2.0.8  

5.4.0.1 

5.3.1.2 

5.3.0.3 

Cisco IronPort Encryption Applianceï¼ˆIEAï¼‰ CSCus27240 ä»Šå¾Œã�®ãƒªãƒªãƒ¼ã‚¹ã�¯äºˆå®šã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ 

Cisco Physical Access Gateway CSCus27369 1.5(3.0.3.2)ï¼ˆ2015å¹´4æœˆ15æ—¥ï¼‰ 

Cisco Virtual Security Gateway CSCus27283 5.2(1)VSG2(1.1) 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Application Networking Manager CSCus27501 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

Cisco Common Services Platform Collector CSCus27536 1.4 

Cisco Digital Media Managerï¼ˆDMMï¼‰ CSCus26895 5.6 

Cisco Intelligent Automation for Cloud CSCus27302 4.2 

Cisco NetFlow Collection Agent CSCus27340 001.003ï¼ˆ000.000ï¼‰ 

Cisco Physical Access Manager CSCus27373 1.5.3ï¼ˆ2015å¹´4æœˆ3æ—¥ï¼‰ 

Cisco Prime Data Center Network Managerï¼ˆ.ova ã�Šã‚ˆã�³ .iso ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ©ï¼‰ CSCus27527 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

Cisco Prime Infrastructure CSCus27337 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�«å¯¾ã�—ã�¦åˆ©ç”¨å�¯èƒ½ã�ªãƒ‘ãƒƒãƒ�ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã€‚ 

Cisco Prime LAN Management Solutionï¼ˆLinuxãƒ�ãƒ³ãƒ‰ãƒ«ï¼‰ CSCus27300 MR3 - 004.002(005.003)ï¼ˆ2015å¹´4æœˆæœ«ï¼‰ 

Cisco Prime License Manager CSCus27292 11.0 (May 2015) 

Cisco Prime ã‚µãƒ¼ãƒ“ã‚¹ ã‚«ã‚¿ãƒã‚°ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ CSCus27577 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

Cisco Quantum Policy Suite (QPS) CSCus27432 7.5ï¼ˆ2015å¹´6æœˆ30æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰ 

Cisco Quantum SON Suiteï¼ˆCisco Quantum SON ã‚¹ã‚¤ãƒ¼ãƒˆï¼‰ CSCus27433 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–° 

Linuxä¸Šã�®Cisco Unified Provisioning Manager 8.6 CSCus43427 ä»Šå¾Œã�®ãƒªãƒªãƒ¼ã‚¹ã�¯äºˆå®šã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ 

Prime Collaboration Provisioning CSCus27270 11.0ï¼ˆ2015å¹´6æœˆ22æ—¥ï¼‰ 

Routing and Switching - Enterprise and Service Provider

Cisco Application Policy Infrastructure Controller CSCus27224 1.0(3)

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27576
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26947
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26864
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27226
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27325
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27240
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27369
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27501
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27536
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26895
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27302
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27340
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27373
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27527
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27337
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27300
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27292
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27577
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27270
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27224


Cisco IOS XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(NCS6Kã€�NCS4Kã€�ASR9Kã€�CRSã€�C12K) CSCus26956 5.3.1 

Cisco MDS 9000 Series Multilayer Switches CSCus27221
5.2(8f) 

6.2(11b) 

Cisco Nexus 1000V ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� CSCus26882 5.2(1)SV3(1.2.105) 

Cisco Nexus 3000 Series Switches CSCus26875

6.0(2)U6(1) 

6.0(2)U5(2) 

6.0(2)U4(4) 

6.0(2)A6(1) 

6.0(2)A5(2) 

6.0(2)A4(4) 

Cisco Nexus 4000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ� CSCus26859 4.1(2)E1(1o) 

Cisco Nexus 5000 Series Switches CSCus26870
7.0(6)N1(1) 

5.2(1)N1(8b) 

Cisco Nexus 6000 Series Switches CSCus26873 7.0(6)N1(1)

Cisco Nexus 7000 Series Switches CSCus26870 6.2(12)

Cisco Nexus 9000 Series Switches CSCus29415 7.0(3)I1(1)

Cisco OnePK All-in-One VM CSCus27274 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

Cisco Service Control Operating System CSCus27279

Cisco Service Control Engine 1000ã‚·ãƒªãƒ¼ã‚ºãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³5.0.0 ï½ž 5.1.0ç”¨ã�®ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ï¼ˆ2015å¹´4æœˆ5æ—¥ï¼‰ 

Cisco Service Control Engine 8000ã‚·ãƒªãƒ¼ã‚ºãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³3.5.0 ï½ž 5.1.0ç”¨ã�®ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ï¼ˆ2015å¹´4æœˆ5æ—¥ï¼‰ 

5.2.0ï¼ˆ2015å¹´8æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰ 

Cisco Network Convergence Systemï¼ˆNCSï¼‰6000 å�‘ã�‘ IOS-XR CSCus27229
AA09409:NCS6K-sysadmin5.0.1 

AA09410:NCS6K-sysadmin5.2.1 

Unified Computing

Cisco UCS Director CSCus27245 è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€�ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ä½¿ç”¨ã�§ã��ã�¾ã�™ã€‚

Cisco UCS Invicta ã‚·ãƒªãƒ¼ã‚º CSCus27263
5.0(1.3a)ï¼ˆãƒªãƒªãƒ¼ã‚¹æ—¥ã�¯CentOSã�®ä¿®æ£ã‚’å¾…ã�£ã�¦ã�„ã�¾ã�™ï¼‰ 

5.0(1.2b)ï¼ˆãƒªãƒªãƒ¼ã‚¹æ—¥ã�¯CentOSã�®ä¿®æ£ã‚’å¾…ã�£ã�¦ã�„ã�¾ã�™ï¼‰ 

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Emergency Responder CSCus27391 11.0 

Cisco Finesse CSCus27243 11.0 (June 2015) 

Cisco IM and Presence Serviceï¼ˆCUPSï¼‰ CSCus27395

9.1.1 SU5ï¼ˆ2015å¹´4æœˆ10æ—¥ï¼‰ 

10.5.1 SU3ï¼ˆ2015å¹´3æœˆ27æ—¥ï¼‰ 

10.5.2 SU1ï¼ˆ2015å¹´3æœˆ20æ—¥ï¼‰

Cisco IP Interoperability and Collaboration System (IPICS) CSCus26891 ipics-os-security_patch-8.0-0_el5.binï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

Cisco Jabber Guest CSCus27589 10.6ï¼ˆ2015å¹´4æœˆ24æ—¥ï¼‰ 

Cisco Management Heartbeat Server CSCus27595

SR10ï¼ˆ2015å¹´2æœˆ13æ—¥ï¼‰ 

RMS 4.1ï¼ˆ2æœˆ15æ—¥13æ—¥ï¼‰ 

RMS 5.0ï¼ˆ2015å¹´2æœˆ13æ—¥ï¼‰

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26956
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27221
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26882
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26875
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26859
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26870
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26873
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26870
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus29415
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27279
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27229
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27245
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27263
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27391
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27243
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27395
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26891
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27595


Cisco MediaSense CSCus27244
11.0(1) (July 2015) 

10.5(1)SU1 

Cisco Paging Serverï¼ˆInformacastï¼‰ CSCus27269 9.0.1

Cisco Paging Server CSCus27269 9.0.1

Cisco Unified Communications Domain Manager CSCus27222 10.1(2) 

Cisco Unified Communications Managerï¼ˆCUCMï¼‰ CSCus26858
10.5(2)su1ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

9.1(2)su3ï¼ˆ2015å¹´4æœˆï¼‰ 

Cisco Unified Contact Center Expressï¼ˆUCCXï¼‰ CSCus26946 11.0(1)ï¼ˆ2015å¹´6æœˆ30æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰ 

Cisco Unified Intelligence Centerï¼ˆCUICï¼‰ CSCus27247 11.0(1) (June 2015) 

Cisco Unity Connectionï¼ˆUCï¼‰ CSCus27364

8.6(2)ES163ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

9.1(2)ES82ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

10.5(2)ES11ï¼ˆå…¥æ‰‹å�¯èƒ½ï¼‰ 

Cisco Universal Small Cell RAN Management System CSCus27596 RMS4.1.0 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco AutoBackupã‚µãƒ¼ãƒ� CSCus27553 OSã�¯è£½å“�ã�¨ä¸€ç·’ã�«é…�å¸ƒã�•ã‚Œã�¾ã�›ã‚“ã€‚ä¿®æ£ã�«ã�¤ã�„ã�¦ã�¯ã€�OSãƒ™ãƒ³ãƒ€ãƒ¼ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 

Cisco Command 2000 Server(cmd2k) CSCus27551 Oracleã�Œæ��ä¾›ã�™ã‚‹æœ€æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§æ›´æ–°ã�—ã�¾ã�™ã€‚ 

Cisco Common Download Server(CDLS) CSCus27561 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰

Cisco D9036 Modular Encoding Platform CSCus27255 V02.03.214 

Cisco DCM Series 9900-Digital Content Manager CSCus27291 V16.0ï¼ˆ2015å¹´4æœˆ1æ—¥ï¼‰ 

Cisco DNCS Application Serverï¼ˆAppServerï¼‰ CSCus27562 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Digital Network Control System(DNCS) CSCus27535 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Digital Transport Adapter Control Systemï¼ˆDTACSï¼‰ CSCus27560 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Download Server(DLS)ï¼ˆLinuxãƒ™ãƒ¼ã‚¹ï¼‰ CSCus27554 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Download Server(DLS)ï¼ˆSolarisãƒ™ãƒ¼ã‚¹ï¼‰ CSCus27558 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Edge 300 Digital Media Player CSCus27239 1.7ï¼ˆ2015å¹´3æœˆ16æ—¥ï¼‰ 

Cisco Enterprise Content Delivery Service CSCus27241 2.6.4ï¼ˆ2015å¹´4æœˆ30æ—¥ï¼‰ 

Cisco Explorer Controller(EC)ã‚µãƒ¼ãƒ� CSCus37392 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco IPTV Services Delivery Systemï¼ˆISDSï¼‰ CSCus27555 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco International Digital Network Control Systemï¼ˆiDNCSï¼‰ CSCus27556 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Media Experience Enginesï¼ˆMXEï¼‰ CSCus30138 3.5 (April 2015) 

Cisco PowerVu D9190 Conditional Access Manager(PCAM) CSCus27458 v1.1.0ï¼ˆ2015å¹´3æœˆ31æ—¥ï¼‰ 

Cisco PowerVu Network Center CSCus27620 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

Cisco Powerkey Encryption Serverï¼ˆPKESï¼‰ CSCus27550 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Remote Conditional Access System(RCAS) CSCus27557 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27244
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27269
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27269
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27222
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26858
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus26946
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27247
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27364
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27596
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27553
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27561
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27255
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27291
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27562
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27535
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27560
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27558
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27239
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27241
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus37392
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27555
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27556
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus30138
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27620
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27550
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27557


Cisco Remote Network Control System(RNCS) CSCus27548 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco Show and Share CSCus27253 5.6 (March 2015) 

Cisco TelePresence 1310 CSCus27281 6.1.7 (March 2015) 

Cisco 

TelePresenceã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆCã‚·ãƒªãƒ¼ã‚ºã€�EXã‚·ãƒªãƒ¼ã‚ºã€�MXã‚·ãƒªãƒ¼ã‚ºã€�MXG2ã‚·ãƒªãƒ¼ã‚ºã€�SXã‚·ãƒªãƒ¼ã‚ºï¼‰ã€�ã�Šã‚ˆã�³10ã‚¤ãƒ³ãƒ�ã‚¿ãƒƒãƒ�ãƒ‘ãƒ�ãƒ«
CSCus27007 7.3.1

Cisco TelePresence System 1000 CSCus27281 6.1.7 (March 2015) 

Cisco TelePresence System 1100 CSCus27281 6.1.7 (March 2015) 

Cisco TelePresence System 1300 CSCus27281 6.1.7 (March 2015) 

Cisco TelePresence System 3000 Series CSCus27281 6.1.7 (March 2015) 

Cisco TelePresence System 500-32 CSCus27281 6.1.7 (March 2015) 

Cisco TelePresence System 500-37 CSCus27281 6.1.7 (March 2015) 

Cisco TelePresence TE Software (for E20 - EoL) CSCus27309 ã�“ã‚Œä»¥ä¸Šã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�¯äºˆå®šã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ 

Cisco TelePresence TX 9000 Series CSCus27281 6.1.7 (March 2015) 

Cisco Transaction Encryption Deviceï¼ˆTEDï¼‰ CSCus27547 è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒªãƒªãƒ¼ã‚¹ã�§ä½¿ç”¨ã�§ã��ã‚‹ãƒ‘ãƒƒãƒ�ãƒ•ã‚¡ã‚¤ãƒ«ã€‚ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

Cisco ãƒ“ãƒ‡ã‚ªé…�ä¿¡ã‚·ã‚¹ãƒ†ãƒ  ãƒ¬ã‚³ãƒ¼ãƒ€ãƒ¼ CSCus62967

3.4.2ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

3.8.1ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

ã�¾ã�Ÿã�¯ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

Cisco Video Surveillance Media Server CSCus27388 7.7 (Oct 2015) 

Cisco Videoscape Conductor CSCus27345 Red Hatã�Œæ��ä¾›ã�™ã‚‹æœ€æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§æ›´æ–°ã�—ã�¾ã�™ã€‚ 

Cisco Virtualization Experience Client 6215 CSCus27483 ã‚µãƒ�ãƒ¼ãƒˆçµ‚äº†.ä»Šå¾Œã�®ãƒªãƒªãƒ¼ã‚¹ã�¯äºˆå®šã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚ 

Cloud Object Storeï¼ˆCOSï¼‰ CSCus27358

2.1.1ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

2.1.2ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

2.1.3ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

ã�¾ã�Ÿã�¯ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

ã‚·ã‚¹ã‚³ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹

Cisco Network Configuration and Change Management Service CSCus27470 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–° 

 

æ¬¡ã�®è¡¨ã�«ç¤ºã�™è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�CVE-2014-9297ã�Šã‚ˆã�³/ã�¾ã�Ÿã�¯CVE-

2014-9298ã�¸ã�®æ›�éœ²ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  

 

è£½å“� Defect Fixed releases availability

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco Physical Access Gateway CSCus27369 1.5(3.0.3.2)ï¼ˆ2015å¹´4æœˆ15æ—¥ï¼‰ 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Prime Data Center Network Managerï¼ˆ.ova ã�Šã‚ˆã�³ .iso ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ©ï¼‰ CSCus88284 7.1(2)PFï¼ˆ2015å¹´3æœˆ31æ—¥ï¼‰
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27281
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27281
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27281
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27281
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27281
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus62967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27388
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27345
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27483
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27358
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27470
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27369
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus88284


Cisco Quantum Policy Suite (QPS) CSCus27432 7.5ï¼ˆ2015å¹´6æœˆ30æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰ 

Cisco Virtual Systems Operations Center for vPEãƒ—ãƒã‚¸ã‚§ã‚¯ãƒˆ CSCus94209
2.0ï¼ˆ2015å¹´4æœˆ1æ—¥ï¼‰ 

æ³¨ï¼šä»–ã�®NTPã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

Unified Computing

Cisco UCS Director CSCus90552 CentOSã�®ä¿®æ£ã‚’å¾…ã�£ã�¦ã�„ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¨ãƒªãƒªãƒ¼ã‚¹æ—¥ã€‚

Cisco UCS Invicta ã‚·ãƒªãƒ¼ã‚º CSCus27263
5.0(1.3a)ï¼ˆãƒªãƒªãƒ¼ã‚¹æ—¥ã�¯CentOSã�®ä¿®æ£ã‚’å¾…ã�£ã�¦ã�„ã�¾ã�™ï¼‰ 

5.0(1.2b)ï¼ˆãƒªãƒªãƒ¼ã‚¹æ—¥ã�¯CentOSã�®ä¿®æ£ã‚’å¾…ã�£ã�¦ã�„ã�¾ã�™ï¼‰ 

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹ 

Cisco Jabber Guest CSCus88292
ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–° 

10.6.5

Cisco Management Heartbeat Server CSCus89695

SR10ï¼ˆ2015å¹´2æœˆ13æ—¥ï¼‰ 

RMS 4.1ï¼ˆ2æœˆ15æ—¥13æ—¥ï¼‰ 

RMS 5.0ï¼ˆ2015å¹´2æœˆ13æ—¥ï¼‰ 

Cisco Universal Small Cell RAN Management System CSCus27596 

SR10ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

RMS4.1ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

RMS5.0ï¼ˆ2015å¹´3æœˆ3æ—¥ï¼‰ 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚° ãƒ‡ãƒ�ã‚¤ã‚¹

Cisco 

TelePresenceã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆCã‚·ãƒªãƒ¼ã‚ºã€�EXã‚·ãƒªãƒ¼ã‚ºã€�MXã‚·ãƒªãƒ¼ã‚ºã€�MXG2ã‚·ãƒªãƒ¼ã‚ºã€�SXã‚·ãƒªãƒ¼ã‚ºï¼‰ã€�ã�Šã‚ˆã�³10ã‚¤ãƒ³ãƒ�ã‚¿ãƒƒãƒ�ãƒ‘ãƒ�ãƒ«
CSCus88487 7.3.2

Cisco TelePresence TE Software (for E20 - EoL) CSCus90674 TE 4.1.6ï¼ˆ2015å¹´4æœˆï¼‰ 

Cisco ãƒ“ãƒ‡ã‚ªé…�ä¿¡ã‚·ã‚¹ãƒ†ãƒ  ãƒ¬ã‚³ãƒ¼ãƒ€ãƒ¼ CSCus62967 ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–°

Cisco Videoscapeãƒ�ãƒƒã‚¯ã‚ªãƒ•ã‚£ã‚¹(VBO) CSCus82885 V4.0-Branchï¼ˆ2015å¹´3æœˆ27æ—¥ï¼‰

Cloud Object Storeï¼ˆCOSï¼‰ CSCus27358

2.1.1ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

2.1.2ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

2.1.3ï¼ˆ2015å¹´2æœˆ15æ—¥ï¼‰ 

ã�¾ã�Ÿã�¯ç®¡ç�†ã‚·ã‚§ãƒ«ã‚’ä½¿ç”¨ã�—ã�Ÿæ›´æ–° 

 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

CVE-2014-9297ã�¾ã�Ÿã�¯CVE-2014-
9298ã�«å¯¾ã�™ã‚‹è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�Œåˆ†æž�ã�•ã‚Œã�¾ã�—ã�Ÿã€‚CVE-2014-
9295ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã�Œã€�CVE-2014-9297ã�¾ã�Ÿã�¯CVE-2014-
9298ã�®å½±éŸ¿ã�¯å�—ã�‘ã�¾ã�›ã‚“ã€‚  
 

Collaboration and Social Media  

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus94209
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus90552
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27263
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus88292
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus89695
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27596
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus88487
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus90674
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus62967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus82885
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27358


Cisco Unified MeetingPlace•

Cisco WebEx Social•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco ASA CX ã�¨ Cisco Prime Security Manager•

Cisco FireSIGHT ã‚·ã‚¹ãƒ†ãƒ  ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco IronPort Encryption Applianceï¼ˆIEAï¼‰•

Cisco Virtual Security Gateway•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³  

Cisco Application and Content Networking Systemï¼ˆACNSï¼‰•

Cisco Wide Area Application Servicesï¼ˆWAASï¼‰•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°  

Cisco Common Services Platform Collector•

Cisco Digital Media Managerï¼ˆDMMï¼‰•

Cisco Intelligent Automation for Cloud•

Cisco Prime LAN Management Solutionï¼ˆLinuxãƒ�ãƒ³ãƒ‰ãƒ«ï¼‰•

Cisco Prime License Manager•

Cisco Prime ã‚µãƒ¼ãƒ“ã‚¹ ã‚«ã‚¿ãƒã‚°ä»®æƒ³ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco Quantum SON Suiteï¼ˆCisco Quantum SON ã‚¹ã‚¤ãƒ¼ãƒˆï¼‰•

Linuxä¸Šã�®Cisco Unified Provisioning Manager 8.6•

 

Routing and Switching - Enterprise and Service Provider  

Cisco Application Policy Infrastructure Controller•

Cisco IOS XRã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(NCS6Kã€�NCS4Kã€�ASR9Kã€�CRSã€�C12K)•

Cisco MDS 9000 Series Multilayer Switches•

Cisco Nexus 1000V ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 3000 Series Switches•

Cisco Nexus 4000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Nexus 5000 Series Switches•

Cisco Nexus 6000 Series Switches•

Cisco Nexus 7000 Series Switches•

Cisco Nexus 9000 Series Switches•



Cisco OnePK All-in-One VM•

Cisco Service Control Operating System•

Cisco Network Convergence Systemï¼ˆNCSï¼‰6000 å�‘ã�‘ IOS-XR•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°  

Cisco Application Networking Manager•

Cisco Netflow Collection Agent•

Cisco Physical Access Manager•

Prime Collaboration Provisioning•

Cisco Prime Infrastructure•

 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°
ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco AutoBackupã‚µãƒ¼ãƒ�•

Cisco Command 2000 Server(cmd2k)•

Cisco Common Download Server(CDLS)•

Cisco D9036 Modular Encoding Platform•

Cisco DCM Series 9900-Digital Content Manager•

Cisco Digital Network Control System(DNCS)•

Cisco Digital Transport Adapter Control Systemï¼ˆDTACSï¼‰•

Cisco DNCS Application Serverï¼ˆAppServerï¼‰•

Cisco Download Server(DLS)ï¼ˆLinuxãƒ™ãƒ¼ã‚¹ï¼‰•

Cisco Edge 300 Digital Media Player•

Cisco Emergency Responder•

Cisco Enterprise Content Delivery Service•

Cisco Explorer Controller(EC)ã‚µãƒ¼ãƒ�•

Cisco IPTV Services Delivery Systemï¼ˆISDSï¼‰•

Cisco International Digital Network Control Systemï¼ˆiDNCSï¼‰•

Cisco Media Experience Enginesï¼ˆMXEï¼‰•

Cisco Powerkey Encryption Serverï¼ˆPKESï¼‰•

Cisco PowerVu D9190 Conditional Access Manager(PCAM)•

Cisco PowerVu Network Center•

Cisco Remote Conditional Access System(RCAS)•

Cisco Remote Network Control System(RNCS)•

Cisco Show and Share•

Cisco TelePresence System 1000•

Cisco TelePresence System 1100•

Cisco TelePresence System 1300•



Cisco TelePresence 1310•

Cisco TelePresence System 3000 Series•

Cisco TelePresence System 500-32•

Cisco TelePresence System 500-37•

Cisco TelePresence TX 9000 Series•

Cisco Transaction Encryption Deviceï¼ˆTEDï¼‰•

Cisco Videoscape Conductor•

Cisco Video Surveillance Media Server•

Cisco Virtualization Experience Client 6215•

 

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco Finesse•

Cisco IP Interoperability and Collaboration System (IPICS)•

Cisco IM and Presence Serviceï¼ˆCUPSï¼‰•

Cisco MediaSense•

Cisco Paging Server(Informacast)(ntpã‚µãƒ�ãƒ¼ãƒˆã�¯Cisco Bug ID 
CSCus27269ã�§å‰Šé™¤ã�•ã‚Œã�¾ã�—ã�Ÿ)

•

Cisco Paging Server(NTPã‚µãƒ�ãƒ¼ãƒˆã�¯Cisco Bug ID 
CSCus27269ã�§å‰Šé™¤ã�•ã‚Œã�¾ã�—ã�Ÿ)

•

Cisco Unified Communications Domain Manager•

Cisco Unified Communications Managerï¼ˆCUCMï¼‰•

Cisco Unified Contact Center Expressï¼ˆUCCXï¼‰•

Cisco Unified Intelligence Centerï¼ˆCUICï¼‰•

Cisco Unity Connectionï¼ˆUCï¼‰•

 

ã‚·ã‚¹ã‚³ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹  

Cisco Network Configuration and Change Management Service•

ãƒªã‚¹ãƒˆã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�«å¯¾ã�—ã�¦è„†å¼±ã�§ã�¯ã�ªã�„

æ¬¡ã�®ã‚·ã‚¹ã‚³è£½å“�ã�¯åˆ†æž�ã�Œå®Œäº†ã�—ã�¦ã�Šã‚Šã€�ä¸Šè¨˜ã�®ã�„ã�šã‚Œã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚‚å�—ã�‘ã�¾ã�›ã‚“ã€‚
 

 

Collaboration and Social Media  

Cisco WebEx Meeting Serverãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³2.x•

 

ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆ ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¨ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢  



Cisco IP Communicator•

Cisco Jabber for Android•

Cisco Jabber for iOS•

Cisco Jabber for Mac•

Cisco Jabber for Windows•

Cisco NAC Agent for Mac•

Cisco NAC Agent for Web•

Cisco UC Integration for Microsoft Lync•

Cisco Unified Personal Communicator•

Cisco Unified Video Advantage•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³  

Cisco Application Control Engine (ACE10 and ACE20)•

Cisco Application Control Engine(ACE30/ACE 4710)•

Cisco Clean Access Manager•

Cisco Extensible Network Controllerï¼ˆXNCï¼‰•

Cisco GSS 4492Rã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚µã‚¤ãƒˆã‚»ãƒ¬ã‚¯ã‚¿•

Cisco NAC Guest Server•

Cisco NAC Server•

ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚µãƒ¼ãƒ“ã‚¹ ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Smart Call Home•

Cisco Visual Quality Experience Server•

Cisco Visual Quality Experience Tools Server•

Openflowã‚¨ãƒ¼ã‚¸ã‚§ãƒ³ãƒˆ•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹  

Catalyst 6500ã‚·ãƒªãƒ¼ã‚º/7600ã‚·ãƒªãƒ¼ã‚ºASAã‚µãƒ¼ãƒ“ã‚¹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

Cisco Adaptive Security Applianceï¼ˆASAï¼‰•

Cisco Adaptive Security Device Manager•

Cisco Content Security Appliance Updater Servers•

Cisco Email Security Appliance (ESA)•

Cisco Firewall Services Moduleï¼ˆFWSMï¼‰•

Cisco Identity Services Engineï¼ˆISEï¼‰•

ã‚·ã‚¹ã‚³ä¾µå…¥é˜²å¾¡ã‚·ã‚¹ãƒ†ãƒ ï¼ˆIPSï¼‰•

Cisco Secure Access Control Serverï¼ˆACSï¼‰•

Cisco ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ç®¡ç�†ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆSMAï¼‰•

Cisco Web Security Appliance (WSA)•



 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°  

Cisco Cloud Consumption Serviceã‚³ãƒ¬ã‚¯ã‚¿•

Cisco Connected Grid Network Management System•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ãƒ‡ãƒ�ã‚¤ã‚¹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£è©•ä¾¡•

Cisco Insight Reporter•

Cisco Local Collector Appliance(LCA)•

Cisco MATE Collector•

Cisco MATE Design•

Cisco MATE Live•

Cisco Mobile Wireless Transport Manager•

Cisco Multicast Manager•

Cisco Network Analysis Module•

Ciscoãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚³ãƒ¬ã‚¯ã‚¿•

CiscoWorks Network Compliance Manager•

Cisco Prime Access Registrar•

Cisco Prime Analytics•

Cisco Prime Cable Provisioning•

Cisco Prime Central for SPs•

Cisco Prime Collaboration Assurance•

Cisco Prime Data Center Network Managerï¼ˆWindowsã�Šã‚ˆã�³Linuxï¼‰•

Cisco Prime Home•

Cisco Prime IP Express•

Cisco Prime Network•

Cisco Prime Network Registrarï¼ˆCPNRï¼‰•

Cisco Prime Network Services Controller•

Cisco Prime Optical for SPs•

Cisco Prime Performance Manager•

Cisco Prime Provisioning•

Cisco Security Manager•

Cisco UCS Central•

Cisco Unified Communicationså°Žå…¥ãƒ„ãƒ¼ãƒ«•

Cisco Unified Provisioning Managerï¼ˆCUPMï¼‰•

DCAF UCS Collector•

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒ—ãƒãƒ•ã‚¡ã‚¤ãƒ©•

Security Module for Cisco Network Registrar•

vPEãƒ—ãƒã‚¸ã‚§ã‚¯ãƒˆå�‘ã�‘ä»®æƒ³ã‚·ã‚¹ãƒ†ãƒ ã‚ªãƒšãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚»ãƒ³ã‚¿ãƒ¼•

 

Routing and Switching - Enterprise and Service Provider  



Cisco ASR 5000 ã‚·ãƒªãƒ¼ã‚º•

Cisco ASR 9000 ã‚·ãƒªãƒ¼ã‚ºçµ±å�ˆåž‹ã‚µãƒ¼ãƒ“ã‚¹ ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

Cisco Connected Grid Device Manager•

Cisco Connected Gridãƒ«ãƒ¼ã‚¿(CGR)•

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

ASR1kã€�ASR903ã€�ISR4400ã€�ã�Šã‚ˆã�³CSR1000vå�‘ã�‘Cisco IOS XE•

Catalyst 3kã€�4kã€�AIR-CT5760ã€�ã�Šã‚ˆã�³Cisco RF Gateway 10(RFGW-
10)å�‘ã�‘Cisco IOS XE

•

Cisco Metro Ethernet 1200 ã‚·ãƒªãƒ¼ã‚º ã‚¢ã‚¯ã‚»ã‚¹ ãƒ‡ãƒ�ã‚¤ã‚¹•

Cisco ONS 15454 Series Multiservice Provisioning Platforms•

Cisco Quantum Virtualized Packet Core•

Cisco Service Control Application for Broadband•

Cisco Service Control Collection Manager•

Cisco Service Control Subscriber Manager•

Cisco VPN Acceleration Engine•

CRS-CGSE-PLIM•

CRS-CGSE-PLUS•

 

ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Šã‚ˆã�³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚° - ã‚¹ãƒ¢ãƒ¼ãƒ« ãƒ“ã‚¸ãƒ�ã‚¹  

Cisco DPH150ã‚·ãƒªãƒ¼ã‚ºMicroCellã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³•

Cisco Sx220ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Sx300ã‚¹ã‚¤ãƒƒãƒ�•

Cisco Sx500ã‚¹ã‚¤ãƒƒãƒ�•

Cisco RV180W Wireless-N Multifunction VPN Router•

Cisco Small Business AP500 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Small Business ISA500 Series Integrated Security Appliances•

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ 0xxv3•

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ RV110W•

Cisco Small Business RV120W Wireless-N VPN ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ RV130x•

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ RV215W•

Cisco Small Business RVã‚·ãƒªãƒ¼ã‚ºãƒ«ãƒ¼ã‚¿RV220•

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ RV220W•

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ RV315W•

Cisco Small Business RV ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ RV320•

Cisco WAG310G Residential Gateway•

 

Unified Computing  



Cisco Standalone ãƒ©ãƒƒã‚¯ ã‚µãƒ¼ãƒ� CIMC•

Cisco UCS ADA•

Cisco UCS Manager•

Cisco Unified Computing System Bã‚·ãƒªãƒ¼ã‚ºãƒ–ãƒ¬ãƒ¼ãƒ‰ã‚µãƒ¼ãƒ�•

Cisco Unified Computing System Eã‚·ãƒªãƒ¼ã‚ºãƒ–ãƒ¬ãƒ¼ãƒ‰ã‚µãƒ¼ãƒ�•

 

ãƒ“ãƒ‡ã‚ªã€�ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ãƒ†ãƒ¬ãƒ—ãƒ¬ã‚¼ãƒ³ã‚¹ã€�ã�Šã‚ˆã�³ãƒˆãƒ©ãƒ³ã‚¹ã‚³ãƒ¼ãƒ‡ã‚£ãƒ³ã‚°
ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco AnyRes VOD(CAV)•

Cisco AnyRes Liveï¼ˆCALï¼‰•

Cisco Broadband Access Center for Cable Tools Suite•

Cisco Broadband Access Center Telco Wireless•

Cisco D9034-S Encoder•

Cisco D9054 HDTV Encoder•

Cisco D9804 Multiple Transport Receiver•

Cisco D9824 Advanced Multi-Decryption Receiver•

Cisco D9854/D9854-I Advanced Program Receiver•

Cisco D9858 Advanced Receiver Transcoder•

Cisco D9859 Advanced Receiver Transcoder•

Cisco D9865 Satellite Receiver•

Cisco Edge 340 Digital Media Player•

Cisco IPTV•

Cisco Jabber Video for TelePresenceï¼ˆMoviï¼‰•

Cisco Jabber for TelePresence(Movi)•

Cisco Linear Stream Manager•

Cisco Model D9485 DAVIC QPSK•

Cisco Powerkey CAS Gatewayï¼ˆPCGï¼‰•

Cisco TelePresence Advanced Media Gateway Series•

Cisco TelePresence Conductor•

Cisco TelePresence Content Serverï¼ˆTCSï¼‰•

Cisco TelePresence Exchange Systemï¼ˆCTXï¼‰•

Cisco TelePresence IP Gateway Series•

Cisco TelePresence IP VCR Series•

Cisco TelePresence ISDN GW 3241•

Cisco TelePresence ISDN GW MSE 8321•

Cisco TelePresence ISDN Link•

Cisco TelePresence Managerï¼ˆCTSManï¼‰•

Cisco TelePresence Management Suiteï¼ˆTMSï¼‰•

Cisco TelePresence Management Suite Analytics Extensionï¼ˆTMSAEï¼‰•

Cisco TelePresence Management Suite Extensionï¼ˆTMSXEï¼‰•



Cisco TelePresence Management Suite Extension for IBM•

Cisco TelePresence Management Suite Provisioning Extension•

Cisco TelePresence MCU (8510, 8420, 4200, 4500 and 5300)•

Cisco TelePresence MPS Series•

Cisco TelePresence Multipoint Switch (CTMS)•

Cisco TelePresence MXP Software•

Cisco TelePresence Recording Serverï¼ˆCTRSï¼‰•

Cisco TelePresence Serial Gateway Series•

Cisco TelePresence Server 8710ã€�7010•

Cisco TelePresence Server on Multiparty Media 310ã€�320•

Cisco TelePresence Server on Virtual Machine•

Cisco TelePresence Supervisor MSE 8050•

Cisco TelePresence Video Communications Server(VCS)•

Cisco VDS Service Broker•

Cisco Videoscape Back 

Office(VBO)ï¼šæ³¨ï¼šntp.confã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�Ÿã‚�ã€�CVE-2014-
9297ã�«å¯¾ã�—ã�¦è„†å¼±ã�§ã�™ã€‚

•

Cisco Video Distribution Suite•

Cisco Videoscape Distribution Suite Transparent Caching•

Cisco Video Surveillance 3000 Series IP Cameras•

Cisco Video Surveillance 4000 Series High-Definition IP Cameras•

Cisco Video Surveillance 4300E/4500E High-Definition IP Cameras•

Cisco Video Surveillance 6000 Series IP Cameras•

Cisco Video Surveillance 7000 Series IP Cameras•

Cisco Video Surveillance PTZ IP Cameras•

Cisco Virtual PGW 2200 ã‚½ãƒ•ãƒˆã‚¹ã‚¤ãƒƒãƒ�•

Digital Media Player(DMP)4310•

Digital Media Player(DMP)4400•

ãƒ¡ãƒ‡ã‚£ã‚¢ã‚µãƒ¼ãƒ“ã‚¹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹•

Tandberg Codian ISDN GW 3210/3220/3240•

Tandberg Codian MSE 8320 model•

 

éŸ³å£°ã�Šã‚ˆã�³ãƒ¦ãƒ‹ãƒ•ã‚¡ã‚¤ãƒ‰ ã‚³ãƒŸãƒ¥ãƒ‹ã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ãƒ‡ãƒ�ã‚¤ã‚¹  

Cisco 190 ATAã‚·ãƒªãƒ¼ã‚ºã‚¢ãƒŠãƒã‚°ã‚¿ãƒ¼ãƒŸãƒŠãƒ«ã‚¢ãƒ€ãƒ—ã‚¿•

Cisco 7937 IP Phone•

Cisco ATA 187 ã‚¢ãƒŠãƒã‚°é›»è©±ã‚¢ãƒ€ãƒ—ã‚¿•

Cisco Agent Desktop•

Cisco Computer Telephony Integration Object Serverï¼ˆCTIOSï¼‰•

Cisco Desktop Collaboration Experience DX650•



Cisco Desktop Collaboration Experience DX70 ã�Šã‚ˆã�³ DX80•

Cisco Hosted Collaboration Mediation Fulfillment•

Cisco IP Phone 8800 Series•

Cisco MS200X Ethernet Access Switch•

Cisco Unified Workforce Optimization•

Cisco Unity Express•

Cisco Packaged Contact Center Enterprise•

Cisco Remote Silent Monitoring•

Cisco SPA112 2-Port Phone Adapter•

Cisco SPA122 ATA with Router•

Cisco SPA232D Multi-Line DECT ATA•

Cisco SPA8800 IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ï¼ˆ4 FXS ãƒ�ãƒ¼ãƒˆã�¨ 4 FXO 
ãƒ�ãƒ¼ãƒˆã‚’å†…è”µï¼‰

•

Cisco SPA30X Series IP Phones•

Cisco SPA50X Series IP Phones•

Cisco SPA51X Series IP Phones•

Cisco SPA525Gã‚·ãƒªãƒ¼ã‚ºIP Phone•

Cisco SPA8000 8 ãƒ�ãƒ¼ãƒˆ IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

Cisco Social Miner•

Cisco TAPI Service Providerï¼ˆTSPï¼‰•

Cisco Unified 3900 Series IP Phones•

Cisco Unified 6900 ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³•

Cisco Unified 6911 IP ãƒ•ã‚©ãƒ³•

Cisco Unified 6945 IP ãƒ•ã‚©ãƒ³•

Cisco Unified 7800 Series IP Phones•

Cisco Unified 7900 Series IP Phones•

Cisco Unified 8941 IP ãƒ•ã‚©ãƒ³•

Cisco Unified 8945 IP ãƒ•ã‚©ãƒ³•

Cisco Unified 8961 IP ãƒ•ã‚©ãƒ³•

Cisco Unified 9951 IP ãƒ•ã‚©ãƒ³•

Cisco Unified 9971 IP ãƒ•ã‚©ãƒ³•

Cisco Unified Attendant Console Advanced•

Cisco Unified Attendant Console Business Edition•

Cisco Unified Attendant Console Department Edition•

Cisco Unified Attendant Console Enterprise Edition•

Cisco Unified Attendant Console Premium Edition•

Cisco Unified Attendant Console Standard•

Cisco Unified Contact Center Enterprise•

Cisco Unified Client Services Framework•

Cisco Unified Communications Widgetsã‚¯ãƒªãƒƒã‚¯ãƒ„ãƒ¼ã‚³ãƒ¼ãƒ«•

Cisco Unified Email Interaction Manager•



Cisco Unified Intelligent Contact Management Enterprise•

Cisco Unified Integration for IBM Sametime•

Cisco Unified IP ä¼šè°ç”¨é›»è©± 8831•

Cisco Unified Operations Managerï¼ˆCUOMï¼‰•

Cisco Unified Service Monitor•

Cisco Unified Service Statistics Manager•

Cisco Unified Sip Proxy•

Cisco Unified Customer Voice Portal•

Cisco Unified Web Interaction Manager•

Cisco Unified Wireless IP Phone•

Cisco Virtualization Experience Media Engine•

xony VIM/CCDM/CCMP•

 

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹  

Cisco Mobility Services Engineï¼ˆMSEï¼‰•

Cisco RF Gateway 1ï¼ˆRFGW-1ï¼‰•

Cisco Mobility Services Engine•

Cisco Small Business 121 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Small Business 321 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Small Business 371 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Small Business 500 ã‚·ãƒªãƒ¼ã‚º ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚¢ã‚¯ã‚»ã‚¹ ãƒ�ã‚¤ãƒ³ãƒˆ•

Cisco Wireless Control Systemï¼ˆWCSï¼‰•

Cisco Wireless LAN Controllerï¼ˆWLCï¼‰•

Cisco ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ 

ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ï¼ˆWSGï¼‰

•

 

ã‚·ã‚¹ã‚³ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹  

ãƒ“ã‚¸ãƒ�ã‚¹ ãƒ“ãƒ‡ã‚ª ã‚µãƒ¼ãƒ“ã‚¹è‡ªå‹•åŒ–ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ï¼ˆBVï¼‰•

Cisco Discovery ã‚µãƒ¼ãƒ“ã‚¹•

Cisco Connected Analytics For Collaboration•

ã‚·ã‚¹ã‚³ã�®ã‚¯ãƒ©ã‚¦ãƒ‰ã�Šã‚ˆã�³ã‚·ã‚¹ãƒ†ãƒ ç®¡ç�†•

Cisco ã‚¯ãƒ©ã‚¦ãƒ‰ E ãƒ¡ãƒ¼ãƒ« ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£•

ã‚·ã‚¹ã‚³ ã‚¯ãƒ©ã‚¦ãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹•

Cisco Cloud Web Security(CWS)•

Cisco Install Base Management•

ã‚·ã‚¹ã‚³ ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ ã‚µãƒ�ãƒ¼ãƒˆ ã‚µãƒ¼ãƒ“ã‚¹•

Cisco Proactive Network Operations Center•

Cisco Registered Envelope Serviceï¼ˆCRESï¼‰•



Cisco Services Platform Collectorï¼ˆCSPCï¼‰•

Cisco Services Provisioning Platformï¼ˆSPPï¼‰•

Cisco Smart Care•

Cisco Smart Connection•

ã‚·ã‚¹ã‚³ã‚¹ãƒžãƒ¼ãƒˆãƒ¬ãƒ�ãƒ¼ãƒˆ•

Cisco Smart Net Total Care(SNTC)•

Cisco SMBå¸‚å ´•

Cisco UCS Invicta Series Autosupport Portal•

Cisco Unified Communicationsã‚µã‚¤ã‚¸ãƒ³ã‚°ãƒ„ãƒ¼ãƒ«•

Cisco Unified Services Delivery Platformï¼ˆCUSDPï¼‰•

Cisco Universal Small Cell 5000 ã‚·ãƒªãƒ¼ã‚ºï¼ˆV3.4.2.x ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œï¼‰•

Cisco Universal Small Cell 7000 ã‚·ãƒªãƒ¼ã‚ºï¼ˆV3.4.2.x ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œï¼‰•

Cisco Universal Small Cell CloudBase•

Cisco WebEx Connect ã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆï¼ˆWindowsï¼‰•

Cisco WebEx Messenger Service•

Cisco WebEx Meetings for Android•

Cisco WebEx Meetings for BlackBerry•

Cisco Webex Meetings for iOS•

Cisco WebEx Meetings for WP8•

Cisco WebEx Node for MCS•

Cisco WebEx Productivity Tools•

Cisco WebEx WebOffice ã�Šã‚ˆã�³ Workspace•

Connected Analytics for Network Deployment(CAND)•

Data Center Analytics Frameworkï¼ˆDCAFï¼‰•

æ©Ÿèƒ½åˆ†æž�ã‚µãƒ¼ãƒ“ã‚¹•

ãƒ•ã‚§ãƒ ãƒˆãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤•

MACD Process Controllerï¼ˆMPCï¼‰•

Network Health Framework (NHF)•

Network Performance Analytics (NPA)•

1ã�¤ã�®ãƒ“ãƒ¥ãƒ¼•

On Going Support Automation(OGSA)•

Serial Number Assessment Serviceï¼ˆSNASï¼‰•

ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ ã‚µãƒ�ãƒ¼ãƒˆ ã‚µãƒ¼ãƒ“ã‚¹ã�® SI ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆ•

Small Cell factory recovery root filesystem V2.99.4 or later•

Support Central•

Unified Communication Audit Tool (UCAT)•

WebEx Meeting Center•

WebEx PCNow•

WebEx QuickBooks•

WebExéŒ²éŸ³å†�ç”Ÿ•
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ntpdç”¨ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�¯ã€�è„†å¼±ã�ªæš—å�·pseudorandom
number 
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ACLãƒ�ã‚¤ãƒ‘ã‚¹ã�®è„†å¼±æ€§ã�Œè¿½åŠ ã�•ã‚Œã�¾ã�—ã�Ÿã€‚  
 

ã‚·ã‚¹ã‚³è£½å“�ã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�‹ã‚‰å�—ã�‘ã‚‹å½±éŸ¿ã�¯ã€�è£½å“�ã�”ã�¨ã�«ç•°ã�ªã‚Šã�¾ã�™ã€‚
 

 

ã‚·ã‚¹ã‚³è£½å“�ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®ã€Œè©²å½“è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹Cisco
Bug IDã�®æƒ…å ±ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

è¿½åŠ æƒ…å ±ã�¨è©³ç´°æ‰‹é †ã�¯ã€�è£½å“�ã�”ã�¨ã�®ã‚·ã‚¹ã‚³ 
ã‚¤ãƒ³ã‚¹ãƒˆãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¬ã‚¤ãƒ‰ã€�ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚¬ã‚¤ãƒ‰ã€�ã�Šã‚ˆã�³ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ã‚¬ã‚¤ãƒ‰ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�•ã‚‰ã�ªã‚‹èª¬æ˜Žã‚„ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¹ã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ã�Šå®¢æ§˜ã�®ã‚µãƒ�ãƒ¼ãƒˆã‚’æ‹…å½“ã�™ã‚‹çµ„ç¹”ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚
 

 

è„†å¼±æ€§ã�®å��å‰�ã�Šã‚ˆã�³é–¢é€£ã�™ã‚‹Common Vulnerabilities and 
Exposures(CVE)IDã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚  

config_auth()ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®å¼±ã�„ã‚ãƒ¼•

ntpdã�®ãƒ©ãƒ³ãƒ€ãƒ ã‚ãƒ¼ã�®ç”Ÿæˆ�ã�«å•�é¡Œã�Œã�‚ã‚‹ã�¨ã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œç”Ÿæˆ�ã�•ã‚Œã�Ÿã‚ãƒ¼ã‚’æŽ¨æ¸¬ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã�“ã‚Œã‚’ä½¿ç”¨ã�—ã�¦ã€�ntpdcã‚¯ã‚¨ãƒªã�¾ã�Ÿã�¯è¨å®šè¦�æ±‚ã‚’é€�ä¿¡ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
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ã�“ã�®å•�é¡Œã�«ã�¯CVE IDã�¨ã�—ã�¦CVE-2014-
9293ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 
 

Cisco Product Security Incident Response 

Team(PSIRT)ã�¯ã€�ã�“ã�®å•�é¡Œã‚’è„†å¼±æ€§ã�§ã�¯ã�ªã��å¼·åŒ–ã�®å•�é¡Œã�¨è¦‹ã�ªã�—ã�¦ã�„ã�¾ã�™ã€‚



å¯¾ç§°ã‚ãƒ¼ã‚’ç”Ÿæˆ�ã�™ã‚‹ã�Ÿã‚�ã�«ntp-
keygenã�«ã‚ˆã�£ã�¦ä½¿ç”¨ã�•ã‚Œã‚‹å¼±ã�„ã‚·ãƒ¼ãƒ‰ã‚’æŒ�ã�¤é�žæš—å�·åŒ–ä¹±æ•°ç”Ÿæˆ�å™¨

•

ntpdã�®ntp-

keygenã�®å•�é¡Œã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œç”Ÿæˆ�ã�•ã‚Œã�ŸMD5ã‚ãƒ¼ã‚’æŽ¨æ¸¬ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

ã�“ã�®å•�é¡Œã�¯ã€�ntp-

keygenã�ŒMD5ã‚ãƒ¼ã�®ç”Ÿæˆ�ã�«å¼±ã�„æ–¹æ³•ã‚’ä½¿ç”¨ã�™ã‚‹ã�Ÿã‚�ã�«ç™ºç”Ÿã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ç”Ÿæˆ�ã�•ã‚Œã�ŸMD5ã‚ãƒ¼ã‚’æŽ¨æ¸¬ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®å•�é¡Œã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯æŽ¨æ¸¬ã�•ã‚Œã�ŸMD5ã‚ãƒ¼ã‚’ä½¿ç”¨ã�—ã�¦ã€�ä¿¡é ¼ã�§ã��ã‚‹NTPã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ�ã‚’ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
 

ã�“ã�®å•�é¡Œã�«ã�¯CVE IDã�¨ã�—ã�¦CVE-2014-
9294ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 
 

Cisco 

PSIRTã�§ã�¯ã€�ã�“ã‚Œã�¯è„†å¼±æ€§ã�§ã�¯ã�ªã��ã€�å¼·åŒ–ã�®å•�é¡Œã�§ã�‚ã‚‹ã�¨è€ƒã�ˆã�¦ã�„ã�¾ã�™ã€‚

ntpdã�«ã�Šã�‘ã‚‹è¤‡æ•°ã�®ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§•

ntpdã�®crypto_recv()ã€�ctl_putdata()ã€�ã�Šã‚ˆã�³configure()ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã‚¹ã‚¿ãƒƒã‚¯ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã‚’å¼•ã��èµ·ã�“ã�—ã€�ã��ã�®çµ�æžœã€�æ”»æ’ƒè€…ã�Œntpdãƒ—ãƒã‚»ã‚¹ã�®ç‰¹æ¨©ãƒ¬ãƒ™ãƒ«ã�§æ‚ªæ„�ã�®ã�‚ã‚‹ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
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æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
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CSCus27596
CSCus27596

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27596
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus27596


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


