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Cisco Catalyst 6500 Cisco ACE

. TYTIL—RFT>a2IIoVTR
Application Control Engine£< 1 — |0.CSCur02931 ’

. TACIZEBVEDbESEE L,

7

i Applicati trol Engi Ty 7TIL—R azcoW
Cisco Application Control Engine 0.CSCUr07312 y; 7'?I/ RAT> /“L WTF
(ACE10 and ACEZ20) L TACICBBVEDELSEE L,

(EBHEOHD U U—RICHLT/NY
0.CSCur02195 || FARMENTVET ),
A5(3.1b) (118308, 148 )

Cisco Application Control
Engine ( ACE30/ACE 4710 )

Cisco Application and Content

0.CSCur05564 ||5.5.37 (12H14H
Networking System ( ACNS ) - (1273 )

Cisco DC Health Check 0.CSCur09963 ||DCAF 4.0 ( AF 18 )

Cisco GSS 4492R7 O—/N)LH 1 ~ 4.1(3.0.7) ( AFTI8E)
0.CSCur02747

tL Y& = 3.2(0.1.4) ( ANEAEE)

MEBEDHDIV)—ADNYF 77

CiscoNAC 77 SA TV A 0.CSCur03364 LA R T,
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Cisco Smart Call Home

0.CSCur05551

festEDHDIV)—AONYF 77
A )L R F AT &g

Cisco Sourcefire Defense Center#

4.10 (Available)

. L 5.2 (Available)
LVt —HE
U 5.3 (Available)
3.6 (Available)
Cisco Visual Quality Experience 3.7 (Available)
0.CSCur06775 _

Server 3.8 (Available)
3.9 (Available)
3.6 (Available)

Cisco Visual lity E i 3.7 (Availabl
isco Visual Quality Experience 0.CSCUr0B775 ( vafa e)
Tools Server 3.8 (Available)

3.9 (Available)

Cisco Wide Area Application
Services ( WAAS )

0.CSCur02917

NYFT7A4I)LE&, 44x)1)—RE&
521bTHEATEET,
5.0.3h ( AFHAE)
5.1.1h ( AFTEE)

5.3.5¢c (201451182508 )

XYRID—=UOBK

(60 DAV o

F1UF 1 FNAR

Cisco ASA CX & Cisco Prime
Security Manager

0.CSCur01959

9.3.2.1 ( AFTHE)

Cisco Clean Access Manager

0.CSCur05566

festEDHBDIV)—AONYF 77
A )L R F AT &g

Cisco FireSIGHT

0.CSCur05199

(ESEEDHD ) J—ARICK/INYF7
TAILNRAEENTVET ),
5.3.0.3 ( 20145118308 )

5.3.1.1 ( AF T8 )

52.0.7 ( AFT8E)

4.10.3.10 ( AFHEE)

Cisco Identity Services
Engine ( ISE)

0.CSCur00532

1.3.0.876 ( AF A )

1.2.0/8Y F12 ( AF A8 )
1218y F3 ( AFTHE)
1.1.3/8Y F12 (128148 )
1.1.4/)8Y F12 (128148 )

SAOARABED AT L (IPS)

0.CSCur00552

7.1.9 ( AETHE)
7.3.3 (2015F18 )

~

Cisco IronPortlE Bt 7 75 AT >

A

0.CSCur02831

(fRSBUEDHDVI—AILRENYF7
TANEERTEXT)

Cisco NAC Guest Server

0.CSCur05629

festEDHDV)—AONYF 77
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Cisco NAC Server

0.CSCur05575

feBsEDHDIV)—AONYF 77
A LA R F AT &g

Cisco Physical Access7'— kU I A

0.CSCur05343

1.5.3 (15-Apr-2015)

Cisco Physical Access Manager

0.CSCur05357

152 ( AFTHE )

Cisco Secure Access Control
Server ( ACS)

0.CSCur00511

A patch is available for vulnerable
releases.

Cisco Virtual Security Gateway for
Microsoft Hyper-V

0.CSCur05042

5.2(1)VSG2(1.2a) ( 14%E11H308 )

XY KD

—JE®BET7OE

\!

Cisco Access Registrar7 7’24 7
> ACisco Prime Access
Registrar7 7247 > A

0.CSCur10557

Cisco Application Networking
Manager

0.CSCur06823

5.2.5 ( AETHE)

Cisco MXE> 1) —X

0.CSCur05088

3.3.2. ( AF &)

Cisco Media Experience
Engines ( MXE )

0.CSCur05088

3.32. ( AFTHE)

Cisco NetFlow Collection Agent

0.CSCur05232

EEEOHBDV)—AONYF 77
A LRI AT 8E,
6.2 (20156 A1HA S FIAAEE)

Cisco Network Analysis Module

0.CSCur05225

EHEOHBDV)—AODNYF 77
A4 )ILA R AT RE,
6.2 (20156 1A S RIFATAE )

Cisco Prime Collaboration
Assurance

0.CSCur04820

10.5 (Available)
10.6 ( 20144128158 )

Cisco Prime Collaboration
Deployment

0.CSCur07766

A patch is available for vulnerable
releases
10.5.2 (2014512H318 )

Cisco Prime IP Express

0.CSCur05200

8.2.0.5 (2015F1 8318 )

Cisco Prime Infrastructure

0.CSCur05228

A patch is available for vulnerable
releases

212 (EATEE)

Cisco Prime LAN Management
Solution

0.CSCur05125

INY FICKBLMS 4.2.5 ( 2014%F128
318 )

Cisco Prime License Manager

0.CSCur05098

10.5.1 SU ( AF AL )
10.5.2 ( 20145128318 )
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Cisco Prime Network
Registrar(CPNR)Jumpstart

0.CSCur05136

8.2.2.1 ( AFTH8E)
8.1.3.3 (2015%F1H31H )
7.2.3.5(2015%1H318 )

Cisco Prime Network Services
Controller

0.CSCur05617

PNSC 3.4.1 ( AF T8 )

Cisco Prime #¥—E' X A&0O7{R*&
T7Z2ATRA

0.CSCur10723

PSC 10.0-R2 ( AFT4E )

Cisco UCS Central

0.CSCur05093

1.2(1d) ( AFHEE)

Data Center Analytics
Framework ( DCAF )

0.CSCur09685

4.0 (RIATTEE )

0.CSCur03217

NYFREROV)—ATHAATETT
53 ~ 5.3.6

5.3.6_RB1 ~ 5.3.6_RB2

54 ~ 5.4.1

5.4.1_RB1

5.4.1_RB2

Local Collector Appliance ( LCA )

0.CSCur05780

2.2.6.1 ( AETHE)
227

ZXYRND—UBREEEER

0.CSCur05794

festEDHBDIV)—AONYF 77
A )L R F AT &g

Prime Collaboration Provisioning

0.CSCur04871

festEDHDIV)—AONYF 77
A )L R F AT &g

Unified Communication Audit Tool
(UCAT)

0.CSCur05121

Affected systems have been patched.

Routing and Switc

hing - Enterprise

and Service Provider

Cisco ASR 5000 ') —X

0.CSCur04507

14.0.23 ( AFT8E)
15.0.24 ( AFTI8E )

ASR1k., ASR903. ISR4400,
CSR1000v [g i+ Cisco 10S XE

0.CSCur02734

15.4(2)S2/XE3.12.2S ( AF &)
15.4(3)S1/XE3.13.1S ( AF HAE )
15.5(1)S/XE3.14.0S ( 20155118
308)

15.4(1)S3/XE3.11.3S ( 2014511 8
308)

15.3(3)S5/XE3.10.5S ( 2015518
318)

15.2(4)S7/XE3.7.7S ( 2015%2H27H

)

0.CSCur03368

Catalyst 3k, 4k, AIR-CT5760, &

15.1(2)SG5/3.4.55G ( 20144511 A
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& U Cisco RF Gateway

10 ( RFGW-10 ) [@ | Cisco I0S XE

218)

15.0(2)SG10/3.2.10SG ( 2014&E12A
318 )

15.2(1)E1/3.6.1E ( 20145118280 )
15.0(1)EZ5/3.3.5SE ( AF AL )

Cisco MDS

0.CSCur01099

(feBEHEOHZV)—-ACRENY F7
FALFABEEIATVET ),

Cisco Nexus 1000{R& A —/\—/\4

HEZ 1-)L(VSM)

0.CSCur04438

N1KV Vmware N1KV
5.2(1)SV3(1.2) ( 2014FE11 B 74 )
N1KV HyperVl IJ—X
5.2(1)SM2(1.1) ( 2014512818 )

Cisco Nexus 1010

0.CSCur04510

5.2(1)SP1(7.2) ( AFT&E )

Cisco Nexus 3000/3500

0.CSCur04934

6.0(2)U5(1) ( AFTHE )
6.0(2)U4(2) ( AFTHE )
6.0(2)U3(4) ( AFTHE )
6.0(2)U2(112) ( AF A& )

Cisco Nexus 4000

0.CSCur05610

4.1(2)E1(1n) (2014512818 )

Cisco Nexus 5000/6000

0.CSCur05017

Gold Coast MR8 5.2(1)N1(8b) ( AF
AJEE )

Harbord Plus MR4(a)

6.0(2)N2(5a) ( AFHJEE )

lluka MR4 7.0(5)N1(1) ( AFHIEE )

Cisco Nexus 7000 Series Switches

0.CSCur04856

5.2(9a) ( AF
6.1(5a) ( AF A
6.2(8b) ( AF T

Cisco Nexus 7000

0.CSCuq98748

5.2(9a) ( AE T
6.1(5a) ( AFHH
6.2(8b) ( AF T4
6.2(10) ( AF &L

> anp (( gob dnd  do
0C O COC (| OC O o o

— N N S ~— N SN S

)
)
)
6.2(10) ( AF T
)
)
)

Cisco Nexus 9000 A 1 ¥ F

0.CSCur05011

6.1(2)I3(1) ( AF AT4E

NxOS % $£179 % Cisco Nexus 9000

0.CSCur02700

6.1(2)I12(1) ( AF A8
6.1(2)12(2) ( AFATE
6.1(2)12(2a) ( AF T
6.1(2)12(2b) ( AF T
6.1(2)12(3) ( AF ATE
6.1(2)I3(1) ( AF A8

Cisco Nexus 9000

0.CSCur02102

11.0(1d) ( AFHEE )

Cisco OnePK All-in-One VM

0.CSCur04925

( AFARE-RHE—DO/)NY FZ&ER
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)

Cisco Quantum SON Suite ( Cisco
Quantum SON A1 — K )

0.CSCur05662

HEEZTHTAT AR, 2015F
2A1BETIENYFERERTISF
E )

Cisco Quantum Virtualized Packet
Core

0.CSCur05662

(REBEZID AT L. 20155
2AMBETIENY FEAZZTISTF

E )

Cisco Service Control Engine 1010

0.CSCur05021

Cisco Service Control Engine 8000MD
NYFT774)I&E., 2000611 H30H
ETICAFHEILEDFETY,
NYFT774IE, 2014F12819H
F TIZ Cisco Service Control Engine
10000 CHIAAREIC B D FET T,

Cisco Service Control Engine 8000

0.CSCur05021

Cisco Service Control Engine 8000MD
NYFT774)LIE, 2000611 H30H
ETICAFAREICBEDTFETT,
NYFT77A4)LI&E, 2014F12H19H
& TIZCisco Service Control Engine
10000 CRIAAIBEICZ D FETT,

CiscolRBBAA Y FTF Y TF—KX
x—T

0.CSCur12303

1.1 (Available)

Cisco Network Convergence
System ( NCS ) 6000 [a (+ I0S-XR

0.CSCur02177

5.2.3 (2014512A31H)

5.0.1 ( SMUIX20145F11A31BICRIA
A8 )

5.2.1 (SMUIX2014F11A31BICRIA
A8 )

N—=—TFTAVITBRTCRLAYF T -

AE-I EDERA

Cisco WAG310G Residential
Gateway

0.CSCur05525

Ty TI9L—RAT>aico\WTik
. TACICBRELVEDhELSEE L,

Unified Computin

g

Cisco Standalone v U 4 —/\
CIMC

0.CSCur03816

1.4(3xly) ( 2014%E11 8258 )
1.5(7d) ( 2014%E118258 )
2.0(3f/g) ( 20145118258 )
2.0(4x) ( 2014%11 82508 )
2.0(2x) ( 2014%11 8258 )

Cisco UCS Director

0.CSCur02877

festEDHDIV)—AONYF 77
A )L R F AT &g

Cisco UCS InvictaZ7 7724 T > A

0.CSCur05026

5.0.1.2 ( AFTEE)

Cisco UCS Manager

0.CSCur01379

3.0(1d) ( AF T8 )
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2.2(3b) ( AF &)
2.2(2e) ( AFTHE)
2.2(1f) ( AF T )
2.1(3f) ( AFTAE )
2.0(5g) ( AF T4 )

Cisco USC Invicta> ') — X HEH R
—KR—=%2)L

0.CSCur07304

50.1.2 ( AFT8E)

Cisco USC Invicta> ) —X

0.CSCur04651

5.0.1.2 ( AF WA )

Cisco Unified Computing System B-
Series (Blade) Servers

0.CSCur05081

3.0.2 (2015%2H15H )

Cisco Unified Computing System E
S)=XTL—RKRH-=N

0.CSCur05553

3.0.1 ( 201547 A1Z4tBIMA )

Cisco Virtual Security Gateway

0.CSCur95323

5.2(1)VSG2(1.2¢c) ( AF T4k )

Cisco Virtualization Experience
Client 6215

0.CSCur05844

(RBEOHBUU—RIZENYF7
FAIMFRABEENATVET ),
10.6 ( 15%1H228 )

EEHLVIZT

FTARIZ1Z

T—=>3r FNAA

Cisco Business Edition 3000(BE3k)

0.CSCur08462

TYTI9L—RAT>aico\WTik
. TACICBRELVEDhELSEE L,

Cisco Emergency Responder

0.CSCur05434

INYTF . ERATEE (AFDOITNTD
CER/NN—2 3 > 8xICERAEE )

9.x

10.x)

Cisco Finesse

0.CSCur02866

fesEEDHD ) —ALCHLTNY F
T77ANEERTEERT

Cisco Hosted Collaboration
Mediation Fulfillment

0.CSCur05477

(ZHTBDVI—RICENYFTI7A
AHBAEEATVET ).

Cisco IM and Presence
Service ( CUPS)

0.CSCur05454

(ZETHUI—RICENYFT74
IFRAEEHhTVERT ),
10.5.1 SU2 ( AF &L )

Cisco IP Interoperability and
Collaboration System (IPICS)

0.CSCur05245

IPICS 4.8.2

Cisco MediaSense

0.CSCur02875

9.1 ES ( AET&E)

105SU (NN FHY) ) : BAR—KE
NTVWBEEON— 3> OMSTH
ELET,

Cisco Paging

Server ( Informacast )

0.CSCur04834

9.0.2 ( AETHE)



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur07304
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04651
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05081
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05553
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur95323
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05844
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur08462
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05434
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02866
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05477
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05454
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05245
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02875
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04834

Cisco SocialMiner

0.CSCur02880

(ZETBDUU—RICENYFT7 A
IFRAEEHhTVERT ),
10.6(1) ( 20145128178 )

Cisco Unified Communications
Domain Manager

0.CSCur01180

MEBEDHDIV)—ADNYF 77
A )L R F AT &g

Cisco Unified Communications
Manager ( CUCM )

0.CSCur00930

BBEENHZIVI—ADNYF 77
ALY FIAABE,

10.5(1.11011.1) ( AF T
10.0(1.13012.1) ( AF T
9.1(2.13060.1) ( AF A4
8.6(2.26147.1) ( AF A4
8.5(1.17131.2) ( AF A4

u

u

Cisco Unified Contact Center
Express ( UCCX)

0.CSCur02861

fesSttEnHd V) —AONYF 77
A LA R AT e
10.6(1) (20145 12A3RH )

Cisco Unified Intelligence
Center ( CUIC)

0.CSCur02891

EHEOHBDV)—AODNYF 77
A ILAFIA A EE,
CUIC 11.0(1) ( 201556 8301 )

Cisco Unified Quick Connect

0.CSCur05412

TY7IL—RATa2ICoVTR
. TACIZEBLVEDbESEE L,

Cisco Unity Connection ( UC)

0.CSCur05328

MEEEOHZV)—AONYF 77
A LA R AR B

8.6.2ES153 ( AF AL )

9.1.2ES67 ( AFTHE )

10.5.1ES74 ( AFT4E)

8.5.1 (2014F 12874 )

EFF, ANU—Z2

J. TLTLEVAR, 8LTRNFVRAOA—F12T FINARA

Cisco AutoBackupt—/\

0.CSCur09315

Shellshock-1.0.1 ( ¥ XT®MHDBDS
Linux 5.xF )
6.xH®m) - /NY FARATTRE

Cisco D9036 Modular Encoding
Platform

0.CSCur04504

v02.02.30 ( AF 1AL )

Cisco Digital Media
Manager ( DMM )

0.CSCur03539

531 ( AFA8E)
537 ( AFTRE)
53.10 ( AFHEE)
5311 ( AFHEE)
5312 ( AFHEE)
5.5 (Available)

Cisco Digital Media

0.CSCur05628

5.3(6)RB(2P) ( AF TJHE )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur01180
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur00930
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02861
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02891
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05412
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05328
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur09315
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04504
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur03539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05628

Player(DMP)4310

5.4(1)RB(2P) ( AF A& )

CiscoA > O— Ry —/\
(DLS) (RHA— 2 )

0.CSCur09318

Shellshock-1.0.1 ( 9 XT®OHDBDS
Linux 5.xfA )
6.xEm) - /Ny FHNRATEE

Cisco Edge 300 Digital Media
Player

0.CSCur02761

EEOHD ) —AICEF/NY F
(V1.6.0)7 7 AIILABBEENTLVET

o

Cisco Edge 340 Digital Media
Player

0.CSCur02751

1.1.04
1.2 (2014%12H208 )

Cisco Enterprise Content Deliveryt;
—EA

0.CSCur02848

2.6.3 ( AFTHE)

Cisco Media Experience
Engine(MXE)

0.CSCur04893

3.32. ( AFHHE)

Cisco PowerVu D9190 Conditional
Access Manager(PCAM)

0.CSCur05774

1.1 (20154 A30BICAFAT&E )

Cisco Show and Share ( SnS )

0.CSCur03539

53.1 ( AFTHE)
53.7 ( AFTEE)
5.3.10 ( AFHEE)
53.11 ( AFHEE)
53.12 ( AFTJEE)
5.5 (Available)

Cisco StadiumVision Director

0.CSCur30139

StadiumVision:3.2 build 520(SP2) ( A
FHE)

Cisco StadiumVisionE/N 1 JLL 7R
_9_

0.CSCur30167

201 (EJILR1) (AFTHE)

Cisco StadiumVisionE/NM LA N
)—<

0.CSCur30155

201 (EILRT) (AETH)

Cisco TelePresence 1310

0.CSCur05163

1.9.8 ( AFHEE)
6.1.5.1 ( AFT8E)
1.10.8.1 ( AF & )

Cisco TelePresence Conductor

0.CSCur02103

XC2.4.1 ( AFETEE )
XC2.3.1 ( AFHE )

Cisco TelePresence Exchange
System ( CTX)

0.CSCur05335

1.3.0.4.2.0 (2014511 A78 )

Cisco TelePresence ISDN Link

0.CSCur05025

1.1.4 ( AFTHE )

Cisco TelePresence
Manager ( CTSMan )

0.CSCur05104

1.9.4 ( AFTHE )

Cisco TelePresence Multipoint

0.CSCur05344

18X (INYFT77A4IUNHY) )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur09318
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02761
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02848
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04893
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05774
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur03539
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30139
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30167
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur30155
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02103
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05335
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05025
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05104
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05344

Switch (CTMS)

1.9.7 ( AFHEE )

Cisco TelePresence Recording
Server ( CTRS)

0.CSCur05038

fesstEDH2 1)) —ATHAEATEER/N
YFT7T7A)N

Cisco TelePresence System 1000

0.CSCur05163

1.9.8 ( AFE T8 )
6.1.5.1 ( AFTAE)
1.10.8.1 ( AETAE)

Cisco TelePresence System 1100

0.CSCur05163

1.9.8 ( AFHEE)
6.1.5.1 ( AFT8E)
1.10.8.1 ( AF & )

Cisco TelePresence System 1300

0.CSCur05163

1.9.8 ( AF A )
6.1.5.1 ( AFTHE)
1.10.8.1 ( AFET4E)

Cisco TelePresence System 3000
Series

0.CSCur05163

1.9.8 ( AFHE )
6.1.5.1 ( AFTHE )
1.10.8.1 ( AFETH4E)

Cisco TelePresence System 500-32

0.CSCur05163

1.9.8 ( AFE T4 )
6.1.5.1 ( AF A )
1.10.8.1 ( AETHE)

Cisco TelePresence System 500-37

0.CSCur05163

1.9.8 ( AFHEE)
6.1.5.1 ( AFT8E)
1.10.8.1 ( AF A& )

Cisco TelePresence TE Software
(for E20 - Eol)

0.CSCur05162

415 ( AFTHE)

Cisco TelePresence TX 9000 Series

0.CSCur05163

1.9.8 ( AFHE )
6.1.5.1 ( AFTHE)
1.10.8.1 ( AFETHE)

Cisco TelePresence Video
Communication
Server(VCS/Expressway)

0.CSCur01461

X8.2.2 ( AFHHE)
X7.2.4 ( SEFATTEE )
X8.1.2 ( fEFA&E )

Cisco TelePresence > RiR4 > ~
(CVU—=X, EXZU—=X, MX>
)—X, MXG2>1)—X, SXZ1)
—X)BELI0M > FRYFNXIL

0.CSCur02591

5113 ( AFHEE)
6.0.4 ( AFTIAE)
6.1.4 ( AFTHE)
6.3.3 ( AF T8 )
721 ( AFETEE)

Cisco VDS Service Broker

0.CSCur05679

VDS-SB 1.4 ( 20145%12R18 )

A=Y NANY—=Z2YT
VDS-IS[H iFCisco Video Distribution
Suite

0.CSCur05320

3.3.10112 ( AF A48 )
4.0.0b157 ( AFAI8E )
4.1.0b036 ( 2015438 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05038
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05162
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05163
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur01461
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02591
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05679
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05320

Cisco Video Surveillance Media
Server

0.CSCur05423

(ZETBV)—RCENYFT7 4
IHABEATVET ),
7.6.0 (128158 )

Cisco Virtual PGW 2200 YV 7 N A A
W 9’.

0.CSCur05847

feBsEDHDIV)—AONYF 77
A )L R F AT &g

A

\ll

JART Y K ¥

—EA

~

A U9ZTRHB—-ER

0.CSCur05334

(ZETBDATLICRENY FHER
TIhTVERT ),

Cisco Common Services Platform
Collector

0.CSCur07881

Affected systems have been patched.

Cisco Intelligent Automation for
Cloud

0.CSCur05134

4.1.0.81287.195 ( AFAE )

SAADZA 754 7 IEE(LCM)

0.CSCur05242

Affected systems have been patched.

Cisco NetAuthenticate ( F2E )

0.CSCur05632

Affected systems have been updated.

Cisco Proactive Network Operations
Center

0.CSCur05856

(ZETBYATACE/NY FHER
EhTVET),

Cisco Smart Care

0.CSCur05638

1.13.2.1 ( AFETEE)

Cisco Universal Small Cell
CloudBase

0.CSCur05647

(ZMTBYATAICE/NY FAER
ENTVET ),

Cisco WebEx / — R

0.CSCur10599

(Affected systems have been patched.

Network Performance Analytics
(NPA)

0.CSCur05788

(ZETBYATACE/NY FHER
EhTVET),

Web Element Manager

0.CSCur09009

(ZREIBVATLLENY FHER
TNTVWEXT ),

Hm

Defect

Fixed releases availability

=7 FBFL

Cisco Video Surveillance Media
Server

0.CSCur05423

(BUTBVU—RIZENYFI7 4
IABAEENTVET ).,
7.6.0 (12A158 )

XYND=O FTTIT—>

ar, ¥y—eAX

BROTOESIL—>3Y

Cisco Catalyst 6500 Cisco ACE
Application Control Engine > 1 —
N

0.CSCur02931

TYTIL—RATZa>ICIo2LVTE
. TACIZEBLVEDbESEE L,

Cisco Application Control Engine
(ACE10 and ACE20)

0.CSCur07312

Ty TI9L—RAT>aico\WTik
. TACICBRELVEDhELSEE L,

Cisco Application Control

0.CSCur02195

(feBEHEOHD ) —AICHLTNY



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05423
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05847
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05334
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur07881
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05134
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05242
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05632
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05856
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05638
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur10599
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05788
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur09009
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05423
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02931
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur07312
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02195

Engine ( ACE30/ACE 4710 )

FHARBEIATVET ),
A5(3.1b) (118308, 148 )

Cisco Application and Content
Networking System ( ACNS )

0.CSCur05564

5.5.37 (128148 )

Cisco DC Health Check

0.CSCur09963

DCAF 4.0 ( AFH8E )

Cisco GSS 4492RZ7 O0—/N)LHY 1
LR

0.CSCur02747

4.1(3.0.7) ( AFHEE)
3.2(0.1.4) ( AFHEE)

CiscoNAC 77 2A4T A

0.CSCur03364

festEDHDV)—AONYF 77
A LA R AT &g

Cisco Smart Call Home

0.CSCur05551

fesEDHDIV)—AONYF 77
A LA R F AT &g

3.6 (Available)

Cisco Visual Quality Experience 3.7 (Available)
0.CSCur06775 _

Server 3.8 (Available)
3.9 (Available)
3.6 (Available)

Cisco Visual lity E i .7 (Availabl
isco Visual Quality Experience 0.CSCUr0B775 3 (vafabe)
Tools Server 3.8 (Available)

3.9 (Available)

Cisco Wide Area Application
Services ( WAAS )

0.CSCur02917

NYFT7A4I)E&, 44x)1)—RE&
521bTHEATEEXT,
5.0.3h ( AFTAE )
5.1.1h ( AFTEE)

5.3.5¢c (201451182508 )

XYRID—=UOBK

(60 DAV

F1UF 1 FNAR

Cisco ASA CX & Cisco Prime
Security Manager

0.CSCur01959

9.3.2.1 ( AFTHE)

Cisco Clean Access Manager

0.CSCur05566

festEDHDIV)—AONYF 77
A )L R F AT &g

Cisco FireSIGHT

0.CSCur05199

(ESEEDHD ) J—ARICK/INYF7
TAILNRAEENTVET ),
5.3.0.3 ( 2014511 H308 )
5.3.1.1 ( AF 8 )

52.0.7 ( AFT8E)

4.10.3.10 ( AFHEE)

Cisco ldentity Services
Engine ( ISE )

0.CSCur00532

1.3.0.876 ( AF AL )
1.2.0/8Y F12 ( AF A8 )
1218y F3 ( AFTHE)
1.1.3/8Y F12 (128148 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05564
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur09963
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02747
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur03364
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05551
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur06775
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur06775
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02917
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur01959
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05566
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05199
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur00532

1.1.4/)XY F12 (128148)

SAOARABHE AT A (IPS)

0.CSCur00552

7.1.9 ( AETHE)
7.3.3 (201518 )

Cisco IronPortBs S5t 7 7254 T >
A

0.CSCur02831

(feBEHEOHZD V) —-ALCRENY F7
FANEERATERY)

Cisco NAC Guest Server

0.CSCur05629

festEDHDIV)—AONYF 77
A )L R F AT &g

Cisco NAC Server

0.CSCur05575

festEDHDV)—AONYF 77
A LA R AT &g

Cisco Physical Access7— kU I A

0.CSCur05343

1.5.3 (15-Apr-2015)

Cisco Physical Access Manager

0.CSCur05357

152 ( AFHE)

Cisco Secure Access Control
Server ( ACS)

0.CSCur00511

A patch is available for vulnerable
releases.

Cisco Virtual Security Gateway for
Microsoft Hyper-V

0.CSCur05042

5.2(1)VSG2(1.2a) ( 145118308 )

2V KD

— o8 BEOE > a -y

Cisco Access Registrar7 7’24 7
> ACisco Prime Access
Registrar7 724 T 2 A

0.CSCur10557

5.x (
6.X (

Jnp  anp
[SYauaYay

AFTHE)
AFTHE)

Cisco Application Networking
Manager

0.CSCur06823

5.2.5 ( AETHE)

Cisco MXE> 1) —X

0.CSCur05088

3.32. ( AFTHE)

Cisco Media Experience
Engines ( MXE )

0.CSCur05088

3.32. ( AFHHE)

Cisco NetFlow Collection Agent

0.CSCur05232

BBEENHZIVI—AD/NYF 77
ALY FIAABE,
6.2 (201556418 A S RIATAE )

Cisco Network Analysis Module

0.CSCur05225

EEEOHBDV)—AONYF 77
A LRI AT EE,
6.2 (20156 A1HA S FIAAEE)

Cisco Prime Collaboration
Assurance

0.CSCur04820

10.5 (Available)
10.6 ( 2014%12A158 )

Cisco Prime Collaboration
Deployment

0.CSCur07766

A patch is available for vulnerable
releases
10.5.2 (2014512H318 )

Cisco Prime IP Express

0.CSCur05200

8.2.0.5 (20151H31H)

Cisco Prime Infrastructure

0.CSCur05228

A patch is available for vulnerable



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur00552
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02831
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05575
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05343
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05357
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur00511
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05042
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur10557
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur06823
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05088
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05088
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05232
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05225
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04820
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur07766
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05200
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05228

releases

212 (ERATEE)

Cisco Prime LAN Management
Solution

0.CSCur05125

INY FICKBLMS 4.2.5 ( 2014%F128
318 )

Cisco Prime License Manager

0.CSCur05098

10.5.1 SU ( AF AL )
10.5.2 ( 20145128318 )

Cisco Prime Network
Registrar(CPNR)Jumpstart

0.CSCur05136

8.2.2.1 ( AFTHE)
8.1.3.3 (2015514318 )
7.2.3.5 (2015%1H318)

Cisco Prime Network Services
Controller

0.CSCur05617

PNSC 3.4.1 ( AF &)

Cisco Prime —E A h&20O7{R*&
TFT2AT A

0.CSCur10723

PSC 10.0-R2 ( AFAE)

Cisco UCS Central

0.CSCur05093

1.2(1d) ( AFETEE )

Data Center Analytics
Framework ( DCAF )

0.CSCur09685

4.0 (RATEE )

1

FT R AT A FIZ— + (DMM)

\

0.CSCur03217

NYFRRRODV)—-ATHMHAETT
53 ~ 5.3.6

5.3.6_RB1 ~ 5.3.6_RB2

54 ~ 5.4.1

5.4.1_RB1

5.4.1_RB2

Local Collector Appliance ( LCA )

0.CSCur05780

2.2.6.1 ( AETEE)
227

XYRND—UOBREEEER

0.CSCur05794

MEEEDHDZIV)—ADNYF 77
AL R AT &E

Prime Collaboration Provisioning

0.CSCur04871

festEDHDIV)—AONYF 77
A )L R F AT &g

Unified Communication Audit Tool
(UCAT)

0.CSCur05121

Affected systems have been patched.

Routing and Switc

hing - Enterprise

and Service Provider

Cisco ASR 5000 1) —X

0.CSCur04507

14.0.23 ( AF AL )
15.0.24 ( AF AL )

ASR1k., ASR903. ISR4400,
CSR1000v [d i+ Cisco 10S XE

0.CSCur02734

15.4(2)S2/XE3.12.2S ( AF H4E )
15.4(3)S1/XE3.13.1S ( AF T4E )
15.5(1)S/XE3.14.0S ( 20155118
308 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05125
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05098
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05136
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur10723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05093
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur09685
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur03217
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05780
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05794
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04871
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05121
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04507
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02734

15.4(1)S3/XE3.11.3S ( 2014511 8
308)

15.3(3)S5/XE3.10.5S ( 2015518
318)

15.2(4)S7/XE3.7.7S ( 2015%2H27H

)

Catalyst 3k, 4k, AIR-CT5760, &
& T Cisco RF Gateway
10 ( RFGW-10 ) [+ Cisco 10S XE

0.CSCur03368

15.1(2)SG5/3.4.55G ( 20144511 A
218 )

15.0(2)SG10/3.2.10SG ( 2014412 A
318 )

15.2(1)E1/3.6.1E ( 2014411 H288 )
15.0(1)EZ5/3.3.5SE ( AFT4E )

Cisco MDS

0.CSCur01099

(feBEHEDHZD V) —-ALCRENY F7
FALFRABEEIhTVWET ),

Cisco Nexus 1000{R#B A —/N—/\ A
HED 1—)L(VSM)

0.CSCur04438

N1KV Vmware N1KV
5.2(1)SV3(1.2) ( 2014F11 A48 )
N1KV HyperV!) 1) —X
5.2(1)SM2(1.1) ( 2014512818 )

Cisco Nexus 1010

0.CSCur04510

5.2(1)SP1(7.2) ( AF &)

Cisco Nexus 3000/3500

0.CSCur04934

6.0(2)U5(1) ( AFTTEE )
6.0(2)U4(2) ( AFTTEE )
6.0(2)U3(4) ( AFTTEE )
6.0(2)U2(112) ( AFTIE )

Cisco Nexus 4000

0.CSCur05610

4.1(2)E1(1n) (2014512818 )

Cisco Nexus 5000/6000

0.CSCur05017

Gold Coast MR8 5.2(1)N1(8b) ( AF
AJEE )

Harbord Plus MR4(a)

6.0(2)N2(5a) ( AFHJEE )

lluka MR4 7.0(5)N1(1) ( AFTTEE )

Cisco Nexus 7000 Series Switches

0.CSCur04856

5.2(9a) ( AF#
6.1(5a) ( AF T A
6.2(8b) ( AF T #

Cisco Nexus 7000

0.CSCuq98748

6.1(5a) ( AF 1A
6.2(8b) ( AF WA
6.2(10) ( AF WA

) E)

) E)

) E)
6.2(10) ( AFE AL )
5.2(9a) ( AFTHE )
) E)

) E)

£)

Cisco Nexus 9000 A 1 ¥ F

0.CSCur05011

6.1(2)I13(1) ( AFET&E )

NxOS % 179 % Cisco Nexus 9000

0.CSCur02700

6.1(2)12(1) ( AFTJHE )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur03368
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur01099
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04438
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04510
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04934
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05017
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04856
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq98748
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05011
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02700

6.1(2
6.1(2

12(2) ( AF 8L )
12(2a) ( AF &L )
6.1(2)12(2b) ( AFTAE )
6.1(2)12(3) ( AF &L )
6.1(2)13(1) ( AF &L )

~— N N

Cisco Nexus 9000

0.CSCur02102

11.0(1d) ( AF AL )

Cisco OnePK All-in-One VM

0.CSCur04925

(AFHARE-RHE—O/N\NY FZEH
)

Cisco Quantum SON Suite ( Cisco
Quantum SON A4 — K )

0.CSCur05662

(FE2Z 5 AT A, 20155
2A1BETICNYFERERTITST
)

Cisco Quantum Virtualized Packet
Core

0.CSCur05662

(HEEZTDS AT A, 2015F
2AMBETICNY FHEAZZETITSF
E )

Cisco Service Control Engine 1010

0.CSCur05021

Cisco Service Control Engine 8000MD
NYFT774)LIE, 200011 H30H
FTICAFARICBDFETT,
NYFT77A4)LI&E, 2014F12H19H
& TIZCisco Service Control Engine
10000 CHIAATREICE D FETTY,

Cisco Service Control Engine 8000

0.CSCur05021

Cisco Service Control Engine 8000MD
NYFT77A4)I&E. 20006611 H30H
FTICAFARICAEDTFETT,
NYFT7 74, 2014F12819H
& TIZCisco Service Control Engine
10000 CHRIAATBEICE D FETTY,

CiscolR¥EAA Y F T Y TF—KT
x—=T%

0.CSCur12303

1.1 (Available)

Cisco Network Convergence
System ( NCS ) 6000 @ {7 10S-XR

0.CSCur02177

5.2.3 (2014512A31H )

5.0.1 ( SMUIX2014F11A31BICRIA
ARE )

5.2.1 (SMUIKZ2014F11A31BICRIA
ARE )

N=—TFTAITBERCRAYF T

-AE-ILEDRA

Cisco WAG310G Residential
Gateway

0.CSCur05525

TYTIL—RAT>aiio\WTlk
. TACICBRELVEDhLELSEE L,

Unified Computi

ng

Cisco Standalone v o 4 —/\
CIMC

0.CSCur03816

1.4(3xly) (2014118258 )
1.5(7d) ( 2014118258 )



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02102
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur04925
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05662
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05662
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05021
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05021
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur12303
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur02177
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur05525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur03816

2.0(3f/g) ( 2014%11 8258 )
2.0(4x) ( 2014%F11 8258 )
2.0(2x) ( 2014%F11 8258 )

Cisco UCS Director

0.CSCur02877

feBsEDHDIV)—AONYF 77
A )L R F AT &g

Cisco UCS Invicta7 7’24 T > A

0.CSCur05026

5.0.1.2 ( AF WA )

Cisco UCS Manager

0.CSCur01379

3.0(1d) ( AFmT#E )
2.2(3b) ( AFTEE)
2.2(2e) ( AFTEE)
2.2(1f) ( AFHEE )
2.1(3f) ( AFHEE )
2.0(59) ( AFEE)

Cisco USC Invicta> ') — X BE YR
—KNR—%Z)L

0.CSCur07304

5.0.1.2 ( AF WA )

Cisco USC Invicta> ') — X

0.CSCur04651

5.0.1.2 ( AF WA )

Cisco Unified Computing System B-
Series (Blade) Servers

0.CSCur05081

3.0.2 (201528158 )

Cisco Unified Computing System E
SU—=XTL—RH=N

0.CSCur05553

3.0.1 ( 201547 A1Z4tRIMA )

Cisco Virtual Security Gateway

0.CSCur95323

5.2(1)VSG2(1.2c) ( AF e )

Cisco Virtualization Experience
Client 6215

0.CSCur05844

(ESEEOHBIVI—RIZE/NYF7
FANMFRABEENATVET ),
10.6 (1518228 )

EEHLVIZT

TARIIZ1Z

r—2a> FNARA

Cisco Business Edition 3000(BE3k)

0.CSCur08462

FYT7TIL—RATavIZoOWTH
. TACILBREWAEDELSEZ L,

Cisco Emergency Responder

0.CSCur05434

NYF . ERATEE (AEOITNTD
CERN—2 3 8xICEMATEE )

9.x

10.x)

Cisco Finesse

0.CSCur02866

fesstEnH 2 ) —AICHLTNY F
774N EERATELRY

Cisco Hosted Collaboration
Mediation Fulfillment

0.CSCur05477

(ZEITBDIVI-ALBENYFTI74
IFRABEEIhTVWET ),

Cisco IM and Presence
Service ( CUPS)

0.CSCur05454

(ZETBUV—RICENYFT7A
IHFRBEENTVET ),
10.5.1 SU2 ( AF L)

Cisco IP Interoperability and

0.CSCur05245

IPICS 4.8.2
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Collaboration System (IPICS)

Cisco MediaSense

0.CSCur02875

9.1 ES ( AF &)

1058U (N FH') ) : BAR—K&
NTWBEEN/N— 3 OMSTH
ELET,

Cisco Paging
Server ( Informacast )

0.CSCur04834

9.0.2 ( AFHHE)

Cisco SocialMiner

0.CSCur02880

(ZETBDVI—RICENYFT7A
AHAEEATVET ).
10.6(1) ( 2014%128178)

Cisco Unified Communications
Domain Manager

0.CSCur01180

festEDHDIV)—AONYF 77
A LA R AT &g

Cisco Unified Communications
Manager ( CUCM )

0.CSCur00930

BHEEOHBDVI—ADNYF 77
A1 ILAFIA A BE,

10.5(1.11011.1) ( AF THE )
10.0(1.13012.1) ( AF THE )
9.1(2.13060.1) ( AF AT&E )
8.6(2.26147.1) ( AF AI&E )
8.5(1.17131.2) ( AF &L )

Cisco Unified Contact Center
Express ( UCCX)

0.CSCur02861

BBEENHZIVI—RAD/NYF 77
A ILA FIAABE,
10.6(1) (2014&12A38 )

Cisco Unified Intelligence
Center ( CUIC)

0.CSCur02891

BHEEOHBUU—RAONYF 77
A I RA A
CUIC 11.0(1) ( 201556 8301 )

Cisco Unified Quick Connect

0.CSCur05412

Ty TI9L—RAT>aico\WTik
. TACICBRELVEDhELSEE L,

Cisco Unity Connection ( UC)

0.CSCur05328

fEBEnHZV)—RAONYF 77
A LA FIAATBE,

8.6.2ES153 ( AF 4L )

9.1.2ES67 ( AFTHE )

10.5.1ES74 ( AF 8L )

8.5.1 (2014F12A# A )

EF74. ARNU—ZY. FLTZLEYR, BLEFRSYAI=F 12T FNAR

Cisco AutoBackupt—/\

0.CSCur09315

Shellshock-1.0.1 ( ¥ XT®MHDBDS
Linux 5.xF )
6.xH®m) - /Ny FARAAEE

Cisco D9036 Modular Encoding
Platform

0.CSCur04504

v02.02.30 ( AFT4E)
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Cisco Digital Media
Manager ( DMM )

0.CSCur03539

531 ( AFH8E)
537 ( AFH8E)

BE )
5311 ( AFHEE)
5312 ( AFHEE)
5.5 (Available)

Cisco Digital Media
Player(DMP)4310

0.CSCur05628

5.3(6)RB(2P) ( AF A&E )
5.4(1)RB(2P) ( AF A& )

CiscoX 7> O— RH—)\
(DLS) ( RHA—2 )

0.CSCur09318

Shellshock-1.0.1 ( ¥ XT®MHDBDS
Linux 5.xA )
6.xHm) - /Ny FHAFATEE

Cisco Edge 300 Digital Media
Player

0.CSCur02761

MBEMOHD U U—RICE/NY F
V16.0) 77 A LHBEEATVET

o

Cisco Edge 340 Digital Media
Player

0.CSCur02751

1.1.0.4
1.2 (2014125208 )

Cisco Enterprise Content Delivery
—EX

0.CSCur02848

2.6.3 ( AFTHEE)

Cisco Media Experience
Engine(MXE)

0.CSCur04893

3.32. ( AFTHE)

Cisco PowerVVu D9190 Conditional
Access Manager(PCAM)

0.CSCur05774

1.1 (201548308 C AF A4 )

Cisco Show and Share ( SnS )

0.CSCur03539

531 ( AFH8E)
537 ( AFH8E)

BE )
5311 ( AFHEE)
5312 ( AFHEE)
5.5 (Available)

Cisco StadiumVision Director

0.CSCur30139

StadiumVision:3.2 build 520(SP2) ( A
FHRE)

Cisco StadiumVisionE/N 1 JLL 7R
_9_

0.CSCur30167

201 (EILRT) (AETH)

Cisco StadiumVisionE®/N1 LA K
)—<

0.CSCur30155

201 (EJLR1) (AFTTEE)

Cisco TelePresence 1310

0.CSCur05163

1.9.8 ( AF A )
6.1.5.1 ( AFTHE)
1.10.8.1 ( AFET4E)

Cisco TelePresence Conductor

0.CSCur02103

XC2.4.1 ( AF W)
XC2.3.1 ( AF WAL )
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Cisco TelePresence Exchange
System ( CTX)

0.CSCur05335

1.3.0.4.2.0 (201411878 )

Cisco TelePresence ISDN Link

0.CSCur05025

1.1.4 ( AFTHE )

Cisco TelePresence
Manager ( CTSMan )

0.CSCur05104

1.9.4 ( AFTHE )

Cisco TelePresence Multipoint
Switch (CTMS)

0.CSCur05344

18X (INYFT77A4NLHY) )
1.9.7 ( AFHHE)

Cisco TelePresence Recording
Server ( CTRS)

0.CSCur05038

fessttEn$H 2 1) ) —ATRAAEZ/N
YFT7T7 A

Cisco TelePresence System 1000

0.CSCur05163

1.9.8 ( AFHE )
6.1.5.1 ( AFTHE )
1.10.8.1 ( AETH4E)

Cisco TelePresence System 1100

0.CSCur05163

1.9.8 ( AFET4E )
6.1.5.1 ( AFTAE)
1.10.8.1 ( AETHE)

Cisco TelePresence System 1300

0.CSCur05163

1.9.8 ( AFHEE)
6.1.5.1 ( AFT8E)
1.10.8.1 ( AF A& )

Cisco TelePresence System 3000
Series

0.CSCur05163

1.9.8 ( AF A )
6.1.5.1 ( AFTEE)
1.10.8.1 ( AFET4E)

Cisco TelePresence System 500-32

0.CSCur05163

1.9.8 ( AFHE )
6.1.5.1 ( AFTHE)
1.10.8.1 ( AFETHE)

Cisco TelePresence System 500-37

0.CSCur05163

1.9.8 ( AFE T4 )
6.1.5.1 ( AF A )
1.10.8.1 ( AETAE)

Cisco TelePresence TE Software
(for E20 - Eol)

0.CSCur05162

415 ( AFTHE)

Cisco TelePresence TX 9000 Series

0.CSCur05163

1.9.8 ( AF A )
6.1.5.1 ( AFTHE)
1.10.8.1 ( AFET4E)

Cisco TelePresence Video
Communication
Server(VCS/Expressway)

0.CSCur01461

X8.2.2 ( AFTHE )
X7.2.4 (EATH

Cisco TelePresence L RiR14 > &
(CYU—K. EXIU—K, MX
)—RX, MXG2>1)—X, SXZ 1

0.CSCur02591

£ )
X8.1.2 (T )
)

51.13 ( AF T8
6.0.4 ( AF A

)
6.1.4 ( AFTAE)

<]
B
<]
B
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—Z ) BET0AVFRY FINRIL

6.3.3 ( AF &)
721 ( AF8EE)

Cisco VDS Service Broker

0.CSCur05679

VDS-SB 1.4 ( 20145%12R18 )

AR —ZFXYNARNY—Z20Y
VDS-IS[H] i} Cisco Video Distribution
Suite

0.CSCur05320

3.3.1b112 ( AFTHE )
4.0.00157 ( AF )
4.1.00036 ( 2015538 )

Cisco Virtual PGW 2200 YV 7 N A A
Y F

0.CSCur05847

festEDHDIV)—AONYF 77
A )L R F AT &g

A

JARTY K4

—EX

A IVZTRHB—-ER

0.CSCur05334

(ZREIBVATLLENY FHERA
TNTVWET ),

Cisco Common Services Platform
Collector

0.CSCur07881

Affected systems have been patched.

Cisco Intelligent Automation for
Cloud

0.CSCur05134

4.1.0.81287.195 ( AF THE )

SAADS A 7H A 7 ILEELCM)

0.CSCur05242

Affected systems have been patched.

Cisco NetAuthenticate ( 23k )

0.CSCur05632

Affected systems have been updated.

Cisco Proactive Network Operations
Center

0.CSCur05856

(ZMTBYATAICE/NY FAER
ENTVET ),

Cisco Smart Care

0.CSCur05638

1.13.21 ( AFHHE )

Cisco Universal Small Cell
CloudBase

0.CSCur05647

(ZETBYATACE/NY FHER
EhTVET),

Cisco WebEx /— R

0.CSCur10599

(Affected systems have been patched.

Network Performance Analytics
(NPA)

0.CSCur05788

(ZREITBVATALLENY FHEA
TNTVWEXT ),

Web Element Manager

0.CSCur09009

(ZETBDATLICRENY FHER
TIhTVERT ),

fesEtEEATVWEVLC &A1

A

chiHm

FE CRDVARNIG, BFEEFBAELERAN (PEY-—NRERRENS ) I, BFEESD
AVARN=NUVEARL—FTAVIIATLEEEICAVARN—IITBRZEZBNELESR
AOTF77VT—232HFE8FEATVET, ChSORFETR, JAOAREAMIVARN—I)IEh
TWBRARNARL =T AV I AT ATREENZBashZ TN ZEATEXRT, ChsD>
AORBICRZIN—I IV OBashHEEEEFNATVEVES, COMBUEOREEZZ TS
ERBYVERBAN, ARL—TFTAVIATLOR A —OHEREEHE —ROBEARL —T 1
VODATLAEFIVTADORARNTZI9TARAE 2T, RARARL—=F A2 I AT A
DAVARN—)LZHE L., CORBELCHNTEIEHICHXERTYTIL—RERITITSRL

ZHEBOLET,
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RODAARBRERDHERTHY ., COMBUEORKEZZTREA,

=7 EFLA

» Cisco Prime Network Registrar ( CPNR )
« Digital Life RMS#& &k U Cisco Broadband Access Center Telco Wireless

Collaboration and Social Media

Cisco MeetingPlace

Cisco WebEx Meetings Server(CWMS)
Cisco WebEx Node for MCS

Cisco WebEx Social

IVRRAVNDTATONEDTATNYTRNDIIT

» Cisco IP Communicator

» Cisco Jabber Guest 10.0(2)

» Cisco NAC Agent for Mac

» Cisco NAC Agent for Web

» Cisco UC Integration for Microsoft Lync
+ Cisco Unified Personal Communicator
» Cisco Unified Video Advantage

XYRND=O TF7)Tr—>32, Y—ER, $rOT7I7EIL—3>

» Cisco BREEFXFIVTA FTSAT 2 A(ASA)VYTRDIIT

» Cisco Extensible Network Controller ( XNC )

« Cisco Firewall Services > 1—JL

» Cisco Nexus Data Broker Cisco Extensible Network Controller(XNC)
+ Cisco OpenflowIL—> T b

s ATV H—ERXRARAYTF

XY RND=O8BKVITY £F1UT1 FINAA

Cisco ASA Content Security and Control ( CSC ) Security Services Module
Cisco Adaptive Security Device Manager(ASDM)

Cisco Content Security Appliance Updater Servers

Cisco Email Security Appliance (ESA)

Cisco Ironport WSA



« CiscotzF*a1VTF1EBTTZA4FT A (SMA)

XY RND—08®BETOED3ZVY

» Cisco Connected Grid Network Management System
» Cisco Insight Reporter

» Cisco MATE(MATE Collector, MATE Live, MATE Design)
» Cisco Media Gateway Controller Node Manager
» Cisco Multicast Manager

« CiscoxY ND—JL V&

» Cisco Prime Access Registrar

» Cisco Prime Analytics

» Cisco Prime Cable Provisioning

» Cisco Prime Central for SPs

« Cisco Prime Data Center®¥Y N —UNZR—> +
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