Cisco
|OS4, Y af-af 4,14, 83, tafzaf«af @a,af£a, 'af af%oa.

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2014-

Hi gh 20140924-mdns 3357
A @a...~é—xe—Y : 2014-09-24 16:00 CVE-2014-
af @afvaa, afsaf 1.0 : Fina 3358

CVSS4,14,%4,¢: 7.8
&76€¢¢- : No Workarounds available
Cisco af €4a,° ID : CSCul90866 CSCuj58950

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

af7af«af @4a,3f£3,af af%oaf;3,nafaf@asiaf 3,3, 'aftaf (MDNS)=e©Yef»3€®Cisco
10Sa,%2af+af"a, | 5,83,CA@YeL..5€«3€ 3€Q@MDNSAFS, +affaf s, at lc@TAQO™E 65 a@«xe-ja@®e,TaV
¢ Cisco
|OSA, Yoaf«3f "4, 13 85 ¢a@ ®MDNSSE, %3435 3, | é,§é,néQ«éQéé@‘é,<§fiéfCéfﬁfﬁf%é,‘é@@é,,Té%J_r
« Cisco |0S5, Yafaf 4, |5 83, ¢a@ ®mDNSE,*af4af 3, ! é,§é,né0<<é@§é@’é,<DoSé,,Té%J_rae€§
8,-8153%6¢ 3€"3,(E3,%0d@®e,Tal+xe€85@«a %At a@™a,3,%afaf"3,|4,83,¢a, caffaf—astafnas a, s

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20140924-mdns

a8 TY4820148Y 9aa08 245e—¥5€@ ®Cisco

10S3,%af+af"a,!4,83,¢3,»3,af¥afaft3,£3,¢af%0af@4a,2a,9afaf @af?af%odf«a...~é—3@«3@ FE£Q63»1.
Security

Advisoryid@ Ea@«3€33,E3€@ | 3€,5@%3QO™A€,Q™IQP'3@ | dOB®F,Caf%0afQa,135,93f5€ F€@Ci
10S3,%%af-af"a,4,83,Ca@®e,Ta%+te€83@«3 %43t d@—3@ | 3,3 @NIQP™IE,3€3€...8@B®A...~é-AEf
Event Response: Semiannual Cisco |0S Software Security Advisory Bundled

PublicationZ€€ 3, 3€,¢...80 9—3€@ | QO QIO 33 ,3E,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP sepl4.html

€025 e£Y23" @

&, T/t e€85@®a@,a,<e£%23" @


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140924-mdns
http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep14.html
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCul90866
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuj58950
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3357
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3357
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3358
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3358

€023+ 3@ ™3,<Cisco 10S3,%.afaf"a, : 5,83,C393%43€Y3€ Cisco IOS
XE3,2af5f°3,13,84,¢3,4@Ye|Fa@—3€@ | 5€,3,<3,-3,'3,35f1af 3,03, 39 «3@ &, 13%+€83€@ES™AC
10S3€53,"3€3Cisco I0S XE&,%af+af "3, 13,83,C3@83€¢ a€@Cisco
mDNS&,2af%afa, ! 5,83, neOVYef3€ aftafd,03 f«af“a0§aeoe%oa51a@«a@aaéfaé 2€9,09%3¢

Cisco |0Saf 14 €3,23,'3a€©%43€Y3€ Cisco I0S

XEdftaf@a,na,'a@EMDNSAfa, taffaf a,'dt| c@1a@™a 39 aQO0IQPTaHE,'a 1 ¥IQO™I IO «a O
show ip socket3€€ show udpaE@3€%43€Y3€  show control-plane host open-

portsd,’' ¢™Mog| (Ea@ —3 @%@ ™AE€,81°85,3 @ «af@afhaf UDP
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<#root>

Router#show ip socket

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 --listen-- 192.168.0.1 67 0 @ 1 @

17 --listen-- 192.168.0.1 68 0 @ 1 @

17 --listen-- 224.0.0.251 5353 0 0 1 0

Router#

Router#sho udp

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 224.0.0. 251 5353 --any-- 5353 0 0 1000021 O

17(v6) FFO2::FB 5353 --any-- 5353 0 0 1020021 O

Router#

Router#sho control-plane host open-ports
Active internet connections (servers and established)

Prot Local Address Foreign Address Service State
tcp *:22 *:0 SSH-Server  LISTEN
tcp *:23 *:0 Telnet  LISTEN
udp *: 5353 224.0.0.251: 0 I S host service LI STEN

Router#
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<#root>

Router>

show ver si on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), 15.2(4)M5, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Fri 13-Sep-13 16:44 by prod_rel_team
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I--- Deny IPv4 mDNS traffic to a device

access-list 150 deny udp any any eq 5353

I--- Permit/deny all other Layer 3 and Layer 4 IPv4 traffic in
I--- accordance with existing security policies and

I--- configurations. Permit all other traffic to transit the
I--- device.

access-list 150 permit ip any any

I--- Deny IPv6 mDNS traffic to a device

ipv6 access-list v6_list
deny udp any any eq 5353

l--- Permit/deny all other Layer 3 and Layer 4 IPv6 traffic in
I--- accordance with existing security policies and

I--- configurations. Permit all other traffic to transit the
I--- device.

permit ipv6 any any

I--- Apply access-list to all interfaces (only one example
1--- shown)

interface fastEthernet 2/0

ip access-group 150 in
ipv6 traffic-filter v6_list in

8, 8f3Af Afafvaf« Af—Aaf-afvAf: f @asa, aF3,°
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1053, 1545353, ! 8,85, C 38 551%3,112.0S3€12.25X3€€12.255€ 12.3T3€ 9 12.45€ 95053, 36°12.41

&j8@®COPPI@®I%4a@ I€Q@UDPISf@aSf14AS 53534,a®»a..." 3@ a@™a af afOaf-a,£affa, a€<a, %o

I--- Match IPv4 mDNS traffic with permit statement

access-list 150 permit udp any any eq 5353

I--- Permit (Police or Drop)/Deny (Allow) all other Layer3 and
I--- Layer4 IPv4 traffic in accordance with existing security policies
I--- and configurations for traffic that is authorized to be sent



I--- to infrastructure devices

access-list 150 deny ip any any

l--- Create a Class-Map for traffic to be policed by
I--- the CoPP feature

class-map match-all drop-udp-class
match access-group 150

l--- Create a Policy-Map that will be applied to the
I--- Control-Plane of the device.

policy-map drop-udp-traffic class drop-udp-class drop

I--- Apply the Policy-Map to the
I--- Control-Plane of the device

control-plane service-policy
input drop-udp-traffic

4 S8"a@®CoPPI@Q®E33 @839 aE@Access Control List
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policy-map drop-udp-traffic
class drop-udp-class
police 32000 1500 1500 conform-action drop exceed-action drop

3 1V/458,-8,14,%8€ 83 @ A€ QIPV6AF afOAaSf3,£3ffa, " 3@®COPPIQ®I°73.. ¥3€ =/ 4Y 39—3€ 3¢

COPPaOY ef 3@ ®e " a®33Q "aY2 (" - d@Re0 (39« iPrie,i® 3@ €O
http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html &€ 53, 5€3
http://www.cisco.com/en/US/docs/ios/12_4t/12_4t4/htcpp.html 5€p«3€p,3,<3€ZControl Plane Policing
Implementation Best Practices3€€3€53,"3€°3€ZControl Plane

Policing3€ 94, 4€,C.. 559 —39 | 50930 39°39,3€,

Cisco Bug ID CSCum5102859®3; ®ef 3@ ES@«39 %3, E3€ | 3€,3,<Cisco I0S3€53,"a€3Cisco
I0S XE3,%.af-af"a, ! 3,83,¢afafaf1a,'a@83€¢ a€€ no service-routing mdns-
Sa, 38 781 38f %odf ©F, vAf 38, uaf3a, (Af Vaaf+8 88 08 Y(CLI)E *af af v.af @af«a,2af3af+a,£3,®af¥as-af1ad, aF8af3(

Cisco
|OS3, Y5af+af "4, 13, 85, ¢a@ ®MDNSAfiafcaffafiafua, a@®e,1al%+x€83@«3@ F€Q@x-ia@®e™a"Yafia,«é


http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/en/US/docs/ios/12_4t/12_4t4/htcpp.html

CLA@eNha@sa,nafMasas” afzaf@asfaa, aft

&, T8/+aeE85€ ®3€,4,« Cisco I0S af+af@a,na,'a S3€83€@Tool Command

Languagei’s"TCLi%%03 €@ «aY°a @ ¥I @ @ Cl, 323133, naf™afaf"

af73f@afa, AFEIT EEMiYi%0af @afa, af 18,8 O¢" 4@™34, 3@ €99 3@ ®e,13%+2E839«3, 4O L
3,af¥af

3,14,83ff3,3,2"8" Vi@ —3@ | 5€Q2reITEIOP™E 9 "IQ IO EIQSIQPQIQUIO™MIEIP TOBIf @
10Saftaf€a,na,'a@®3,naf35,:af14af+3,85,08,'8, 0 Fe | -3@—A€@ 3, na5,:af1kaf+3,85,08,"4.. ¥85:5, 5 ¥
10S EEM

3O EIQ"3QB®E,T3%+eE8a€«d, 3,3 @2LEOC" 3OPIQ &f/22e€83, el IFQP™iAQP FEQIQP &

Tcl3 15, af%af—af ¢ a€@x-ia@®afafra, a@®a€ECisco Beyond: Embedded Event
Manager (EEM) Scripting Community3€ @ a€<a,%0af€3, | 3fafaf1af %03 @83 Q@ @I @I Q™AE,
https://supportforums.cisco.com/docs/DOC-19337

5O NIQPYIEQX-3QB®IFIFE, 3¢ «3€,3,«Ciscod,»3,af¥afaft3,£3f-3F3,°5@®FEECisco I0S
Queue Wedges Explained3€ €3, 3€,¢..80 90—3€@ | Q@I 3©°3©,3€,
http://blogs.cisco.com/security/cisco_ios queue wedges explained/

af@affaf as afiha, at..a@®Ciscodftaf€d,nd,'a@«eQ@O¢" 3@ efa@a»-a@®¢ O Ec-aQ@«a@QPra
&€,

d,®acfxa@¢a,2afaf " q,,4,8a,¢

A 14Af+af 3,5 85, A ®3, CAFFAf—&,°af~af1ha %03, Rrced 73O™E & 39 5O 3O
http://www.cisco.com/go/psirt 5@ ®3,-3,'3,2 a,»3,af¥afafta.£

5.¢af%03f €318 15 5€Q8; cec'aEQ IS, 3Q3EE3YYIQ®S, Caf14d «8,naf-5, IEQIUECISEQ®E,CE
3,%a8f%3f¥af%3, 38313, ¢C°°QIiQ—3iQ | i QQIO 30°30.3€,

50,3953, FI@®3 3@ 3, 3€@35,Caffaf—a,°af-af1haf%o3@™a,3ftaf@d,13,'5 @« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi%%od, i @—3 Q@ @3€ ¥, 30— | é0,,é,<éfiéf3éf’réf§éf3é,1éf—éféf@é,néﬁéf%éée

Cisco |OS & WAAfaf 4,13, 83, ¢

5,-8,15,%€ 3€©3©Sa®Cx§ 3€ECisco


https://supportforums.cisco.com/docs/DOC-19337
http://blogs.cisco.com/security/cisco_ios_queue_wedges_explained/
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=35023
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

10S3,%afaf°4,!5,83,C3@®¢,1a%+20€83@®A12+EY; 3,09 —39'3,«0@ &f1€83,/3 nae-39™5,3QY3,4
|0S Software Checker 5€«3,°3,53€ @ x-d@®3,;3,'3, 3,/4RVe|FiQ85QQIQ%IQ™IE,

* af%oafaf faf—af€a, af?

af i af Af¥afv.a€p <3, %odfaf af1sa,'a, 6 € 2573 Q™3 A @ SE @ afafhd, «af«

5,°3,"af13f 3€<3,%03f4,3,08f«3,'d,CAffaf—afaf1haf%od @™a Q3@ 39«3, IQLIQ | € Qrnc
« show version &,38f7af3af%.a€ ®a1°aS»>a,'af,afhaf«3 P 5esfe7 @A ™a ¢
o DY¥&%QPIP«A.. 6393, FIQPYIO™IQ'3€ | 3®Cisco Security

Advisories3€ @ c%o0'aR33Q®S...~é- A€ Q39 %I PYIO 20158V 90" 3@ RIfF@ 35 %0af«d...~E~

50"3Q®f,afhif«3Q 363,74, iFae5,EaQVE, 1hafaF 3, 5,85,CaFAPEfS, aQ«a12EY:E, 8756
Security Advisoryd€ “a€€a€,Cisco Security

Advisoryi@®aQ@™i@'i@ | a@®e,131+xe€83,'4; RReLIQ™ME €], d Qi@ ,afafaf1a," (AE€EFirst
Fixeda€€)a,'c%0'a®S3Q—3@33Q™AE, 3;..6 | QAP «A; LIQP 3@ | 3€QE| (1393, Ei@ | 59,3,39
First Fixeda€@)a, e;"a@-a, Ea@1a@™a€, CiscolOS Software

Checkerd@«3,¢3, a,»3,'a@™a,«<3@3€Q@r-j3@®if3,£3f14af«af%0d@«Cisco

10Sa,%2af+af"a, | 5,83,¢afafaf%a,5,'3..¥8539—3€ | 3€QIQ"IQPRIfQAf 3 %0af«A...~E—F PRI, 4

(89/xiY/815.1(4)M2)3E,

Check

Cisco |OS XE & 144f+af 4, 4, 84, ¢

Cisco IOS XE
5 Y58f+8f 4,15 84 ¢A@ I€QIQ"aQBL TR-M3Q8xS..8 +é—«(r°a@3,EIQYe, 1a1te€83Q9B®E+EY:E,'

Cisco 10S &, V48f+4f "4, 5, 83, ¢ af2afeafy.4, 15€ 3€® Cisco 10S XE &,1,3f+3f°4,'4,84,¢
afafafha, a@®afzaffaf'ara, 3@ «39ni@, i€ 3¢ 3€QIEE Cisco IOS XE 2 Release
Notes3€@ 3€@3E€E Cisco |0S XE 3S Release NotesA@ 3€ @36 53,"3€@>3€E Cisco |0S XE 3SG
Release Notes36€3,'8€,C..839—3€ | 39 Q3@ 3€:39,3€,

i CISC?'SSNXEN First Fixed
AYALA[ BB @A E,ESOTewees 6863 AP A, %0 | 0S5 13 f35"5.
°a, 4a, 174 ’ C ’
afeafearya,: o : !
2.1.x 8, T&Y/+aE83@ 3@ — 8, 18Y/oe£85€,3,5
2.2.X 8, &/t aE859° 3@ — 8, 1&/-aeE85€,3,5
2.3 &, T8/t xE859 3 @ — &, T8/ raeE85€,3,5



https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
http://www.cisco.com/en/US/docs/ios/ios_xe/2/release/notes/rnasr21.html#wp2310700
http://www.cisco.com/en/US/docs/ios/ios_xe/2/release/notes/rnasr21.html#wp2310700
http://www.cisco.com/en/US/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_sys_req.html#wp2999052
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_24726.html#wp2570252
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_24726.html#wp2570252

2.4.X

8, TadY/taE8539 3@ —

8, 1&/-aeE85€p,3,5

2.5.X

&, T&Yt L8539 —

8, 1&/ceE85€,3,5

2.6.X

&, T&/¢a£88@°3 @ —

8, &Y/ -aeE85€p,3,5

3.1.xS

&, 1Ayt aE8E9°3 O —

8, 1&/eE85€,3,5

3.1.xSG

e, TVt aeE85@ 3 @ —

&, 1Y/ oE850 5 €

3.2.XS

&, 1Yo 559° 5 —

8, 1&/-eE85€,3,5

3.2.xSE

e, TVt e85 3 @ —

8, 18Y/oe£85€,3,5

3.2.xSG

&, Ta/c- o839 °3 @ —

&, 18/ aE859°5 €

3.2xX0

8, 1a/coE 5805 O —

&, T8/t et 5595 €

3.2.xSQ

&, T3/ e85 3 @ —

&, 18/ L5395 €

3.3.xS

&, 1Y/t 559759 —

8, 1&/ceE85€,3,5

3.3.XSE

3.3.2S5E

3.3.2SE

3.3.XSG

&, T&/ o889 °3 @ —

8, &Y/ -aeE85€p,3,5

3.3.xX0

3.3.1X0O

3.3.1X0O

3.3.xSQ

&, T3/ e85 3 @ —

&, 18/ L8595 €

3.4.xS

8, 1a/c o580 °5 O —

8, 1&/ceE85€,3,5

3.4.xSG

&, 13/ eE839°3 ©—

3.4.4SG

3.4.xSQ

&, 1Y/t 559759 —

&, TaV/rt o853 ¢

3.5xS

8, 1/ a£850° 50—

8, 1&/-aeE85€,3,5

3.5.xE

3.5.2E

3.5.2E

3.6.xS

&, 1Ayt aE8E9°3 O —

8, 1&/eE85€,3,5

3.6.XE

e, TVt aeL85 @3 @ —

&, 1Y/ oE850 5 €

3.7.XS

&, 1Yo 559° 5 —

8, 1&/-ceE85€,3,5

3.7.XE

e, T/t o853 @ —

&, 14Vt aE550°5 €

3.8.XS

&, T3/ o839 °3 @ —

8, 1&/-aeE85€,3,5

3.9.xS

8, 18/ o580 5O —

8, 1&/ceE85€,3,5

3.10.xS

&, T3/ e85 3 @ —

3.10.4S

3.11.xS

3.11.1S

8, 1&/ceE85€,3,5




3.12.xS @, TaV/t o832 3@ — &, &Vt a£85€°3 €

3.13.xS &, T8Vt aE 833 €@ — 8, TaY/ o833 €

Cisco |OS XR & Y4ifeaf 4, 14, 84, ¢

Cisco |OS XR3, Y58f+4f 5, 15,85, ¢3¢ a€€2014a" 9”@ ®Cisco
10S3a,%af+af"a, | 3,83,C3,»3,af¥afafta,£3,Ca3f%0af@ 3,13, 93 3f@arlaf%oaf«a...~é—3€83...~é—3¢3,d

s [+ 3PN e oo .o ~ ee O [+] - .o

a@xefa O¢" a%«a%«ae a..~a%hec™oe;

Cisco Product Security Incident Response

TeamiVs PSIRT Y2039 83€ a€@xe-3,¢(af%iaf€@a,n3 N3 @« "e%%id@ 3, Ei¢ | 39,3, @, Taltet
59"3,E3,%03Q®e,T8%+0€83@ at...8f &% 2Y»3 3@«C™e 3@ +3,EIQHIQP—IQYIE,

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20140924-mdns

o' 1e", At ¥ee

afeafa afsafs

10 20148" a8 24ce—¥ | { @ 3>Z24...~é-af*afaf%a,’

d'C¢" elO¢ .,

ae0ed, Caf %odf €3,03,95°5@ ¢,i8, 98 %hIQPRS, IQOPIQ IQO—iQ IO QP OIWIO—3€  3653,55¢
e0e-3,Caf%03f 3,8, 9373 ®ef...8 +t3€53, 493338, 3Q®ai (" Q@ «é-CAP™E @2 I YB3 €
3ONIQOVIEHE, 3,350 20e-df%03,Af¥AfiaFPAf 3@ ®AT..AR'E,8°°8'SA 3@ —a @ «an%oz> 3P —Aa€
a3, CAf %oaf @ 3,03, 053 @@ "8;°81.. . AR5 Q«E-CAP—3 | =f..4 +6..€4;i3€® URL

3,/ CRQPCYiQ—iIfQIP («IP®e»(2Y%0d,, 2, 33, 2-1IQP—3QYa 49 € QI (nUIYP TR
3O "3Q®Af%03,Af¥aF3Faf 3@ ®eSf..3 +t3@ 3€94,3,'3,6f 15" QIO B, AP af%0af | AF143, 98,8 Y4l il


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140924-mdns

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



