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Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20140226-pi

åˆ�å…¬é–‹æ—¥ : 2014-02-26 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2014-03-13 19:31

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 9.0

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCum71308

CVE-2014-

0679

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140226-pi
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:S/C:C/I:C/A:C/E:POC/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum71308
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0679
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0679
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCum71308( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and 
Exposures(CVE)IDã�¨ã�—ã�¦CVE-2014-
0679ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€� 
http://www.cisco.com/go/psirt ã�®ã‚·ã‚¹ã‚³ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�å¿œç”ã€�ã�Šã‚ˆã�³é€šçŸ¥ã�®ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„ã€�å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ä¾µå®³ã�®å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum71308
https://sec.cloudapps.cisco.comRPF/register/register.do
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
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Bug ID CSCum71308ã�®ä¿®æ£ã�¯å�«ã�¾ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚  

NCS1-2-1-12/admin# show version  
 
Cisco Application Deployment Engine OS Release: 2.0 
ADE-OS Build Version: 2.0.1.038 
ADE-OS System Architecture: x86_64 
 
Copyright (c) 2005-2010 by Cisco Systems, Inc. 
All rights reserved. 
Hostname: NCS1-2-1-12 
 
 
Version information of installed applications 
--------------------------------------------- 

http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-release-notes-list.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-release-notes-list.html


 
Cisco Prime Network Control System 
------------------------------------------ 
 
Version : 1.4.0.45
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Bug ID CSCum71308ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
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Cisco Application Deployment Engine OS Release: 2.0 
ADE-OS Build Version: 2.0.1.038 
ADE-OS System Architecture: x86_64 
 
Copyright (c) 2005-2010 by Cisco Systems, Inc. 
All rights reserved. 
Hostname: NCS1-2-1-12 
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Downloads Home > Products > Cloud and Systems Management > Routing and Switching 

Management > Network Management Solutions > Cisco Prime Infrastructure  
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install PI-CSCum71308-0.tar.gz <Repository Name>ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¾ã�™ã€‚  
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Infrastructureã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.4.0.45ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‘ãƒƒãƒ�é�©ç”¨æ¸ˆã�¿ãƒ‡ãƒ�ã‚¤ã‚¹ã�‹ã‚‰ã�®ã‚‚ã�®ã�§ã�™ã€‚Cisco
Bug ID 
CSCum71308ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�¯ã€�å‡ºåŠ›ã�«ã€ŒSecurityFix_CSCum71308ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�Œå�«ã�¾ã‚Œã‚‹ã�“ã�¨ã�§ç¤ºã�•ã‚Œã‚‹ã‚ˆã�†ã�«é�©ç”¨ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
 

pi146/admin# show version 
 
Cisco Application Deployment Engine OS Release: 2.0 
ADE-OS Build Version: 2.0.1.038 
ADE-OS System Architecture: x86_64 
 
Copyright (c) 2005-2010 by Cisco Systems, Inc. 
All rights reserved. 
Hostname: pi146 
 
 
Version information of installed applications 
--------------------------------------------- 
 
Cisco Prime Network Control System 
------------------------------------------ 
Version : 1.4.0.45 
 
SecurityFix_CSCum71308 VERSION INFORMATION 
----------------------------------- 
Version     : 1.0.0                             Vendor: Cisco Systems, Inc. 
Build Date  : January 23 2014  01:24PST
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URL
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


