Cisco Unity Connectiona@®Internet Message
Access
Protocola€ «a®Sae'a,«DoSe, talatae€s

&, Caf%oaf€a,ma,faFsasnlD : Cisco-SA-  CVE-2014-
M edl u rﬁ0140110-CV E-2014-0664 0664

& @a..~é-<xe—Y¥ : 2014-01-10 21:21

df @afvaa, afsasf 1.0 : Fina

CVS&4,14,%4,¢ . 6.8

&76€¢¢- : No Workarounds available

Cisco af@4a,° ID : CSCul49976

B Yoee-P73«d, " a,<ef...4 13@ A€Pete°7a9«a, a,«aZYR-13QPREGZA...~a11 a4
Al

£1 el@

Cisco Unity Connectiond@®Internet Message Access

Protocol(IMAP)x©Yef»a@®e, Tal+r€8i€«3, 3,S3€@e @8 %3¢ 3, E3@YaFafCafuif 3@ ®x"»x"]

Unity Connectiona,pafaf€a€8100

%é@@CPUéVzgg”"gZié,’é%-é@@ép-é0”50—5%:05,péf%éf"éﬂé ! "é®3(DoS)g§1]ae...<é,’é%-é@0ép-é®

&' »E fe€...a¢ a€@Cisco Unity

Connectiond,pafiaf @ a€ «c%o'a®33 @ ®IMAPE 578138 %03,'C™&|EIQ™E, I Q"3 3«3, 5,556 3
Unity

Connectiona,uaflaf@a@®CPUAY::C" /15,6« 3,95,3@ &f1he€83@E3€,5,559%IQ™IE,

5,-4,14%5@ a€@a,»3,af¥afrarta, £e€3cYYa@se, 1a%+e€ss, (¢’ QIQP—a€9a, Laf-af 3,1 4,85,¢3,¢affa
d@"3@®e,Ta%+e€83,3,73, 3,'af—afa,paf a@™M3 I Q«I@ AEQx"»x'feE...aQES ;af 18, affaf affa;

58,18,%€@ CVSS3,'3,%3,C5,6€559 759 | 5€@2OVef):8 @@L OC" 3,813 %039 ES"dce Q™5 3"
e028Y7" efYA" @

&/+6Y ¢34


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:S/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCul49976
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0664
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0664

Q—é@’é,<é£1/zé“0§.f0<‘§f%é,,§f§§f3§0®é®CE<’3... "a@fafa,'af i@«i@rie, i@ 3@ a€@Cisco
Bug ID CSCul499763,’ 3€,C...839—3@ | i@ Q3@ 3039 ,3€,
& TVt eE83@RaQ,a,<e£-3" @
59 "3@®3,CAfOAfUIf 3@ Frrfd @@ «d..é—3€+3,E3QYa™,'3983€ a€@Cisco
Unity
Connectionaf@afsa, 3f83f29.1(2)a»¥3%0 @@ «3@ &,Ta%+x€83@Ea"ae 3@ —39 |39,393%43Q

Unity
Connection3@®ax-"3€@—3€,afafPaf13,'3€«3,,8, 1a%+tr€83@E3"ace 3@ ™3, 3@ &f1hr€83@E

&, T&Y/-oeE8s, 49 «a,"3983€,30%3€,30"309 39 ECLe*Qi93,EFQPYeLL"©
3@ ®3,3,3,3ef 13" 99«59 530,3€ : FO"3O®3,Caf%af@a,13,93f39®E+EY;3,'49—39'a,
DZEQ G-
QO3 133, caffaf—aftafuaf s, é@oO¢" aQ™I I Q"3@ " 3/ Y 3O —3QNIQ™AE,
46 V@3 @a,«af | afud N5 €@ d@a@«af@affaf af afa, 3,¢a, 4,»3,'3/e " +a@ aQ@™35,<3Q" 3@ 3"

|Paf ™afY.3,15@®3,Ca, a,»3,"3,°affaf afafhaf«asfia, af (ACL)a, a%¢" d@—a€@ | 3€@a;ié hiP8a €93,

/o éY (A 4@ —a€'a<a,-a,'aftaf a/oLe! —3QOMIEO"IO 3 2. AY AQO—3ON%IQMAE,

as®afee a@éa,2af°af a, a,84a,¢
aaje%oéélaéaéké‘g',,é,'gp@é,“é@%0,,5,«5,-5,1é,3§0®50§é®<:ae§”50_5€05,-5,1é,%@@é,péf@éf%éféf
Technical Assistance Center(TAC)3€«1-800-553-24475€3%:3€Y3€ 1-408-526-

72093 @8é€£Cja Q™I A Q€D
tac@cisco.coma@ 8é>»a @afiaflhaf«a, and@—a@ | 4, af@afhaf s, 'd@—ie'a, e i@ iQEiQPtie @

abé&£é"©g',--éo(é%(§0..é-.._lé1/40gTM0éi o

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ece-a,caf%oaf@a,nd affa@«e "e%%od @3, E3Q | 3,8, TaV%tr€85€¢

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20140110-CVE-
2014-0664



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCul49976
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20140110-CVE-2014-0664
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20140110-CVE-2014-0664

o' 1g", At ¥ee

af @afa, Af8af| ez 8,»8, 3, -8f8af3| & af TafV.d, ¢4 | ee—¥a»"
1.0 dOc%o"affafrafa,' | é@O¢" "an- | Find 20143 1eeos 10se—¥

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8: 98 %iO®3,I0RIQ 190—i0 i9 ' 2PPINIO—ie 555 55
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS,5,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°8'S3 9T @ —3 @ «dn%oe> AP — €
aa0e8, Caf %odf € 3,13, 93P @®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL13"QAQP®A, afaf%0af| 3f143,93,3 34t



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



