Cisco | OSA, YAaf+af 4, '8, 84, ¢ | Pv6 8»®af? 46
afe350a,°a 532815538, 385 @CH, Ccd | §

3, CAf %oaf @ 8,24, 9aF*aFID : cisco-sa- CVE-2013-
H Igh 20130925-ipvevfr 9474

&@a...~é-«e—Y¥ : 2013-09-25 16:00

af @afva, afsas 1.0 : Find

CVSS3,14,33,¢: 7.8

726 ¢¢- : No Workarounds available

Cisco af€4a,° ID : CSCud64812

Y- &73@«d, d,«ef...4 t3@ A€QecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~ a1 a ¢
o, e|e

Cisco |0SA, VoAf+af "4 15, 84, ¢a@® IP af@af1d, 3f8af 6(IPv6) 3@®IQ VY3, @I@®a»®xf 362
af-3f©3,°af;af3aftaf1a, af8a T @y, c«a€ | i%4 VFRI1%4%02OYef 3@ ®IB®YRE. . 3@ ®e,Ta1ite€85€
%" DoSi1%0cSY2...cA@«Cl, AQLIQ | SEQIFOIFE,° Q™3 AP IEQPIQUIOYIQ A AFAfhE Y05 @ —2

8, Té/oec83@ at@cu,c«d@ | 8,af¥afha@«3,¢a, 3,»3,'39—3€@ | 3€,3,6-"IPV6

3f+3f03,°5f;3P5f 1O ®IOYE, @IPB«N3 Sfx..3QEALYS 5H8IH™IE,
x"»R'feE.. .59 2r%aS 3@ IPV6 4f-3f03,°afiafaf 3@ ®3-88  ™MIQ«( 8- ¥iQ+3,FIOY

5,'af afafhaf GQREE QP3P «A, APLIQ | 5O IO®E,T8+2E€85,'8 @REIOC" 3Q™E,«4@ &fr€8
('°5,58;"3€+3, E3QYS"OC" 39 =" 5€°3,%03, EFQY DOS

S¥x..5@ 59,30 TUORIRIPCY,I GO, 50—, EIQ %3, 3E,

3,-5,14,%€ 39 "30®e,Ta%tet85€«d %At 4@™4,&,1afaf5,15,85,¢
3,Caffaf—aftafuaf a, ararasa, a9 —a@nie—aeYas,
3O"3P®R,Ta%tREEIP«d hIP™MID76Q -3 3€,3,530%3€>3,"3€,

Q"3 ®3,Caf%oaf€a,na,q éfaé0_§€Qae—|ié0®éfaéf3é,_§fé,§g¢°éa®é0§é@050%é®wé€,
http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20130925-ipv6vir

a8 182013 & 9aa 25 ce—¥aE@Cisco 10S3,%2af+af"a, | 4,83,¢ Security Advisory
d@«3,"3QLIQ | cl, i@ 31aQP33,(ES 2,39 8 Cisco Security Advisory
QO EIQ«39%3, i@ |30,309%3Q™€, 3QO™IQ'3@ | OB, Caf%af@a,na,9af5€ Cisco


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130925-ipv6vfr
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCud64812
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5474

10S3,%%af-af"a,4,83,Ca@®e,Taltr€83@«d 4at| a@—a@%ha@™a€, 3@, Cisco
10S&,%af+af"a,!a,8a,¢ Security Advisory 3@ x=£3€@—3i€, 20133" 9

2rIQPRIOMIQ'3Q | 3O® Cisco

10S3,%afaf"a,!4,83,¢e,1al%+e€83@ afaf-afia,+af1a, af8afa, cu,a€ e3%%a,"a€ 3@ 3@ a,Caf%oaf
Cisco I0S &,%af-af"a, | a,83,¢ affafiafa,'a@8e0e;°a@3,Ea ¢, Ta%+e€83,'e8L£p+°3 €@ ™4 «

Cisco IOS 3,%.af-af"a, | 3,83,¢ affafasng,'a ’afa,'af a@—a@3a@™aE,

"Cisco Event Response: Cisco |0S 5€053,"3€3 [0S 3,%3f+af "3, 13,83,Ca@®3,»a,ar¥asasta £
ERETIIEREREX ENid
Sf@artaroaf«e -1 3453 8" Si%%0 3@ =-d@®AfaF’E, d@«rZ?eY%i€ 3, i@ 3€,39%3¢

http://www.cisco.com/web/about/security/intelligence/Cisco ERP sepl3.html

SOPY5" SEYAA" €
8, 1aVa+o€85@®a@,a,<e£123" @

6023+ a@™a,« Cisco I0S a,%af-af"a, | a,83,¢ 3fafafa,'a, a@Ye;EF@™a <
Ciscoaftaf€a,nad,'a€ IPv6 VFR 2OYefa€ Exre%idS'a€«
35,3 3@ e, 1al+a@83@™aE,

20 & ¢ IPV6 3F Qa5 QAFEIF<ATOCU, Cced® ! |
a,nafa,;afnafa,8a,124,'a,'a @ «3,"a @84 <393, | afwoafaffaf—a@™a,« privileged exec

5 35 23138 %03€ E IPV6 VFR 2e©Vaf13€ E Cisco I0SAfEaf@ 3,3, '3 820%0aS 5@«
5035QEQQVQ0<é@©§01’§Q«’;\AﬁéA¥50TM§,<§0®50«31/2('_Q""50""5550"50"50G50§50050%
a»¥a i@ x@Ocu®IPv6

55 QAFUETOAFEASCATOCY, Cucad | 50 E %I Q@IS OIO™ |

5 088, A VAf 5, 85 08,15, 89«8, 5954 A @+39., | IPV6 VIR 2OV 81556 E3€,5,< CisCo
1053,%3f+af°a,!5,83,¢3,'a®Ye|E3@™3,<3f13f 93,03, 3983®Ye|E3€+3,E3@Y drop

8 %[ 28 %03 A 23f Af @ 3f—af«d,nAPE, AF14EF5,55,75, 5952 ER%0aS 5@«

39°3,530%39—3V:

Router#show ipv6 virtual-reassembly | include Interface|drop
%Interface FastEthernet@/@ [in]

IPv6 configured drop fragments: ON
%Interface FastEthernet@/1 [in]

IPv6 configured drop fragments: ON
%Interface Serial®/@/@ [in]

IPv6 configured drop fragments: ON
%Interface Serial®/@/1 [in]

IPv6 configured drop fragments: OFF
%Interface FastEthernet@/1 [out]

IPv6 configured drop fragments: OFF
%Interface Serial®/1/0 [out]


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep13.html

IPv6 configured drop fragments: ON
Router#

&bo@pa¥aa€ IPV6 VFR
2OYefa@Ea.. Ye-'3€ 114" 3,03F33,;3f14455,83,03,' 6@ Q@IQ@RINTIQP8IQ 50—3@ | [3€98]¢] ¢~
3P IOLIOVIQ IO 5/ (°IQ—IQAUIQ™"3,0EfE,:3fhEf5,85,05,' QP QIQRINTIQPIO 3O

IPV6 VFR a0V &f45@  |PV6 3f @ af1%aF@AFEAF«ET @ Cp, Cca€ | 8 38 28f38f %03 « 3 %03
SFf3f—3@™3,« Af+AfOF, °AfAfAf

5 %f—3 AfSAfAO®EYiC" 3,39 efhiQ«IP—IOUIO™IE,

5O'IOBE AR3IP8IQ FEQIPV6 VFR 20YefLa€ i»®xf 56°

af-af©a,cafiafraftafiaa, afsafat@cp,c«a@ | 3,'e|E3Q,a@%a@»a,"a@E€Qaf-af0a,°afiafaf a,"
IPv6 VFR

FORIQPYI QIO «2 " AR33Q 3,339 "3Q®8, TaV+2rE€83€<3,%08€,3,15533,;3f13f+3,83,03,'3@®2
af-afo©a cafiafaf”

5,%f—3&, -Af SAf38, i a@—a@ | affaf@a,nd, 3@ a%+éV,;3,'39—39'39%3€>3,"3E,
39"'3Q®e,13%+2€83@ ¢,i85'3@« éo a,«af%oafaffaf—a@™a,« af-af©a, cafjafsaf”

8,%f—8&, -8f 8af*EQ®a"I PP VPI@”
dQui@®a,nifs,;afuaf-a,83,03, aQCEaO,é,<é...¥é§>é0%é@\?éO_é¢°éf“é~f©éf°é,£é~ffé,_éé®
IPv6 VFR

FORIPYI, QIQ« AR3IQ 3, F3,<39 93, F3, %03@RAfIaf@5,03,'3Q«IQ Q' QOC" 3Q9—3Q%

QJI

IPv6 VFR ag0Y &fV-A€) af1af+3,03f«af 59820e%0dS'3@« 393,539 %36>3,"a€,

8, -8,18, %Ly @a@8c haf@i9—ae | 3,3« Cisco I0S 3,%%af-af"a,!4,83,¢

afeafeasfaa,'a, @I P™Ma I P«3Q aEQaftafea na,'a@«afs ca,niffa@9—aie | show

version 3 3afZ3f38f %od,’ &/-: A LA | 3€@A, 3, aftaf af@afSafg, e "r°d@—a@NIQ™MAE,
"Internetwork Operating System Software"a€€"Cisco I0S Software"

3€,3,39,39 39"3,E3,%0d@«Ej2811haQ@™a,3, 8, aftaf

AfQafSasrni€«3, " 3QLa@ | aftar€s,na,'a€8 Cisco I0S

a,%af+af"a,13,83,Ca@EC haf@PaO—3€ 39,3, 30"3€@ 3,'((°°QIQPBIQPQIPNIG™E,
QQPIQORINES, @I@«a,nafiaf1d, Q@I Ex-3A1IQPRE-"3Q@«e| (n°i@3, Ei€QPY35€,5@ |
"Version" 3@ Cisco IOS §,%.afaf"a, a," a,¢

afeafeafna,' @ @aeEe| (r°i@ 3, EaPHIQP™IE, a»-3@®3

3ftaf€d,na,'3¢83€ 3€@show version

8,38f 78f8f %o Fa"dce " 3@ —3 Q3@ G QLI YA, SIEQI YIQPB®EIESHIQ T (°36+3, E39Y3,Sa



2 ja@®a33€¢ C3900-UNIVERSALKI-M
d@®a,nafa,'af afhaf«ae, € a,pafjafha, 3@ @3% @3€  Cisco IOS 3,%af-af"3,4a,83,¢
5fEfEf%a, 15.0(1)M1 3,3@YeE30—56 | 56,3,
Ciscoef13"€a,'xE1aR339—a3@ VY3, 5ORIPIO™;

<#root>

Router>

show versi on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed ©02-Dec-09 17:17 by prod_rel_team

l--- output truncated

Cisco 10S

8 Y8f+3f "4 13,8, ¢a@®afafiasa,'aa @ o | ©3%0t5Q®e;13S *f...3 +3€@ a»¥a 3@B®Afafa, i@
"White Paper: http://www.cisco.com/web/about/security/intelligence/ios-ref.html 4@ ® Cisco I0S
5€53,"3€3 NX-0OS 3,%3f+af 3, 13,83,¢ af-af-a,jaf-afa,"a,~a,0af %o AE,

8, TaYracEss, 49 «a,"89839,39%36,30"39 3G ECC* QIO 3, EIHYeLLI"O

¥4 GQREVI"QPIQ IO AQPBL, TaV+RE8IP«A, " GQPLIQP | 8111EY:5,09—TQ'GQTOAGLIQYC

* Cisco |OS XR & Y4af+8f 55,84, ¢
« Cisco |OS XE & Y:8f3f"4,!8, 85, ¢

-39 ®3,3,'3,3ef 13" 939 «319539,5@ | FEQIQ"TOP®A, Caf%0af 5,13, 035 Q®AV2+EY: 3, aQ—3
0% °

&f+af ©OF °af Afsaf taf .4, -Af §af35@ af@affaf af afiud, afiafta,£3,C3Q@B®C 393, A7 I P «E€QPE;ia9+a,
IPaftaf143,:8,°3F0Af 3@ ®C d£S3Q®Af—af3,»3,'3@ 839 ™AE,

3f-3f03,°af;afaf AE-3€+3,E3QY IPV6 43, +3ffaf 3@ ®4..."¢é
S»¥3u-3@®af-3f03,°afiaffaf 3@ .. ¢ af-3f03,°afiaf3f 3¢ 339837 0¢" 4@ &fL3@83€,3,af:
%4 L41%%0af 3ffaf€3@®x- 3! 3@ EcOT("+3@85f€5,85ff3, 3939 —3€85»-3€® Cisco
I0Sae©Yeflha, a»¥a%0 @3 € «6€53, 539 %39 —3 @Y€, IPv6 VFR

eOYeflha@ af-af03,°af;afar 3,613, @€ @i»-3€® Cisco I0SxOYefhig« L4


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
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®f..d +3, 2 Q@i IQ™a «eOYefd, 2 QP Qi IQP—IPANIYP™IE,

Cisco |0SA, VoAf+af "4 '3, 84, ¢a@® IP af@af1d, 3f8af 6(IPv6) 3@®IQ VY3, @I@®a»®xf 362
af-3f0©3,°af;af*aftaf1a, af8aat @y, c«a€ | i%4 VFRi1%4%02OYef 3 QR®IABYRE. . 3@®e, Ta1ite€85€
%" D0oSi1%%0cSY2..cA @« AP LI | SEQIfOIFE,° Q™3 AP IEQPIQNUIOYIQ A AFAfhE Y05 @—2

8, Té/rocc83@ aT@Cu,c«d@ | d,af¥afhae«3,ca, 3,»3,'39—3€@ | 3€,3,-"IPV6
3f-3f03,°3f;aF3f 4O ®IQYE, QIO O3 SYx..«5QEAZYS 3985Q™3E,
x"»R'feE.. .59 2r%aS 3@ IPV6 4f-3f03,°afiafaf 3@ ®3-838 | ™MIQ«( 3 ¥iQ+3,FIOY

5,'4f afafhaf GQREEQPE; |39 «A, APLIQ | 5O IO®E,T8+2E€85,'8 @RLIOC" 3Q™E,« 3@ &fr€8
('°5,58;"3€+3, E3QYS"OC" 3 =" 5€°3,%03, EFQY DOS

¢Sh2..«~50 39,30 O ERIRIP .3, EE, 50—3,EFHHI >3, €,

&YS
aftaf€a,nd,'a€@ 3@®af af0afs, Affaf af afOaf-3,£5ff3, 3953, 3@°af afOaf3, £33, 4 je-"0+23 Vs

59" 3@®e,13%+2€8 Cisco af@4,° ID CSCud64812 iVs™ c™»EEAS 1Af Y8, 16 ® & €4 190
@8xe-fa> AE-39+3,Fi | 5€,5Q0%IQ™MIEQS, 59 V39,5, Ta%+2€85€53,3€%3...~é~(% " CVEis
ID CVE-2013-5474 5@ &%028, S84 5@ | 3,%03, E3 @43 @—3 @Y

76 ¢C-

5O "3Q®e,T81+2ETIQ«d NIQP™I, D76 Q-3 3€,3,530%3€>3,"3€,

a®axfee aepéa,2afaf " q,,4a,84,¢

8 V58faf 4,4, 88, CA@ ®3F, CAffaf—3a,°af~af 143 %03, enced 739 ™3 <4 ‘3@ 3 €@ http://www.cisco.comc
3@®3,-3,"3,% 3,»3,af¥afPafta.£

3,C %035 3,13, N3 FE93; eC"IE QIO 5, FOMELCVYIO®A, CAFf 4T, «8,0EF-5,, 3EQIUECYETO®3F,CE
a,%.af2afYafna, af8afa, ' Qi9—i@Q | QP QIY 393, 3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
aéa”iééag,1éo<<é0néé,,éé 3¢ a€@Cisco Technical Assistance
Centeri’a"TACi¥%%o03, 3@ —3Q@ Q3@ a¥'(, 39— | 3€,3,afa5 5125553,
3f—afaf@3,nafEafha@ 3955 936,595,030 30 03O 30:3,3€,

Cisco 10S §,v%4f+af"4,}a,84,¢

a&j8@® Cisco I0S§,1»af+4f°3,14,83,¢ & d@®IQ,e|E3@ 3,£6€£59®Cisco


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCud64812
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/go/psirt

10S3,%%af-af"a,!a,83,Ca@«a 343;ed@P—i@PhiO™aE,
C%0'a®3IQB®AS af-a,nafa@ Ee,Ta%+d @83 €,3,<3 'AQ I€Qa»¥A% @I QBRI afaf13,'a€@ 2xeEd @
3,«afO4f 4@ «a;PrfIQP EI @« @3, EIQ|3€,3,8f5,'3f 5@, E3@ | 50,3 93HaQ™IE,

20133V 9

2R IQPRIQPMIQP'3@  3Q®], Caf%af@5,r3, 03 IQORIPYI, QIQPPXrERES QPIQPB®I; Prfr, 3¢ af
Cisco I0Sa,%af-af"a, | a,83,¢ Security Advisory

FORIPMIQ'IQ  IQOREEHEP TIP3, EIQVe, TaV+€83Q EAFAf-aF3,+3F 13, 38333, Cl, 3¢ &3V
3f2af2afa8, ", 3@ %I P AP NIP—IQYIE,

AQ efLa@% 3@ i@ €QI O a@Q efi@P retr-"a9B®IfAfaf1a,'a@«a, caffaf—a, af-af1hafe

Cisco |OSA, Y:8f*4f 4,18, 83, ¢ &f €3,83ffa,«af143€@ éi8a®CaQ@EC%0'a®33Q® Cisco I0S
3,%.af-3f"3,'3,83,¢ af°afafa, s, 'ar"a€VYa,« Cisco Security Advisory
3,/2@riIQMNIQIQ 33 efLIPEIOP—IONIQP™IE, 3Q"'IQRAS,afUAf Y
http://tools.cisco.com/security/center/selectl OSVersion.x 868
Ciscoa,»d,af¥afasta,£iva"SI01%oaf @afhd,;af«a @83 O¢" A Q@8 @ @3 @HiQO™

Afid, AfEAfYa AfoAfoafYA,L

Affected 12.0-Based Releases First Fixed ReleaseiVs a;RaeLa@*a, Ea @
Affected 12.2-Based Releases First Fixed ReleaseiVs a;R@acLa@a, Ea @
12.2EX 8, T4/ o853 @ —
12.2EY e, T4/ o853 €@ —
12.2EZ .
8, T&Y/ £S5 3@ —
12.2IRB 8, T&/ o853 @ —
12.2IRC 8, T4/ o859 3@ —
12.2IRD 8, T4/ 85939 —
12.2IRE e, T4/ o853 €@ —
12.2IRF 8, T4/ a£85@° 3@ —
12.2IRG
8, T&Y/+acE859 5 @ —
12.2IRH

e, ta/c-oeL889 3 @ —



http://tools.cisco.com/security/center/selectIOSVersion.x

12.2IRI

&, T/ +ae£88Q 3 @ —

12.21XG

8, 18/t o£839°3 @ —
12.21XH

8, 18/t oE85°3 @ —
12.2MC 8, t&/aeE85@ 3 @ —
12.2MRA 8, t&/caec859 3 @ —
12.2MRB

8, T8/t oE88Q°3 @ —
12.2SB 8, T8/st £S5 @ —
12.2SCA 8, T8Y/st £S5 @ —
12.2SCB 8, t&/aeE859 3 @ —
12.2SCC 8, t&/coeE859 3 @ —
12.2SCD &, t&/caeE859 3 @ —
12.2SCE 8, t&/caec8589 3 @ —
12.2SCF 8, t&/aec859 3 @ —
12.2SCG &, t&/aec859 3 @ —
12.2SCH 8, T&/aeL859 3 @ —
12.2SE 8, T8/t oL@ 3 @ —
12.2SEG 8, T8/ aeL889 3 @ —
12.2SG

8, 1&/to£83 3 @ —
12.2SGA

8, 1&/to£839°3 @ —
12.2SM

8, 1&/t £S89 3@ —
12.2SQ

&, T/ taeL88Q 3 @—




12.2SRA 8, T8/st o853 @ —
12.2SRB 8, t&/aeE859 3 @ —
12.2SRC 8, t&/caeE859 3 @ —
12.2SRD 8, t&/taec859 3 @ —
12.2SRE 8, t&/a-ceE859 3 @ —
12.2STE
&, T&Y/aceE859°3 @ —
12.28V
&, T&Y/at £ 85923 @ —
12.2SVD
&, 18/ ceE859°3 @ —
12.2SVE
&, T&Y/a £ 85923 @ —
12.2SW 8, t&/aeE859 3 @ —
12.2SXF
&, T&Y/ae£859°3 @ —
12.2SXH
&, 18/ ce£859°3 @ —
12.2SX1 8, T&Y/sta£85Q 5 @ —
12.2SXJ 8, T&Y/ata£85Q 5 @ —
12.2SY 8, T&Y/at £S5 @ —
12.2WO0
&, 18/ ceE859°3 @ —
12.2XNA Cisco |0S XE & YoAf+af 4 !4 84 ¢ 4@ ¢ 0€85,4€,C.. 839 —3@ a;ao-é{
12.2XNB Cisco |0S XE & YoAf+af 4 /4 §4.¢ 4@ ¢ 0€85,4€),C.. 839 —3€@ a;a@-é{
12.2XNC Cisco |OS XE & YAf+af 5 14 85 ¢ 4@ ¢ €83,8€),C.. 839 —3@ | é;é@-é{
12.2XND Cisco |0S XE & 158f+4/ 4 4. 85.¢ 40 (" 20€55,36,C.. S50 —39 | 8,554
12.2XNE Cisco 10S XE & 158f+4/ 4 /4.85.¢ 4@ (" 20€55,36,C.. S50 —39 | 8,554
12.2XNF Cisco |0S XE & 158f+4( 4 [5.85.¢ 4@ (" 20€55,36,C.. S50 —39 | 8,554
12.2X0 &, 18/c-oe£84 |




50—
12.2ZYA

e, T/ +aeE88Q 3 @ —

Affected 12.3-Based Releases First Fixed ReleaselVs a;®@eLa@a, Ea @

12.3BC &, T&/raeL859°3 @ —
12.3JEC

e, Ta&V/taeE83@ 3 @ —
12.3JED

e, TaVat L8583 @ —
12.3JEE 6, &/ aeE859 3 @ —
12.3JX e, T/ +aeE88Q 3 @ —
12.3XI1 e, T&/stoeE88Q 3 @ —
12.3XJ e, T&/stoeE88Q 3 @ —
12.3XK Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,ES,«c~— 1
12.3XL Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«c~— 1
12.3XQ Vulnerable; af%af%&fv.4,1 15.1M 4€83>°a®3a€+a,(Ed <« 1
12.3XR Vulnerable; af2af2af 4.1 15.1M 3@ 83>°a®33€+a,(ES,«¢~— 1
12.3XU &, T&/raec859°3 @ —
12.3XW 6, T&/raeL859°3 @ —
12.3XX Vulnerable; af2af3afY.4.1 15.1M 4@ 83>°a®33€+a,(ES,«¢~— 1
12.3YD Vulnerable; af3af3afY.a.1 15.1M 4@ 83>°a®33€+a,(ES,«c~— 1
12.3YF 6, T&/aeE 859 3 @ —
12.3YG Vulnerable; af2af3afY.a,1 15.1M 3 83>°a®3a€+3,Ea,«¢—— 1
12.3Y1 Vulnerable; af2af2afY.4.1 15.1M 4@ 83>°a®33€+a,(ES,«c~— 1
12.3YJ e, T&/soeE88Q 3 @ —
12.3YK Vulnerable; af2af2afY.4.1 15.1M 4@ 83>°a®3a€+a,(ES,«c~— 1
12.3YM Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«c~— 1
12.3YQ 6, T&Y/taeE85@ 3 @ —
12.3YS Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«c~— 1
12.3YT Vulnerable; af2af3afY4.1 15.1M 3@ 83>°a®33€+a,(ES,«¢~— 1
12.3YU 6, téY/teee8a




©°30—

12.3YX &, T&/r-aeL559°3 @ —

12.3YZ Vulnerable;
dQ"3O®3,Caf%oaf@a,na 933 @®a; Raefe a@,;a,2af-4f"4,,4,83,C4€
CU.C"EQ«EELCUAO—3@ | 83O 30 ,3€,

12.3ZA Vulnerable; af2af2afY.8,1 15.1M 3 83>°a®5a€+3,Ea, «¢—— 1

Affected 12.4-Based Releases

First Fixed ReleaseiVs 8, RacLa@a, Ea @

12.4 Vulnerable; af3f3%fY4.1 15.1M 5€83>°a®33€+3,(ES,«¢—— 1
12.4GC \Vulnerable;
FQ"3QB®3, Caf%oaf@a, 13,933 @ Ra Rafxe " 5€;3,,afaf3,!5,85,C3€
CH.G"aQ«EELCUIaO—a@ | 8389, 8E,
12.4JA 8, T8V o855 €@ —
12.4JAL 8, TaY/ L8525 €@ —
12.4JAM 8, TaY/ L8525 €@ —
12.4JAN 8, TaY/ o855 €@ —
12.4JAX 8, T&Y/ 8593 @ —
12.4JAZ
&, T/t aE 8323 —
12.4JDA
én T&/ﬁ%§é@aé Q_
12.4JDC
8, &/ a£853° 3@ —
12.4JDD
&, T/t aE 8323 @ —
12.4JDE 8, TaY/ L8525 @ —
12.4JHA
én T&/ﬁ%§é@aé Q_
12.4JHB
8, 18/ a£853° 3@ —
12.4JHC 8, T4/ a£859° 3@ —




12.4K

&, Ta/ L8893 @ —
12.4JL
e, T/ +aeE88Q 3 @ —
12.43X &, T8/ et 849 3 @ —
12.43Y e, Ta/toE88@ 3 @ —
12.437 &, T&/raec859°3 @ —
12.4MD 6, T&/raec859°3 @ —
12.4MDA Vulnerable; migrate to any releasein 12.4MD
12.4(22)MDAG6 8»¥&%. @3 @®afafafa,'a@ e,ta%+a@83€¢ 39°3€,a
12.4A4MDB 12.4(24)MDB15 |
12.4MR 12.4(16)MR &»¥&6o @3 @ ®afafaf1ha,'a€@ e,1a%+a@83¢@ a@aaé,,aéf

3O "3Q®3,Caf%oaf@d,na, a3 @R®a Rafxr 5@, a,af4f"4,15,83,Ca€@
CH.C"AQ«EELCUGQO—E@ | & 3939, 3€,

12.4MRA Vulnerable;
4@ "aQ®3,Caf%0af@a,ra, 938 Q@B Rafe 3@, d,2af-af"4,,3,83,Ca@
§U11§1llag<<é€£§piéé_é0 I a ‘ég'éQHéﬁ

12.4MRB Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,ES,«c~— 1
12.4SW &, T8/s+ o859 °3 @ —

1247 Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«c~— 1
12.4XA Vulnerable; af2af2af 4.1 15.1M 3@ 83>°a®33€+a,(ES,«¢~— 1
12.4XB 8, TaV/at 8593 @ —

12.4XC Vulnerable; af2af3afY.4.1 15.1M 4@ 83>°a®33€+a,(ES,«¢~— 1
12.4XD Vulnerable; af2af3afY.4.1 15.1M 4@ 83>°a®33€+a,(ES,«¢~— 1
12.4XE Vulnerable; af3af3afY.a.1 15.1M 4@ 83>°a®33€+a,(ES,«c~— 1
12.4XF Vulnerable; af3af2afy:41 15.1M &€83>°4®34€+8,E3, <G 1
12.4XG 8, Ta&/ctoec85@ 3 @ —

12.4XJ Vulnerable; af2af%fv.a,1 15.1M 4€83>°A®33€+a,(Ea <« 1
12.4XK Vulnerable; af2af%fv.4,1 15.1M 4€83>°a®33€+a,(Ea <« 1
12.4XL

&, T8/ raL859 3@ —

12.4XM 8, TaY/ o855 @ —

12.4XN 8, TaY/ L8525 @ —




12.4XP

8, TaY/ataeE859 3 @ —
12.4XQ Vulnerable; Afeaf2af Y81 15.1M 3€83>°a®35€+3,ES,«¢—— 1
12.4XR Vulnerable; df24f2af YA, 15.1M 4€83>°a®33€+3,ES, <« 1
12.4XT Vulnerable; df24f2af YA, 15.1M 4€83>°a®33€+3,ES, <« 1
12.4XV Vulnerable;

4@ 3O®3,Caf%oaf@a,na 93 a@®a Rafe a@;a,%2af-af°3,,3,83,Ca€
(;prlg1,,50<<é€£gp150_50 : é,ég'éénéﬁ

12.4XW Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«c~— 1
12.4XY Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«c~— 1
12.4XZ Vulnerable; af2af2afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«¢~— 1
12.4YA Vulnerable; af2af3afY.4.1 15.1M 3@ 83>°a®33€+a,(ES,«¢~— 1
12.4YB Vulnerable;

4O '3O®3,Caf%oaf@a,na, 933 @®a Raefe a@;a,%2af-4f°3,,3,83,Ca€
(;pn(;'luég«é€£§piég_ég : é,(ég.ééné€l

12.4YD Vulnerable;
5@ "3@®3,C3f%05f@a,03,9af @RS, Rafr "5€;a,1,5f4f5,!5,85,Ca€@
CM.C"aQEELCUGO—a@ | 4339 ,3E,

12.4YE Vulnerable; af3af3afv.a.1 15.1M 4@ 83>°a®3a€+a,(ES,«¢~— 1
12.4YG
&, T8/ raL839 3 Q@ —

a+eY 4, d@—ae'd,« 15.0

First Fixed ReleaseiVs a;®@acLa€@a, Ea €
afvafa,'ae@®affarasaa,’ “ 8 @ @

15.0EA 8, t&/aec859 3 @ —
15.0EB 8, t&/to£83°3 @ —
15.0EC 8, T&Y/sta£85Q° 5 @ —
15.0ED

&, 18/ ceE859°5 @ —
15.0EH 8, t&/caeE859 3 @ —
15.0EJ 8, t&/aec859 3 @ —
15.0EX

Cisco |0S XE &ftaf €3,23,": Cisco |OS XE 4 Y8f4f 4,14, 85.¢ 4€ ¢ 20€83,




15.0EY 8, T8/st o853 @ —
15.0EZ

8, T8/t oE85Q°3 @ —
15.0M Vulnerable; Af2Af2arYA L 15.1M 4€83>°a®35€+3,E4,«c- 1
15.0MR

8, T8/ oE85Q°3 @ —
15.0S 8, T8/st £S5 @ —

Cisco |0S XE &ftaf€3a,13,": Cisco IOS XE & Y/8f+af 5,14 85.¢ 4@ ¢ €835,
15.0SE 8, T&/stoeE85Q 5 @ — I
15.0SG

8, 1&/t £S5 3 @ —

Cisco |0S XE &ftaf€38,18,": Cisco IOS XE & Y/8f+af 5,14 85.¢ 4@ ¢ €83,
15.0SQA 8, T8/st £S5 @ —

Cisco |0S XE &ftaf€38,13,": Cisco |OS XE & Y/8f+af 5,14 85.¢ 4@ ¢ €835,
15.0SQB 8, T&/ceE859° 3 @ — I

Cisco |I0S XE &ftaf€3,23,": Cisco |OS XE 8 Y8f-4f 4,18, 85, ¢ 4@ ¢ 20€83,
15.0SY &, t&/caeE859 3 @ — I
15.0XA Vulnerable; AfAf2arYA L 15.1M 4€83>°a®35€ 3,4, «c- 1
15.0X0

8, TaV/at e85 3 @ —
Cisco |IOS XE &ftaf €3,23,": Cisco |OS XE 8 YAf-4f"4,15,85.¢ 4@ ¢ €83,

aY+EY 4, d@—ae'a,« 15.1
afmafra,'a@®afaseasa,’

First Fixed ReleaseiVs 8, RacLa@a, Ea @

15.1EY 8, t&/aec859 3 @ —
15.1GC Vulnerable; af2af2af Y41 15.1M 3@ 83>°a®33€+a,(ES,«¢~— 1
15.1M 15.1(4)M7
15.1MR
8, TaVat L8593 @ —
15.IMRA 8, T&/sta£85Q 5 @ —
15.1S 8, T&/sta£85Q 3 @ —
Cisco |OS XE &ftaf€3,23,": Cisco |0S XE & Y5Af+af 5 5 85 ¢ &€ ¢~ €83,
15.1SG 8, 1&/rto£83°3 @ — I

Cisco |0S XE &ftaf €3,23,": Cisco |0OS XE 8 Ys8f4f"4,!4,85.¢ 4€ ¢ 20€83,




15.1SNG

e, TdV/t+a£85@2a @ —
15.1SNH

8, T8YraL8539 3@ —
15.1SN|I

8, T8Vt aE839 3@ —
15.1SVD 8, T4/ a£85@° 3 @ —
15.1SVE 8, T&/ £S5 3@ —
15.1SVF 8, T4/ o853 €@ —
15.1SY

e, TdV/+a£85@2a @ —
15.1T Vulnerable; af2af%fv4,1 15.1M 4€83>°a®35a€+a,ES <« 1
15.1X0 8, T4/ o859 3@ —

602314 @ ™a,< 15.2
afmafa,'a@®asasreasa,’

First Fixed ReleaseiVs é;®@aLa@a, Ea @

15.2E 8, T8/ a£85Q° 5 @ —
15.2GC 15.2(3)GC1
15.2(4)GC
15.2JA 8, T&Y/st £S5 @ —
15.2JAX
8, t&/aoec85@ 3 @ —
15.2JB 8, T&Y/sta£85Q 5 @ —
15.2JN 8, T&Y/ata£85Q 5 @ —
15.2M 15.2(4)M4
15.2S 8, T8/ a£85Q° 3 @ —
Cisco |IOS XE &ftaf€3a,03,": Cisco |OS XE 4 YAf-Af 414,85, ¢ 4@ ¢ €83,
15.2SA &, T&/cec859° 3 @ — I
15.2SNG
8, t&/c-oeE859 3 @ —
15.2SNH

e, T&/c-oeL889 3 @ —




15.25NI 8, T&/ £S5 3@ —
15.2T 15.2(2)T4
15.2(3)T3

8028y 4@ ™a,< 15.3
afvafua,'a@®afarasa,
15.3M 8, t&/a-ceE859 3 @ —
15.3S

First Fixed ReleaseiVs 8, RacLa@a, Ea @

8, TaV/at e85 3 @ —
Cisco |I0S XE &ftaf €3,23,": Cisco |OS XE 4 YAf-4f"4,15,85.¢ 4@ ¢ 20€83,

15.3T 15.3(1)T1
15.3(2)T

* Cisco Catalyst 4500 &,'af v af* af €48,23,9 &,” 43, 3f° 6-E €« 6L-E 3,2 €&%%039 ™3, Cisco
Catalyst 4500 a,-af*af%a,° 3,'3,03ffaf€3€ Ciscol|OS 4 Yaf+af 4 !4 85 ¢ afeafaafva.t 15.1SG
4@ «(8»e|E3 Q8@ QIQHIAGP™AE,

Cisco |OS XE & YAf-af 4, 4,84, ¢

Cisco |0S XE
8, Y58f+8f"4,15,85, 0@ d@"3@®x-1xe J@8e" 5,05,CEé,(é,,'l’é%io‘e€§éQ(é,%oé%iéVJ_é,’éQ—éQ'é0%5{

Cisco |OS XR & Y4ifeaf 4, 14, 84, ¢

Cisco IOS XR
8,158f+4f 5,15, 84,05 3@ 3@ ®x-tx> €88 3,945,ES @, 1a%+eE83€<E,%0a%21EY;3, 4@ —a3 €' 3434

5, @REAOC" " 8%i%<3Q "a...~a%ec™Mog; "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%iaf€@a,n3 Naf @« "e%%id@ 3, Ei¢ | 39,3, ¢, Taltet

5@ "a@®e,Tal+xr€85@ 3€@Cisco
5©®Cu%aT.. 315, '5F 3@8C™°e 3+5,EFQVE, IO RIQEIO™IE,

URL

http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20130925-ipvevir



http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_27990-01.html#wp2646498
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130925-ipv6vfr
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