Cisco TelePresence System Default Credentials
Vulnerability

Advisory I D: cisco-sa-20130807-tp

http://tools.cisco.com/security/center /content/CiscoSecurityAdvisor y/cisco-sa-20130807-tp

Yo &5 «a, a ef..8 1@ FEPL+2739«8, 5,8V e-15QREQA..~d1QP IO i »e 25P839,4,
Revison 1.1

Last Updated 2013 August 7 16:51 UTC (GMT)

For Public Release 2013 August 7 16:00 UTC (GMT)

o®aen|

eOc .,

8023y efY58" €@

&03¢’°

&, TaY.+ac€ 84, 14,35, ¢e03¢ °

aYréYy

8, Y4Af-4f 4.!4.84. ¢ Af ©@af1a, 3f8aF°a€953,"a03%4;RaeE
760 ¢C-

4, Pacfe 8€:8,afaF°4,!5,85,C4Q®A...¥ae%o¢
54 Q@REAOC" " 3%8Yci O " 3...~aY @™o

5O "3QREESCYYAQ®A,'aFf1aF1a,:8, IASFINAL
&f...a+é... @az;

o eCat¥e

8. -8.18.3 3, »3, AfYAf3Af 1A Facdbocé T

elec,,

Cisco TelePresence System
FO®8,Ta%+r€85«3,"3,S5€QIfIFCaAf IS 3@ ®r"»2'feE.. 3@ EIEQIfLaf3,0af«af 5@®3, af-aft
3,C3,«3,|afafa,’al ¢’ a@—a€@ | Web
3,0af143f@a€«E,Ca, 3,»3,"39™35, 3@ &frxE83QEI€,3,559%IQ™AE,

5O"3O®L, 131+ 2E53Q 39,138, 4F afUaf«e™ G «alen @3 +3, (S, Affaf5,0af«Af"
EHEG/ER

5,03,«3,| APAF 3«3 3O—FOUIO™MIE, R »x fE. 5O 5O OB, T3%trEss, @, ¢ 4O —IEQ IS
Af~EfEAPE, SFEAFE, 81" BO—5€ | Web 3,uaF%af @5 «EfAFCAfUaS

a
3,63, 3,»3,'a0@™a«Q i@ IQTIQQPOIONIQ™AE affaf3,0af«af aQ®S, af-aftafa, affaf«a€


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130807-tp

&€"3,E3, %08 @®¢, Ta1+x€83Q«d %HIiQP—i@ | éQ_éééégg—é0&50,5,550%50”5&
510“50@5,Céf%oéf@é,ﬁé,ﬂé.faé0_§€QéeﬂiéQ®§fa§f3§,_50§g(:°é3050§50050%50"’%&
http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20130807-tp

€028V e£V23" @

8, T&VstceE83 @ EL* @A, 9 a,%0d,(ES,<e£123" @

1.10.1 &»¥&%. @3 @ ®afafaf1a, ' a@® CiscoTelePresence System
3,%,af-3f°5,14,83,¢3,/4®Ye|E53€©™34,« Cisco TelePresence System 3,-3f23f13,°
5003€€13X03€€¢ 1X003€€@3X003€€30X0
FOEIQ"'3O®E,181%+r€83QB®E:+EY:3,/3Q—3Q3QUIO™MIE,30%43QY5€66.0.3
a»¥3%0@a@®afafafa,'a€@® Cisco TelePresence System
3,%,af-3f"5,!4,83,¢3,'4®@YejE5€9™4,« Cisco TelePresence TX 9X00

3,-af%3143,°3,, 59 "3@®e,181%+2€83@®E11+6Y;3,/ 4@ —3Q'AQ%IG™IE,

8, T4Vt £S5 Ee @A, 9a,%03, Ea @3¢, e£23"©

Cisco TelePresence Multipoint Switchiva CTM Siv2%03€€ Cisco TelePresence Recording
Serveri’"CTRSi%%03€€3€53,"3€3 Cisco TelePresence
Manager'l%“CTSMan]‘%%oé®_é€050“50®é,,1“é%iae€§é0®éVzié\"(gé,’é0—50‘50%50>é,“é€,
5Q"aQ®,T8%+2E83Q®AV2+6Y,3,'4Q—39'3,E»-39®3,-3,'3,°£1,3" Q3@ IEQCONUIR (L QI
803G °

Cisco TelePresence

8 V-AfoafYafva, Af 8af3ae €QAfQAffaf af afha, 3, aniQ9—i@ | é@ 396, EIQPYE 2%0EIP«Té

Cisco TelePresence System
8, 158f+8f 4,15 88, CA@«A @ FE€QAFA,af afhaf%od7a%OC" FQRC®{cOTEE...5,C5,«3, ! 3faf 3@ E3€,3,
3,»3ff3,-3f8335€«3,73,53,-3,” ﬁé.f ®&x 3,6 A®E3,'an%0e> dQP™3,« 3@ ef1hr€siQEi€,3,536%

43O ®e,Ta%+e€85€ €€ Cisco Bug ID CSCui43128iY4
C™M»E&E2Af 1af Y8, 1@ ®I @ 114%03 @ 3@ —aA@ | - AE-3€°3, EF€QCVEID 3@ 3©0—3€ |
CVE-2013-3454 53 E3%0°5,58%:"5€ | 3,%03, E3€) | 5€,39%3Q™3E,

6, TaY+ee€84, 14, %4, ¢eO%¢ °

3, -5,158,%5€ 20e-3,Caf%0af@ 3,013,903 3@83@®e,Taltr€83@«d %IQ@—aE@Common
Vulnerability Scoring
Systemi’s"CVSSi%%03€«aY 3@ ¥3€,3€VY3,'3,%5,¢(3, 2 @ @iie@—i@ | 50,5043 ™aE,x0e-3,3,4f


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130807-tp
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCui43128
http://tools.cisco.com/RPF/register/register.do

3,Caf%0af 4,03, 9359839 ® CVSS 4,'3,%5,Ca€ €@ CVSS af@aflad, afsaf 2.0

3O«AVIOYIQ, 39 50,50 %IQ™IE,

CVSS

5@ 3€9L,13%+2€835QRET QL @8°!5,/ (3" TAP™E,E, 5P PIPEIEQP - SeE¥rE83QSS, 538 % e
3,-8,15,%€83€@ €AY re-20+3%i3,"3,%4,¢i% Base

Scoreil%o3€ 53, 39> c@3%cSYNe©-5%;3,"3,°5,¢i% Temporal

Scoreiti%od, e @ @aIiQP—3Q | 59,5 NIQ™IEIHSA®C2E" 39 363, &5, %03,C" 5€,3@ | AT
Scoreiti%od,'c®—31°3 @ —IE QL1 A PRAFQAFFAF af aF1hd, 3@ «39S3Q'd, 2, T8%+E€85Q®EVe+éY
3,-8,15,%€@ 3@ ®afars, 38 CVSS

Q@ «E-CIQP™E, 21585 @f..4 13, x QP QIWIQO—3Q | 59,59 NIQ™AE,

http://www.cisco.com/web/about/security/intelligence/cvss-gandas.html

5Q%IQYE,5,'3°39859 €930, QAFFAF 3 3513, 5O «FQS559'a, «C°aCFaYi1EY5° 5, C®—51°aQ"
CVSS & "c®—3&f, 3 haf«d, ' @-d@®afF3F], 59529 Qihio—ie 5,30 %IQ™MIE,

http://tool s.cisco.com/security/center/cvssCal cul ator.x

CSCui43128 - Cisco TelePresence System Default Credentials
Vulnerability

Calculate the environmental scor e of

CVSS Base Score- 10.0

Access | Access | Authentication Confidentiality || Integrity [ Availability
Vector [ Complexity Impact Impact | Impact
Network || Low None Complete Complete| Complete

CVSS Temporal Score - 9.5

Exploitability Remediation Level Report Confidence

High Workaround Confirmed



//www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://tools.cisco.com/security/center/cvssCalculator.x

aytéyY ¢,
Q"3 Q®e,Ta%12€83Q®E QXL OC 39«2 QASVIO—3OV3 3@ 3€QIFPAFCafUIF 5O ®r v fé
8, 1/Af+4f 48, 'a, 84, ¢ 4f @aF%a, AF8aF 353,894 ®@aeE

3,183 I€QX°-3,MIQPEIQ QP @r-i(-a€Qa; RrLfr, a3, af3f48,]5,83,C3, xQ@@ani@™e

an

8, Yo8f+4f 4, 13, 85, CA@ ®3F, CAffaf—&,°5f 3143 %08, 'encee " Z3Q@™3,& '4€ 5@ S€@http://Www.cisco.comic
4@ ® Cisco Security Advisories, Responses, and Notices
5,Caf%3,«8,08f-3,,5€ QA NECYS5Q®F,Caf%af@a,05,953,8€,C..859—3€ | 3€Qeu-53€"5,55€ 15,4
a,%,af2af¥afa, af8af’a, (e’ Qi P —i@ | QO ViQ 39°39 ,3€,

59,5933, QPR 3973, 3€@43,Caffaf—3,°af-~af 1435 %03 @™5,<aftaf@a,03,' 5@« @ @3 Ta@af;af¢a
Technical Assistance

Centeri’a"TACi¥%%o03, 3@ —3Q Q3@ a¥'(, 39— | 3€,3,af 3551255543,
3f—afaf@a,nafeafhie«39553° 959,303,930 3003 30°30,3€,

78 ¢C-
50" 3@ ®, 141t RESE ool AO™E, DI Q-5 O T3 0,5, 550 UIOMAE,

Cisco Unified Communications Manageri¥s Unified CMiY2%03€ «C™»éE?3 €3, E3@Y Cisco
TelePresence
é,3éf%éfié.ffé,_é,’éo"éVzgg”" ORI AP IO I€QPr-idQPRIEQPi(-3,/a°0OC" FPRIQPQPIPANIGP™IE,

1.[Cisco Unified CM Administration] 4€«a,¢3, a,»3,"d€—a€ | [Device] > [Phone]
é,'éQ,aeéiéQ—é€Qae§<ae“Qae,“é0@50@ Cisco TelePresence

3f afaffaf 3, encec (3Q—i@ @ xS7A9—39NIG™AE,

2.[Secure Shell Information (ssh)] 4@ ®a «a@«a€,a,< [ssh helpdesk User]

4’ &E@aftaf-a,0af«af aQ@®A€E helpdeskFEQ 3 @<, %03€E

PWr ecover Y@ 3@ «an%oe> 3@ —i€@a ¥Ya@®afa, 'af éf%éf%oé,’éé,aegié0—50%50“§€,

5€"3,E3€«3,"3,53€€Cisco TelePresence af afaffaf a@«a; 93" 3@ 3, E3Q 3,3,

pwrecovery & ¢4 «&, \af3af 4@ 4 See> 3@ @33, EF€QAf1af3,0af«af 3@ ®EFA, af af143f%o3,

Cisco Unfied CM

(RiCOTEE.. 5@ Edler" @IQ—3@Yafa, af af4haf%oa€«d%oe> 5983 3,3, 39 T59«36%3,55¢

& 1YS5Q" 3@ ®An%oe> 3, e ES QLI | &, ssh

5, 3@ —a@Yafa, af afhif%edzd%03€ & & "6€33,Si@«r0OYefLiQP—iOAUIO™MIQPEIEP 73V
Cisco TelePresence

3f | afaffaf 3 3O ®C%HoOCO T, CE, 3,23, '3Q@ES;...8 | QIO «393,559%IH™IE, ssh


//www.cisco.com/go/psirt

8,03, 3,»3,15983€ 3€€@ pwrecovery
5,08, «8, '8f 38 ¢ B« e-°5€p+3, EFQVAFE, 5f afhaf%oef..8 +3, 8% C" GO™E,<3;..0 | QIO TI9,3,5

3.Cisco TelePresence 8,38 VA taf f4, 4 &t @ep-a«3@—i@ | 3€Q@ x> 2-"a%EIQ® Cisco Unified
CM x8«x"€@4a,'af€a, | Afafaf1af%oa @ —3@%IQ™AE,

At@ep-3c¢aO™3 AOVIQ O« AfUAFIAIFS, 5«8, FOLIO e IO EAFES, 3FAFAF YA Y05

a¥a S5 «a, 3, SAEQC®cOTeE.. 3, af-aftafa, affaf«5@%a@Ya€ Cisco Unified CM
59823 YiO« 4R35 +3,E3OY pwrecovery

& Hf-Af 18, -AFEAf«A GV YA, %3923 @, 3f | 5f%3, 95 3€@GUI

39«3,C3,3,»3,'59830 Q3030 Q303 S5OUIO™IE,5f15f+a,05f«3f FO® pwr ecovery
& Bf-Af 1A%, -AfEAf @ 2OVef)i, 3@ erti@—a@UIe™IE,

Cisco Unified CM 4@ «¢c™»éE’39+3, 39 | 3€,39°39, Cisco TelePresence
3,°afaftaffa, a,/al%i¢" 39— 39,3, A 3@ €@ 34e+i3,3,"'aftaf 3@ «E%0 A F@«d, d,a»<a
Technical Assistance Centerit%a " TACi%%03€@«3€9S3- ©3€,39 3, €330 O3 3636, 3€,

ac®Rafee a@ed,2af+af"a, | a,8a,ca@®a...¥e %o«

3,-8,15,35@ 3€Q@x°-3,™IQPFIQP8IPQr-i(-I€Qi; Pefr "3:3,%af 353, 4,85,(8 2@ QPatpaOP™s
af—a3faf@a,nafEafhi Q3OO0 13, 3QVIO 3O QIO GE€PS,1Af a8, 5,85,CaO®Af3,£aFhAT QA
3 »affaf 4@ %2> 2€83953," 3939 SARC RS AQRAFQAFFAF af af4d, C°ACFAQP®C%o'0e%0i € ¢

59Sa®Ce8 3@ E5,0aF5, af afhaf«a@—a€VYa 53, paf@aruaf s, 'd@—3i9'30Y3,559830 3,3 ®:
3»>affaf 3@«d %hIP—3Q 3OBRIQP 3O 3193539 UIQO™MIEIQOQIOP]E, 31363, %af4F 3, 5,83,
3,Caffaf—3a,°af~afhaf%od,'a,naf38, af afhaf«SEQAFES, | 3aF a3 %0AE€E @S, CE, 4,28, 3QUIOPYIO &
http://www.cisco.com/en/US/docs/general /warranty/Englis/EUIKEN_.html

5@ «@ "eY%3@®3, 5,3, a9 ®35, L3455, 5,85,¢

3f©3,03,»33,' 3O P2 Q6 .30« 3% 3O130"5Q 10« 3OFTr, @30—3i0Vi0" 36 50«39%5,539%:

8, ffVAf 4,18% ¢, 4, 89"a"O¢" " 3QPaHPSa®Ces”

8 fif VA 8,18% ¢, 4 49"3 OC" 39 P®IQSARC2E 3@ FEPEE33 3O ®F, Caffaf—aftafasr
Af@AFLaf@af«a€<a,%o0a,caffaf—a,°af-afhaf%o

5,%,3f°3°3,'5,83,C5,'3.. ¥ % i Q—3iQ | 5QQIQ 39:39,35,36»39 5,"5905QPIHSI®( 283 3
a@® Software Navigator a€<a,%od,¢affaf—a,°af-aflas%.o

a,%afaf"a,!4a,8a,¢3,a...¥e %03 @83 € €3 €313 @ ™3€, http://www.cisco.com/cisco/software/navigator. html

& fif VA %oaf AfvAf 15 £59 ®8,paF @ aFhaf 4¥%Sco%E, 30"8"O¢" " 59 PFH5a®C =S

58,183 Af Af VA Af SAf/AEQ efe | @OSE 28 EcOTE —FEQF, Pafuasa,
3f—3faf @8, naFEAF K5 Q5@ OFEQ S, AT 1hafYooaf BFEFIE E5Q®F, UFQ BFUEF GUSCHNEQ  5»¥3%0 3

B76@:C-3,,5;RLIQPB®ES RI0IQ €QIN( FO—3 50,5, RENI"QIEQIfQIFFAFEf af A,


//www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://Cisco.com
//www.cisco.com/cisco/software/navigator.html

3F afafa, 3Fha€@af afOaf-3,£35f3, 3@ ®2€5e¥S,, . ¢ FQR®0RCSE, 393 H0 ao«é-cé@TMa,<ao§:
8f—afaf €8, naFEaF1AE,, 3, Ef@AFUEF GUSCHUIP IO CC QIO QIO 1639, 3

4 ffvar aw¥¢,a ae"a " og” "39836%3€,360530Ce8"

3, -8,18,%5€) 3, %08£ 123" @48, 0 e 7¥&3 4. Y39 —39Y3,5QORIQ®E 3,5, 5@ @3, pafuafa, ' d¥'c ,5,5€"8
AfMAFPAFEafAa€<3,%02%14.. Y3 QP —39VY3, IQPRIQPRI;®efr 33,1353 3,13,83,¢5,8%%4...¥4..." &
Technical Assistance Centeri% TACi%%o0d @ «é€£cuid@—a @ | 3, Caffaf—a,°af-afaasf%eo

a,%af-af"a, a,83,¢a,/a.. ¥e%0« 3 @9—3@ | QP QPIQ 33,3,

 +1 800 553 244715 AE—C+35€p<a, %03 @ ® ¢, jae-™E€5e O £% %0
¢ +1408 526 72091Ys aE—C+3a»¥an—a€p<a, %03 @ ®ar0e%oe-é€5e©+1%4%:0
o E afjafvaaf «ivStac@cisco.com

C,id, Y& Caf faf—4, °af ~af VA %ea@®a 34e+ief£)3"@i@83€,5,<39"3@ 4, 'e Yar”™ Za@—ao 5€,3€VYa
URL

3,/8Q"'¢" »,9iQ0QIY 30-39,3€,3,pafKkaf"3,'a¥'¢,a,/3€"a"O¢" 39839%3€,39530Cx873Q

TAC 3€«C,i8,Ya,Caffaf—a, af-af1uaf%od, afd, a,"3,'af 39 —3€ 59 @30 36°3€,3€,

33 €M 5«8, 8,8 €9,802°F @ Bér»20+( 23 FEQ L% 7 FEQE Afiafhaf«
3,Caf%0af-3,'a93@0aQ® TAC 3@®EELCY{A..."2f...d +taQ@«i@Pri@, 3@ | 3@ 3€@Cisco

Worldwide Contact

3,/0€,0.809—3€ | 39 QIQ 39°3€,3€ http://www.cisco.com/en/US/support/tsd_cisco_worldwide contacts

5, @RE£AOC" " 8%a%<a@ "a...~av@Pc™Mog;”

4 QRLEOC 3ORIQ efLeEiaQ I Pni®, 0 F€PIPSIRCRE 36, %03, 3,3, 35«0 27¥a +3'53
30 €I IO, Ta%trEEIOPIFC, 5% @LES OC 50 EWGEPIO5E, 393, ~3%OC™M8| 5

5O "AQREESCYYaQ®A,'aFTasf1ad, A, 1SFINAL
a8, Caf%odf ©3,03,93 39 ¢80 %hiQPB]E, IQORIQP 19—31Q IO xQPPIWIO—3  5653,55¢

&Fe a@™a «ef...a +é..€45;39® URL
3,/Ce@CYIQP—a€Qrme-3,Caf%afea,nd fafd@®e "¢:°at...aR'a@«é-(3@—3€@ | 4O -IQBENCH

oef...até...@aj

GQ@"3@®3,Caf%0af@a,n3,93f3€ >x-ia@B®Ifafa, a@«a€,a Cisco Security Intelligence
Operations d@«ae7%%%03€ 3, E3 @%@ ™3E,

http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20130807-tp



//www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130807-tp

5QNIQPVIEQP IO IP B3], Caf%03fQF, 13, 35 ®Af1E,3,"af ¢%0 G & Cisco PSIRT PGP
3,af%3@«3,73,3, af'3,(cLPAQPQPIPriQPOIPix-aOR®E
afiafhhaf«a@8é..€4;id@3,Ed@  3€,39HaQ™E,

cust-security-announce@ci sco.com
first-bulletins@lists.first.org
bugtrag@securityfocus.com
vulnwatch@vulnwatch.org
cisco@spot.colorado.edu
cisco-nsp@puck.nether.net
full-disclosure@lists.grok.org.uk

38024, ¢af%oéf05,né,1]é.faéé«é—céQTMé,<é»§é%CE§0®ae>’ae—°§0_ Cisco.com
F@«eZ%%%03@ 3, E3Q%UIO™IO EI€Qafiafnafrasra,°

53,4 3€86..94;i3€°3,F3,30 3 6MQ3,559%33,"3€,2 2-°31..30'5Q«IQPrIQ, 30 3O :
URL 3983€@"C(°° Qi@ Q3@ 3939 ,3€,

o -Cat¥ee

Revision 1.1 | 2013-August-07 || Changeto CV SSv2 scoring
Revision 1.0 [2013-August-07 |[/Initial public release

8, 8,18, &, »8, Af YAFOAf 15, £adbocé T

3, -4,18,%L/8 @A «3QS539'3,3,»3,3fYaFEfT3,£3@ B, 131+ €85 QB®S +3'SA€HA,»3,aF YA EFTE, £5%
A€@® http://www.cisco.com/en/US/products/products_security vulnerability policy.html

4'49,0.8090—3€ | 30Q3Q 30°39,3€,50"30® Web

afsaf1a, 3@«3€¢ A€, 3,'3 a9 ®a,»3,af¥afafta £

3,0af%0af@a,n3, Yafa@«é-Ci@—a@ | afiaftd,£3, i@ EI 9i€,30 3, €939:5,E539RxEIcraQC
a,»3,af¥afasta £ 3,¢af%oaf€a,na, 3@« a@rie, i | i¢ €QPio™Mie'ae!
http://www.cisco.com/go/psirt/ 3@ 8¢(°e° @ P83 @ @A QI @P™AE,



//www.cisco.com/en/US/products/products_security_vulnerability_policy.html
//www.cisco.com/go/psirt

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



