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9.0.1 ES 11ã‚ˆã‚Šå‰�ã�®Cisco Unified 
CVPã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚
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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20130508-cvp

åˆ�å…¬é–‹æ—¥ : 2013-05-08 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2016-01-05 18:20

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.4 : Final

CVSSã‚¹ã‚³ã‚¢ : 10.0

å›žé�¿ç– : Yes
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130508-cvp
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:C/I:C/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38379
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38369
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38366
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38372
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38384
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCua65148
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1224
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1224
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1222
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1222
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1221
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1221


è©³ç´°

Cisco Unified 

CVPã�¯ã€�ã�Šå®¢æ§˜ã�Œã‚³ãƒ³ã‚¿ã‚¯ãƒˆã‚»ãƒ³ã‚¿ãƒ¼ã�‹ã‚‰å¿…è¦�ã�ªæƒ…å ±ã‚’å�–å¾—ã�§ã��ã‚‹ã‚ˆã�†ã�«ã�™ã‚‹è‡ªå‹•éŸ³å£°å¿œç”(IVR)ã‚·ã‚¹ãƒ†ãƒ ã�§ã�™ã€‚
 

 

Cisco Unified Customer Voice Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®SIP 
INVITEãƒ‘ã‚±ãƒƒãƒˆã�®è„†å¼±æ€§  

Cisco Unified CVPã�®CallServerã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�«å˜åœ¨ã�™ã‚‹ä¸�æ£ã�ªSIP 
INVITEã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã‚·ã‚¹ãƒ†ãƒ ã�«æ–°ã�—ã�„ã‚³ãƒ¼ãƒ«ã‚’å�—ã�‘å…¥ã‚Œã�ªã�„ã‚ˆã�†ã�«ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ä¸�æ£ã�ªSIP 
INVITEãƒ‘ã‚±ãƒƒãƒˆã�®ä¸�é�©åˆ‡ã�ªå‡¦ç�†ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ä¸�æ£ã�ªSIP
INVITEãƒ‘ã‚±ãƒƒãƒˆã‚’Cisco Unified 
CVPã‚µãƒ¼ãƒ�ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCua65148( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE IDã�¨ã�—ã�¦CVE-2013-
1220ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

Cisco Unified Customer Voice Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®Tomcat 

Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è„†å¼±æ€§  

Cisco Unified CVPã�®Tomcat Web Managementã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�®Tomcat 
Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œæ¨©é™�ã‚’æ˜‡æ ¼ã�•ã�›ã€�ç®¡ç�†è€…ã‚¢ã‚¯ã‚»ã‚¹æ¨©ã‚’å�–å¾—ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Tomcatã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�®ä¸�é�©åˆ‡ã�ªè¨å®šã�«èµ·å› ã�—ã�¾ã�™ã€‚
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCub38384( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE IDã�¨ã�—ã�¦CVE-2013-
1221ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

Cisco Unified Customer Voice Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®Tomcatè¨å®šã�®è„†å¼±æ€§  

Cisco Unified CVPã�®Tomcat Web Managementã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�®Tomcat 
Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œä¸�æ£ã�ªãƒ¦ãƒ¼ã‚¶æ��ä¾›ã�®Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Tomcatã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�®ä¸�é�©åˆ‡ã�ªè¨å®šã�«èµ·å› ã�—ã�¾ã�™ã€‚
 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCub38379( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE IDã�¨ã�—ã�¦CVE-2013-

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCua65148
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38384
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38379
https://sec.cloudapps.cisco.comRPF/register/register.do


1222ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
 

Cisco Unified Customer Voice 

Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã‚¢ã‚¯ã‚»ã‚¹ã�®è„†å¼±æ€§ 

Cisco Unified 

CVPã�®ãƒã‚°ãƒ“ãƒ¥ãƒ¼ã‚¢ã�«ã�Šã�‘ã‚‹ãƒ•ã‚¡ã‚¤ãƒ«ã‚¢ã‚¯ã‚»ã‚¹ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œä»»æ„�ã�®ã‚·ã‚¹ãƒ†ãƒ ãƒ•ã‚¡ã‚¤ãƒ«ã‚’è¡¨ç¤ºã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�èª¤ã�£ã�Ÿãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ãƒ�ã‚§ãƒƒã‚¯ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ãƒã‚°ãƒ“ãƒ¥ãƒ¼ã‚¢ã�«å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿè¦�æ±‚ã‚’é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCub38372(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE 
IDã�¨ã�—ã�¦CVE-2013-1223ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 
 

Cisco Unified Customer Voice 

Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ‘ã‚¹ãƒˆãƒ©ãƒ�ãƒ¼ã‚µãƒ«ã�®è„†å¼±æ€§ 

Cisco Unified CVPã�®Resource 
Managerã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�«ã�Šã�‘ã‚‹ãƒ‘ã‚¹ãƒˆãƒ©ãƒ�ãƒ¼ã‚µãƒ«ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã‚·ã‚¹ãƒ†ãƒ ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ä¸Šæ›¸ã��ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�èª¤ã�£ã�Ÿãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ãƒ�ã‚§ãƒƒã‚¯ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿè¦�æ±‚ã‚’ãƒªã‚½ãƒ¼ã‚¹ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCub38369(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE 
IDã�¨ã�—ã�¦CVE-2013-1224ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 
 

Cisco Unified Customer Voice 

Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®XMLã‚¨ãƒ³ãƒ†ã‚£ãƒ†ã‚£æ‹¡å¼µã�®è„†å¼±æ€§ 

Cisco Unified 

CVPã�®ãƒ•ã‚¡ã‚¤ãƒ«ã‚¢ã‚¯ã‚»ã‚¹ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œä»»æ„�ã�®ã‚·ã‚¹ãƒ†ãƒ ãƒ•ã‚¡ã‚¤ãƒ«ã‚’è¡¨ç¤ºã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�XMLã‚¨ãƒ³ãƒ†ã‚£ãƒ†ã‚£æ‹¡å¼µã�®ãƒ�ã‚§ãƒƒã‚¯ã�Œã�ªã�„ã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿè¦�æ±‚ã‚’ãƒªã‚½ãƒ¼ã‚¹ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCub38366(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE 
IDã�¨ã�—ã�¦CVE-2013-1225ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

å›žé�¿ç–ã�¯ã€�Cisco Bug ID 
CSCub38366(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹Cisco Unified Customer 
Voice Portal Software XML Entity Expansion Vulnerabilityã�§åˆ©ç”¨å�¯èƒ½ã�§ã�™ã€‚ 
 

Cisco Unified Customer Voice 

Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®XMLã‚¨ãƒ³ãƒ†ã‚£ãƒ†ã‚£æ‹¡å¼µã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã‚’å®Ÿè£…ã�™ã‚‹ã�«ã�¯ã€�Cisco
Unified 
CVPãƒ‡ãƒ�ã‚¤ã‚¹é–“ã�®é€šä¿¡ã‚’SSLã‚’ä½¿ç”¨ã�—ã�¦ä¿�è·ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚Cisco
Unified 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38372
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38369
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38366
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38366
https://sec.cloudapps.cisco.comRPF/register/register.do


CVPãƒ‡ãƒ�ã‚¤ã‚¹é–“ã�®é€šä¿¡ã‚’ä¿�è·ã�™ã‚‹æ–¹æ³•ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®å ´æ‰€ã�«ã�‚ã‚‹ã€ŽCisco

Unified Customer Voice Portalã�®è¨å®šã�Šã‚ˆã�³ç®¡ç�†ã‚¬ã‚¤ãƒ‰ã€�ã�®ã€ŒUnified 
CVPã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
 

http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp9_0/configuration/guide/cvp-

configuration-and-administration-guide.pdf

å›žé�¿ç–ã�¯ã€�Cisco Bug ID CSCub38384( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹Cisco Unified Customer Voice 
Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®Tomcat 
Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è„†å¼±æ€§ã�§åˆ©ç”¨å�¯èƒ½ã�§ã�™ã€‚  
 

Cisco Unified Customer Voice Portalã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®Tomcat 
Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã‚’å®Ÿè£…ã�™ã‚‹ã�«ã�¯ã€�Managerã�Šã‚ˆã�³Host-
Manager 
Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’CVPã‚µãƒ¼ãƒ�ã�®Tomcatã‚¤ãƒ³ã‚¹ã‚¿ãƒ³ã‚¹ã�‹ã‚‰æ‰‹å‹•ã�§å‰Šé™¤ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚æŒ‡ç¤ºã�«å¾“ã�£ã�¦ã€�Managerã�Šã‚ˆã�³Host-
Manager Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’å‰Šé™¤ã�—ã�¾ã�™ã€‚  
 

å�„ã‚µãƒ¼ãƒ�ã�®ã‚µãƒ¼ãƒ“ã‚¹ã‚’å�œæ¢ã�—ã�¾ã�™ã€‚  
ã€Œmanagerã€�ã�Šã‚ˆã�³ã€Œhost-
managerã€�Webã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�¯ã€�CVPã‚µãƒ¼ãƒ�ã�®Tomcatã‚¤ãƒ³ã‚¹ã‚¿ãƒ³ã‚¹ã�‹ã‚‰æ‰‹å‹•ã�§å‰Šé™¤ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

CVP VXMLã‚µãƒ¼ãƒ�  
C:\Cisco\CVP\VXMLServer\Tomcat\server\webappsãƒ•ã‚©ãƒ«ãƒ€ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚Managerãƒ•ã‚©ãƒ«ãƒ€ã�¨Host-
Managerãƒ•ã‚©ãƒ«ãƒ€ã‚’å‰Šé™¤ã�—ã�¾ã�™ã€‚  
 

CVP ã‚³ãƒ¼ãƒ« ã‚µãƒ¼ãƒ�  
C:\Cisco\CVP\CallServer\Tomcat\server\webappsãƒ•ã‚©ãƒ«ãƒ€ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚Managerãƒ•ã‚©ãƒ«ãƒ€ã�¨Host-
Managerãƒ•ã‚©ãƒ«ãƒ€ã‚’å‰Šé™¤ã�—ã�¾ã�™ã€‚  
 

CVP Operation Consoleã‚µãƒ¼ãƒ�  
C:\Cisco\CVP\OPSConsoleServer\Tomcat\server\webappsãƒ•ã‚©ãƒ«ãƒ€ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚Managerãƒ•ã‚©ãƒ«ãƒ€ã�¨Host-
Managerãƒ•ã‚©ãƒ«ãƒ€ã‚’å‰Šé™¤ã�—ã�¾ã�™ã€‚  
 

CVP ãƒ¬ãƒ�ãƒ¼ãƒˆ ã‚µãƒ¼ãƒ�â€¨  
C:\Cisco\CVP\CallServer\Tomcat\server\webappsãƒ•ã‚©ãƒ«ãƒ€ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚Managerãƒ•ã‚©ãƒ«ãƒ€ã�¨Host-
Managerãƒ•ã‚©ãƒ«ãƒ€ã‚’å‰Šé™¤ã�—ã�¾ã�™ã€‚  
CVP: Insecure Tomcat Configuration 

Instanceï¼ˆCVPï¼šå®‰å…¨ã�§ã�ªã�„Tomcatè¨å®šã‚¤ãƒ³ã‚¹ã‚¿ãƒ³ã‚¹ï¼‰ã�®å›žé�¿ç–ã�¯ã€�Cisco
Bug ID CSCub38379( ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚  

http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp9_0/configuration/guide/cvp-configuration-and-administration-guide.pdf
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp9_0/configuration/guide/cvp-configuration-and-administration-guide.pdf
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38384
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub38379
https://sec.cloudapps.cisco.comRPF/register/register.do


 

CVP:Insecure Tomcat Configuration 

Instanceã�®å›žé�¿ç–ã‚’å®Ÿè£…ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®æ‰‹é †ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚
 

 

VXML Serverã�®ã‚µãƒ¼ãƒ“ã‚¹ã‚’å�œæ¢ã�—ã�¾ã�™ã€‚  
 

C:\Cisco\CVP\VXMLServer\Tomcat\confãƒ•ã‚©ãƒ«ãƒ€ã�«ç§»å‹•ã�—ã€�server.xmlãƒ•ã‚¡ã‚¤ãƒ«ã‚’ç·¨é›†ã�—ã�¾ã�™ã€‚
 

 

autoDeployã‚’falseã�«å¤‰æ›´ã�—ã�¾ã�™ã€‚å…ˆã�«ã��ã‚Œã�¯æœ¬å½“ã� ã�£ã�Ÿã€‚
 

 

<Host appBase="webapps" autoDeploy="false"  

 

Service VXMLã‚µãƒ¼ãƒ�ã‚’èµ·å‹•ã�—ã�¾ã�™ã€‚  
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§å…¬é–‹ã�•ã‚Œã�¦ã�„ã‚‹ä»–ã�®è„†å¼±æ€§ã�«ã�¯ã€�å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
 

 

å›žé�¿ç–ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«é–¢é€£ã�™ã‚‹Applied
Mitigation 
Bulletin(AMB)ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚AMBã�¯æ¬¡ã�®å ´æ‰€ã�«ã�‚ã‚Šã�¾ã�™ã€‚
 

 

https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=28982  

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt

ã�® Cisco Security Advisories and Responses 
ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Cisco Unified 
CVPã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³9.0.1 ES 
11ã�§ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�™ã�¹ã�¦ã�®ã�Šå®¢æ§˜ã�¯ã€�ã�“ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ä»¥é™�ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚
 

 

https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=28982
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt


Cisco Unified CVPã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³9.0.1 ES 
11ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚  
 

http://software.cisco.com/download/special/release.html?config=c51444496bd899c41331b5ad20b97954  

 

Cisco Unified CVPã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³8.5.1 ES 
24ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚  
 

http://software.cisco.com/download/special/release.html?config=63b2b5a81375b982efe33705d44476b7  

 

Cisco Unified CVPã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³8.0.1 ES 
15ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚  
 

http://software.cisco.com/download/special/release.html?config=1cbb5a9aab303602c24e4422e8b72e62  

 

Cisco Unified 

CVPã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã��ã�®ä»–ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚
 

 

http://software.cisco.com/download/type.html?mdfid=270563413&catid=null

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Alex 
Senkevitchæ°�ã�«ã‚ˆã�£ã�¦ã‚·ã‚¹ã‚³ã�«å ±å‘Šã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130508-cvp
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http://software.cisco.com/download/special/release.html?config=c51444496bd899c41331b5ad20b97954
http://software.cisco.com/download/special/release.html?config=63b2b5a81375b982efe33705d44476b7
http://software.cisco.com/download/special/release.html?config=1cbb5a9aab303602c24e4422e8b72e62
http://software.cisco.com/download/type.html?mdfid=270563413&catid=null
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130508-cvp
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


