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3 «8%+éY 3,4 73 75,@,18%+2€83,8| 5, QIO™IPVE, QIO «A..~6- 393, EIQUIO—IOY:
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1053, 155553, 5,55,C3€ 3030 «a:6V;5/4 730 3Q%UIQ™AE,

&, T&/t €83 @ ®a€,a,<e£%23" @

Ciscodf+4f€3,03,'3€ SIP

afiaffa,»afa, a1 c@TaO™a I QY3 93Q« d®3IQ3,(EA,a%2+EY:3,'49—a3€'3@Y Cisco
10S 3,%3f-3f°5,14,83,¢

3f@afig, 3f8a5%3, 4BV Fi@—3€ | 5€,5,5Q 3@ @31+6Y:5,/89—39'30 | 39,539 %UIQ™IE,

Cisco |0S3, V28 *8f 4,13, 85, ¢a@p ®aree€e; 3@ ®af@afha, af8afa€ SIP

afiaffa,»afa, a,'aftafa,0af«af a@8at | (@ Ta@—a9%4a€>3,"3€, dial-peer voice

8,33f Zaf3af %o 3@ B ™% (EA@ «a, "3 <af€3, nafraf« af'3,¢a,'d1ce" @IQ™35,<3 Q3@ € SIP
afiaffa,»afa, 3,at | c@T1a@—a@3%a@™ Cisco I0Saftaf€ea,n3,'a€¢ SIP
3f—3f3,»3,3€«3,"3,56—38 3 Q—3Q%IQP™IE, 3€+3,%03€ «3€Cisco Unified
Communications Manager Express at...3@®eénizx-°3@®=0VYef3€¢ 3€€@ephone
FOP3E, " IQTIQPTOUIGYIEQPLT 8¢ (5,59« a®33Y 3,53 39" SIP
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afiaffa»afa, 3,'at | c@ta@—asa, @a@nie™aftifea,na,'ae SIP
3f—3f3,»3,'3€«3,"8,56 383 Q—3QNIG™MIE,
3%+6Y:3,8@—39'3@Ye AR3IQPRIYIQ (5IQQIONUIO™:

dial-peer voice <Voice dial-peer tag> voip

Aftaf€3,13,'3€ & SIP

5Fia5Fa,»35%3, 3,81 COTIO—3© 3@ ™AfES nafoaf«Af’ & ¢4, EfIAf A % AP BIO VS, & F O«

Cisco I0Saftaf€a,na,’

&7 3®33,c,"ened@™E, QIO I9«AS 39 3O | (BicOTEE.. .59 3933V show processes

8, dsc a5 @IOUIO™ | Cisco |0SE Afaf 5,15 84 ¢4 & SIP

afjaffa,»af1a, 3,81 c@Ta@P™a,«3f—afa,»3,'3,/a@Ye|Fi@—3€@ 59,3, 3939039139 E@ 18 ¥5¢
SIP & 38f 28735 %08, 4@ «3,"5P54 <A 9*3 9, 5 ®iAO P3G 5IO FEHCisco
10Saftaf€pa,na,'a@ & SIP afiaffa,»afua, 3,'at | c@ta@™a 3@ "a@ 3, /af—afa,»a,
CCSIP_UDP_SOCKET @ ®3"3ce "€« CCSIP_TCP_SOCKET 4@ ¢%4@—3@3%43@™:

<#root>

Router#

show processes | include SIP
149 Mwe 40F48254 4 1 400023108/24000 © CCSIP_UDP_SOCKET
150 Mwe 40F48034 4 1 400023388/24000 © CCSIP_TCP_SOCKET

" ot i@Re-'2% 39 Eie,3,39®3€8 Cisco

10S3,%2af+af"a, | 5,83,C3,4®Ye|E3 Q™3 3ft5f@a,n3,3€ 1€ @3, ExZ Y 363, EIOUIO™IO"S
show processes SIP &f i&f &, »af Y48, .8, atlc@T1a@—a8«3, 935,39 "3 QTIP3 9Qiehieon

|SIP

8 98f 78138 %o, A 13f 93,75, 5@ EY%0' 3@ QB " %3, *5f25P3f %039 5@ "5, 3O®E d0e 5 «é %
SIP

55i35F3,»a5 143, 5,81 @130 —39 50,5, 3Q0IQ15HA 1A YIO™I IOOIQ a1 (" 5+,

Cisco Unified Border Element 8, cafiafv.d, 4@ 3€%3@Ya€"3,E3, %03 ®,T8%+2€859® 2
5€0<3,%03%16Y; 3,89 —39'3Q%UIO™AE,

a8 Cisco Unified Border Element a80Y ef-3@ %" a»¥a%0@a@« Cisco afzaf«af@a,pafuasfa,’
IP-to-IP 5@°



3,25f%af°5,15,58,050 3O —3 | CV¥E, %03, E5 | 50,3, 1%0a I8« aF @8, PafkaF", 3 285 %aF 3, 5,8
af—afoaffaf af-a,0afuaf &, on Cisco ®Ye;ESQ™E,«C%o0'a"¥a€? Cisco

10S3,%%afaf"a, | a,8a,¢a,nafiafla, a @83 @™aE,

i@ O3, E3Q 3,nafa,afaf afhd,af’a,°a@«a;ia@-a, €@a, «aet, 3,/ ¢€@a, 39 "3@ FEPI,»a,
é,Céf%oéﬁé.ffé,-éﬁéﬁéAﬂé%i§€0QuaIity of Service 3@VY3, Q3@ «3fQIffaf af afa, é-"
3,085°3,;3f14af+3,83,03," Af @3, 0341 5, 5€Q3953, 59’29 QIO —39NIG™AE,

&, 8,18, %Ly @ a8 haf@aO9—ae | 3,3« Cisco I0S 3,%%af-af"a,|4,83,¢

af*afeaf1aa,'a, e’ @I P ™Ma I P«3Q AEQPaftafea na,'a@«afs ca,niffa@—aie ! show

version & 38f28f38f %08, a2 AP LA | 3E@A, 8, aftAf AF@AFSAf14E,8] (5P —FQUIQ™IE,
"Internetwork Operating System Software"a€€"Cisco I0S Software"

3€,3,39,39 39"3,E3,%0d@«Ej2811ha@™a,<3, 8, aftaf

Af@afSafua€«3, " 3QLa@  aftaf€a,n3,'3€8 Cisco I0S

a,%af+af"a,13,83,Ca@EC haf@PaiO—3€ | 3€,3,30"3€@ 3,'((°°QPIQPLIQPQIOPNIG™EE,
QQPIQORINES, @I@«a,nafiafd, QP3P Ex-3ANIQPRE-"3@«e| (n°i@3, Ei€QPY35€,5@ |
"Version" 3@ Cisco IOS a,%2af-af"a, a," a,¢

afeafeafna,' @ @aeEe| (i@ 3, EPAIQP™IE, 4»-3@®4E,3,"5,°

3ftaf€3,na,'3¢83€ 3€@show version

8,38f 78f%8f %o 3" a0 3@ —3 Q3@ G QL3O YA, SIEHI YIQPB®EIESIQ T (2°3+3, E3Y3,Sa

¥8 G@PB®a%aQ A€QCisco e£13"@IP«aQ | 3€QI0Safafaraa,’ 12.3(26)
dOEC %I QP—CQPI O QI OB, pafiafhd, 3@ @@ E C2500-1S-L
d983€,3«30"39 3,/(r°3@—3¢ 39,39 IO™:

<#root>

Router#

show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

I--- output truncated

2 AQPRIIIQ AEQA,nafa,af afhaf«3€-a, Ea@VYa,nafiaf14a, 3993 E C1841-
ADVENTERPRISEK9-M a€83€€Cisco 10S &,%2af-af"3, | &,83,¢ affafasfha,’ 12.420)T



5,40V E5Q—3€ | 50,5,3,5,5,0£13"9 3, (1°AQ—3O | 5,3Q%IQ™EE,

<#root>

Router#

show ver si on

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-08 20:25 by prod_rel_team

I--- output truncated
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5 CAf—&f25, +Af Y4, -Af §Af34tod 2Af VA 4 14 88, 0ivi ALGIV96od@ 3€"5,ES, %03 @@, 18Vite€83€<d, %03
1053, 1435353, ' 3,§5,C59® Cisco I0S NAT

5953, 50°553,i3,15,C3, | 5, O3 UaF«C%0' RETIQ S, FOLEIQ | 815" 50+3, 5 GEQEVs+EY:3, /89—
Cisco IOSXR

8 AfAf 4 15, 84 040 FEQF0"5, 5, %0i @B, 1a%t2ESTO@EN:1EY:3, 39— 59%IOA,"3E,
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sf—afaf ajaf«a €83 ™3a€, SIP

3@ 3,°af%af«a »affaf 3,Caffaf—a€53,"39%,a°TaQRIQO™IQ 5P | ORI 95,31 cOTIOP™E ¢
éY33£°5€53,"5€°3f'513,25€ SIP

GO E3T! cOTaO™E, IO EIEQIf—aFaf 3, 3af«a€p«8,33fhaf«a,»affaf 3, Caffaf—a€5a, " 3€3cp,a°ta, '8¢
SIP §'431°3€— 3,-3,°4fS3F5°5,°3€@ UDP il af@afhaf” 5060i%4%03€@TCP i1 af @afiaaf”
5060i%4%03€@39%I QY& Transport Layer Security i%4"TLS a,'a%;¢" 3 @83 @ @3 @343 @™,

® 'eeoe-(3, a9 CEEQ Af—afAf5,%55«2@ 39 —3€ | TCPAF@Af4Af 5061i%%03€E,

3
&, T&Vtaf8a@ afafCafuaf e »a'fe€.. 3@ Ea1p+EY:3, 4@ —3@'a@Yaftaf@a, 03, 3@ E3LEfaf 148 %0d
Cisco 10S4,%4f+3°4,15,83,C3€® SIP A®YeL...3€«3€,3,53Q9%I@™3E,
539"3,E3,%03@®,T3%+2€85€ Cisco

10S4,%af-3°4,! 3,83,¢3,' a®Ye{E3Q™35,«aftaf@a,n3,'3@ES-83 | ™MI3Q«(°8-¥5€+3,EaQY SIP
afiaffa,»af1a, 3,81 c@taO™3, QO 9V iPOLY-9 393, EIQAUIQP™EE,

&5 SIP 59 E TCP e»CEE QO™ AP «acaled®™3, EF9°IEQTCP 3 §,15,55,8
5F@aF35f%03, 5,583,038, 3@ 36"3,[E5,%03Q®8, 13%+2€53,3 @RLIOC 3O —39 ' 8;..& 9IOFIO™,

5€"3,E3, %03 ®,T3%+a£€8 Cisco 4f€4,° ID CSCta20040

T4 CTM»EE2AS 1A VA T4 ® 3 €4 10603 € CSCs243987

T4 CTM»EE2Af 1A VA Ta@ ® A€ 16 3E@ 3@ S3, 3> CSCt 72678

W4 CTM»EE2AS 1A VA A ®EQ 1V 0d«d, A QL@ | 31"3@V5,55€ 93, 39 939,53, 13%+2€8555,°5€
ID CVE-2010-2835 5€ 3€€CVE-2009-2051 53€53,"3€°> CVE-2010-

28343€ Q39 €3, 373, Ed%0%3,5812"3€ | 5,%03, E3Q %3 @ —3@Y3E,

DIEQP G-

8/+&Y (A 4@ —3€'3@Y Cisco I0Saf1af€a,na,'3€@ & VOIPE, uafkafa, 3@ @i Ya, €3« SIP

53,8;..8 Q3@ 3O™3,3 39 3€HSIP 3@ ¢,i85'3@«

FO™IEQIQ IQOTIQ P VIV, 39— Hdi0e-3@ & APnieE,STQPUINE, 3E,

3f 4f143,95@ &,13%+2€85@ FQ®4..~é—FQB®S YE™P3,'8505 '3« O EreSEL"d, 6 QOC" ™3, <
e»lhae 3¢ 2L£3V" 4@°

3f1af@3,03,'3€ 3©'312+6Y;3/4@—3@'3QVif1af 95,03, 3@ «2Z¥CY350™E,, 3@ TEQ«AO™E, A"
3S'7003,6«" 5,93, 3OV, QAP IEQ e 3@ AFQASFAFAf aflka, 3, aff3, 3@®3,CaFafea, af—a.
SIP 3@ Eex»Cé€ af—afaf s af«39 39—a€ ' UDP
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3,8%C" 4983993, APRIPEIQ"IQORX"Qi1rIPES;..0 | QIO 363,539 %IY™IE,

af@affaf af afwa, at..a€® on Cisco

é..@C®IQ 3, E3@Yaftaf@a ng,'3€®3 ‘3€73,3€,3,, %3S er»lrae >3 af%od,af¥afiafaf a,-a,naf
3983 0C" 39859 QIQOUIO™IS 3O 3QOUIGO—IQYerlha rf. & +3, GECisco Y34£°
ef1La"@a@P®arnséi@

e,1a%+(,'3@RE™ A YIQP—3€Qx-d@PBRIN2Q(1LRIPLI"OC¢" 3@ &f1Lh3@83@,a,E»Y e 3 @RLEA O,
http://tools.cisco.com/security/center/content/CiscoA ppliedMitigationBull etin/ci sco-amb-20100922-voice

at,

SIP &f%8, 18f<Af%, °Af @ aF1EF §,'C, 35150« 3O ™I A9 5O "

SIP 3@ Eaece%0dS'a€«

39%,3,"50150 ¢ @rt,39—30°3€,3f1afQ 5,5, '5Q6-C5O—30 | 5O 20eE€S, °AQ IORIOS:
SIP §,'¢,i85'3@« 3@™3 39" 3@ 3O8IQ™AIE, 23O ®3 38735 %03,'C" " 5€,4,< SIP

3,'c,idS'a€« 3@™a < Cisco

10S3,%3f-3f"3, ! 8,83,C8%0%8,581,"5€ | (®icOTE£...3Q®IF@ a1, 3855

sip-ua

no transport udp

no transport tcp

no transport tcp tls

el& SiVE 5@ "a @B 26 @ c-a,afiaf1E8,£5,¢ 5,25f%afa, | 4,83,1 &,3afaf afaf1haf«

3f—afaf 3,3af«i"%"MGCPi%%03 @ %39Y3€ H.323

3,’af1af«a,'at! c@ta@—i@ 5€,3,<3f1af@34,13,'3Q@«CQOC" " 3QP™5,<3Q QP QIEQIfIif@a 13, "i¢
3°afhaf«a@Eat ! c@13e+3,E3Q | 5€,3,6-"3% | c@T3O™3E,< SIP

3,/3@ex(IQ—ie@%ie»a, "3t

593903, 39150 ST12’°PIQP8IO I€PIQ"IO®I %d;0ec-3€ §,C3, afta £3f-
SGafhaf«a@EcCie)"d@«a@rxr(iQo™Mi B9 i@ IO EiPti9€5,39 36O Maintenance
,18,£3f35 %03, | a@BE-"3@«& ARSI 3,(E5,<3@ AQSIQPBIQ™AE,

show udp a2 ¥cTS3E@ show tep &€ ¢, a9™a9 '€ | 5936 53,°3€> show processes | SIP
8,38f 78f38f %03,” SIP UDP 4€53,"53€> TCP
éf@éf%éféQCE&N\Q“é@@é)ié@é_g—é,'éé“éé"é,’é@@g""é@—é@?é%@é—%oé@”é,(éQ"é@"é,'gC°éaO

avsec" 4 8@ ® Cisco 10S &,%af-af"a,!4,83,¢ af@afaa, afsafa@«a, " a@£L£3€ |3€ show ip sockets
8, 38f ZAf38f %05€p <3, %03 @ ®I QI3 @ 6—5€,3@Y SIP

SfQafhasfa, crei@™IQ 93,3, %03 Af 3fOf5,£3ff3, 5, 6€Q4;] 3O™3, 3«3, 4,5 SIP
af—afa,»a,'a@ xe-ja@®afiaffa,»afa, d'at°a@—a@uie™:


http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100922-voice

*Jun 2 11:36:47.691: sip_udp_sock_process_read: SIP UDP Listener is DISABLED

8, 3Af3Af AfAfYvaf« Af—Af-afvAf: Af @aFa, 388,°

SIP

& ffvAaf 88 @ @avbae™a ;... | QIO EIQ,3,3f1afQE,08,' 3@ «é-C3Q—3@ | 3@ &/ié hIOP8IH€
SIP af"af©af-a,£affa, a,/af-afaffa, a@™a«3@®a@«a afaf afafnaf« af—af-afas

af@asea, afa, %" CoPPi%%0d,'a%¢¢" " a@™3,«<3@"3@ 3@ 3@ &fx€8i@®IY,5,3Q83Q™IE,

Cisco I0S Release 12.0S3€€12.2SX3€@12.255€€12.3Ta€ 9 12.45€93€53,°5€° 12.4T
3,paf@afnas” CoPP ®OYefa€, aftaf€a,na,'a@« CoPP

3,/6"aR3QP—3@ | 3€QCB®cOTIf—af-afhaf’a€@ & afaf afaflaf«

af—af-af1uafia'a; @e-a@—acQPr—C3a"aQ®a3,»3,af¥afafta

3fQ@afa, afki€Sa, 398 P35« dAN"IQLIQ  3€Q5,0afaf 3f05,'af 3fO5, AfQAFLIQBAFTAfQHx
E-idQP®AIIQP %o'ARIAQPRIfQ@Affaf af afaa, 3,afaf3,£3,®af¥af-af1ha, afsafa @« @Oa; 03¢

I-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
l-- Everything else is not trusted. The follow ng access list is used
1-- to determne what traffic needs to be dropped by a control plane
1-- policy (the CoPP feature.) If the access |list matches (permt)
I-- then traffic will be dropped and if the access |ist does not

I-- match (deny) then traffic will be processed by the router

access-list 100 deny udp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny udp host 172.16.
access-list 100 deny tcp host 172.16. any eq 5060
access-list 100 deny tcp host 172.16.1.1 any eq 5061
access-list 100 permit udp any any eq 5060
access-list 100 permit tcp any any eq 5060
access-list 100 permit tcp any any eq 5061

.0.255 any eq 5060
.0.255 any eq 5060
.0.255 any eq 5061
any eq 5060

P PP OOOS
Ll S S B S I S

l-- Permt (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
l-- traffic in accordance with existing security policies and

I-- configurations for traffic that is authorized to be sent

l-- to infrastructure devices

l-- Create a Class-Map for traffic to be policed by

l-- the CoPP feature

class-map match-all drop-sip-class
match access-group 100

l-- Create a Policy-Map that will be applied to the



I-- Control -Pl ane of the device

policy-map control-plane-policy
class drop-sip-class
drop

1-- Apply the Policy-Map to the Control-Plane of the
1-- device.

control-plane
service-policy input control-plane-policy

& SIP&@ e»Cé€@ af—afaf 3,af«a@ a@—3a@ | UDP

3,4%:¢"" 3983993, IQPRIPEIR 2 ™aQP«8; (¢ 1hIQ+3,EIQY IP

3,C3f%0af-3,'a€<3, %03 @RIY"3,(ES, %03 @BAf@af IS 3€«a,Ca, 3,»3,'3,°afaf afafraaf«
5,C3,a,»3,af»3,23af afafhaf«af»afa, af 3, a @ @39 ®3%0°5,531:"5€ | 6€34;je—AE—3€ 33,4
IP

3,¢af%0af-a,'a,'a,'af—af1haf-3,£3°3,°3@™3,«<3 @ 3@ 3@ 3@ &frx€8IQPRIY,3,<3PEIO™IE,

COPP 4, Sa@®a343 @839 € QIEEx(IQ | 3€Qx"Q9a10038,5 €61 3€@™a «afa,+affaf 3@

policy-map af%oafaffaf—a@™a,«

2OVYef3€«d, %01 (53, FiQ | 39,393, 1h%0aY+EY: 3,89 —3€'3€9°3€,3€ & policy-

map

GEEAf%03faffAf—AQ ™3 FEQP ROV 3@ «a, 3 QLIQ | dnfef, €3, ES,3€"3,ES, %oa @B®IFE,+affA!
afa,+affaf a€et’a@™aa,¢ca, a,»a,'3a"9a3%;a, " affaf afilh"ACE%%0a @ @3 @ ®3E, CoPP
2OYefLi@®E 43553, 393 d1 (" dPPIPPIPRI»-3@®=f..4 +3€  http://www.cisco.co
m/web/about/security/intelligence/coppwp_gs.html &€S3,3€> http://www.cisco.com/en/US/docs/ios/12
3t/12_3t4/feature/quide/gtrtlimt.html &€ 8e | <3 @ra '3« Q"3 QP EIPZIQ QI OHIAO™AE,

d,®acfxa@¢a,2afaf " q,,4,8a,¢

8, 108f+4f 4,13, 85, CA@ ®3, Caffaf—3,°8f~af 143 %08, 'enced 73 ™4, «é5 3@ «3@ FE@http://www.cis
co.com/go/psirt

5€53,39°39 93, Ei»¥E™QIQ®A,Caf%oaf 3,05, 955, 3€,C..809—3€ | 3€QL 365,559 13,4350
3,3 af¥af13, 3f833,/8 ne-39—3@ 19 QIO 3959,

49,3033, F3Q®S 3073, 3€93,Caffaf—a,°af-af1h3f%0 3@ ™3,«2OYa™ 39«3 Q@3 13O 3fafC5Fa€
®f..4 +39«3 @2 739,39 E3,3,3 3639 a€@Cisco Technical Assistance

Centerila" TACI%4%03 @ %3 V3@ 3¥'¢ 3, cuead, "a983€,3, afiafaftafsasrs,’
f—afaf@a,nafE€af1hi«3953:° 930,30 3630030 3630 ,3€,

&89 ® Cisco I0S§,%5af+af"3,,4,83,¢ & d@®IQ,e|E3@ 3,£6€£39®Cisco


http://www.cisco.com/warp/public/707/
http://www.cisco.com/warp/public/707/
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

10S4,%af+af"3,a,83,Ca@«3 343, ca@—3@AHhaQ™MAE,

C%o'A®3I@B®Af af-3,paffa@Ee,Ta%+a@P85€,5,d 'AQ AE€EQA»¥A%NoQaQBIFEfEf13,"'5@ 3O"3OR
*£3@—3€, Cisco 10Sa,%%af+af"a, | a,8a,¢ Security Advisory

FORIPMIQP'IQP | IQRECPEP"i 93, TIQVe, TaVtecs3@ Eafaf-af3,+a5143, 4f8a58, ¢, 3@ ¢ &34
20103 9

e af@afafhaf«e 4" —afs,'af i QPRIGP™IQP'aQ | 3O B3, Caf%0af@E, 13, 135 QRIQP VS, @I R
3f2af255143,'5€, Cisco 3@ 3@ &fh3@6™@3,Sxeefe-39®3°0O¢" 3@ &f 5€°

3fafaf1ha, 3«8, Caffaf—3,°5f~af1haf%oa @ ™3, I 3@ "3, el 3¥ AQP—3QUIQP™AE,

afia, ,affafvaafeafeafyva,

Affected 12.0-Based Releases 4@ "a@®a,caf%oafea,na, Yaf’a@®aec

Q0284 5Q™3,« 12.0 3f™Ef143, 3@ ®IFAFEF1S, 59 E3€,3,55 %353,

Affected 12.1-Based Releases 4@ "a@®a,caf%oaf€a,na, Yaf°a@®aec

QO28l4 AQ™E ¢« 12.1 3f™Ef143, 3@ ®IFAFEf4S, 59 F3€,3,559 %3653,

Affected 12.2-Based Releases 3Q"aQ®a,Caf%0af@a,n3, 9353 ®aec
12.2 8, T8/s- o853 @ —
12.2B 8, T8Y/a- o853 @ —
12.2BC 8, T8/s- o853 @ —
12.2BW 8, t&/caec889 3 @ —




12.2BX 8, t&/aeE859 3 @ —
12.2BY &, T&/ L8593 @ —
12.2BZ 8, T&/ L8593 @ —
12.2CX 8, T8/st o853 @ —
12.2CY &, T&/ L8593 @ —
12.2CZ &, T8/ L8893 @ —
12.2DA &, T8/s+ o859 °3 @ —
12.2DD &, t&/aec859 3 @ —
12.2DX 8, T8Y/at o853 @ —
12.2EW 8, 1&/rto£83°3 @ —
12.2EWA 8, T8Y/st £S5 @ —
12.2EX 8, t&/caeE859 3 @ —
12.2EY 8, T8/ aeL889 3 @ —




12.2EZ 8, T4/ +a£85@° 3@ —
12.2FX 8, T8YraL859 3@ —
12.2FY 8, T4/ o853 €@ —
12.2FZ 8, T&Y o859 3 @ —
12.2IRA 8, T&V/at o853 @ —
12.2IRB 8, T&Y/ £ 853 3@ —
12.2IRC 8, T&Y/ £ 8533 @ —
12.2IRD 8, T&Y/ £S5 3@ —
12.2IRE 8, T&Y/ £S5 3@ —
12.2I1XA 8, T4/ o853 @ —
12.2I1XB 8, T4/ o853 €@ —
12.2IXC 8, T4/ o853 €@ —




12.21XD 8, t&/ L8593 @ —
12.2IXE &, T&/ L8593 @ —
12.2IXF 8, t&/ L8593 @ —
12.21XG 8, T&/aeL859 3 @ —
12.21XH 8, T&/aeL859 3 @ —
12.2JA 8, T8Y/at £S5 @ —
12.2JK 8, t&/aec859 3 @ —
12.2MB 8, T8/ aeL889 3 @ —
12.2MC 8, T8Y/st £S5 @ —
12.2MRA 8, T8/st £S5 @ —
12.2MRB 8, 1&/to£83°3 @ —
12.2S 8, T&/taec859 3 @ —




12.2SB 8, T8Y/st o853 @ —
12.2SBC 8, T&/stae£85Q° 3 @ —
12.2SCA 8, t&/aeE859 3 @ —
12.2SCB 8, T&Y/stae£85Q 5 @ —
12.2SCC 8, t&/aeE859 3 @ —
12.2SCD 8, T&/sa£85Q 5 @ —
12.2SE 8, T8Y/st £S5 @ —
12.2SEA 8, T&Y/sta£85Q° 5 @ —
12.2SEB 8, T8/at o853 @ —
12.2SEC 8, 1&/rto£83°3 @ —
12.2SED 8, T8/st £S5 @ —
12.2SEE 8, t&/caeE859 3 @ —
12.2SEF 8, T&/a £S5 @ —
12.2SEG 8, t&/caeE859 3 @ —




12.2SG 8, T8/t oL@ 3 @ —
12.2SGA 8, t&/aeE859 3 @ —
12.2SL 8, T&/ L8593 @ —
12.2SM 8, T8/st £S5 @ —
12.2SO 8, T&/aec859 3 @ —
12.2SQ 8, T8/st £S5 @ —
12.2SRA 8, t&/caeE859 3 @ —
12.2SRB 8, t&/caeE859 3 @ —
12.2SRC &, t&/aec859 3 @ —
12.2SRD 8, T8/at £S5 @ —
12.2SRE 8, 1&/rto£83°3 @ —
12.2STE 8, T8Y/st £S5 @ —
12.2SU 8, t&/caec859 3 @ —
12.28V 8, T8/ aeL889 3 @ —




12.2SVA 8, T4/ +a£85@° 3@ —
12.2SVC 8, T&/ £S5 3@ —
12.2SVD 8, T4/ o853 €@ —
12.2SVE 8, TaY/ L8525 @ —
12.2SW 8, T&V/at o853 @ —
12.2SX 8, T4/ o853 €@ —
12.2SXA 8, TaY/ o855 €@ —
12.2SXB 8, T8V o855 @ —
12.2SXD 8, T8V o855 @ —
12.2SXE 8, TaY/ o855 €@ —
12.2SXF 8, TaY/ L8525 €@ —
12.2SXH 8, T&/+a£859° 3@ —
12.2SX| 8, T4/ a£85@° 3@ —




12.2SY Vulnerable; migrate to any release in 12.2S
12.287 8, T8/at o853 @ —
12.2T 8, t&/aeE859 3 @ —
12.2TPC &, 1&/to£83°3 @ —
12.2XA 8, T8/t oL@ 3 @ —
12.2XB 8, t&/aec859 3 @ —
12.2XC 8, T8/ L8593 @ —
12.2XD 8, T8/st o853 @ —
12.2XE &, t&/aec859 3 @ —
12.2XF 8, T8/at £S5 @ —
12.2XG 8, 1&/rto£83°3 @ —
12.2XH 8, T8Y/st £S5 @ —
12.2X1 8, TaVat e85 3 @ —
12.2XJ 8, T8/ aeL889 3 @ —




12.2XK 8, T8/t oL@ 3 @ —
12.2XL 8, t&/aeE859 3 @ —
12.2XM 8, T&/ L8593 @ —
12.2XN 8, T8/st £S5 @ —
12.2XNA Cisco |OS XE & YeAf+af 4 14 85, ¢a@®3@ (" €84 4€),C..839—3€ | 36
12.2XNB Cisco |0S XE 3 Yfaf 4,15 85 (A0 ®I@ ¢ €83 54€,¢..839—3€ 3¢
12.2XNC Cisco |OS XE & VoAf+af 4 14 85 ¢ ®3A@ (" €84 4€),C..809—3€ | 36
12.2XND Cisco |0S XE 3 Yfeaf 4,15 85 (A0 ®I@ ¢ €85 ' 5€,C..839—3€ 3¢
12.2XNE Cisco 10S XE 5 Yaf+af 5 14 85 ¢A@®a€ ¢ 2€85 ' 4€,C..839—3@ 3¢
12.2XNF Cisco |0S XE 3 Yfeaf 4,15 85 (@ ®a@ ¢ €85 ' 5€,C..839—3€ 3¢
12.2X0 8, t&/caeE859 3 @ —
12.2XQ 8, T8/ aeL859 3 @ —
12.2XR 8, t&/caeE859 3 @ —
12.2XS 8, T8/ L8593 @ —
12.2XT 8, T8/st £S5 @ —




12.2XU 8, T4/ +a£85@° 3@ —
12.2XV 8, T8YraL859 3@ —
12.2XW 8, T4/ o853 €@ —
12.2YA 8, T&Y o859 3 @ —
12.2YB 8, T&V/at o853 @ —
12.2YC 8, T&Y/ £ 853 3@ —
12.2YD 8, T&Y/ £ 8533 @ —
12.2YE 8, T&Y/ £S5 3@ —
12.2YF 8, T&Y/ £S5 3@ —
12.2YG 8, T4/ +a£85@° 3@ —
12.2YH 8, TaY/ L8525 €@ —
12.2YJ 8, TaY/ o855 €@ —




12.2YK 8, T4/ a£85@° 3@ —
12.2YL 8, T4/ o853 €@ —
12.2YM 8, T4/ a£85@° 3@ —
12.2YN 8, TaY/ o855 €@ —
12.2Y0 8, T4/ o853 €@ —
12.2YP 8, T4/ a£85@° 3@ —
12.2YQ 8, T&/+a£859° 3@ —
12.2YR 8, T4/ o853 €@ —
12.2YS 8, T4/ L8539 —
12.2YT 8, T&Vat o853 @ —
12.2YU 8, T&Y/ £S5 3@ —
12.2YV 8, T&Y/ £ 8533 @ —
12.2YW 8, T4/ a£85@° 3@ —




12.2Y X 8, TaY/ L8525 €@ —
12.2YY 8, TaY/ L8525 €@ —
12.2YZ 8, TaY/ o855 €@ —
12.2ZA 8, T8Y/raE859 3@ —
12.2ZB 8, T4/ a£85@° 3@ —
12.2ZC 8, TaY/ o855 @ —
12.2ZD 8, TaY/ L8525 @ —
12.2ZE 8, T8YraL859 3@ —
12.2ZF 8, T4/ +a£85@° 3@ —
12.27G 8, T8YraL8a9 3@ —
12.2ZH 8, T4/ o853 @ —
12.27] 8, TéY/ o855 €@ —




12.2ZL 8, t&/ L8593 @ —
12.2ZP &, T&/ L8593 @ —
12.2zU 8, t&/ L8593 @ —
12.2ZX 8, T&Y/st £S5 @ —
12.22Y 8, T8/st £S5 @ —
12.2ZYA 8, t&/aeE859 3 @ —

Affected 12.3-Based Releases

4@ "a@M®a,caf%oafea, na, Naf°a@®aec

12.3 8, T8/ aeL889 3 @ —
12.3B 8, t&/caec859 3 @ —
12.3BC 8, T8/t oL@ 3 @ —
12.3BW 8, t&/oeE85@ 3 @ —
12.3EU 8, T&/ L8593 @ —
12.3JA 8, T8/st o853 @ —




12.3JEA 8, T4/ +a£85@° 3@ —

12.3JEB 8, T&/ £S5 3@ —
12.3JEC 8, T4/ o853 €@ —
12.3JED 8, TaY/ L8525 @ —

12.3(2)K3 59 %3 955, 59«59 8, 121t €559 5€,3,5

K 12.3(8)IK 1 &»¥E™ QI B®AFAFAf 1S, 5@ «3Q &, Ta%+eE83¢ 3€,3,53
12.31L 8, T&/ L8593 @ —
12.3JX 8, T8Y/st £S5 @ —
Vulnerable; first fixed in 12.4T
12.3T
12.3(4)T11 &¥&%.@ 3@ ®IFEFEf13,'3€ ¢,13%+3983€ 359,59
12.3TPC 8, T8/ aeL859 3 @ —
12.3VA Vulnerable; first fixed in 12.4T
12.3XA 8, T8Y/st £S5 @ —
12.3XB 8, T8/st o853 @ —

12.3XC &, T8/ raL839 3@ —




12.3XD Vulnerable; first fixed in 12.4T
12.3XE 6, T8/s+ o859 °3 @—
12 3XF Vulnerable; 4@"“a@®3,Caf%oaf€@3a,13, a3 @®I€ES;Rafe 8@ d,V2a]
3@a,»a, a,3f8afa@®x%ué 1a@«E-CiQ@—i@ 3@ €@, uifear
12.3XG Vulnerable; first fixed in 12.4T
1oax| 12.3(7)X111 45, Sé%o@é@@éfaéfaéf%é,1é@«éé_é,,]‘é%iaev@éQCEéQ,
ar¥é™MQPa@®ifiafrafa,'a@«a@ e,T1d%+xe€8i¢ 3€,3,539%3€a,
12.3XJ Vulnerable; 12.4XN 3@ ®a»»a, @3 @®afafaf1ia, ' a€«c8»ejEaE,
12.3XK Vulnerable; first fixed in 12.4T
12.3XL Vulnerable; first fixed in 12.4T
12.3XQ Vulnerable; first fixed in 12.4T
12.3XR Vulnerable; first fixed in 12.4T
12.3XS 6, T8/s+a£85@ 3 @—
Vulnerable; first fixed in 12.4T
12.3XU
12.3(8)XU1 &»¥&%o @3 @ ®afafafha,'a€@ e,1a%+3983@ 39°3€,39
12.3XW Vulnerable; 12.4XN 8@ ®a»»ae, @3 @®afafaf1ha, a@«c8»eEaE,

12.3XX

Vulnerable; first fixed in 12.4T




12.3XY Vulnerable; first fixed in 12.4T
12.3XZ 6, T8/s+ o859 °3 @—
12.3YA 6, T&/s+ o853 @—
12.3YD 6, T8/s+a£85@°3 @—
12.3YF Vulnerable; 12.4XN 3@ ®a»»a, @3 @®afafaf1a, @ «c8»ejEaE,
12.3YG Vulnerable; first fixed in 12.4T
12.3YH &, T8/s+ o859 °3 @ —
12.3YI 6, T8/s+ o853 @—
12.3YJ 6, T8/ aeE 889 8 @ —
12.3YK Release prior to 12.3(11) YK 3 are vulnerablelV4E releases 12.3(11) YK 3 and lat
12.3YM Vulnerable; first fixed in 12.4T
12.3YQ Vulnerable; first fixed in 12.4T
Vulnerable; first fixed in 12.4T
12.3YS
12.3(11)Y S1 &»¥%o @3 @®afafaf1a,'a@ €,131%+383@ 39°39,3€
12.3YT Vulnerable; first fixed in 12.4T

12.3YU

Vulnerable; first fixed in 12.4T




12.3YX Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1aa, a @ «c8»e|EaE,
Dy Vulnerable; 4@"a@®3,Caf%o0af@a,03,93f 3@ ®A€EE, Rafxr "ae, a,V2af

' 3€@a,»a, a,3f83fa@®x%ué 1aQ«E-CiQ@—i@ 3@ €@, pifeas
12.3ZA Vulnerable; first fixed in 12.4T

Affected 12.4-Based Releases

4@ "a@®a,caf%oafea, na Yaf7a@®axr0

12.4 12.4(25d)

12.4GC 12.4(24)GC2

12.4JA &, t&/caeE859 3 @ —
12.4JDA 8, T8/ aeL859 3 @ —
12.4IDC 8, t&/aeE859 3 @ —
12.4JDD 8, T&/stoe£85Q 5 @ —
12.4JHA 8, t&/caeE859 3 @ —
12.4JHB 8, T&/ L8593 @ —
12.4)K 8, T8Y/st £S5 @ —
12.4)L 8, T&/sta£85Q 5 @ —




12.4IMA 6, T8/s+ o859 3 @—
12.4MB &, T8/s+ L8539 °3 @ —
12.43X 6, T8/ aL8393 @ —
12.43Y e, T&/soeE88Q 3 @ —
12.4MD &, T&/r-aec859°3 @ —
12.4MDA e, T&/stocE88Q 3 @ —
12.4MR Vulnerable; first fixed in 12.4MRA
12.4MRA 12.4(200MRA1
12.4SW e, T/ +aeE88Q 3 @ —
12.4(15)T14
12.4T 12.4(24)T4
12.4(20)T6
12.4XA Vulnerable; first fixed in 12.4T
12.4XB Vulnerable; first fixed in 12.4T
12.4XC Vulnerable; first fixed in 12.4T

12.4XD

Vulnerable; first fixed in 12.4T




12.4XE Release prior to 12.4(6)XES5 are vulnerablel/4E releases 12.4(6)XES5 and later
12.4XF 8, TaV+oeE 8525 @ —
12.4XG 8, T&V/-oeE859 3 @ —
12.4XJ Vulnerable; first fixed in 12.4T
12.4XK 8, T&Vat o853 @ —
12.4xL Vulnerable; 4@ "a@®3,Caf%o0af@ 43,013,933 @®RA€EE, Rafxr "ae,; a,V2a]f
. 3@a,»3, a,3f83fa@®x%ué 1adQ«E-CiQ@—i@ 3@ €@, uifear
12.4(15) XM 8»¥8%. @ 3@ ®af2afaf143,'3€ ¢,13%+3@83€@ 39°3€,3€¢
12.4XM
afeafeafy.a,1 12.4(15)XM3 553,393 3993, Ear¥é™M@i® &,Tal%tie!
12.4XN 8, TaY/a-aeL85@ 5 @ —
12.4%P Vulnerable; 4@ "a@®3,Caf%o0af@a,0a, 93P @®RA€EE, Rafxr "ae,; a,V2af
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