
CDS Internet 
Streamer:Webã‚µãƒ¼ãƒ�ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªãƒˆãƒ©ãƒ�ãƒ¼ã‚µãƒ«ã�®è„†å¼±æ€§

 

æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿé½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚

æ¦‚è¦�

Cisco Content Delivery Systemã�®ä¸€éƒ¨ã�§ã�‚ã‚‹Cisco Internet 
Streamerã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�«ã�¯ã€�ä»»æ„�ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã‚¢ã‚¯ã‚»ã‚¹ã‚’å�¯èƒ½ã�«ã�™ã‚‹ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªãƒˆãƒ©ãƒ�ãƒ¼ã‚µãƒ«ã�®è„†å¼±æ€§ã�ŒWebã‚µãƒ¼ãƒ�ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�«å�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯ç‰¹åˆ¥ã�«å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸURLã‚’ä½¿ç”¨ã�—ã�¦ã€�Webã‚µãƒ¼ãƒ�ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªã�®å¤–éƒ¨ã�«ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�®ä»»æ„�ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã‚’èªã�¿å�–ã‚‹ã�“ã�¨ã�Œã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„æ”»æ’ƒè€…ã�¯ã€�ã�“ã�®å•�é¡Œã‚’ä¸�æ£åˆ©ç”¨ã�—ã�¦ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ãƒ•ã‚¡ã‚¤ãƒ«ã‚„ã‚·ã‚¹ãƒ†ãƒ ãƒã‚°ã�ªã�©ã�®æ©Ÿå¯†æƒ…å ±ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã€�ã��ã‚Œã‚‰ã‚’åˆ©ç”¨ã�—ã�¦å¾Œç¶šã�®æ”»æ’ƒã‚’é–‹å§‹ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�https://sec.cloudapps.cisco.com/security/center/content/CiscoS

ecurityAdvisory/cisco-sa-20100721-spcdn ã�§å…¬é–‹ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è©²å½“è£½å“�
Cisco Internet 

Streamerã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�®ã‚·ã‚¹ãƒ†ãƒ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã�¯ã€�æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šå‰�ã�®è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

Cisco Content Delivery 

Engineã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã€�show

versionã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹(CLI)ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ã‚·ã‚¹ãƒ†ãƒ ãƒ�ãƒŠãƒ¼ã‚’è¡¨ç¤ºã�—ã�¾ã�™ã€‚Cisco
CDS Internet Streamerã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�ã€ŒContent Delivery System Software 
Releaseã€�ã�¨ã�—ã�¦èª�è˜ã�•ã‚Œã�¾ã�™ã€‚å‡ºåŠ›ã�®å�Œã�˜è¡Œã�«ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ç•ªå�·ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�Cisco
Content Delivery 

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20100721-spcdn

åˆ�å…¬é–‹æ—¥ : 2010-07-21 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.8

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID :

CVE-2010-

1577

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100721-spcdn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100721-spcdn
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:C/I:N/A:N/E:F/RL:OF/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1577
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1577


Systemã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹2.5.3ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco Content 
Delivery Engineã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

cdn-cde#show version 
Content Delivery System Software (CDS) 
Copyright Â©) 1999-2010 by Cisco Systems, Inc. 

Content Delivery System Software Release 2.5.3

 (build b8 Jan 21 2010) 
Version: cde200-2.5.3.8 
 
Compiled 16:07:11 Jan 21 2010 by ipvbuild 
Compile Time Options: KQ SS 
 
System was restarted on Thu Jun  3 04:09:25 2010. 
The system has been up for 2 hours, 11 minutes, 27 seconds. 
 
cdn-cde#

 

ã�¾ã�Ÿã�¯ã€�Content Delivery System 
Managerã�®ãƒ›ãƒ¼ãƒ ãƒšãƒ¼ã‚¸ã�«ã€�Content Delivery 
Systemï¼ˆCDMï¼›ã‚³ãƒ³ãƒ†ãƒ³ãƒ„é…�ä¿¡ã‚·ã‚¹ãƒ†ãƒ ï¼‰ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ã�®ã�™ã�¹ã�¦ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ä½¿ç”¨ã�•ã‚Œã�¦ã�„ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ç°¡å�˜ã�ªè¦�ç´„ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

ç‰¹å®šã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’è¡¨ç¤ºã�™ã‚‹ã�«ã�¯ã€�[ãƒ‡ãƒ�ã‚¤ã‚¹(Devices)]
> [ãƒ‡ãƒ�ã‚¤ã‚¹(Devices)]ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚[ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¡¨(Devices 
Table)]ãƒšãƒ¼ã‚¸ã�«ã�¯ã€�ãƒªã‚¹ãƒˆã�•ã‚Œã�¦ã�„ã‚‹å�„ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ç¢ºèª�æ–¹æ³•ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�h

ttp://www.cisco.com/en/US/docs/video/cds/cda/is/2_5/configuration_guide/maint.html#wp1198510

ã�«ã�‚ã‚‹ã€ŒMaintaining the Internet Streamer 
CDSã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

TVã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã‚³ãƒ³ãƒ†ãƒ³ãƒ„é…�ä¿¡ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�¨Video 
Navigatorã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco Content Delivery 
Engineã�¯å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

è©³ç´°

Cisco Internet 

Streamerã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�¯ã€�ã‚¨ãƒƒã‚¸ã‚ãƒ£ãƒƒã‚·ãƒ³ã‚°ã€�ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã‚¹ãƒˆãƒªãƒ¼ãƒŸãƒ³ã‚°ã€�ã�Šã‚ˆã�³PCã�ªã�©ã�®åŠ å…¥è€…IPãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚

http://www.cisco.com/en/US/docs/video/cds/cda/is/2_5/configuration_guide/maint.html#wp1198510
http://www.cisco.com/en/US/docs/video/cds/cda/is/2_5/configuration_guide/maint.html#wp1198510


Cisco Content Delivery Systemã�®ä¸€éƒ¨ã�§ã�‚ã‚‹Cisco Internet 
Streamerã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�«ã�¯ã€�ä»»æ„�ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã‚¢ã‚¯ã‚»ã‚¹ã‚’å�¯èƒ½ã�«ã�™ã‚‹ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªãƒˆãƒ©ãƒ�ãƒ¼ã‚µãƒ«ã�®è„†å¼±æ€§ã�ŒWebã‚µãƒ¼ãƒ�ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�«å�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚Webã‚µãƒ¼ãƒ�ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªã�®å¤–éƒ¨ã�«ã�‚ã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ�ãƒƒãƒˆã‚¹ãƒˆãƒªãƒ¼ãƒžã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹Cisco
Content Delivery 
Engineä¸Šã�®ä»»æ„�ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ã€�ç‰¹åˆ¥ã�«å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�ŸURLã‚’ä½¿ç”¨ã�—ã�¦èªã�¿å�–ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã�«ã�¯ã€�ç®¡ç�†è€…ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®è©³ç´°ã�¨ã‚·ã‚¹ãƒ†ãƒ ãƒã‚°ã‚’ä¿�æŒ�ã�™ã‚‹ã�Ÿã‚�ã�«ä½¿ç”¨ã�•ã‚Œã‚‹ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ãƒ•ã‚¡ã‚¤ãƒ«ã�Œå�«ã�¾ã‚Œã�¾ã�™ã€‚

èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„æ”»æ’ƒè€…ã�¯ã€�ã�“ã�®å•�é¡Œã‚’ä¸�æ£åˆ©ç”¨ã�—ã�¦æ©Ÿå¯†æƒ…å ±ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã€�ã��ã�®æƒ…å ±ã‚’åˆ©ç”¨ã�—ã�¦æ¬¡ã�®æ”»æ’ƒã‚’é–‹å§‹ã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Service Engineã�Šã‚ˆã�³Cisco Content Delivery System 
Managerã�§ã�¯ã€�TCPãƒ�ãƒ¼ãƒˆ80ï¼ˆãƒ‡ãƒ•ã‚©ãƒ«ãƒˆHTTPãƒ�ãƒ¼ãƒˆï¼‰ã€�443ï¼ˆãƒ‡ãƒ•ã‚©ãƒ«ãƒˆHTTPSãƒ�ãƒ¼ãƒˆï¼‰ã€�8090ï¼ˆä»£æ›¿HTTPã�Šã‚ˆã�³HTTPSãƒ�ãƒ¼ãƒˆï¼‰ã€�ã�Šã‚ˆã�³HTTPãƒ—ãƒã‚ã‚·ã�®ä¸€éƒ¨ã�¨ã�—ã�¦è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ãƒ�ãƒ¼ãƒˆã�ªã�©ã€�ã�™ã�¹ã�¦ã�®ã‚ªãƒ¼ãƒ—ãƒ³HTTPãƒ�ãƒ¼ãƒˆã�§ã�“ã�®è„†å¼±æ€§ã�Œä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚µãƒ¼ãƒ“ã‚¹ãƒ«ãƒ¼ã‚¿ã�§ã�¯ã€�ã�“ã�®å•�é¡Œã�¯ãƒ�ãƒ¼ãƒˆTCPãƒ�ãƒ¼ãƒˆ8090ï¼ˆä»£æ›¿HTTPã�Šã‚ˆã�³HTTPSãƒ�ãƒ¼ãƒˆï¼‰ã�§ç™ºç”Ÿã�—ã�¾ã�™ã€‚

Cisco Content Delivery System(CDS)ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢2.5.3ä»¥å‰�ã�§ã�¯ã€�[Enable Incoming 
Proxy]ã‚’è¨å®šã�§ã��ã�¾ã�™ã€‚ã�“ã�®ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã�¨ã€�TCPãƒ�ãƒ¼ãƒˆ80ã�«åŠ ã�ˆã�¦ã€�è¨å®šæ¸ˆã�¿ã�®ãƒ�ãƒ¼ãƒˆã�§ç�€ä¿¡è¦�æ±‚ã‚’å�—ã�‘å…¥ã‚Œã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�ŒHTTPè¦�æ±‚ã‚’ãƒªãƒƒã‚¹ãƒ³ã�™ã‚‹è¿½åŠ ãƒ�ãƒ¼ãƒˆã�¯ã€�ã‚³ãƒ³ãƒ†ãƒ³ãƒˆãƒ‡ãƒªãƒ�ãƒªã‚·ã‚¹ãƒ†ãƒ ãƒžãƒ�ãƒ¼ã‚¸ãƒ£ãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�®[ãƒ‡ãƒ�ã‚¤ã‚¹(Devices)]
> [ãƒ‡ãƒ�ã‚¤ã‚¹(Devices)] > [ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³åˆ¶å¾¡(Application Control)] > [Web] > 
[HTTP] > [HTTPæŽ¥ç¶š(HTTP Connections)]ã�®[ç�€ä¿¡HTTPãƒ�ãƒ¼ãƒˆã�®ãƒªã‚¹ãƒˆ(List of 
Incoming HTTP 
Ports)]ãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã�§å®šç¾©ã�•ã‚Œã�¾ã�™ã€‚HTTPè¨å®šã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�h

ttp://www.cisco.com/en/US/docs/video/cds/cda/is/2_5/configuration_guide/configdevice.html

ã�«ã�‚ã‚‹ã€ŽCisco Internet Streamer CDS 
2.5ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚¬ã‚¤ãƒ‰ â€“ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨å®šã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCtd68063 

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and 
Exposures(CVE)IDã�¨ã�—ã�¦CVE-2010-
1577ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

Ciscoã‚³ãƒ³ãƒ†ãƒ³ãƒˆãƒ‡ãƒªãƒ�ãƒªã‚·ã‚¹ãƒ†ãƒ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹å‰�ã�®æš«å®šçš„ã�ªã‚¹ãƒ†ãƒƒãƒ—ã�¨ã�—ã�¦ã€�ã‚µãƒ¼ãƒ“ã‚¹ãƒ«ãƒ¼ãƒ«ã‚’ä»‹ã�—ã�¦æ©Ÿå¯†ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªã�¸ã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚’æ‹’å�¦ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ã�“ã�®å›žé�¿ç–ã�¯ã€�ã‚µãƒ¼ãƒ“ã‚¹ã‚¨ãƒ³ã‚¸ãƒ³ã�«ã�®ã�¿é�©ç”¨ã�•ã‚Œã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�ã‚¢ã‚¯ã‚»ã‚¹ã‚’æ‹’å�¦ã�—ã�¦ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªãƒ¬ãƒ™ãƒ«ã‚’ä¸Šã�’ã‚‹ã�“ã�¨ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã�¯ã€�"\.\./"ã€�".\./"ã€�"\../"ã�ªã�©ã�®ä»–ã�®ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒªç§»å‹•ã�«ã‚‚å¯¾å¿œã�—ã�¾ã�™ã€‚

 

rule enable 
rule action block pattern-list 1 
rule pattern-list 1 url-regex ^http://.*/../.* 
rule pattern-list 1 url-regex ^https://.*/../.*
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ip access-list extended cisco-sa-20100721-spcdn 
     permit tcp 192.168.10.0 0.0.0.255 host 10.1.1.1 eq www 
     permit tcp 192.168.10.0 0.0.0.255 host 10.1.1.1 eq https 
     
 

    !-- 

    !-- TCP port 8090 is not normally used so normally will not have to 

    !-- be explicitly permitted. 

    !-- 

    !-- Permit any additional TCP ports that may have been configured 

    !-- via the HTTP Proxy before continuing to add the deny statements. 

    !-- 

 
     deny tcp any host 10.1.1.1 eq 8090 
     deny tcp any host 10.1.1.1 eq www 
     deny tcp any host 10.1.1.1 eq https 
     permit ip any any 
     exit
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interface GigabitEthernet 2/0 
     ip address 10.1.1.1 255.255.255.0 
     ip access-group cisco-sa-20100721-spcdn in
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


