Cisco |OSa, YAf*af "4, 14, 83, taep ®Session
Initiation Protocola©«3€Sa€'a, <Denial of
Service(DoS)a@®e, talatae€s

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2009-
Hi gh 20090923-sip 2870

& @a...~é-«we—Y¥ : 2009-09-23 16:00

df @afvaa, afsasf 1.1: Find

CVS&4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af @4a,° ID : CSCsx25880

B—Yore-e%3@«a, a ef..a ta@ A€H+e?739«a, 3,<aZYR-13HOPEQZA...~a11 A ¢
Al

e, €|

Cisco 0SA®F 1453f+3f"5, 14, §5, ¢a@®Session Initiation

Protocol(SIP)a®YeE...3€«3€ &,13%+r€85€ E3€,3,55€€ Cisco Unified Border
Elementae©Yef/3€ Eece%idS i@« 3QFLi€  3€,3,4 8@ 59«39 9L 14i9+5,Fi0 36,530

8,-8,4%€ J@"'dO®e,1a%+xr€8aQ«d %t a@™4,a,%afaf"4,,4,83,Ca, caffaf—aftafnas a,afrasrasry

539" "3@®3,Caf%0af@3,13,9af°5€ €€ https://sec.cloudapps.cisco.com/security/center/content/CiscoS
ecurityAdvisory/cisco-sa-20090923-sip 4@ 84...~é—3@+3, E3@ | 3@, 3 @@ ™AE,

a3 1Y/4820098" 9ae06 232e—¥a€@ ®Cisco

10S3,»3,3f¥afafta,£3,¢af%0af 3,03, 33 @32 af%0af«a...~é-3@«3€ €@ 113»13€9®3,»3,3f¥af3
a»93@®3,Caf%oaf@a,na, af*a€ Cisco I0S

a,%af+af"a,138,83,Ca@®e,Tal+tr€83@«a 343t 3@O™3,3,8Q@RIQ8I€Q 1 a»N3€ Cisco

Unified Communications Manager

d@O®e,TaN+e€83@«d 343t |a@™45,4,iQPRIQPZIQO™I€,3€,3,0af%0afQa, 13, 905 5@«i€ F€QPIP D

SE<EE... 509 ®A...~6-AfafE, 4@ d€Q@x-id@®IfEfE, a@®IEECisco Event Response:
Semiannual Cisco IOS Software Advisory Bundled Publication3€ @3 «3€,3,53@ %3 @ ™A€,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP sep09.html

€025 e£Y23" @
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5Q"3Q®,T4%+2€83Q9®I+EY; 3,89 —39'5,5QBRIQ FEQSIPEY3EEL S, paflaf'a, 5@ Eece%odS'5€
10S3,%af-a°4,!3,83,¢3,'aRYe|E3@—3@ | 59,3,aft5f€3,05,'5¢ 3@ 38O ™aE,

&, T&/t €83 @ ®a@,a,<e£%23" @

Cisco Unified Border

ElementssOY ef V23, dvecC’ 8@ —a € | SIPafiaffa,»afa, 3,/at | c@ta@™a 3, 3@ 1a @« aR3G@ 3, €
10S3,%4af-af°4,! 8,83, caf@afsd, f83f3,a®Ve|Fi@—3€ | 3€,3,<3,-3,'3,3af1af 3,13, 3@ E3 V28V,
Unified Border Elementae©VYefl a@ Ee @336 +3,E3& 3@ ,39°3€,Cisco

10Saft3f@a,03,'5@ F€QIQ"IQP®L,TaV+2€83Q9B®I2+46Y: 5, 4Q—3Q'3Q%I3,"3€E,

a8 iY&Cisco Unified Border Elementag®Y efY4iYs se—8¢8°Cisco Multiservice | P-to-IP

GatewayiV%.5€p a€€@Ciscoafzaf«af€a uafuasa,'a2afnas a, ! a,sa naf—afoaffaf af-a,0afnaf 4@t
1053,%af+af°a,! 5,83,¢3,03f3f143, @83 Q@™AE,02281'3€Q3,»3, 3 ¥afaf 13, £53€ 93,33 1435F«8,¢ af%0afY
of
Service(QoS)é€0§0§é,“é®3é,-é,°§f§éfaéf3é,°é,n§f3”,géf%éf_éf%é,éﬁéfg""50®éf@§ff§f“éf_éf%é

Cisco Unified Border ElementagOY ef144€«3€p a€€Voice service Voipa, 3af Zaf3af %05€p ~allow-
connectionsa, fif -3, 3af 28f%8f %oa@ (3¢ ...6 | @3 QP8I ™EE,0%31"3Q ™3 <& ARSI P B®A34<A, 0|3 @«

voice service voip
allow-connections from-type to to-type

Cisco

|OS3, V58] *8f "4, |3, 85, G ®are€e; 3@ ®Af@afa, AfSaf 5 @83@ €9aftafa,0af«af G@83€ SIPAf
peer

Vi Cced, 3af 28f38f %o8," ™| (EA@ —a @ | 3f€3,nafnaf«af'a, c3,'a%cex" @aQ™a 3@  €QSIPAF—Aafa,»3,
10Saftaf€a,na, a@8SIPafiaffa, »af1ha, a@Eat! c@ 13 3, EaQ%HIQ™IE,39%IQYIEQePhoned @
Unified Communications Manager

Expressda@®a €6 3@ ®xOYef)3, e " d®339™E,«39 " IEQSIPAF—afE,»3,'a€@ Eet2a¢ ¢S, 3@ «é-48¢

dial-peer voice <Voice dial-peer tag> voip

Cisco
|OSaf taf



@3,03,'39®e " aA®S3,'e% 3@ 3@ | aE@Iftaf@a, nd, a@«SIPafjaffa,»afa, a, 'at ! c@Ta@-a€»3,«dial-
peerd,afzaffaf%od, cC°e’QaQP™35,«<3i@ dQ'IQO8I QTP QICHCR O TEE..539 show
processesad,’af7af*af%od, a2 ¢’ d P83 @ @39 %3O™ | include

SIP&,2af2afaf%0d, (™ ¢ E3Q@—a€@ | 3€@Cisco

10S3,%%af-af"a, | a,8a,ca@ESIPafjaffa,»afa, a, ' at) QQTQQTM5,<éf—§.f§,>>§,1é,’é®VéiCEéQ—éQ | 3©,
10Saft5f 3,038,459 ESIPASaffa,»a5%4, 5,31 COTIO—30 ' 5€,3,30 59 5/ (°50—30 56,59

<#root>
Router#
show processes | include SIP
149 Mwe 40QF48254 4 1 400023108/24000 © CCSIP_UDP_SOCKET
150 Mwe 40F48034 4 1 400023388/24000 © CCSIP_TCP_SOCKET

e& Siv&Cisco

|0S3, YA8f+3f "5, 15,85, ¢5," ARY & CAa@—a@ | 3@, 4 «affaf@a,na,'a@ ESIPafiaffa,»af1ha, a@®at | c@1a,
processes | include

S|P3, 33f 28f 38 %08, &/ocC" "a@™a <3 € A€ QAfTaf€3,13,"3@ ECY0'AR3IQ®E " a®SE,*af 28138 %0d €@ ®:

8, -8,18, LY @A 8¢ haf@i9—ae | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

afeafeafaa,'a, e’ @I PMa I P«3Q aEQaftafea na,'a@«afs ca naffa€9—a@ | show

version 3,33f2333f%0a,'a; 3@ L3€@ | €A, 3, aftaf
é.f@éﬁé.f%é,’éi"gu°éé—éé%éé“"é€,"Internetwork Operating System

Software"a€@"Cisco I0OS Software"

39,339,399 30"3,E3, %03 @«Ej2811ha@™a,<3,-3,"aftaf

fQarSafhia€«3, 3Q£3@ | aftar€@a,na,'3€8 Cisco I0S

a,%af+af"a,)3,83,Ca@EC haf@PiO9—3€ 39,3, 89" 3@ 3,'((°° QPP QPQPIPNIG™IE,

QO QIOBINES, @I« nafiadf1d, 9 QIQExr-3A1BIQPRE-"3@«8| ¢n°d@+3,Ei€QcY35€,3O |
"Version" 3@~ Cisco IOS §,%af+af"a, 4, a,¢

afrafeasad,' c @ @@ Ee| (rCi@a, EF@AIQP™AEE, a»-39®3, 3,3,

aftafea,n3,'3¢83€ 3€E@show version

3,°8525538f%03€ E&"dce 3@ —39°5 QG QLIQVI, SIEQIVIQBEIIS 3 ER| (135, EFYE,S

¥8 <A@ B®a%aQ A€QCisco e£13"@i@«aQ | 3€QI0Safafrasaa," 12.3(26)
dQEC NI QP—I€QIOVIO®A nafiafhud, @ @a€E C2500-IS-L
3983€,3«309"39 3,/(r°3@—3¢ 39,39 IO™:

<#root>



Router#

show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C250@-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

I--- output truncated

2AOBE%EQ FE€QE, NS, 3 3 Yaf«5€5,EFO Y nafaF 1S, 4@ @I E C1841-
ADVENTERPRISEK9-M 5@83€€Cisco 10S &,%af3f"3,'5,83,¢ 3fafaf%a," 12.420)T
5,80V E5Q—39 | 50,5,8,5,5,0£18"9 3, (1°3Q9—3@ | 5€,39%IQ™EE,

<#root>

Router#

show ver si on

Cisco I0S Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-08 20:25 by prod_rel_team

I--- output truncated

Cisco

|OS3, Voaf+af "4, '8, 84, Cafeafaf 18, 5@ B AP 9| @a%0ta@®E;158S &f..8 +3@ FEQ@r-|3QBIFAf:
Paper: Cisco I0S Reference Guided€ @a€@8¢( e’ @3¢ 83 @ @333 ™aE http://www.cisco.co
m/warp/public/620/1.html

8, T&V/teE8, 49 «a,"3983€,30%3€,30"39 39 EC(°e* 993, EaQPVe£LA"Q

Cisco IOSNATE€S3,"53€3Cisco

10S3,1,8f-3f3,!5,83,C 3@ ®af5,i3,14,¢4, | §,0af haf«eOYefra@8a1:¢" " a€+3,ES,SIPA, Caf—3f3,

10S XE&,af-4f°4,! 4,85,¢5€53,"3€3Cisco I0S

XR3,1,8f*4f°4,15,84,C39 3€QIQ"3O®L,Ta1itx€83@®311+EY:3,/8Q—3Q'39%3€>3,"3€,8»-39®
03¢ °

SIPA@ 3€@3,035%,; afUAf@AffAf 4@ 3@ OIQRIPAFQAffaf af afhd,” 3, a» G @—3Q@YEVPA£ 553,


http://www.cisco.com/warp/public/620/1.html
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Cisco Unified Border Elementi¥s se—8¢8°Cisco Multiservice IP-to-1P

GatewayiV205€ 3€@Ciscoaf7af«af@a,pafhasa,a,2afhasf 3, | 4,83, naf—afOaffaf af+3,0af%af 3 Sa€
10S3,%:af+af3, ! &,83,¢ 8,043 143, 3@ 83@™IE€, 2261 3€@3,»3,aN¥af 515, £3€ Q3 2af14af«a, ¢ af%oafYAS]
of

Service(QoS)3€ 3653, 333, 58,°5f5a2a5°4,°8,048F°5,: 3fhaf af143,a5°8,°¢C" 3@ ®AfQAffaf af afaa, ¢

Cisco Unified Border
Elementa@ ®e©3*c 3 @«3@ri@, i@ 3@ €Qx-a@B®IfAfE, 5,3€,.8090—3@ i0Q9i0® 3030,

http://www.cisco.com/en/U S/products/sw/voi cesw/ps5640/index.html

Cisco Unified Border Elementag®Y &fv43,’ 4€p«3,€Cisco
IOSé,ﬂéfiéf%é,,é,'éfié.féé,Géfé@CEé@VéiCEéQ—é@ | 8€,3,< 2@ a€@Cisco
10S3a,%afaf"a, | 3,83,C3@®SIPA®VYEE...3€«3€ D0Se, Ta1%+r€83@ES" e 3@ —3@AhIO™IE€,39"3€

4@ "3@®e,TaV+r€83€¢ d€@Cisco Bug ID CSCsx25880

(c™»¢Eaf |afv4,18°,¢" )4  a@—a@ | 2-Te> AE-3@+3,EdEQCommon Vulnerabilities and
Exposures(CVE)IDa@ "a@—a€  CVE-2009-

28703€ E3%0%5,58%: 39 ' 3,%03, E3@ ' 5€,39%IQ™3E,

76 éC-

€028+ 5@ ™3,<Cisco
10S3ft3f€ 3,03, a@8VoIP3,uafuafa, ¢ 5@ ®SIPAQPES;..& | 9398 80 F€QSIPA,' (i35 59«39 83¢

af@affaf af afaa, at..a@®Ciscodftaf€a,ra,'a@«eQ@O¢" 4@ efLa@a»r-a@®c O EC-3@«a@Pra
Unified Communications Manageré@§é,AéQ3Cisco

10S&,%af+af"a,)a,83,ca@®a,pafuaf'a, ' ed@ | d@®e,Tal%+r€839 Ex, (" 3€-3,E5,« 3 9EEIQB®E”
ttps:.//sec.cloudapps.cisco.com/security/center/content/CiscoA ppliedMitigationBull eti n/ci sco-amb-2009092
3-voiced€p<d,%o0d...¥e %03 @83 @ @I @343 ™aE,

SIPafea, 1af af3a, °af @afraf a@®c, iaS'acE-

SIPA’ ca9ho8SIEQ «GQO™E, ;.8 | QIO FI93 @, 313 95,13,'39®8 3@ 3€QxeE], a9 39835 =
10S3,%af-af"a,,3,83,Ca@®4.€6f 3@®Af@af1a, 3f8afa@3@ F€QOCRCOTEE..3€0 >-dQ@®3 afzZa

sip-ua

no transport udp

no transport tcp

no transport tcp tls
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsx25880
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Q& Siv.SAfaf 14 £5 ¢4 287 VA 4, '3 85 08, 3af3af af Af VAf «&f —afaf 4 38f «(MGCP) 4@ %43 €@ Y3€ H.3233,33f12

show udp connectionsa€€ show tcp brief allZ€@3€53,"3€3show processes | include
SI P3,3af 28f38f %08, &icC AQP™E 3@ IEQPIQ"TOBDLEQiC-3,¢QOC" 3Q9P—3QYIHTEIQSESIP
UDPaf@afhaf a@ TCPaf@afliaf a€@(Eé-%0d@ 3@ | 3€,3,«30"3€ 3,/(C°°@io3i@@iasLieo™al

s ae—aep  a@,a,«Cisco
10S3,%af-af"a,|3,83,Ca@®af@afa, af8affa@«3, dQLa@ | 3¢ a€Q@AEEshow ip
sockets3€@3Q®31°853€@ «UDPAF@afl4af 506039 Eé—3€),59  3€,5,39" 5@ 3QEc°a+3,E5€

*Feb 2 11:36:47.691: sip_udp_sock_process_read: SIP UDP Listener is
DISABLED

8, 3Af8f AfAfvaf« Af—Af-afvAf: Af @aFa, a88,°

SIPA,BfVAf“ 4,18 0@ @3 IO ™A &;...0 | 93O T35, f1af Q5 13, 59559 5693 3aPaf aFaf1haf«af—
I0S&faf55%3,112.0S5€€12.2SX5€912.253€9 12.3T3€ 9 12.45€ 930 55,391 2.4Ta 983, naf @ 35 %S
COPP 5,2 3@339—3@ | 5€Q(®icOTaf—af-3fUafae "3 °afaf afafuaf«
3f—af-3f%afa, 4, 0 3@ —FEQr—C3 3O ®E »3, 3F¥EFEFTE £

3F a5, 3F K358, 5% ARLIQ AU TOLIO | FEQI HAFAF3F03, 55 5F08, AfQAFEIORAFIAFQA ;

l-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
I-- Everything else is not trusted. The follow ng access list is used
l-- to determne what traffic needs to be dropped by a control plane
l-- policy (the CoPP feature.) If the access list nmatches (permt)
I-- then traffic will be dropped and if the access |ist does not

I-- match (deny) then traffic will be processed by the router

access-list 100 deny udp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny udp host 172.16.
access-list 100 deny tcp host 172.16. any eq 5060
access-list 100 deny tcp host 172.16.1.1 any eq 5061
access-list 100 permit udp any any eq 5060
access-list 100 permit tcp any any eq 5060
access-list 100 permit tcp any any eq 5061

.0.255 any eq 5060
.0.255 any eq 5060
.0.255 any eq 5061
any eq 5060

[ i e S B S
L i S I S

l-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
l-- traffic in accordance with existing security policies and

1-- configurations for traffic that is authorized to be sent

l-- to infrastructure devices

l1-- Create a Class-Map for traffic to be policed by



I-- the CoPP feature.

class-map match-all drop-sip-class
match access-group 100

1-- Create a Policy-Map that will be applied to the
1-- Control -Plane of the device

policy-map drop-sip-traffic
class drop-sip-class
drop

1-- Apply the Policy-Map to the Control-Pl ane of the
1-- device.

control-plane
service-policy input drop-sip-traffic

&la SV
SIPA@ af af0afs,'af@afuaf af—afaf 33af«3€@ 3€9—a@ | UDP3, a%: " 3983@ 93, 3QY3, QIEHE

48" 5@ ®CoPPIQRAIMNIQPTIQ 3€@x, (" iQPRIQ efLxt8i@Ei@, i, afa +affaf a3 GEEpermit
ROVYefLiQP®E ARZIQ "% " 3@ «é-CIP™3,«2O3C 3¢ F€@http://www.cisco.com/web/about/se
curity/intelligence/coppwp_gs.html 5€S3,"3€3 http://www.cisco.com/en/lUS/docs/ios/12 3t/12 3t4/featur
elquide/gtrtlimt.html &’ 3€,C...88@—3@ | A QP QIO 3Q3@ A€,

aRxfx a@¢a,2afaf"a, | a,8a,¢

8 C&f fAf—8, °Bf ~8f Vaf %08, conoas 789 ™34 "3 3@ 3€ @ hitp.//www.cisco.com/go/psirt
50 S%ECSEQ®F,C5f%0af 95,03, 9553, 39.C.. 859 —39 | 593 94T B2 SY23Q 5 "4®
5,:3f3f¥af %3, 5f55%5, CC° Q39 —3@ | 59O IO 30°30,3€,

59,3933, FIQ®3 3€73,3€93,Caffaf—3,°3F a4 %03 @™3,«eOYa™ " 3@ «3 Q@3 TIPaf;afCaf5¢
Technical Assistance

Centerila" TACi%%03@%3 QY@ a¥'¢ 3, cuea, "a€83€,5,AafarartafS5,3,
f—afaf@3,nafE€afhi@«3953 939,80 303093 3630 ,3€,

Cisco |0S & V-Af+3f 4, 14, 83, CA@®&] 1% 4 272 1%03 @ P, i E3 @ «3€ 3€Cisco I0S

ER IQENREN RN/ I

af af-a,pafa@Ee "e%%0a@ 3, E3Q | 39,39 ™IE, %0 ARSFHB®IfAfEf1Aa,”

af af-3,035@«e,1a%+x€83@Ei€@,5,<3 3@ 3@ €@, Pefl, 3@ «3,€xweEd" @IQB®IFAFES143, TV
1
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3;@efe, 3@ afa 5143, 3€Q8" —3@«@ "e1%0E@ 3, EIQUIQ™IE FEE R, AY 4 afaf 1], 5@
1
d;@xfe, 3@ af8151%3,"3,°3,58 @ 3@, i%h%0af af-3,03 5@ «d @ «3 @, ES, a1, 5@ EC 14

afid, ,af£afya f
Afeafaafyad,t e
Affected
12.0-Based First Fixed ReleaseiVs 4, ®@aefi€p+a, Ea QY ae
Releases

Q0284 aQ™3,<12.04f™af 143, 3@ ®EFEF A3, 3@ 3€,3,5503%363,"3E,

Affected

12.1-Based First Fixed ReleaseiVs 4;@aeLa€p+a, EaQYae
Releases

QO28Y5 aQ™3E,<12. 12143, a@®AFEFEf S, 3@ 3€,3,53€0%3 >3, 3€,

Affected

12.2-Based First Fixed ReleaseiVs d;®aeLa€p+a, Ea € Yae
Releases

8028l 4@ ™3,<12.28F™Maf 13, A@®AFEF A1, 49 3€,3,5593%3€3,"3E,

Affected
12.3-Based First Fixed ReleaseiVs 4;®@aefi€p+a, Ea @ Yae
Releases
12.3 8, T8Vt aeL839 3@ —

12.3B 8, TaY-aeL85@°5 @ —




12.3BC 8, t8/taec889 3 @ —
12.3BW 8, T&/to£859°3 @ —
12.3EU e, t8/tae£8589 3 @ —
12.3JA 8, T8Y/st o859 3 @ —
12.3JEA &, T8/t o839 3 @ —
12.3JEB e, Ta/aL83e 3 @—
12.3JEC 6, T8/t o839 3 @ —
12.3)K 8, ta/ec859 3 @ —
12.3JL e, Ta/aeL839 3 @—
12.33X 8, T8/taet889 3 @ —
12.3T e, Ta/aeL839 3 @—
12.3TPC 8, T8/t aec859° 3 @ —
12.3VA 8, T&/to£859°3 @ —
12.3XA 8, t8/ataec8a9° 3 @ —
12.3XB e, Ta/aeL83e°a @ —




12.3XC 8, t8/taec889 3 @ —
12.3XD 8, T&/to£859°3 @ —
12.3XE 8, T8/t aec8a9° 3 @ —
12.3XF e, Ta/aeL839°a @—
12.3XG 8, t8/taec8a9 3 @ —
12.3XI e, Ta/aL83e 3 @—
12.3XJ 8, T8/t ec8a9 3 @ —
12.3XK 8, ta/ec859 3 @ —
12.3XL e, Ta/aeL839 3 @—
12.3XQ 8, T8/taet889 3 @ —
12.3XR e, Ta/aeL839 3 @—
12.3XS 8, T8/t aec859° 3 @ —
12.3XU 8, T&/to£859°3 @ —
12.3XW 8, t8/ataec8a9° 3 @ —
12.3XX e, Ta/aeL83e°a @ —




12.3XY 8, t8/taec889 3 @ —

12.3XZ 8, 1&/c-ceE859°3 @ —

12.3YA 8, T8/t aec8a9° 3 @ —

12.3YD e, Ta/aeL839°a @—

12.3YF 8, T&/aaL83e°a @ —

12.3YG e, Ta/aL83e 3 @—

12.3YH 8, T&/caL85e°a @ —

12.3Y1 8, ta/ec859 3 @ —

12.3YJ 6, T8Y/s+ L8393 @ —
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24T5@82 €3 Q50«4 Rxfi@ 3, Fi® ' 5@.50%IiQ)™

12.3YM e, Ta/aeL839 3 @—

12.3YQ e, t8/taec889 3 @ —
&, Ta/crae£85€),3,5(ce €3 @A Q®3; PRLFQ 12.4T)
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QIQBIFIFEfNE, 3@ «aQ &,T81+2x€83¢ 3€,3,559%3€3,"3€,

12.3YT &, TaYtoE85€),5,5(0 €8 QI Q®E; PRLEIQ 12.4T)
12.3YU 8, TVt o853 @ —
12.3YX e, Ta/aeL83e°a @—
12.3YZ 8, T&/aaL83e°a @ —
12.3ZA e, Ta/aeL839°a @ —
Affected
12.4-Based First Fixed ReleaseiVs 4, @acfa€pa, EQYael
Releases
12.4 e, TaVta£88e 3 @ —
12.4GC 12.4(24)GC1
12.4JA &, t8/tae£8589 3 @ —
12.4JDA 8, 1&/cceE 859 3 @ —
12.4JDC 8, T&/aL83e°a @ —




12.41DD 8, TaVa- L8595 @ —
12.4JK 8, T8Vt a£859° 5@ —
12.4)L 8, T&Y/+a£85@° 5@ —
12.4IMA 6, taVa- L8595 @ —
12.4IMB &, TaVt- L8595 @ —
12.4IX 6, taVa L8595 @ —
12.4AMD &, TaY L8595 @ —
12.4AMDA 8, 1&V/ o853 @ —
12.4MR 12.4(19YMR3
12.4SW 8, T8Vt a£85@° 5@ —
12.4(24)T1
12.4(15)T10
12.4T
12.4(20)T3
12.4(22)T2
12.4XA 8, T8/t oE8a€),3,5(e €8 93O ®3; ®efI @ 12.4T)




12.4XB &, T&/c+ae£585€p,3,5(ce €S @ IO ®E; ®ef i€ 12.4T)
12.4XC &, T8/r+oE88€),8,5(e €8 93O ®3; ®ef 3@ 12.4T)
12.4XD &, T8/c+oE85€,5,5(e €8 93O ®E; ®efI@ 12.4T)
12.4XE &, T8/t oE88€),8,5(e €8 93O ®3; ®efI @ 12.4T)
12.4XF &, T8/ L85 3 @ —

12.4XG 8, TaY/+aE839 3@ —

12.4XJ 8, T8/t oE88€),3,5(e €3 93O ®E; ®efI @ 12.4T)




12.4XK &, T8/ o859 °3 @ —
12.4XL 12.4(15)XL5
&, TaV/c-aeE85€p,3,5(e €S Q3@ ®E; ®ef i€ 12.4T)
12.4XM
12.4(15)X M &¥8%. € 3 @ ®af2afaf14a, 5@ «3@ &, 18%+e€83€ 3€,3,530%3€>3,"3€,
12.4XN 8, Ta/-oe£85@ 3 @ —
19.4XP &, T&V/c-aeE85€p,3,53€,39 " 3@ ®3,Caf%0af 93,05, Y3F 5 @ PIEE 4 Rafae 8@ 3,163 4F 4, | 3
' BEQa,»3, 5,3f83 3@ ®a%0é 13QP«d%"'FQLIQ | 3€Q3,paf@aflhaf cu, a3 PS8+ €
12.4XQ 8, 1a/ L83 @3 @ —
12.4XR 8, T8/ £ 83 °3 @ —
12.4XT 8, T8/t oE8a€),3,5(e €8 93O ®E; ®efI @ 12.4T)
12.4XV &, T8t 85€p,3,53€,39 3@ ®3,Caf%oaf 3,13, 133 @ RIEEL Rafae 5@, 3,1,35 554, 3




53,3, 5,3/ 5@®x%oé 139U QLI | 5693, NAf@aFHEF . ¢ "5 «EPSE @

12.4XW 8, T8/t oE8a€p,3,5(e €8 93O ®i; ®efI @ 12.4T)
12.4XY &, T8/r+oE88€),8,5(e €8 93O ®3; ®ef 3@ 12.4T)
12.4XZ 8, T8VtaeE83€),3,5(re€s QIO ®I,; P2FIQ 12.47)
12.4YA &, T8/t oE88€),8,5(e €8 93O ®3; ®efI @ 12.4T)
12.4YB 12.4(22)YB1

12.4YD &, T8/t a£85@° 5@ —

12.4YE 8, 1&V/+oeL85@23 @ —




a8 1Y8Cisco |0S-XEa@ %43 @ Ya€ Cisco I0S Software
Modula rityéfaéfaé.f%é,150_5({050"5Q®é,,Té%iaa€§éQ®éVziéV2_é,’é0—50’50%5Q)é,“éﬁ

4 @@L OC" " 8%AYEQ 4.~ YO ™08 "

Cisco PSIRT
4@ 83@ AEQr0e-a,Caf%odf@a,nd Nafa@«e "e%%id @8, EIQ | 3,3, Ta1+tr€88QRA @RLA"OC

59"3O®e,18Y%€83@ 4T...6f 4f14,'4F 5QEC™ | E 3, EIQUIOP—FQVEE,
URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090923-sip

7

o' e’ at¥ee

afeaf"&, afsafe

10 20098" 9aa08 23ze—¥ || & € C%o " af*af2af1a,"

d'C¢" eO¢ .,

a4, Caf%0af @ 3,03, 35€ ¢4 98 %], i9Ri0 10—3i0 10 0 QiwiIo—i6 3653, 55¢
20e-3,C %03 93,13, 93P ®%f..8 13953, 59555, AQ®al (" 3@ E-CTP™E @2 Er» QPB4 €
5OUIOYIEDS,3,'3,25€ 0e-df%o0d,af¥afiafaf 3@®AtT...4®'5,8°°4'SA 5@ —3 @ «8dn%hoa> 3P —Aa€
aee-3, CAf %ol 3,03, 5P @@ "8;°8T.. 40 5@ «6-CAP—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQIQ («IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYa 39 F€QI ' (nUIYP TR
33O ®af%oa,af¥afiafPaf d@®xf...d ta@ 3€@4,3,"3°eL13"QAQ®A, afaf%oaf| af14a,93,'3 34t


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-sip

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



