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<#root>

Router#

show ip ips interfaces

Interface Configuration
Interface FastEthernet@/@
Inbound IPS rule is ios-ips-incoming
Outgoing IPS rule is not set
Interface FastEthernet0/1
Inbound IPS rule is not set
Outgoing IPS rule is ios-ips-outgoing
Router#
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<#root>

Router#

show ip ips interfaces

Router#
3O9%IOVIO €Qr-3OP3,"5QTiO 3O 3O E3,5,530%IO™IE,

<#root>

Router#

show ip ips interfaces

Interface Configuration
IPS is not configured on any interface
Router#
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<#root>

Router#show version
Cisco Internetwork Operating System Software
I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)



Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2008 by cisco Systems, Inc.
Compiled Mon 17-Mar-@8 14:39 by dchih
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<#root>

Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-@08 20:25 by prod_rel_team
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IPSxOVYef13@®eO3 I «IPri€, i€  3€ A€@http://www.cisco.com/en/US/docs/ios/12 3t/12_3t8/featul
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5@ "3@®e,Tal+r€85@«3€@ 3E@Common Vulnerabilities and
Exposures(CVE)IDa@ "a@—a€  CVE-2008-
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£760;-30 SEQAFIAFOE, 13, 5O 40595, F30 ' 50,5, 3O™I9'59 | 59®Cisco 10S
IPSaf@afa, afha€«d,Ca, 8,»3,'3, 23 aF afafuaf«afa, af (ACL)A, 2 1:8S 3@ —a€ | € Qaf@afuaf 53,
IOS

IPSeOYefa@«a," aQLa@ | enexY»i@ 3, EiQ8€,3, 19150« QP™I A9 3@ I98IQ™IE x-{a€

! deny inspection of traffic with a destination port of 53/udp
access-list 177 deny udp any any eq 53

! deny inspection of traffic with a destination port of 53/tcp
access-list 177 deny  tcp any any eq 53

! allow all other traffic to be inspected
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access-list 177 permit ip any any
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configa, 3af 2af38f %08, ARV & EA@—a€343€™ | includeip ips

named,’ 22| 3@ ®3AIA @ «Cr° A @P—3 @A Q™AE,

<#root>

Router#

show runni ng-config | include ip ips nane

ip ips name ios-ips-incoming
ip ips name ios-ips-outgoing
Router#

o QAQPRIInIPLIQ IEQ239raO®Cisco I0S

IPSaf@afa, afha€ Eaftaf@a,nd,'d@«e AR5 3, E3@ | 3@,3 Q%O ™MIE,2-dQPB®IYIGY €A%
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<#root>

Router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

ip ips nanme ios-ips-inconmng list 177
Router(config)#

ip ips nanme ios-ips-outgoing list 177
Router(config)#

end

Router#

ctor@ 3, aftaffaf—a@ a@—i€ | 3€@3,%af25F35F%oshow ip ips
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<#root>

Router#
show ip ips interfaces

Interface Configuration
Interface FastEthernet@/0
Inbound IPS rule is ios-ips-incoming
acl list 177
Outgoing IPS rule is not set
Interface FastEthernet@/1
Inbound IPS rule is not set
Outgoing IPS rule is ios-ips-outgoing
acl list 177
Router#
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