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Cisco 10S
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xf..a ié0_50"50®&—i£>,50«ég1/25§ @3, Ea@3%4a€»a,"aE€,
5O OIOB®I»ES,SFEQPEi83®C3€  cisco.com F€® Bug Toolkit
a,caf—afa,+af1a, afsafa@®e | @3a%otcs,a@a paf@aruas”

SfQIFEIFQAF«a@ G RrLae 5€:3, 1535353, 15,85,¢C f. .4 ¢
3F 3fOaffa,35°8,°ROVefYE, 81" GO™E ;.0 QIOEID,

ACE af¢3, afyafvaf«a€Sa, a€> ACE

an  Qnr

/a
S

5,C3f—3f03,03,C4%3,'5,€™Mn3 @, 5 | 5694 58 IO RL1LE" 959 PAT

JORIOVE,QI9«d;..0 | 9IOTIQ,5,CE€QH; 3. FAFQaF KIS > 5@ @O 3@ —3, af5af-aF %4, 555355, e

§%0%3,58Y:" 5@ | 3FQ@AFA, af U8, 4V C" 59 —a@IY™E, Cisco 10S

FOB3 4@ 19«39 3€935,°53, AFS5F«8, 231, AF @A NI 3@ 2 QIP«R0 393, FIQUIO™

PAT

an%0 e @I PRIQPYS, @@ «ai¢" 8,393, EIQE,%0x-"39—39,afQ@afKhaf 5@ a,rafa, af-afiaf

3%h—3,« 3 QPRAQP«I, @A...-3
AP ™AE,
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ACE &f¢3, afvafvaf«a€pSa, 363 ACE
5,¢3f—af0a,na,caf’s,'a€ 3,088, af-af;3F8, af«é€@a;ia.. Faf@afuas

3,038, £33, af8aF38, a1 " AQ—AQ%I€>3,"3€, AOYIO 3O —3€QIO V3, S, %039 PAT
5,°af33f-3f3, 3f83 3@ ®é-"3€«4> 23983 @3,:3€/Source3d€ @ 3,69 xS7 53, E3QY
AfQ@aflaf c23€p-3,8%008 <368, 30—3,E3 3@, afQAFfA, afY

5,Ca8f«8, 8f%8,°8f 8,45 C" AP —3QUIO™AE,

QP QPIPBRIN"xOY¥IHO® NAT

d@«x’ 2, QI090—39 339 3Q,3€QIOMIO 8, QIQAEQPAT

3O 3O COAQLIQ FEONAT 4@ EISF-3,nafr3 2f...d +t3@ 34,0, QY AQ IEQNAT
affaf€a,na,'d e *e-3@™a,«afa,raffaf d@®af-a,nafud

af-affafeafaces...d +3,/4;@rfiQ—3 Q39,5 Q®IQ8I@,af—afO3, naf™afluas IP
3,C3f%0af-3,'39RIPYI, @IO® 1

3faf-af2affa, 1P3,Caf%0af3,'3,8%0%58,58%, 5@ | 5,39 39 3@ 10 "3@P3- @& EIQ 3, %0I€QaVsEY,

76 éC-

76€;c-3@Fa9,5,559%5€3,"3€,

DNS

5«8 HhAQP™3I 3, QRLAWPS.. ¥YIHBL I YIQSS, a9 e d@«iPri9,ie IQPPIPPIQPBRI-I@

Cisco 3€«3,"aQ@L£3@ | 35 5€°3,%03, 3 «CY¥e€S (™Vazer SEEDNS
20e€e%0 G@Bar-"2*IQ«FEQIfQIFfAf af af1h3, 4,92 3955, 3@ = xS

\~OA

3983°0OC" 4@ &f1L3€,3,539%IQ™AE,
ac®xfx a@éa,2afeaf aq, a,84a,¢
a,Y-af+af 4,14 83, ¢a@®a,caffaf—a, af-aflhaf%od, aencee” 73€9™3,<6539«3€ €@ http://www.cisco.com/

56953, 59°59 93, Ear¥e™M QIO ®F,Caf%oaf@a,na 153, 5€,c. 550 —30 | 5€9ep-36"3,536 15, E30
5,3 5f¥af 3, 3f55%5, 8 ne-39—39 | 3Q VIO 5030,

49,3933, E3Q®3 395, 3€3,Caffaf—a,°af~3f14af%0 3@ ™3, «eOYa™ 3@ «4 Q@3 TaO2Af;aFCaFa€
®f..4 +39«3 @2 739,39 E3,3,3 3939 3€@Cisco Technical Assistance

Centeri% TACI4%03 @ %3O VIO ¥'C 5, /193, "50550,5, AfaPaftafsars,
3f—afaf@a,pafeafhi@«3953° 930,90 31630 Q3O 30°39,3€,

Cisco |0S & W4Af+4f 4, 13, 83, ¢

Cisco |OSA, VAf+3f 4, 15, 84, ¢ & 144 & TV 9%oA@ ®3 €, & E5€  Cisco 10S &,%:afafa,'3,83,¢
3FEfaf1k3, 35 358,058, 2 E13Q @ 5@ —3QHIQ™IE, (%' ARIAQ®AFEF 1S,


http://www.cisco.com/web/about/security/intelligence/dns-bcp.html
http://www.cisco.com/go/psirt

3 553,058 «e, 18Vt ES5QEI9, 5,3 39 50 369 5; ORL, 49«5 Erwed 9IQRIFEF A, TV
1 5;@efr, 30,3755 %3, 569" — 3@« " e1%oi @3, EIQUIO™AE,

SEER &Y 3FEE13, 3€ Q8 —39«3 O FEQIO IO DS, Caf%0af 93,15, 0359 Edlier 930 +3,E
C%0'3REI PRI —3«e "33, EFQ | 5,3, AFAFPAFE,5,5,55, 8903, % ¢ 1

5,@xfe, 3¢ 331 5F%3,'5,°5,53 @156, V%03 33,053 @ «3 @ «aQ %3, EA AFaFE%, aQEC 14d
& 3Q@FEEr7 " 3Y AP, 5H —F@«@ "2 1%oi 93, EIQ | 5,3, AFAFE, 3€QIQUIOY,

afia.,aftafv. 4. 0cOTaP 3, EdQYaFafafa,'a@®AAAAA O ¢ €S
Afeafeafya, L acrs ' : c
Affected First Fixed L
12.0-Based o e . o Eax Eax Eap T e/ "a¥ afeafeafvaa,t
ReleaseiVsa;R@aeLa@a, Ea@Yee€a @a@®afrafasaa, 1¥%o
Releases
12.0 8, TaY/+a£85@ 3@ — A
12.0DA 8, 1a/soe£83@ 3 @ — A
12.0DB Release prior to 12.0(7)DB are vulnerabl eiV4E releases 12.0(7)DB and 12.4(19a)
' later are not vulnerable; ao£d @3 Q@ ®E;R®xfi€@ 12.4 12.4(19b)
12.0DC Release prior to 12.0(7)DC are vulnerabl ei/4E releases 12.0(7)DC and 12.4(193)
' later are not vulnerable; seo£d @@ ®; ®efd@ 12.4 12.4(19b)
12.0S &, Ta/+aE83@ 3@ — A
12.0SC 8, Ta/ L85 @3 @ — A
12.0SL 8, 1a/soe£83@ 3 @ — A
12.0SP 8, Ta/roc£85@ 3 @ — A




12.0ST e, Ta/aL83e°a @ — A
12.0SX 8, T&/s-aE859°3 @ — A
12.0SY 8, Ta&/aL83e°a @ — A
12.0SZ 8, T&/a-aE859°3 @ — A
12.4(199)
12.0T Vulnerable, s0£8 @ 3@ ®3; ®eL3€@ 12.4
12.4(19b)
12.0W 8, T/t £S5 3 @ — A
12.0WC Vulnerable; contact TAC A
12.0WT e, Ta/aaL83e°a @ — A
12.0XA 8, T/ aE859°3 @ — A
12.0XB e, T&/aL85e°a @ — A
12.0XC 8, T&/a-aeE859°3 @ — A
12.0XD 8, Ta/aL83e°a @ — A
12, OXE & 1Y.8 Release prior to 12.0(7)XEL are vulnerabl eiV4E rel eases A
12.0(7)XEL and later are not vulnerable;
12.0XF 8, T&/+o£859°3 @ — A




12.0XG e, Ta/aL83e°a @ — A
12.0XH 8, T&/s-aE859°3 @ — A
12.0X1 8, Ta&/aL83e°a @ — A
12.0XJ 8, T&/a-aE859°3 @ — A
oK Release prior to 12.0(7)XK2 are vulnerableiv4E releases 12.0(7)xK2 [ 12-4(199)
and later are not vulnerable; s @3 Q@ ®a; R2fi@ 12.4 12.4(19h)
12.0XL 8, T/t £S5 3 @ — A
12.0XM 8, T&Y/+o£859° 3@ — A
12.0XN &, Ta/st L85 3 @ — A
12.0XQ e, Ta/aL83e°a @ — A
xR Release prior to 12.0(7)XR1 are vulnerabl iVAE releases 12.0(7)XR1L || 12-4(199)
and later are not vulnerable; s @3 Q@ ®E; Refi@ 12.4 12.4(19h)
12.0XS 8, T&/a-aeE859°3 @ — A
12.0XV 8, T&/aL83e°a @ — A
12.0XW 8, T&/a-aE859°3 @ — A
Affected First Fixed e/ "8¥ afafeafyaa,t




12.1-Based

ReleaseiVs 4, @afi€+a, EdQYre€d™ @39 RAFaFaF1a, 11 %o0

Releases
12.4(199)
12.1 Vulnerable; so£8 @ 3@ ®3;®efa@ 12.4
12.4(19b)
12.1AA 8, t&/tec889 3 @ — A
12.1AX 8, t&/ec859 3 @ — A
Release prior to 12.1(22)AY 1 are vulnerabl ei/4(E releases 12.1(22)AY 1
12.1AY 12.1(22)EA11
and later are not vulnerable;
12.1AZ 8, Ta/st L85 3 @ — A
12.1CX 8, T8/t aec889 3 @ — A
12.1DA 8, ta/tec8a9 3 @ — A
191DB Release prior to 12.1(4)DB1 are vulnerabl eiv/4(E releases 12.1(4)DB1 12.4(1%)
' and later are not vulnerable; a8 @3 @ ®3; ®eL3@Q 12.4 12.4(19b)
191DC Release prior to 12.1(4)DC2 are vulnerabl eiv/4(E releases 12.1(4)DC2 12.4(19%)
' and later are not vulnerable; s0£8 @3 Q®E; R2£3Q 12.4 12.4(19b)
12.1E 8, T&/caeL859°a @ — A
Release prior to 12.1(11)EA1 are vulnerableiV4E releases 12.1(11)EA1
12.1EA 12.1(22)EA11

and later are not vulnerable;




12.1EB e, Ta/aL83e°a @ — A
12.1EC 8, T&/s-aE859°3 @ — A
12.1EO 8, Ta&/aL83e°a @ — A
12.1EU 8, T&/a-aE859°3 @ — A
12.1EV 8, 1Y/t o853 @ — A
12.1EW 8, T&/c-aE859°a @ — A
12 1EX &1Y8 Release prior to 12.1(8a)EX are vulnerabl ei/4E rel eases A
12.1(8a)EX and later are not vulnerable;
12.1EY &, Ta/st L85 3 @ — A
12.1EZ e, Ta/aL83e°a @ — A
12.1GA 8, Ta/st L85 3 @ — A
12.1GB e, Ta/aL83e°a @ — A
12.4(19a)
12.1T Vulnerable, o @3 @ ®3;Rxfa€@ 12.4
12.4(19b)
12.1XA 8, T&/a-aE859°3 @ — A
12.1XB 8, &Y/t o£85Q 3 @ — A




Release prior to 12.1(1)XC1 are vulnerablelV4E releases 12.1(1)XC1

12.4(199)

121xc and later are not vulnerable; s @ 3@ ®A; R2fi@ 12.4 12.4(19b)
12.1XD 8, T&/aL83e°a @ — A
12.1XE 8, T&/a-aE859°3 @ — A
12.1XF 8, &Y/t o£85 Q3 @ — A
12.1XG 8, T&/+o£859° 3@ — A
12.1XH 8, T/t £S5 3 @ — A
12.1XI 8, T&Y/+o£859° 3@ — A
12.1XJ &, Ta/st L85 3 @ — A
12.1XK e, Ta/aL83e°a @ — A
12.1XL 8, Ta/st L85 3 @ — A
12.1XM e, Ta/aL83e°a @ — A
12.1XN 8, T&/a-aE859°3 @ — A
12.1X0 8, T&/caL83e°a @ — A
12.1XP 8, T&/a-aE859°a @ — A




12.1XQ e, Ta/aL83e°a @ — A
12.1XR 8, T&/s-aE859°3 @ — A
12.1XS 8, Ta&/aL83e°a @ — A
12.1XT 8, T&/a-aE859°3 @ — A
12.1XU 8, 1Y/t o853 @ — A
12.1XV 8, T&/c-aE859°a @ — A
12.1XW 8, 1Y/t o853 @ — A
12.1XX 8, T&Y/+o£859°3 @ — A
12.1XY 8, Ta/st L85 3 @ — A
12.1XZ 8, T&/+o£859 3 @ — A
12.1YA 8, Ta/st L85 3 @ — A
12.1YB e, Ta/aaL83e°a @ — A
12.1YC 8, T&/a-aE859°3 @ — A
12.1YD 8, T&/caL83e°a @ — A
12 1YE & 1v.8 Release prior to 12.1(5)Y E1 are vulnerabl eiV4E rel eases 12.4(19a)

12.1(5)YE1 and later are not vulnerable;




12.4(19b)

12.1YF 8, T&Y/ L8595 @ — A
12.1YG 8, T8/t a£859° 5@ — A
12.1YH 8, T8Vt a£85@°5 @ — A
12.1Y1 8, &Y/ oL 85@ 3 @ — A
12.1YJ 8, T8Vt a£85@° 5@ — A
Affected First Fixed L
12.2-Based o o . e ~ £ax gax £1y % T &/ a¥ afafeafyva,t
ReleaseiVs a;®@acfa@a, Ea@Yee€a @a@®afraFasaa, i¥%o
Releases
12.4(199)
12.2 Vulnerable; soc£8 @3 @R358, Ref3€ 12.4
12.4(19b)
12.4(19q)
12.2B Vulnerable, s£8 @3 @ ®E;,Refi€@ 12.4
12.4(19b)
12.2BC 8, T8V +a£85@°5 @ — A
12.4(19a)
12.2BW Vulnerable; soctd @3 @R358, Ref3€ 12.4
12.4(19b)
1228y Release prior to 12.2(8)BY are vulnerabl eiV4E releases 12.2(8)BY and 12.4(19a)

later are not vulnerable, s @ 3@ RE; Rrf3@ 12.4

12.4(19b)




12.2BZ e, Ta/aL83e°a @ — A
12.2CX 8, T&/s-aE859°3 @ — A
12.2CY 8, Ta&/aL83e°a @ — A
12.2CZ Vulnerable; contact TAC A
12.2DA 8, T&/+o£859°3 @ — A
12.2DD 8, T/t £S5 3 @ — A
12.2DX 8, T&Y/+o£859° 3@ — A
12.2EU &, Ta/st L85 3 @ — A
12.2EW e, Ta/aL83e°a @ — A
12.2EWA &, Tal/ L85 °3 @ — A
12.2EX e, Ta/aL83e°a @ — A
12.2EY 8, T&/a-aE859°3 @ — A
12.2EZ 8, T&/caL83e°a @ — A
12.2FX 8, T&/a-aE859°a @ — A
12.2FY 8, T8Vt o853 @ — A




12.2FZ e, Ta/aL83e°a @ — A
12.21XA 8, T&/s-aE859°3 @ — A
12.2I1XB 8, T8Vt a£839 30 — A
12.21XC 8, T&/a-aE859°3 @ — A
12.21XD 8, 1Y/t o853 @ — A
12.21XE 8, T&/c-aE859°a @ — A
12.2IXF 8, 1Y/t o853 @ — A
12.2JA 8, T&Y/+o£859°3 @ — A
12.2JK 8, Ta/st L85 3 @ — A
12.2MB 8, T&/+o£859 3 @ — A
12.2MC 8, Ta/st L85 3 @ — A
12.2S e, Ta/aaL83e°a @ — A
12.2SB 8, T&/a-aE859°3 @ — A
12.2SBC 8, T8Y/ta£839 30 — A
12.2SCA 8, T&/a- L8593 @ — A




12.2SE e, Ta/aL83e°a @ — A
12.2SEA 8, T&/s-aE859°3 @ — A
12.2SEB 8, T8Vt a£839 30 — A
12.2SEC 8, T&/a-aE859°3 @ — A
12.2SED 8, 1Y/t o853 @ — A
12.2SEE 8, T&/c-aE859°a @ — A
12.2SEF 8, 1Y/t o853 @ — A
12.2SEG 8, T8V +a£85@ 30 — A
12.2SG &, T/ £8P 3 @ — A
12.2SGA 8, T&/+o£859 3 @ — A
12.2SL &, Tal/ L85 3 @ — A
12.2SM e, Ta/aaL83e°a @ — A
12.2S0 8, T&/a-aE859°3 @ — A
12.2SRA 8, T&/caL83e°a @ — A
12.2SRB 8, T&/a- L8593 @ — A




12.2SRC 8, T8Vt a£839 30 — A
12.2SU 8, T&/s-aE859°3 @ — A
12.2SV 8, Ta&/aL83e°a @ — A
12.2SVA 8, T&/a-aE859°3 @ — A
12.2SVC 8, 1Y/t o853 @ — A
12.2SVD 8, T&/c-aE859°a @ — A
12.2SW 8, 1Y/t o853 @ — A
12.2SX 8, T&Y/+o£859°3 @ — A
12.2SXA 8, Ta/st L85 3 @ — A
12.2SXB 8, T8Y/+a£85@ 30 — A
12.2SXD &, Tal/ L85 3 @ — A
12.2SXE 8, T8Y/ta£8a@ 3@ — A
12.2SXF 8, T&/a-aE859°3 @ — A
12.2SXH 8, T8Y/ta£839 30 — A
12.2SXI 8, T&/a- L8593 @ — A




12.2SY &, T8/t aeE8a9 5@ — A
12.2S7 &, T8/taeE8a9 5@ — A
12.4(199)
12.2T Vulnerable; so£8 @ 3@ ®5;Ref3€ 12.4
12.4(19b)
Release prior to 12.2(8) TPC10d are vulnerabl el/4E rel eases "
12.2TPC A
12.2(8) TPC10d and later are not vulnerable;
12.2UZ &, t8/taeE8a9 5@ — A
12.2XA 8, T8Vt aeE 8395 @ — A
12.4(193)
12.2XB Vulnerable, s @3 @R, Refi€@ 12.4
12.4(19b)
12.4(193)
12.2XC Vulnerable, s @3 @R, Refi€@ 12.4
12.4(19b)
12.2XD &, T8/t aeE8a9 39— A
12.2XE &, T8/ oE85°3 @ — A
12.2XF 8, T8/t oE83€°3 @ — A
12.4(193)
12.2XG Vulnerable;, st @3 @R, Refi€@ 12.4

12.4(19b)




12.2XH 8, T8Vt L8395 @ — A
12.2XI 8, T&Y/ £S5 5@ — A
12.2XJ 8, T8Vt aeE 8395 @ — A
12.4(19a)
12.2XK Vulnerable; so£d Q3@ ®3; Rxfi@ 12.4
12.4(19b)
12.4(19a)
12.2XL Vulnerable, s£d @3 @R, Refi€@ 12.4
12.4(19b)
12.2XM 8, T8/ eE85 5@ — A
12.2XN 8, &Y/t £S5 5 @ — A
12.2XNA 8, T8/ L85 5@ — A
12.2X0 8, T&Y/t £S5 5@ — A
12.2XQ 8, T8Vt eE 8395 @ — A
12.2XR 8, T&Y/ £S5 5@ — A
12.2XS 8, T8Vt aeE 8595 @ — A
12.4(19a)
12.2XT Vulnerable, s£d @3 @R, Refi€@ 12.4

12.4(19b)




12.4(199)

12.2XU Vulnerable, s0£8 @ 3@ ®3; ®eL3€@ 12.4

12.4(19b)
12.2XV 8, 1Y/t o853 @ — A
12.2XW 8, T&/a-aE859°3 @ — A
12.2YA 8, &Y/t o£85 Q3 @ — A
12.2YB 8, T&/+o£859° 3@ — A
12.2YC 8, T/t £S5 3 @ — A
12.2YD 8, T&Y/+o£859° 3@ — A
12.2YE &, Ta/st L85 3 @ — A
12.2YF e, Ta/aL83e°a @ — A
12.2YG 8, Ta/st L85 3 @ — A
12.2YH e, Ta/aL83e°a @ — A

12.4(19a)
12.2YJ Vulnerable, o @3 @ ®3;Rxfa€@ 12.4

12.4(19b)
12.2YK 8, T&/a-aE859°3 @ — A
12.2YL Vulnerable; san£8 Q3@ ®5; R®efi€ 12.4 12.4(19a)




12.4(19b)

12.4(199)
12.2YM Vulnerable; so£8 @ 3@ ®5;Ref3€ 12.4

12.4(19b)

12.4(193)
12.2YN Vulnerable; so£8 @ 3@ ®5;®ef3€ 12.4

12.4(19b)

12.2(18)SXF15; 08-
12.2Y0O Vulnerable; migrate to any releasein 12.2SY AUG-08

4€83°0¢" 2@ efs
12.2YP &, T8/t aeL8a9 3@ — A
12.2YQ &, T8/taeE8a9 5@ — A
12.2YR &, T8/t aeL8a9 5@ — A
12.2YS &, T8/taeE8a9 5@ — A

12.4(19q)
12.2YT Vulnerable; so£8 @ 3@ ®5;®ef3€ 12.4

12.4(19b)

12.4(193)
12.2YU Vulnerable; so£8 @ 3@ ®5;Ref3€ 12.4

12.4(19b)

12.4(193)
12.2YV Vulnerable, st @3 @R, Refi€@ 12.4

12.4(19b)




12.2YW &, T8/t aeE8a9 5@ — A
12.2Y X 8, T&Y/sr o839 5@ — A
12.2YY 8, T8Vt aeL8a9 5 @ — A
12.2YZ &, T8/t aeE8a9 59— A
12.2ZA 8, T8/t aeE839 5 @ — A

12.4(19%)
12.27B Vulnerable, so£8 @3 @®E;,®efi€@ 12.4

12.4(19b)
12.27C 8, T8Vt aeE 8595 @ — A
12.2ZD Vulnerable; contact TAC A

12.4(19%)
12.2ZE Vulnerable, s£d @ 3@ R4, Refi€@ 12.4

12.4(19b)

12.4(19%)
12.2ZF Vulnerable, so£8 @3 @R, ®efi€@ 12.4

12.4(19b)

12.4(19a)

o 12.4(19b)

12.27G Vulnerable; first fixed in 12.4T

12.4(20)T; 11-JUL-08

5985°0C" 3@ fks
12.2ZH Vulnerable, so£3 @39 ®3,; ReLi€ 12.4 12.4(19a)




12.4(19b)

12.4(20)T; 11-JUL-08
5983°0C" 3@ &f

12.4(19%)
12.27] Vulnerable; soc£d @ 3@ ®RE;®Rxf3€@ 12.4
12.4(19b)
12.4(19%)
) _ 12.4(19b)
12.27ZL Vulnerable, o8 @ 3@ R®Ra,; Refi€@ 12.4
12.4(20)T; 11-JUL-08
5953°OC" 5@ &f%
12.27P 8, T8/t oE839°3 @ — A
12.27U 8, ta/to£839°3 @ — A
12.27Y 8, T8/t o£83€°3 @ — A
12.2ZYA 8, T8/t o£839°3 @ — A
17 e FIrs Fixed 7 B[V
3 N o e ¥ Afeareafyvaa,
ReleaseiVs 4, @aFi€p+a, Ea@Yeetfd @a@®ASfFaFafa, 14%o0
Releases
12.4(19%)
12.3 Vulnerable, s£8 @ 3@ ®3, Refi€@ 12.4
12.4(19b)
12.4(19%)
12.3B Vulnerable; soctd @ 3@ ®RE; Ref3€ 12.4

12.4(19b)




12.3BC e, Ta/aL83e°a @ — A
12.4(19a)
12.3BW Vulnerable, o @3 @Q®3;Rxfi€@ 12.4
12.4(19b)
12.3EU 8, T&/a-aE859°3 @ — A
12.3JA 8, &Y/t o£85 Q3 @ — A
12.3JEA 8, T&/+o£859° 3@ — A
12.3JEB 8, T/t £S5 3 @ — A
12.3JEC 8, T&Y/+o£859° 3@ — A
12.3XK &, Ta/st L85 3 @ — A
12.31L e, Ta/aL83e°a @ — A
12.33X &, Tal/ L85 °3 @ — A
12.4(199)
12.3T Vulnerable, s0£8 @ 3@ ®3; ®eL3€@ 12.4
12.4(19b)
12.3TPC Vulnerable; contact TAC A
12.3VA Vulnerable; contact TAC A
12.3XA Vulnerable; ety @ 3@ ®3,; ®eLIQ@ 12.4 12.4(19a)




12.4(19b)

12.4(20)T; 11-JUL-08
5983°0C" 3@ &f

12.3XB

Vulnerable; soc£d @ 3@ ®RE;®Rxf3€@ 12.4

12.4(193)

12.4(19b)

12.3XC

Vulnerable, s£8 @ 3@ R4, Refi€@ 12.4

12.4(193)
12.4(19b)

12.4(20)T; 11-JUL-08
5985°OC" 39 &f

12.3XD

Vulnerable, s£d @3 @ ®E;,®efi€@ 12.4

12.4(193)

12.4(19b)

12.3XE

Vulnerable, s£8 @3 @®E;,Refi€@ 12.4

12.4(193)
12.4(19b)

12.4(20)T; 11-JUL-08
59853°OC" 3@ &fY

12.3XF

Vulnerable, so£8 @3 @®E;,®efi€@ 12.4

12.4(199)

12.4(19b)

12.3XG

Vulnerable; first fixed in 12.4T

12.4(199)
12.4(19b)

12.4(20)T; 11-JUL-08
5983°0C" 3@ &f

12.3XH

Vulnerable, so£8 @3 @R, ®efi€@ 12.4

12.4(193)




12.4(19b)

12.3X1 Vulnerable; contact TAC A
12.3(14)Y X 12
d@83°O¢" 2@ efs
12.4(19a)

12.3XK Vulnerable; s0£8 @3 Q®R3; Refi@ 12.4
12.4(19b)
12.4(19a)

12.3XQ Vulnerable, so£d @3 @Q®5;Rxfa€@ 12.4
12.4(19b)
12.4(19q)

. ) _ 12.4(19b)

12.3XR Vulnerable, o @a@®a; ®xfi@ 12.4
12.4(20)T; 11-JUL-08
4€83°0¢" 3@ efls
12.4(19)

12.3XS Vulnerable, o @3 @Q®3;Rxfa€@ 12.4
12.4(19h)

12.3XU &, TaY/-aeE859°3 @ — A
12.3(14)Y X 12
d@83°O¢" 2@ efs

12.3XY &, T&/c-aeE859 3 @ — A




12.4(199)

on 3, - o 12.4(19b)
12.3YA Vulnerable; sofd @3 @®3;®efa€@ 12.4
12.4(20)T; 11-JUL-08
d€83°0¢" a@ efls
e 12.4(20)T; 11-JUL-08
12.3YD Vulnerable; first fixed in 12.4T A e —.
a@8a"0O¢" 2@ efls
12.3(14)Y X 12
12.3YF Vulnerable; first fixed in 12.3Y X 12.4(20)T; 11-JUL-08
d€83°0¢" 3@ effs
e 12.4(20)T; 11-JUL-08
12.3YG Vulnerable; first fixed in 12.4T A e —.
a@8a"0O¢" " a@ efls
o 12.4(20)T; 11-JUL-08
12.3YH Vulnerable; first fixed in 12.4T e
4@8a°O¢" 2@ efls
R 12.4(20)T; 11-JUL-08
12.3Y1 Vulnerable; first fixed in 12.4T A e —.
a@8a"0O¢" a@ efls
12.3YJ 8, t&/tec889 3 @ — A
o 12.4(20)T; 11-JUL-08
12.3YK Vulnerable; first fixed in 12.4T A e —.
a@8a"0O¢" a@ efls
Release prior to 12.3(14)Y M 12 are vulnerabl ei/4E rel eases
12.3YM 12.3(14)YM12
12.3(14)YM12 and later are not vulnerable;
12.3YQ e, T/t e85 3 @ — A




12.4(20)T; 11-JUL-08

12.3YS Vulnerable; first fixed in 12.4T R e .
4@83°0O¢" " a@ eff
L . 12.4(20)T; 11-JUL-08
12.3YT Vulnerable; first fixed in 12.4T A e —.
a@8a"0O¢" 2@ efls
12.3YU Vulnerable; first fixed in 12.4XB A
12.3YX 12.3(14)Y X12 12.3(14)Y X12
12.3YZ Vulnerable; contact TAC A
Aff
ected First Fixed L
12.4-Based o e . & Eax gax £1p % T e/ a¥ afaafeafva,t
ReleaseiVsa;®axefLa@a, Ea@Yrme€a @a@®aFrafraraa, 1%a%o
Releases
12.4(18b)
12.4(19q) 12.4(199)
12.4
12.4(19b) 12.4(19b)
12.4(21)
12.4IA 8, TaY/+a£859 3@ — A
12.4JK 8, T8Vt a£839 3 — A
12.4IMA 8, T8V +a£85@ 30 — A
12.4IMB 8, T&/ e85 °a @ — A
12.4IMC 8, TaY/+a£85@° 3@ — A




12.4JX 8, T&Y/ e85 3 @ — A
12.4MD 12.4(15\MD 12.4(15)MD
12.AMR 12.4(19 MR 12.4(19 MR
12.4SW Vulnerable; contact TAC A
1241576 12.4(20)T; 11-JUL-08
12.4T <055 O S5 f]
12.4(20)T; 11-JUL-08 &0 83"0O¢"" 4@ &f1 495a°0¢" a@ el
o 12.4(20)T; 11-JUL-08
12.4XA Vulnerable; first fixed in 12.4T R e —.
a@8a"0O¢" 2@ efls
12.4XB 12.4(2)XB10 A
12.4XC Vulnerable; contact TAC A
12.4XD 12.4(4)XD11; 31-JUL-08 59 83"©C"” 36 &fV. 12.4(20)T; 11-JUL-08
. . ; - - d d e ~ oA o a—x
“) s 2 a@8a"O¢" 2@ efls
o 12.4(20)T; 11-JUL-08
12.4XE Vulnerable; first fixed in 12.4T A e —.
a@8a"0O¢" a@ efls
12.4XF 8, TaV+-a£85@° 5@ — A
12.4XG 8, &Y/ oL 8523 @ — A
o 12.4(20)T; 11-JUL-08
12.4XJ Vulnerable; first fixed in 12.4T

59853°OC" 39 &f




12.4XK &, ta/+ L85 °3 @ — A

12.4XL 12.4(15)XL2 12.4(15)XL2

12.4XM 12.4(15)XM1 12.4(15)XM1

12.4XN Vulnerable; contact TAC A

12.4XQ Vulnerable; contact TAC A

12.4XT Vulnerable; contact TAC A

12.4XV Vulnerable; contact TAC A

12.4XW 12.4(11)XWS8 12.4(11)XW6

12.4XY 12.4(15)XY3 A

12.4XZ Vulnerable; first fixed in 12.4T 12'4(02?)T; %{'JU_L"OS
a@8a"O¢" 2@ efls
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