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http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_md5_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_md5_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.html
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4/sec_12_4_book.html

file verify auto
router(config)#
exit

router#

fileverify

aUtos, 38 28fEf %oB€p <3S 3@ 3@ | SE€QCOpYA, B 2B %ea@ "1 €l 0adA, 2Hf 23 %oa@ B ja-" 3@ «/ver ifydle
10S3,nafiaf1sa, afa,ja,0af«3 @@ 3@ 2€83,af@4,83ffa, G@83Q@I@%IQ™AE 3, afafhaf@af«a,’
verify autod@ Ea"ace d@—a3@°3€,a 2@ 3€@Cisco
IOSéfiéf0§,0§,1é@«é,ﬁé.fié.f%é,,é0CE§,3éf"é.f%§0%§QVéé_éfaéfé.f%éf%oééﬁ,CEé,<é@\"(§0350«§€

8, 0Af | Af Y44, o088 V4Cisco | OSeences Vi3, 38 f 28 8 %o 2@ ®a Ve ¢

BQNIQYIEQAFQATFAF aF aFhE, (®icOTRE.. 3@ verifyclholas OEX ECA 3Af 7838 %08, doiC 49 —a@ | 3
File Validation3€ @eOVYef»3€83°74.. ¥4 3, E3€@IEEImage

Verification3€@ae0VYef\3@«3,"3QL£3@ o 2-°3€+3, FIQY3, IQRIPEIQ™IE€, 3@ B®34IQ A€«
10Saftaf 3,038,398 -°3€+3, E3@Yverifyd 3af 78138 %o, diig" a@™3,ce-"a+ 3,39 —3@ | 56,

<#root>

router#

verify disk0:c7301-j k9s-ne. 124-10. bin

Verifying file integrity of diskO:c7301-jk9s-nez.124-10.bin

..... <output truncated>.....Done!
Embedded Hash MD5 :

OC5BE63CAE339707EFB7881FDE7D5324

Computed Hash MD5 :

OC5BE63CAE339707EFB7881FDE7D5324

CCO Hash MD5 :

ADIF9CI902FA34B90DES365C3A5039A5B

Signature Verified

router#

4 58 59 ®E1°353 9559 F€9359ni@®MDSIFQAffa, 3f¥€xa @ Everifya A 2335 %ot «3, G OLI O



. Y& Qe%%EQ AFQASFFA,-AFYIVaSE 0afiAf YA, a8 Yolf —Af A, »5, 18, 5@ «Ciscod @«3," 3@ £3€ | Cis
10S&,nafiafa, af-a,id,paf«a@®a,»a, a,af8afa@«a; @a"a€+a,Ea MD5af@affa, af¥a€, Cisco
10S3,%.afaf"a,!a,83,¢3,0afiaf1a, af3,ja,0af«3@®3a,»3, 4, 3f8afa@®ar"a@ €83, ¢ @aQP™
10S4&,0afiaf1a, af3,i3,08f«3 @ ®¢%0'aR33Q®3,»3, 4,-af83 3@ «3@Prie, i@ ¢ "(®—3@-3,ES

. 8" cR—af@affa, af¥ivaSverifys 3af 7538 %3 ®A®Ye|Er™, 3 «SEQIEES, nafiaf1ha, senced " 1A
10S3,%af+af"a,!8,83,¢3,0afiaf%a,,af3,i3,03f«3Q@®¢%0'a®SIQ®3,»3, 3,-3f83f 5@ «i@Pri®, i@ !
10S3,03fiaf%4,,3f+3,i3,03f«3@®3,»3, 3,-3f83F 3@ P 34 2£€83, (2 QIO™3, 3OV, @I ®A)
Hashd€@ "¢%0d@—i@@ie3€,d 3@ a€@Cisco
10S&,naf;afa, afa,id,paf« 3@ EC *QQPIiP—i@ | 39,3, 393€Qx,93>°cS,a9«a1%0k> 3@13,

« CCOafe@afsa, -af¥ivasSCisco
|OS3, oaf jAf V.4, ,8f 4, |8, 0df «... " d/% Z@®MD5af@affa, af¥a€, 5@ "a@Raf@affa, af¥a€@ verifyaa
10S4,%2af+af 3, | a,83,¢a,nafiaf1ha, a@«a€@ a4, @3 a3, 333, a€,

€03 4@« Pri@, @ | 3 3€€3€/Cisco I0S Secu rity Configuration

Guidea€ @ (http://www.cisco.com/en/US/docs/ios/security/configuration/quide/12_4/sec 12 4 book.html)ad@ ®a€
Verificationa€ € (http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/quide/sec_image verifctn

Cisco
|OSaftaf€a,nd,'ae<«a, %0a @®a,nafjafua, afed,ja,raf«a@®afea, | aflafaFvaaF%o

SN @PaQ«3,"3QLIQ | 3@ IE€QIFQASFaf af af1hd, (Ric@Te€..d@Exr—Ca"a@®Cisco
10S4,%af+af"a, | a,8a,¢a,nafiafa, af+a,id,aaf«a, Cisco
10Saf1af€ 3,13, 3€<3,%0c®ic@Taf 3143, 8, af 1413, f8aF 5@ «C8»ac3Q™E, S Q"5 "3, enced 734

@icOTeE. 5O EIQ GODE, 5,5, 5 A0V EFO™E, GO IO F£Q2-3OR2IOrIO®I,5f—5, 4f5aF
I0S4, %3353, 8,55,C8, 8" 3@ —3€¢ | 3€@3, 937363, T30 ' 56,3,Cisco
10S3,1%:45-3 8, 5,53,C8, 0855513, 353,i3,08f <3, CRc@Taf aF43,7 3, aFt5f 13, 3f55 5«3 25 3543 98

<#root>

router#

copy flash:c7301-jk9s-ne. 124-10. bin scp: c7301-j k9s-nez. 124-10. bin

Address or name of remote host []? 10.1.1.1
Destination username [cisco]? user
Destination filename [c7301-jk9s-mz.124-10.bin]?

Writing c7301-jk9s-mz.124-10.bin
Password:


http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_image_verifctn.html

Si nk: 0644 28905508 c7301-j k9s-ne. 124-10. bin

28905508

bytes copied in 22.280 secs (1297375 bytes/sec)
router#

20%0REQP B’ " 8Y " §,25f—35, 5555 €595, %03 9«3, >3, AP E £ EfMAT«E, 6«5, €5, <8, 54
10S4,Y%:af35°4,4,55,C8, 8% " 59 —3 ' 3€@Cisco

I0S&ft5f€8,03,"5,/8¢16 h3QEIQ V5,8 RW0EaP<E, %031 Pep-G 5P —FQHIO™IE,CRCOTRE. .5 5
system3, °af &f v.Af @ af 8,285 5,£5,®aFYaF~3F 4, af555°3, 2af 25 5%03, 81 ¢" 39 —3@ | 59 "5O®A,¢2

<#root>

router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
router(config)#

boot systemftp c7301-jk9s-ne.124-10.bin 10.1.1.1
router(config)#

end

router#

copy running-config startup-config

Destination filename [startup-config]?

Building configuration...
[OK]
router#

rel oad

Af @AFFAF af afa, aftaf€a,03,'5€ ExLl 39°Cisco
10S4,0553f%3, 3@53T @ep-8ca 3, EI@ V3, %03€QAf@AFFAF 4 aF 143, CRiCOTRE.. .5 verifys af2af
10S3,%af-35°3,  3,53,C3, 085353, 3, 3F3FCAFUaF 553,i3,nf«8,uafhaf Q3«3 3aF 3 IO —3€ | 3€QA

8,28f +Af OF, 0Af38, 0Af | Af YA, Af+3, i4 nif«d



Q®cle’

af+3,i4 vaf «a@ECc®ic@taf afua, a,'aftafua, afsaffa@«a; @a a@-a,Ed 3@ c@af@affafaf afla
[0Sa,raf;afla, afa,ja,raf«a@®MD5af@affa, af¥a, c(°e* @@l @ @I @IP™aE€ Q" 3QO®A, 3@ T34
Windowsaf—afOaffaf af+a,0afaf 3@ ®3 3@ 3€ fsumEEGMD5summer @ 3€53,"3€>WinM D556
IOSé,ﬁéfiéf%é,,éf'é,ié,ﬁé.f«é@@é,pé,ﬁé,°é®_é€0Linuxé0§5,§503BSDé,aéﬁé.f—'éf%éﬁé,£é.f3§,°§,-5,12
Windowsaf—afOaFfaf af+3,0af%af 3©53€ dira A28 %, diic 59 —30 | 4@-a%—30530 03¢

& 3QP®a%AEQ F€QLINUXAFMESF1E,'3@®E,-3,'aftaf S@B®MD5e "(®—a€@ “af-d,ja,raf«d,ua,na, e ¢n

<#root>

$
$

nd5sum c7301-j k9s-ne. 124- 10. bin

ad9f 9¢902f a34b90de8365¢c3a5039a5b

€7301-jk9s-mz.124-10.bin
$
$

I's -1 ¢7301-j k9s-ne. 124-10. bi n

-X--r--1-- 1 user user

28905508

May 16 15:17 c7301-jk9s-mz.124-10@.bin
$

& j3QPP®a%AEQ F€QBSD('tx@P¥IQ®E,3,'aftaf G@«a %IQO™E QIO B®Af—3f3,»8,'4,/ (G HP—3@

<#root>

$
$

nd5 c¢7301-j k9s-ne. 124- 10. bi n
MD5 (c7301-jk9s-mz.124-10.bin) =

ad9f 9¢902f a34b90de8365¢c3a5039a5b

$
$

I's -1 ¢7301-j k9s-ne. 124-10. bin

-r--r--r-- 1 user user

28905508

May 16 21:36 ¢7301-jk9s-mz.124-10.bin



239 ®3%E O FEQWindowss, 3, 31 5F 553 ®Fsumariafyaf 5 £afeaf 14 £a€ ~ dir 8 Saf 2818 %A@ ®:

<#root>

C:\>

fsum -md5 ¢c7301-j k9s-nz. 124-10. bin

SlavaSoft Optimizing Checksum Utility - fsum 2.52.00337
Implemented using SlavaSoft QuickHash Library <www.slavasoft.com>
Copyright (C) SlavaSoft Inc. 1999-2007. All rights reserved.

; SlavaSoft Optimizing Checksum Utility - fsum 2.52.00337 <www.slavasoft.com>
; Generated on 05/20/08 at 00:01:13

ad9f 9¢902f a34b90de8365c3a5039a5b

*c7301-jk9s-mz.124-10.bin

C:\>
C:\>

dir ¢7301-j k9s-nez. 124-10. bin

Directory of C:\

05/20/2008 00:10 AM

28, 905, 508

€7301-jk9s-mz.124-10@.bin
1 File(s) 28,905,508 bytes

@ Dir(s) 1,207,291,904 bytes free
C:\>

&% 1Y/ sumaf \af Vaf 18, £afoaf 15, £A@ ®aVs.C" 3 &2 739®3€:3,/00CS,59 39— | 5955,55€ 93
Cisco |OS Upgrade Planner 8, 8¥4:¢" "a@—a@Ya,naf;afa, 4F+3,ia,naf«aef...a £

Cisco

|OSA, Vo8f+&f "4, '8, 84, ¢4 cafiaf 8, @ ®MD5SAf@affa, 3f¥5€ "3f4,i5,08f«3,ud,n3,°3, 8@ 26139 —a€ V3,
IOS Upgrade

Planneraf,af%af«a€+<3,%0x @ @a3»d€@+3,Ed «ef...d £3,/d1%:¢" a@—a@ | 3€@a,nafiaf1a, 3@®a;ié Y.
IOS Upgrade

Planneraf,af1af«3€«3€ a02%03S'3€2Cisco.comd,¢a,«d, | 3 af 3@ ES;...& | QIPBIEDA..~6~33



af @affaf af afna, (®jc@Te€..3@ €@ d@—i@ | a@,d,Cisco

10S3,%.af+af"a, | a,83,¢cafafasaa, (show

ver siona, 3af 28 38f %oa€p 8334—3, %08, (ES,<41°85>3 €9 <8, %03 % —3, %03, Ed <ef...& +3,815:C" 3@ —3€ | cCoe?
I0S Upgrade Planneraf,af4af«3 € «(8»a«a@—a€ | a€@Cisco
10Saftaf€a,03,'3€83%¢¢" 3,39 ®3,0afaf1%a, 3,2 AQPnie'd ;.. QIO EIQ,5,55Q%IO™IE A&
[I0Sa@®verifya, 3af zaf3af %oiva Cisco

|0SE@ ®IEES, pafjaf1d, enced " UI€QrOYefHIP®E,€EF 11h%id @8 "(®—3 -3, Ea@YCCOASf@AfS:
Imd53, 38f ZAf3af %088 " "(®—a €3, 3@ YMD53f@affa,-af¥i%4 Cisco
I0S3@®FEEMDS5AS3,ia,ndf«encee " hI€QPrOYefLa@®a £6F 11h%03€ QI QHIQPYIQ 3, uaf1haf%oaf
IOS Upgrade

Planneraf,af%af«3 @8 @ @a¥»a@-3,ES,«(MD5af@affa, af¥a@ a€et'a@—3€ 3€,3<30"3€ 3,¢C

Cisco

|0S3, vaf jaf V8, ,8f °4, 8 vaf «d... 87 G@®MD5af @ affa, af¥a€nd @ Ea, 3,3, 4@ Exr @ @333 @™3,<MD5:
IOS Upgrade Plannera€<a,%oCisco

1053, 04533, 3f3,i8,08f«8,'af€3, | P aFaf 43 %0a @ —FE QI Q"3 Q@ ®Ef %0, afYEfi G A 388 - 75€
10S3,04fi8f143, 3f5,i3,naf«3 @@ 8@ €83, ¢ QIO™5,4;..8 | @I EFQ,5,55Q%UIQ™EE,

e a@ «a€QYWWW.Ccisco.coma€«a,%oCisco

10S3,%af-af°4, ! 3,83,¢3,0af3f1a, 3f4,i3,0af«3,aF€3, | 3 afaf 435 %03 @ ™3, 3 @Y, Q@I «d;...0 | QA3
IOS Upgrade

Planneraf,af%af«a@«3," 3 QL@ | x @ @333 @+3,(Ed «xf...d taQ@ B33, (r° I P—3QHIQP™IE,

0% ° e
Release 12.4.10

SIZE 28905508
BSDaf€3,54ff3, 5, paf 47318

af «afv.d, ;af €a,8affa, a,uaf |0x3b6l

MD5 ad9f9c902fa34h90de8365¢c3a5039a5h
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WWW.CiSCo.com3, ¢4, «3, 1af3af 2 83€ Cisco IOS Upgrade
Planneraf,af4af«3€«3,¢3, 4,»3,'3985 9 @393€,30 V35, @3€£9 %0 'a®33Q®Cisco

10S3,%:af+af3, ! &,83,¢8,03f3f %43, 3@« %HhIQ—3€'5,3,'3°3@Fe "(P—3Q@—3€@Ya—C((Y¥a©R®MD
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3 -3,18, 3efL3 @3 @®a,»3,af¥afaf1a,£a@®e, Tal+x €85 @ «E-CaQ™a, Af-af@afluaf a€@a,»a,af¥asras
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URL
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